SpyNote — An Android Snooper
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Threat actors are constantly using new tricks and tactics to target users across the globe.
This blog is about SpyNote, an Android RAT targeting Indian Defense personnel. The
initial attack vector information was found on the newindianexpress website.

Let's now get into the details of how this SpyNote works.

This RAT is propagated via WhatsApp with the name “CSO_SO on Deputation DRDO.
apk®.

Once the user falls prey to this RAT and installs this malicious “CSO_SO on Deputation

DRDO. apk?”, this app pretends to be the genuine Adobe reader icon in the device app
drawer as shown in Figure 1.
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Adobe Reader icon of the malware

Upon launching , this application opens a Google Drive URL that is hardcoded in the app’s
“strings.xml” file and displays the images as shown in Figure 2. Google Drive URL
hardcoded in the app’s “strings.xml” file as shown in Figure 3.
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2: Images from Google Drive
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strings.xml

null:/string
" »docume stri

commandad ana contro

N</string
1:/string

ive/folders/1ddes_gTcamvRs Q_hHwej32usp=sharing. 'string

Figure 3: Hardcoded Google Drive URL string

Technical Analysis

Figure 4 shows that this malware refers to services in the AndroidManifest.xml file but not
defined in the classes.dex in the APK’s root folder. This indicates that the services’
classes or another dex containing the classes would be loaded in memory at run-time
using any one of the dynamic loading techniques.

CS0_SOonDeputionDRDO202Z i AndroidManifest,xml
Source code
com
android.protector
editorpdf.acrobat’
L |
Resources
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META-INF
res

¢ AndroidManifest.xml
classes.dex

i classes18.dex
i classesll.dex
;& classes12.dex
& classesl3.dex
i classesld.dex
s classesl5.dex
i classes16.dex “true”
i classesl7.dex
i classes18.dex

classes2 . dex
& classes3.dex
classesd.dex

Figure 4: Undefined Class Names in AndroidManifest.xml
SpyNote sample which we analyzed employs the technique of using the “base application
context” to the class “com.android.protector.ProtectApplication” as shown in Figure 5.

<uses-permission android:name="android.permission.CALL PHONE"/>

<uses-permission android:name="android.permission.SET WALLPAFER"/>
<application android:icon="fdrawable/vhhvj3033" android:installLocation="auto" android:label=
"@string/mbibuizxxoaipamawryxme3022" android:name="com.android.protector.ProtectApplication” gndroid:theme=
"fandrold:style/Theme.Translucent.NoTitleBar'>

<activity android:label="@string/mbibuizxxocaipamawryxme3022" android:name=

"com.editorpdf. fmnpyulxlievotbnrlcfgtttwobytytwwemxwbbjgddyvgyzzvxj3012">
Figure 5: AndroidManifest. XML showing base context to

“‘com.android.protector.ProtectApplication”

Hence, when the application’s launcher activity is triggered, “attachbasecontext” function
from the class “com.android.protector.ProtectApplication” is executed and the other
classes.dex (carried within the APK) are loaded and functions in those classes.dex files
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are invoked using reflection and MultiDex support as shown in Figure 6 and 7.

@override // android.content.Contextirapper

public void attachBaseContext(Context context) {

super.attachBaseContext(context);

Object m33d = "android.app.ActivityThread”, "currentActivityThread", new Class[@], new Object[@]);

WeakReference weakReferpnce = (WeakReference) ((Map) C@@l18j.m36a("android.app.ActivityThread”, m33d, "mPackages")).get(getPackageName());

Ceeast.me3k(this);

/* renamed from: d */
public static Objec
try {
return Class.forName(str).getMethod(str2, clsArr).invoke(null, objArr);
} catch (ClassNotFoundException | IllegalfccessException | IllegalArgumentException
e.printStackTrace();
return null;

String str, String str2, Class[] clsArr, Object[] objArr) {

1
s

Figure 6: “attachbasecontext” using reflection to load the secondary dex files in the APK

public static void m6%e(Context context, File file, File file2, String str, String str2, boolean z) throws IOException, IllegalAr

Set«File» set = f275;
synchronized (set) {
if (set.contains(file)) {
return;
}
set.add(file);
int 1 = Build.VERSION.SDK_INT;

if (i > 28) {

Log.w( "MultiDex", "Multilex is not guaranteed to work in SDK wersion " + 1 4+ ": SDK version higher than 28 should be
1
try {

Classloader classloader = context.getClassloader();
if (classloader == null) {
Leg.e("MultiDex”, "Context class loader is null. Must be running in test mode. Skip patching.”);
return;
}
m78d( context);
File m64j = m64j(context, file2, str);
C@el3g cedl3g = new CEBL13g(file, mé4j);
I0Exception i0Exception = null;
try {
m&lm(classLoader, m&é4j, cB@l3g.m43i(context, str2, false));
ToCatch [lUctxcepeion el 1
if (z) {
Log.w("MultiDex", "Failed to install extracted secondary dex files, retrying with forced extraction™, e);
m&lm(classloader, mé4j, c@@l3g.m43i(context, str2, true));
} else {

Figure 7: classLoader API loading secondary dex files using MultiDex support

Looking at the logcat at runtime, with MultiDex support, secondary dex files are loaded as
base.apk.classes1.zip and converted as executable ‘base.apk.classes1.odex’ as shown in

Figure 8.

07-26 11:55:27.818 26736 26736 I dex2oat : /system/bin/dex2cat -jé
--dex-file=/data/user/0/com.editorpdf.acrobat/code cache/secondary-dexes hae o a.Bk .classesl. ziﬂ -—output-vdex-£d=37

--ocat-fd=38 --cat-location=/data/user/0/com.esditorpdf.acrobat/code_cache/sscondary-dexes/oat/arm/base.apk.classesl.odex

--compiler-filter=quicken --class-loader-context=§

Figure 8: The logcat image showing the base.apk.classes1.odex file at runtime

Analyzing the Payload

The payload file base.apk.classes1.zip as shown in Figure 9 has the references to
services’ classes declared in the AndroidManifest.xml.
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Class Name from AndoridManifest.xml
This malware collects location information like altitude, latitude, longitude, precision and
even the speed at which the device is moving as shown in Figure 10.

9x7beE1332. F18LL);

, Service(eeesx7bes1332.f2st, (float) ServiceCeeedx7bes1332.f2ld, ServiceC@eeox7bes13az.f1sLL);

Figure 10: Collects the device location information
SpyNote then proceeds to combine all the aforementioned data and compresses (using
gZIPOutputStream API) them before forwarding it to the C2 server as shown in Figure 11.
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) wtputstream ] ) 1({bAarr. length) ;
tputstream GZIPOutputstream(byteAarrayOutputstream);
gZIPoutputstream.write(barr);
gZIFDutputStream.cl
byte[] bytearray = byteArrayOutputStream.toByteArra
byteAarrayoutputsiream.close
return byteArray;

} E:
putputsStream

witstream bytearrayInputStream By
IPInputStream gZIPInputStream PInputstream(by

byte[ length];

int read gZIPInputStream. read(bAr
(read 1)y {
bytearrayoutputstream.write(barr2, @, read);

gZIPInputStream. close(

bytearrayInputstream.

byte[] byteArray = byteAarrayOutputStream.toBytearray
byteAr utputstream. clos

return byteArray;

11: DATA compression using gZIPOutputStream

C2 Communication

This RAT contacts the C2 server at IP 213.136.80[.]208, which is hardcoded in the
“strings.xml” file (refer Figure 3). Figure 12 shows the connection established with the C2.

File Edit View Go Capture Analyze Statistics Telephony Wireless  Tools  Help

AW ® Res=FoEEaaan

[ [ip.addr == 213.135.80.208

No. Time Source Destination Protocol Length Info
4785 B44.3663E87 18.8.8.1 213.136.88. 288 TCP 473 48555 + 7368 [PSH, ACK] Seq=5331 Ack=538 Win=£5535 Len=419
4787 B45.836696 18.8.8.1 213.136.88. 288 TCP 186 48555 + 7868 [PSH, ACK] Seq=5758 Ack=688 Win=£5535 Len=52
4718 B646.256286 18.8.8.1 213.136.88. 288 TCP G4 48555 + 7868 [ACK] Seq=5382 Ack=731 Win=£5535 Len=28
4711 B46.256382 18.8.8.1 213.136.88. 288 TCP 598 48555 + 7368 [ACK] Seq=5882 Ack=781 Win=55535 Len=53&
4713 B46.256582 18.8.8.1 213.136.88. 288 TCP 598 48555 + 7368 [ACK] Seqg=6338 Ack=781 Win=55535 Len=53&
4715 B46.256281 18.8.8.1 213.136.88. 288 TCP 598 48555 + 7368 [ACK] Seq=6874 Ack=781 Win=55535 Len=53&
4717 B46.256934 18.8.8.1 213.136.88. 288 TCP 598 48555 + 7368 [ACK] Seg=7418 Ack=781 Win=55535 Len=53&
4719 646.257861 18.8.8.1 TCP 473 48555 + 7368 [PSH, ACK] Seq=7946 Ack=731 Win=£5535 Len=419
4725 B47.238468 18.8.8.1 54 48555 + 7868 [ACK] Seq=8365 Ack=243 Win=£5535 Len=28
71@ 51.894839 213.136.88.288 TCP 54 7268 + 48356 [SYN, ACK] Seqg=8 Ack=1 Win=£5535 Len=28

778 55.768268 213.136.88.288

54 7868 + 48356
213.1 54

5eq=1 Ack=125 Win=65535 Len=8

862 97.934789 213.136.88.288 18.8.8.1 54 7868 + 48356 [ACK] Seq=1 Ack=175 n=65535 Len=8
1825 142.966187 213.136.88.288 18.8.8.1 TCP 54 7868 + 48356 [ACK] Seg=1 Ack=225 Win=65535 Len=8
1217 187.934127 213.136.88.288 18.8.8.1 TCP 54 7868 + 48356 [ACK] Seg=1 Ack=275 Win=65535 Len=8

Figure 12: TCP connection with the C2 server
After the connection is established, the malware sends the gzip compressed data to the
C2 as evident from the network packet’s header in Figure 13.
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data length gzip magic number

ERET) 32 32 39 36 20 1f sb 22 cofENEEN-S . Gg. ... .

a8 88 @9 @9 d3 35 89 2a 4% 2d 30 82 ool ... ...

BE5a8 @0 1f Sb 8% @0 20 80 20 20 20 85 c1 cl Gafll-------r ceenennn . .

BBED 28 8c 82 de 3f 1a gb ae 9d eb de 25 28 a W Figure 13: gzip data sent
Ba78 €9 a@ @e 2a 98 TE @ 7b of 98 85 b2 1e 18 .

paze 20 4b 60 2f b2 ed 1e 9c cf 2c 49 56 57 7. K .--r .o..T

a9 53 3f d4 49 4f 2f 87 9c 23 58 72 bb ee 2N

@Bas ed 5a 21 6b 13 24 2 3f d5 5 c2 of 4c ooflli-7lk-3% 12----N-

pobe R .

by the device after establishing the connection with the C2 Server
The decompressed content of the data is shown below in Figure 14.

Last build: 20 days ago Cptions £¥ About/ Support @)
start: Tl jancihi B
Recipe BB E input e e tOBME S
. |1 2b &3 @8 ..D...22.%6.....
P Hexim! T3 o0 509000 80 00 08 3 35 04 00 22 43 20 30 82 B3 .......5..7H.0..
Be5@ 2@ 22 1f 5D 90 D2 00 02 02 02 00 B2 85 CL C1 B8  .eueeeeseeeeeens
Gunzip £ 11 |pess =@ 20 6c o8 de 3 1a 9b 53 ae 9d eb dB 25 BB 28 . ...le......E..
8278 Th c3 5@ @e 23 92 78 T8 eb Thb of 32 85 b2 18 18 {ev T Kea eeeess
Bes@ 1 22 4b 58 Gf b2 e@ 1 87 9 Cf 8C 49 56 57 €7 . K ..e.....DVH.
BeSE 26 53 3f d4 49 4f 2F @7 &f 9c 83 SE 72 bb ee 2 &SP.I0/.0..Xr...
o088 59 ed 53 21 Eb 13 24 24 31 3F dS &5 €8 of 48 @9 1.71k.3512....H.
peha o 2o

time: lns

Output lengeh: - se ) 0O @ i

I12:|.3 L136.88, 288 7E68  E@QCz  VhDem : T4rzl: SvSed vmig7e244  contaboserver.net 19181 2 I

STEP & BAKE!

Auto Bake

Figure 14: Decompressed gzip data showing IP address

Decode packets from the C2

The C2 responds by sending a series of compressed data, which when decompressed, is
revealed to be system commands and the related APK payload as shown in Figure 15. In
our case, the APK was extracted using Cyberchef.
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Recipe CH B Input

If ......114.44583.,
2049 Eb 92 2@ 22 @0 @0 22 04 2@
3 @858 8 29 4d 4f cd 2b d6 4b cc
Gunzip o) Il g@se $28b 7233312 73 @@ 42
2@78 91 @2 98 99 92 53 @1 d1 b

From Hexdump

w
w
a
ca
w
)

78 33 88 28 .........308p3.0
af cd d1 83 1 48 . )MO.+.K.KO... .0
51 32 82 62 AP 235.8Q..0
ae sb ac &2 :

[Ty
Ao
n
@
@
E

w
w
o
B
w
o

2052 33 20 1b 3e &9 58 @3 91 34 @4 93 45 6@ 42 18 4c
eass 3 26 49 52 38 £9 85 26 cd 91 cc bS 84 28 32 22
2832 52 18 dd ba 19 ed ba 86 2@ 2f 86 57 84 34 @@ 22
2ob2 92 1f 5b 85 @9 2@ 22 @0 20 24 92 dd 58 &7 3b Sc
2acd  db b7 1= @4 49 1@ bd 84 85 15 2d &1 44 cb 34 31
2808 64 d4 20 7a T4 de cb e8 BC de 43 24 12 54 28 24
2@e2  4c d4 2@ 44 5F 43 48 b4 11 2d 22 ca 88 12 44 ef
2afe 65 @6 77 72 of 7d 7e 39 9 f 21 f7 dd df

mow
Ao
"
-
-+
w

2188 fe dé 52 bb 3d df 7 ae fd 67 ad a5 ae 4C 7@
System Command @118 89 8 c3 e5 9F 2f 52 04 &b fe cb €4 3cC B9 @8 4b
2122 92 83 58 e3 74 a8 b3 95 bb S 83 b2 b3 bd
2132 5d bS 87 27 d CF €2 31 35 49 44 58 42 &3 a5 7b
2148 68 2d 5 eb c2 €8 ca 95 el a8 77 11 &f bb 92 oc
2152  2c al 16 dé de af a7 d4 1b 75 88 ad ea 7d &8 73

)
=3
o
a
w
I

B0® 3

Qutput

axeraxplugens.

APK file

T LEb LE...0L .ILA.
Bhctedds B3, 1.0 " Ekhi bhohnbs" Xikb.5.@

Figure 15: Getting commands and APK file from C&C server

We analyzed the C&C command ‘info’ and the associated APK. This command collects the
clipboard data and verifies the victims’ device for the presence of a hardcoded list of
mobile security products, may be with the aim of disabling them or forwarding the info to
the C2.

unused) {

Figure 16: Collects the clipboard information
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org.malwarebytes.antimalware™)

com.avast.android.mobilesecurity™)) {

, “com.eset.ems2.gp”)) {

com.wsandroid. suite™)
om. kms . free") ) {

com.drweb™)) {

(m3at{context, "com.bitdefender.security™)}}) {
"Bitdefend
( com. sophos.smsec™}) {
“Soph
(m3at( com. bitdefender.antivirus®}}) {
"Bitd
. gihoo. security.lite™)) {

; "com.samsung.android.lool™)) {

1
return str.length(} 2 str @ "null®;

Checks for the presence of security related products
The structure of the commands sent from the C2 to victims’ device is as follows:

x0F0x plugens.angel.plugens.apps
x0F0x method

x0F0x -1

xDE‘Dx

x0D0x n

null

x0F0x plugens.angel.plugens.info
x0F0x method
x0F0x Z22NQR3L1S

x0F0x [apdace
null

Figure 18: Commands sent by C2

x0F0x plugens.angel.plugens.info
x0F0x method

x0F0x 1CNQ3ZE

x0F0x

x0D0x E0Qc=

x0D0x Sv3ed

null
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At K7, we protect all our customers from such threats. Do ensure that you protect your
mobile devices with a reputable security product like K7 Mobile Security and also
regularly update and scan your devices with it. Also keep your devices updated and
patched against the latest vulnerabilities.

Indicators of Compromise (loC)

Package Name Hash K7 Detection
Name

com.editorpdf.acrobat F115C634016A9199054358515C19B40B Trojan ( 005652621
)

C2

213.136.80[.]208

vmi876244.contaboserver|.]net

MITRE ATT&CK

Tactics Techniques

Defense Evasion  Application DiscoveryObfuscated Files or Information,
Virtualization/Sandbox Evasion

Discovery Security Software Discovery, System Information Discovery

Collection Email Collection, Data from Local System

Command and Encrypted Channel, NonStandard Port
Control
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