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After the infamous Conti ransomware group was disbanded, its former members started to
target energy and power sectors with a new unknown ransomware payload. The intelligence
derived by Quick Heal researchers had already identified the Energy and Power sector as a
segment prone to cyberattacks and had increased the vigil on the same. This proactive
monitoring proved fruitful soon after we identified one of the recent premium entities attacked
in this segment. Our investigation and analysis determined that the new LockBit 3.0
ransomware variant caused the infection. The same has been claiming its dominance over
other ransomware groups this year.
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~~~ LockBit 3.8 the world's fastest and most stable ransomware from 2019~~~

>>>>> Your data is stolen and encrypted.
If you don't pay the ransom, the data will be published on our TOR darknet sites. Keep in mind that once your data appears on our leak site, it could be
bought by your competitors at any second, so don't hesitate for a long time. The sooner you pay the ransom, the sooner your company will be safe.

Tor Browser Links:

http://lockbitapt2d73krlbewgv27tquljgxr33xbwwspérkyieto7udncead.onion
http://lockbitapt2yfbt7lchxejuga7kmqvqgxvvjpgkmevv4l3azl3gy6pyd.onion
http://lockbitapt34kvrip6xojylohhxrwsvpzdffgs5z4pbbsywnzsbdguqd.onion
http://lockbitapt5xdzkjbcqmz6frdhecqqgadevyiwgxukksspnlidyvd7qd.onion
http://lockbitaptévx57t3eeqjofwgcglmutr3a3snygvokjasuuccipdykyd.onion
http://lockbitapt72iw55njgnqpymggskgbyp75ry7rirtdgdm7i42artsbqd.onion
http://lockbitaptawjl6éudhpd323uehekiyatj6ftcxmkwe5sezs4fqgpjpid.onion
http://lockbitaptbdiajqtplcrigzgdjprwugkkuté3nbvy2d5rdaw2agyekqd.onion
http://lockbitaptc2igdatewz2ise62q63wfktyrlaqtwuk5qax262kgtzjqd.onion

Links for normal browser:

http://lockbitapt2d73krlbewgv27tquljgxr33xbwwspérkyieto7udncead.onion.ly
http://lockbitapt2yfbt7lchxejugd7kmgvaqgxvvipgkmevv4l3azl3gy6pyd.onion.ly
http://lockbitapt34kvripéxojylohhxrwsvpzdffgs5zapbbsywnzsbdguqd.onion. ly
http://lockbitapt5x4zkjbcqmz6frdhecqggadevyiwgxukksspnlidyvd7qd.onion.ly
http://lockbitaptévx57t3eeqjofwgcglmutr3a3snygvokjasuuccipdykyd.onion. 1y
http://lockbitapt72iwS5njgnqpymggskgsyp75ry7rirtdgam7i42artsbqd.onion. 1y
http://lockbitaptawjléudhpd323uehekiyatj6ftcxmkwe5sezs4fqgpjpid.onion.ly
http://lockbitaptbdiajqtplcrigzgdjprwugkkut63nbvy2dsriw2agyekqd.onion. ly
http://lockbitaptc2iqaatewz2ise62q63wfktyrlaqtwuk5qax262kgtzjqd.onion. 1y

>>>>> What guarantee is there that we won't cheat you?

We are the oldest ransomware affiliate program on the planet, nothing is more important than our reputation. We are not a politically motivated group and we
want nothing more than money. If you pay, we will provide you with decryption software and destroy the stolen data. After you pay the ransom, you will
quickly make even more money. Treat this situation simply as a paid training for your system administrators, because it is due to your corporate network not

being properly configured that we were able to attack you. Our pentest services should be paid just like you pay the salaries of your system administrators.
Get over it and pay for it. If we don't give you a decryptor or delete your data after you pay, no one will pay us in the future. You can get more
information about us on Ilon Musk's Twitter https://twitter.com/hashtag/lockbit?f=live

Fig. 1— Ransom Note

The entity that bore the brunt of this ransomware attack had endpoints at multiple locations,
connected with each other & the server in a mesh-topology spread across numerous
locations. From the logs of multiple systems and telemetry, we observed that Windows Sys-
Internal tool PSEXEC was utilized from an unprotected system to execute the ransomware
payload (Lock.exe) on all the systems laterally. The noteworthy observation was that only the
shared drives were found to be encrypted.

Initial access was obtained via brute forcing techniques where multiple user names were
used for lateral movement. The encryption timestamp was in the early morning of 27-June-
2022. Anti-forensic activities were also observed, which cleared event logs, killed multiple
tasks, and deleted services simultaneously.

Initial Analysis

The service PSEXESVC was first observed to be installed a week before the encryption, with
successful SMB connections surging just before the encryption. Malicious BAT files were
executed by the same service only on one endpoint:

“wn LI N1

o C:\Windows\system32\cmd.exe /c “’openrdp.bat
e C:\Windows\system32\cmd.exe /c ““mimon.bat”
¢ C:\Windows\system32\cmd.exe /c “’auth.bat”

e C:\Windows\system32\cmd.exe /c “’turnoff.bat”

PSEXESVC executed the ransomware payload that must have a valid key passed along with
the command-line option ‘-pass’. The encrypted files were appended with .zbzdbs59d
extension which suggests that random generation was done with each payload.
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Engine and ARW Telemetry show that the ransomware payload (Lock.exe) was detected at
multiple locations on the same day. This shows that the payload was dropped in all these
systems but was detected by AV.

Payload Analysis

All the sections on the payload are encrypted, which can only be decrypted bypassing the
decryption key as a command-line parameter ‘-pass’. The key obtained for this sample is:
60c14e91dc3375e4523be5067ed3b111

The key is further processed to decrypt specific sections in memory that are obtained by
traversing the PEB and later calls the decrypted sections.

psVarl = ( &) paA1b2e4( ) ;
iVar2 = FUN_e841b248(extraout_ECX,extraout_EDX,psVarl, (byte *)local 388);
if (ivar2 != @) {
FUN_©e41b2f4(local 64,local _38@);
local 68 = FUN_@e41b348((int)local 64, (int)local_4a4,(int)local_178);
ivar2 FUN_©841b2d4
= *)(ivar2 + 8);
= *)(ivar2 + Bx3c) + ivar2;
* *)(ivars + 6);
= (byte *)(iVarS + 8xf3);
traout ECX 886;
uVard traout EDX 86;

uVar8 = FUN_ee41b@ec(uvar3,uVard,pbvare6,a);

uVard = (undefined4)((ulonglong)uVar8 »>> @x2@);
ivars = { JuVarg;

if (((ivars == @x76918675) || (ivar5 == @x4adlb)) ||
( extraout_ECX 81, iVar5 == 8xb84b4ob)) {
FUN_©841b41c((byte *)(*( *)(pbVaré + @xc) + iVar2),* *) (pbVart + @x1@), local_178
,local 68);
uvVar3 extraout_EC
uVard = extraout_EDX ©1;
}
pbvareé = pbVart + @x28;
uVar7 = uvary - 1;
while (uVar? != 8);

Fig. 2 - Decrypting Sections

Being packed and having only a few imports, Win32 APIs are resolved by decrypting the
obfuscated string with XOR using the key 0x3A013FD5.

B8 55154cC4D

35 D53FO013A
FFEO
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Fig. 3 — Resolving Win32 APIs

Privilege Escalation

When Admin privileges are not present during execution, it uses CMSTPLUA COM for UAC
bypass to elevate the privileges with another instance of the ransomware payload,
terminating the current process.

FF75 F8 push dword ptr ss:[ebp-8]
FF52 24 dword ptr ds:[edx+24
85C0 te .

75 0B

8B55 F8

8812 edx C

FF75 F8 ish dw ptr
FF52 08 word ptr ds:

53

E8 4EADFFFF lock.408
FF15 44774200 dword ptr «
8BES esp, ebp

5D

c3

55

dword ptr ds:[edx+24]=[69A3114C <cmlua.&IMP.&bjectStublessClient9>]=<IMP.&bjectStublessClient9>

Fig. 4 - UAC Bypass

Service Deletion and Process Termination

Process terminated included SecurityHealthSystray.exe and the mutex created during
execution was 13fd9a89b0eede26272934728b390e06. Services were enumerated using a
pre-defined list and were deleted if found on the machine:

. Sense

. Sophos

. Sppsvc

. Vmicvss

. Vmvss
Vss

. Veeam

. Wdnissvc
. Wscsvc

. EventLog

O ©®O®NOUOAWN=

—

Anti-Debugging Technique

Threads used for file encryption were hidden from the debugger using
NtSetIinformationThread function with undocumented value (ThreadHideFromDebugger =
0x11) for ThreadlnformationClass parameter.
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Default (stdcall)
[esp+4] 000003cC

[esp+8] 00
[esp+C] O
[esp+10]

011

00

000

Unlog

WA g B

[esp+14] 001 FEF4

Fig. 5 — NtSetinformationThread technique

File Encryption

Before starting file encryption, the malware associated an icon to encrypted files by creating
and writing it into an image file in the C:\ProgramData directory as zbzdbs59d.ico. Files
were encrypted by creating multiple threads where each filename was replaced with a

random string generated and appending the extension to them.

3 3QWswsm ZBZDBS59D File
3 3wVmRYd ZBZDBS59D File
3 deUAIQ ZBZDBS59D File
3 bd9d8Wr ZBZDBS559D File
3 GehEBd0 ZBZDBS59D File
3 LiF56VS ZBZDBS59D File
3 MNOwSoN ZBZDBS59D File
3 Ofm1jFX ZBZDBS59D File
3 OK9ANJ) ZBZDBS59D File
3 p9w1GDm ZBZDBS59D File
3 Q7sVUZx ZBZDBS59D File
3 u3WBseg ZBZDBS59D File
3 UHgHpK? ZBZDBS59D File
3 xFn67AB ZBZDBS59D File
3 XRxPMXH ZBZDBS59D File
= yMBTOmC ZBZDBS59D File
3 vy82qMy ZBZDBS59D File

Fig. 6 — Encrypted Filenames
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The ransom note ‘zbzdbs59d. README.txt is created inside every directory except the
Program Files and the Windows directory, which aren’t encrypted. It contains instructions to
install the TOR browser, links for a chat along with the personal ID and ends with the
warnings as usual. The victim machine’s wallpaper is modified with the name ‘LockBit Black’
and mentions the instructions to be followed:

LockBit Black

All your important files are stolen and encrypted!

You must find zbzdbsS9d.README. txt file
and follow the instruction!

Fig. 7 — Modified Wallpaper

Anti-Forensic Activity

As part of wiping out its traces, the ransomware disabled Windows Event Logs by setting
multiple registry subkeys to value 0.

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\WINEVT\Channels\*

Tasks Killed

IBM* PrnHtml.exe* DriveLock.exe* MacriumService.exe*

sql* PAGEANT.EXE* CodeMeter.exe* ReflectMonitor.exe*

vee* firefox.exe* DPMClient.exe* Atenet.Service.exe*
sage* ngctw32.exe* ftpdaemon.exe* account_server.exe*®
mysql* omtsreco.exe mysqld-nt.exe*  policy_manager.exe*
bes10* nvwmi64.exe* sqlwriter.exe* update_service.exe*
black® Tomcat9.exe* Launchpad.exe* BmsPonAlarmTL1.exe*

postg* msmdsrv.exe* MsDtsSrvr.exe* check_mk_agent.exe®
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Services Deleted

e sc stop “Undelete”

e sc delete “LTService”

e sc delete “LTSvcMon”

e sc delete “WSearch”

e sc delete “MsMpEng”

¢ net stop ShadowProtectSvc

e C:\Windows\system32\net1 stop ShadowProtectSvc

Shadow Volume Copies Deleted

vssadmin.exe Delete Shadows /All /Quiet

Removal of all Active Network Connections

net use * /delete /y

Exhaustive List of all the Logs

e Events Cleared
o Tasks Killed

Registry Activity

reg add
‘HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System”
/v legalnoticecaption /t REG_SZ /d “ATTENTION to representatives!!!! Read before you log
on” /f

reg add
‘HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System”
/v legalnoticetext /t REG_SZ /d “Your system has been tested for security and unfortunately
your system was vulnerable. We specialize in file encryption and industrial (economic or
corporate) espionage. We don’t care about your files or what you do, nothing personal — it's
just business. We recommend contacting us as your confidential files have been stolen and
will be sold to interested parties unless you pay to remove them from our clouds and auction,
or decrypt your files. Follow the instructions in your system” /f

reg add “HKLM\SYSTEM\CurrentControlSet\Control\Terminal Server” /v
fDenyTSConnections /t REG_DWORD /d O /f

reg add HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Contro\LSA /v RunAsPPL /t
REG_DWORD /d 0 /f

reg add HKLM\SYSTEM\CurrentControlSet\Control\SecurityProviders\WDigest /v
UseLogonCredential /t REG_DWORD /d 1 /f

Conclusion
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https://www.klgrth.io/paste/m3w3e
https://www.klgrth.io/paste/t34rs

Unprotected systems in the network were brute-forced to run the PSEXEC tool for lateral
movement across the systems to execute the ransomware payload. With LockBit 3.0
introducing its bug bounty program and adopting new extortion tactics, it is mandatory to take
precautions like downloading applications only from trusted sources, using antivirus for
enhanced protection, and avoiding clicking on any links received through email or social
media platforms.

I0OCs

MD5 Detection

TE37F198C71A81AF5384C480520EE36E Ransom.Lockbit3.S28401281
HEUR:Ransom.Win32.InP

IPs

3.220.57.224

72.26.218.86

71.6.232.6

172.16.116.14

78.153.199.241

72.26.218.86

5.233.194.222

27.147.155.27

192.168.10.54

87.251.67.65

71.6.232.

64.62.197.182

43.241.25.6

31.43.185.9

194.26.29.113
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