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Zscaler’s ThreatLabz threat research team recently has spotted a new variant of the
emerging X-FILES infostealer attack with enhanced features to exfiltrate sensitive
information. X-FILES is a stealer that aims to steal sensitive information, including logins and
financial data.

This blog will walk through the differences between the variants of X-FILES that we have
observed until now, including differences in features, attack chains, and command-and-
control (C2) patterns. Following our in-depth analysis, we’ll include a tabular feature
comparison.

Interesting Facts

1. X-FILES stealer was first observed in March 2021 by 3xp0rt. A second variant was
observed in the month of December, 2021 again by 3xpOrt.

2. In June 2022, ThreatLabz discovered a revised version of the stealer.

3. We have observed that the malware is mostly coming from phishing domains hosted on
Russian IPs. Even the C2 panel (xfilesreborn[.]ru), for the latest variant, is hosted on
Russian IP (46[.]8[.]153[.]137).

4. Recently, it has been seen that the threat actors are now exploiting the Follina
vulnerability to deliver X-FILES stealer.

5. Like other infostealers, X-FILES aims to steal and exfiltrate sensitive information such
as saved browser credentials, Crypto wallets, FTP credentials, and credit card
information.

6. All the variants that we have stumbled upon are written using C# programming
language, with new features added over time by the threat actors.

7. With the latest variant, the threat actors have switched to hiding interesting strings in
base64 format rather than keeping it in plain text format. Changes in C2 patterns are
also observed.

Website Analysis

Our investigation has revealed a number of phishing websites that have been created and
used by threat actors to distribute X-FILES stealer, with some still active.

In Scenario 1, the threat actors have distributed malware by pretending to be legitimate VPN
software and Nitro Generator software, respectively. The downloaded files from the phishing
websites are the X-FILES stealer.
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Figure 1: Phishing websites 1 and 2

In Scenario 2, the main payload was downloaded by another malicious file hosted on a
phishing website, which is a Russian domain associated with multiple malwares. As the
domain is currently down, the following screenshot is taken from VirusTotal to show the
relationship graph of the malicious domain.
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Figure 2: Graphical representation of the malicious domain

Attack Chain

From the above scenarios, we have deduced the layout of the attack chain, illustrated in
Figure 3.
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Figure 3 : X-FILES attack chain

Technical Analysis

In this section, we will lay out the differences and additional features that we have seen
amongst different variants of the stealer, obfuscation of interesting strings, and the C2
pattern of the latest variant.

Note:- For the purpose of studying differences in features, the following md5s were
analyzed:

1. Latest Variant :123fd0237ca90f8a606009461fe2bb76 (June, 2022)
2. Second Variant : 1ed070e0d33db9f159a576e6430c273c (Dec, 2021)
3. Oldest Variant : 1b85d1786c4dde6calee03a95e19531e(March, 2021)

System Information

Along with the information of IP, Country, Region, City, Operating System and Screen

resolution (all of which were data collected by previous variants), the latest variant collects
additional information about Windows Activation key, graphic cards, memory, processor, and

antiviruses installed on the victim’s machine.
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Figure 4: Code comparison

The PC info is collected in the following manner by the latest variant:

Mj Information.txt - Motepad

File Edit Format View Help

A-FILES

Coder: t.me/xthreenine
Support: t.me/XFILESRebornSeller
Python Coder: t.me/Sheni_ 1994

Install location:
Build Tag: soft

Username:
Operating system: Windows 18 Pro (64 Bit)
Product key: '

IP:

Country: India

Location: . [

Lip:

Screen: 1928x1888

Processor: Intel(R) Core(TM) i7-85%65U CPU @ 1.88GHz (2 cores)
Graphic Card: VMware SVGA 3D (? MB)

RAM: 46894MB

Antiviruses: Windows Defender.
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Figure 5: System Information collected by the latest variant
Wallet Information

As in the second variant (but not the first), the latest variant collects information about wallets
and crypto wallet extensions. The uniqueness of this variant is that, unlike the second variant
in which file paths were embedded in code, in this variant a list of targeted files gets
downloaded from the C2 panel first and then the information is collected.

#Latest Variant
Rest  Protocol Process | GetStarted | (D) Stalistcs % Insectors | £ AutoResponder [ Composer | [ Fidder Orchestrabels | 37 FidderSapt  |2] Log | [ Fiters | ™= Timelne
€9225 200 HIT i il o th ookes | [ N
- S

aad Equalialet ‘binefboilkrmnepo
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Figure 6: Paths of Wallets and crypto-wallets extensions from C2 server

#Second Variant

\\hnfankn gcijnmhnfnkdnaad”

Figure 7: Paths of wallets and crypto-wallet extensions embedded in the code

Browser Information
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The latest variant is, like earlier variants, capable of stealing saved browser information.
However, the interesting thing is that in the latest variant, the targeted files are searched
using a directory crawling technique at targeted folders. After getting a list of the matched
patterns and file paths, the same are used for further stealing activities. It is worth noting that
the paths are hard-coded in the second and the oldest variant.

# Latest variant

. H
(current,

profs);

(current, dir);
(current, <Mo ("T69jYWwgU3RhdGU=")));

Y
= chromiumBrowserName

Figure 8: Latest variant code

#Second & Oldest variant
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Figure 9: Older variants code

FTP Information

Both the latest and the second variant are capable of collecting FTP-related information,
which wasn’t present in the oldest version. It is noteworthy that the second variant steals only
Filezilla-related information, whereas the latest variant is also capable of stealing WinScp
information, as shown in the below snapshot. Moreover, the latest variant is making use of

XmlIReader to get values, whereas in the second variant Regex is used to get the targeted
information.

#Filezilla [Latest variant]
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List<GC 3>();

. ( .SpecialFolder. ) +
N1bnRzZzx127x1zLnhtbA=="); [ "\FileZilla\recentservers.xml'

ass3> Fesul%;
(path))

result = list;

// RecentServers

rdm

//Pass
"ing))

Figure 10: Filezilla Information stealing code in latest variant

#WinScp [Latest variant]

[//SOFTWARE\Martin Prikryl\WinSCP 2\Sessions
cV21uUenNQIDIcU2Vzc2lvbnM=");

registryKey

)

/Names[1i];
yKey2 ) < ule>. ("XA==") + str);
registryke 1lue(<Module>. Gozdeshbwu=")); f/HostName
(expr_77 ! : P t ] :
= registryKey: e>. ")); [/PortNumber

//UserName
("vXNLckShbuu="));

5 [//Password
("UGFzc3dvemQ="));

Figure 11: WinScp Information stealing code in latest variant

# Second variant
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nstants.A

"\\Filezilla.txt"))

+ "\\Filezilla.txt");

(FileStream fileStream FileStream(path, FileMode.

ader(fileStream);

ost>");

);__

Figure 12: Filezilla Information stealing code in older variant

Strings Before and After Decryption

In order to hide the stuff at static level, the latest variant is now making use of base64

))

encoded strings (refer to the below snapshot), whereas in earlier versions the strings were in

plain text format.

|

File Edit Format View Help
YXBwbGljYXRpb24vell3d3ctZmIybS1lcmxlbmiviGVE  ~
L19fXw==
bGIhZIGVy

LmV4ZQ==
DQoNCkluc3RhbGugbG9jYXRpb2461a==
VWS5rbm93bg==
DOpCdlsZCBUYHcEIA==
DQoNCIVZzZXIuYW110iA=
DOpPcGVyYXRpbmcge31zdGVE0iA=
DQpQcmSkdiNeIGtleTog
DQoNCk1Q0iA=
DOpOb3VudHIS01A=
DOpMb2NhdGlvbjog
DQpaaxXAbli==
DQoNC1NjcmV1bjog
IC8vIA==
DOpQcm9jZXNzb3I6IA==
DOpHemFwaGljIENhemQb A==
DOpSQUEeIA==
DQoMNCkFudGl12aX]11c2Vz01iA=
TmOuZQ==
SW5mb3 1tYXRpb24udHha
U2Ny ZWVuc2hvdCSwbme=

Figure 13: Base64 encoded and decoded strings.

Mj *decoded_Strings.txt - Notepad

File Edit Format View Help
application/x-wn-form-urlencoded

loader
.eXe

Install location:

Unknown
Build Tag:
Username:

Operating system:

Product key:
IP:

Country:
Location:

Zip:
Screen:

!
Processor:
Graphic Card:
RAM:
Antiviruses:
MNone
Information.txt
Screenshot.png
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C2 Communications

After performing stealing activities, the malware then exfiltrates data in JSON format to its
embedded C2 server.

Note:- The attackers nowadays prefer using JSON as a data exchange mechanism as it can
be used with any programming language and is easy to handle. Also, as it is a lightweight
and structured notation, it is relatively easy to serialize and deserialize the data.

", "tag_x":"soft", "use
e313mEACKI L/
SPLEDGGN] DI 3%,/54N01CPr O 2w

id":"2227 wallets_x"
1H0Z+P] BOW22ELE13208A7 (S0 T 7ES
36bF0WC+55K1 NAL ByoHrMEmAS

Figure 14: JSON data exfiltration - latest variant

The description of the C2 pattern of the latest variant is as follows:

Parameters Description

cookies_x Number of cookies information collected
country_x Country Code

credit_x Number of Credit cards information retrieved

ice_o_lator_hash MDS5 hash value of zip file

ip_x IP information

passwords_X Number of password retrieved

postal_x Postal code

tag_x Attacker’s hardcoded predefined value

user_id Attacker’s hardcoded predefined value

wallets_x Names of wallets for which information is collected
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x_type Type of coverage i.e full or partial

Zipx Base64 encrypted ZIP file consisted of files created by the stealer

In the second variant, the POST request is also made and sent with similar parameters, but
not in JSON format.

IS R WILE RIS LRI R RN R L R I R LR I A LR I R B e ]

2 bkt Ok R DR ORMWH O R oK OR N R Wa4EwQ4pdecm'12r1‘12D1‘120gICAg1CD1‘12r~1‘12D1‘120gIc;
gIoKVmukVkORVhekvmukykoRvkokvkoRKVEORVEORVEOKWnaR MUKk Ok ok ORVE ORvEORWE OV e KUk
Eovk ok ORVE ORI ORVROKL SOt LS0TL S0t LS 0T L0t LSOt LSOt LS 0T LOORWGEYS 2wy w0 ym S0 ICOgoFhaSUxFL
1Mob3ETomo0DopUZwWx 123 1hhSEzd=Ewh3 10T C0q0FhGESUXFULSTZW S S 2T NC %3 o
Sdéuser_id=219%&passwor lds_x=0&1p_x= Soc_x=0&cookies_x=0&z1p_x="% %
22&contry_x= = &Tag_x=041221&p ece=FulTHTTR,/1.1 200 OK

server: ddos-guard

Connection: keep-aliwve

kKeep-alive: timeout=560

Date: Tue, OF Dec 2021 21:24:43 GMT

w—Powered-By: PHP/7.3.31

Content-Length: S

Content-Type: texts/html; charset=UTF-8

.. SUCEsS|

Figure 15: Data exfiltration - second variant

In the oldest variant, the C2 pattern was simple and in readable format as shown below:

. php HTTR/L.1

ype: multipart/form-data; boundary="h42369c3-9f66-420d-Bccd-codafflecdls”
1.1

1079

inue

Alive

d-8ccd-cod afflecdls
R

Figure 16: Data exfiltration - earliest variant

Features Comparison

Target Information Latest Variant Second Variant Oldest Variant
[June, 2022] [Dec, 2021] [March, 2021]

System Information Yes* Yes Yes

Browser Information  Yes* Yes* Yes

Wallets Information Yes Yes No
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Telegram Information Yes Yes No
FTP Information Yes* Yes No
Files Collection Yes Yes Yes
Steam Information Yes Yes No
Discord Tokens Yes Yes No
ScreenShot Yes Yes Yes

Note: " implies additional features have been added

Conclusion

It seems that the threat actors behind the X-FILES stealer campaign are continuously
making changes or enhancement in the code and delivery mechanisms to steal a wider
variety of sensitive user and system information. In the future, we anticipate additional
variants that continue in this trend. Zscaler’s ThreatLabz team is continuously monitoring the

campaign and will publish any new findings.

MITRE ATT&CK AND TTP Mapping

ID Tactic

T1189 Drive-by Compromise

T1140 Deobfuscate/Decode Files or Information
T1082 System Information Discovery

T1083 File and Directory Discovery

T1005 Data from Local System
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T1047

Windows Management Instrumentation

T1003

OS Credential Dumping

71018

Remote System Discovery

T1552.002

Credentials in Registry

T1518.001

Security Software Discovery

Zscaler Sandbox Coverage:

CLASSIFICATION

Class Type Threat Score
Malicious 94
Category

Malware & Botnet ('

VIRUS AND MALWARE

No known Malware found

STEALTH b

* NET Source Code Contains Potential
Unpacker

» Binary Contains A Suspicious Time Stamp

Disables Application Error Messages

MACHINE LEARNING ANALYSIS

® Malicious - High Confidence

SECURITY BYPASS

Sample Sleeps For A Long Time (Installer
Files Shows These Property).

Queries Sensitive Operating System
Information

Queries Sensitive Processor Information (Via
WMI, Win32_Processar, Often Done To
Detect Virtual Machines)

Queries Sensitive Video Device Information

SPREADING

No suspicious activity detected

KA
vy

-

MITRE ATT&

® High Risk  ® Moderate Risk Low Risk

This report contains 18 ATT&CK techniques
mapped to 6 tactics

NETWORKING €y

HTTP GET Or POST Without A User Agent
Uses Insecure TLS / SSL Version

Found Many Strings Related To Crypto-
Wallets

Downloads Files From Web Servers Via
HTTP

Found Strings Which Match To Known
Social Media URLs

INFORMATION LEAKAGE €3

e Tries To Harvest And Steal Putty Information
(Sessions, Passwords, Etc)

e Tries To Harvest And Steal Browser
Information

e Fnumerates The File Svstem

In addition to sandbox detections, Zscaler’'s multilayered cloud security platform detects
payloads with following threat name:

Win32.PWS.X-Files

***Appendix 1- C2 Panel

14/16
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Sign in

***Appendix 2 - IOCS

[+]Network indicators

ohvwowohv[.Jru

Xfilesreborn[.]ru

insidervpn[.Jcom
importadoracandy[.Jcom

xsph[.Jru

[+]MD5s
123fd0237ca90f8a606009461fe2bb76
1ed070e0d33db9f159a576€6430c273c
1b85d1786c4ddebcalee03a95e19531e
53ea3df8e2e5749eccd4334b8666da4d
908665f3d7fd15ac69eb2ac320a5338a
707e79d19e602986960fc3717c89d5¢c4
[+] Filenames

client.exe

ReadLineSOSAT.exe
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Svc_host.exe

ConsoleA.exe

Thank you for reading
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