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Threat Actors Leveraging Microsoft Applications to Deliver Cobalt-Strike
Beacons

DLL (Dynamic-Link Library) sideloading is a technique used by Threat Actors to infect users using
legitimate applications which load malicious DLL files that spoof legitimate ones. Recently Cyble
Research Labs published a blog about Qakbot malware that leverages a calculator to perform DLL
Sideloading.

Similarly, we came across a Twitter post wherein researchers mentioned a document file that performs
DLL Sideloading using Microsoft applications such as “Teams.exe” and “OneDrive.exe.” The dropped
DLL contains the C&C URL through which the malware can deliver a Cobalt-Strike beacon.

Cobalt Strike is a penetration testing product that allows Threat Actors (TAs) to deploy an agent named

‘Beacon’ on the victim machine. The Beacon provides various functionalities to TAs, including command
execution, key logging, file transfer, SOCKS proxying, privilege escalation, mimikatz, port scanning, and
lateral movement.
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https://blog.cyble.com/2022/07/27/targeted-attacks-being-carried-out-via-dll-sideloading/
https://blog.cyble.com/2022/07/21/qakbot-resurfaces-with-new-playbook/
https://twitter.com/SBousseaden/status/1550903546916311043?t=koePtR6554CWSPYcitG6Zw&s=19

Several TAs are actively using this tool, from ransomware operators to espionage-focused Advanced
Persistent Threats (APTS).

Upon analyzing the malicious doc file, we observed that it was targeting a company located in Italy that
provides services such as Credit Servicing, Fund and Asset Management, and Real Estate services.
The below figure shows the malicious document file content.

I SECURITY WARNING Macros have been disabled. Enable Content X

Modulo Testimone Universitario

Caricamento modulo... questa operazione potrebbe richiedere alcuni secondi.

Seleziona il tasto “Abilita” siuato nella barra gialla per scaricare I'ultima versione del modulo.

Figure 1 — Document with Macro Content

Technical Analysis

When opening the malicious document, it shows a security warning stating that macros have been
disabled. The malware then requests the user to enable the content. Once enabled, the malicious
document runs the macro code automatically in the background using the AutoOpen() function.

Macros ? >
Macro name:
AutoOpen Run
Figure 2 —
h Step Into
‘ Process
5 Edit
5C
ShowContent
Create

AutoOpen() function in Macro

The malware then calls the function process(), which identifies the path of the OneDrive and Teams
applications. The below figure shows the VBA macro code with the base64 decoded path of the
OneDrive and Teams applications.
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ess ()

Dim nbr As Integer
Dim strfe Rs S5tring
Dim strnf As String

Dim proc As String LOCALAPPDATA \Microsoft\OneDrive\OneDrive.exe

strnf = En

on (Basedd Decc-d-‘:i[ "TESDQUxBUFBEQVRE" ]]J & Basedd I:!-::c-:l:ts':l{ "RELpY3Jvel dmdFxPbmVECKl2 ZVRPEbmVECm1ZZ551eGU=" ]I

sctrfe = Dirx(strni)

Wicrosoft\OneDrive
If Mot scrfe = "" Then
proc = 3ase€40e0054t"XE;FEBJVCZﬁmdeDbmﬁEcm122Q=="4
EnableContent (proc)
End If

\Microsoft OneDrive\OneDrive.exe

strnf = Environ(Baseé4Decode ("TESDQUxBUFBEQVRE™)) & Ba.seq‘-‘lDec-;uc—li"ﬁiim's:vczSvn:dCE-E'm:.‘\r'Ecrr.lEZ‘-’bemUEmlizssleSUﬂ] I

strfe = Dir(strni)
\Microsoft OneDrive
If Not strfe = "" Then
proc = EsseéiDecode]["}ZELPY.}C—\-'CEEm:!CBPbﬁ.’EcmlSZQ-"']I
EnabhleContent (proc]

End If

\Microsoft\Teams\current\teams.exe

stznf = Environ(Baseé4Decods ("TESDQUXBUFBEQVRE")) & Baseé4Decode|["XELlpY3Jvc2 omdFxUZWFTolxidXIyZWSOXHRIYW1zLuv420=="

strfe = Dir (strnf)

If Not strfe = "" Then
proc = 3a.!e€i1Dec:::\:14t"!{Eng.}JvcE?rr.:lFxTJZWEt.c'_xjdJ(J:-,'Z'IJSCI"}I
EnableContent (procy

End If

\Wicrosoft\Teams\current

End Sub

Figure 3 — Path identification to Drop DLL file

In the event that any of the application’s paths are identified by the malicious document, the malware
drops a DLL file in that path with the name cache-XJDNSJWPFHD.tmp and renames it as iphlpapi.dil by

calling the EnableContent() function as shown below.

de ("XEL

diPglh T W pery it AppDete'd ocalldicnose MTeama'\currenficache- DN SIWPFHD tmg” Siring
s Sptipapd o String
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WarantSimng
VarantSenng
e

T EEEE A

Teams

B inout
Figure 4 — Drops DLL File

code ("XEL ari
Ll ) Then i
£ Baseé4Decode ("XE1pYIdv L ecds
= =%) Ihen
& BaseédDecode (“XElpY3IJvc
T(InZsC) = "*) 1N ]
As stat & BaseéiDecode (*XElp¥iJvca mdFxUINFrolxidXJyIWE0") & etds
"_ri <
Natches
Expression [Vabe e 1
HE Eryte(D to 432927

Thalocument EnabieCont
ThaDocument Enabiel
ThaDocument EnabieC:
ThaDocument EnabeContent
Thalocument Process
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The document file contains an embedded DLL file in reversed Base64 encoded format. The malware
then calls the GetParagraph() function, which gets the Base64 encoded strings and performs the
StrReverse and Base64Decode operations to drop the malicious DLL file in the location where the
OneDrive and Team applications are present.

& d = GecWP()
[ For i = { To UBoundd)
[4(3) = ScrReverse(d(i)))
Hext T
s = Join{d(), ")
GetFaragraph =|_StrCcm'f{3&.5e6éDeccde (=), v]:]:'rcm'.]nic‘:de}]
End Function

Watches
Expression Value Type Context
ThisDocument.GetParagraph
a0} CAALAANAANLSANP AP DBNS BN B SNBSS DSBS DA AR BB NP DSBS NSNS BB NA SRS BBS A AR ABBAAA, Shing ThisDecument.GeiParagraph
di1) “AAGIQIDADSERNZISAQYLEXRJBAANEBUBBAAZIKGAEYTW IYIBABHUIFNIEAACSEAGEAAY nwoDQAEDVINEADAUTY String ThisDocument. GetParagraph
a2) “ANMOghuYjIBAAYINEANABOUZ|BAANEBUBBWACGSINEAAIHBOD W AADINE AACSE4GEADSVL2ISAA W] gOADRID String ThisDocument. GetParagraph
a3y “NvTaQCAly0MPmoHI 01 TirIBDJOMBPDOkw XINSWAS FOEPISZko ZbPDAAAQKE +GOFEgHA WV AUh&/AI+3DSxvISovY String ThisDocument. GetParagraph
a4 "KQVIhBJEITGQCTIYESE lowDil hBJENT QQCVLECkw DI CxDI0/n fBoDAAAEAGGAISBEAAM ICBIMSWUHwWFIEAGEGZF String ThisDocument. GetParagraph
a(s) "BAMSWUHWFEAGSFMFsISow +ghAJMISQOCVEGKQUNBCIMITe/PSQCTLYEGKQOMBBIUNSIQCTLEKEPISIVEChOE String ThisDocument. GetParagraph
di(B) "LiEKEPIE/vEGhDAAAQAARD gADLEAAAAREBXZRAANIEAY gWWhX wilhCTDECkwUIBBJUIS Y QCRIyEkw Uil B+MBCIN String ThisDocument. GetParagraph

Figure 5 — StrReverse and Base64Decode Operations to get DLL
The below figure shows the malicious DLL file dropped in the Teams and OneDrive locations.

Teams cumrent

AppData » Local > Microsoft » OneDrive

. iphipapi.dil

@ OneDrive.exe

ot.bin
[}

Figure 6 — Dropped DLL Files Present in MS App Installation Folders
Upon execution of the Teams application, the dropped malicious DLL file (“iphlpapi.dil’) is sideloaded, as
shown below.
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7 Teams exe 1420 5 :Cm:eﬂr Cilsers\Sypsn gy ’ﬁoDda \Local\Microsolt' Teams \current \dbghelp & NAME NOT FOUND
Teams exe 1420 Users ' Mal™t “Apo \Microsoft A SUCCESS
Teams exe 1420 s GueryBasicinformationFie C\lisers\ - ﬂmDala Local *Ia'awﬂ Tea'nscn.rrﬂ'ldipac-cl SUCCESS
Teams exe 1420 s CloseFile C:\Users \Igrmsammaaian \App Data'\Local\Microsoft \ Teams \cument \iphipapi il SUCCESS
Teams sue 1420 T UreateFis L\ hsery \IgRi oS00 Liat &\ Local\ Mscrosoft | T eams \cument \UVVte d NAME NOT FOUND
Teams sxe 1420{ ' CreateFie T\ Uy MR i Ao Data\Local  Microscft  Teams \cumment iphipag: i SUCCESS
Teams exe 1420 ¥ Create Fie Mapping C:\Lisers GRS S \App Data \Local' Microsoft \ Teams \current \iphipapi dl FILE LOCKED WITH ONLY READERS
Teams exe 1420 [ RegOpeniey HELM System' CumentControlSel \Control \C1 REPARSE
Teams exe 1420 Q;Fcegopen&y HKLM System\CumsntControl Set \Controi\Cl SUCCESS
Teams suxe 1420 E RegluenyValue HKLM"\System\CumentControl Set \Control\CI'\ Disable 26 1 78532 NAME NOT FOUND
Teams exe 1420 &‘R:gﬁosel(cy HKLM"System\Curment Cantrol Set \Control \Cl Procmon SUCCESS
Teams exe 1420 Elg RegOpenkey HKLM"System’\CumentControl Set"\Control'Cl REPARSE
Teams exe 1420 [ RegOpeniey HKLM\System\Cument Control Set"\Control'Cl SUCCESS
Teams exe 1420 [ ReglueryValue HKLM\Systiem\Cument Cd ol Set \Control CI'\ Disable 26178932 NAME NOT FOUND
Teams eue 1420 [ RegClose ey HKLM System \CumentControl Set\Control \(C1 SUCCESS
Teams exe 142 ‘= CrealeFeMapping £\ Upery ' et Sy Anp [lat 2 Local  Microsoft' Teams \cument phipapi il SUCCESS
Teams exe 1420 <2 Load image CAllsers i anmn App Data '\ Local\Microsoft' Teams \cumment \iphipapi il SUCCESS
i Teams exe s OoseFle C\Usery' Jan pmopsme ' App Dt s Loc ol Microscll\ Teams \cumment \phipags SUCCESS
i
o w Teams,exe 388 60.35 MB MMH SmE Micresoft Teams
i Teams.exe T T
KB Teams.exe S d Handles or DLLs ProcExp
1 Teams.exe 924 Flter: 'mm:_. . .
G Teams.exe 360
w Teams.exe 6888 Process : Type Hame
G Teams.exe 3424 Teams exe (50) DLL C: \Uisars \ssapipsmiom | AnpDatalLocal\Microsoft \Teams \current\iphipap:. di
Teams.exe (360) ouw C: \Uisers\emerammee \AppData'Local Microso ft (Teams \aurrentiphipapi.di
Teams.exe (388) DL C:\Users\mepampse \AppDataLocalMicrosoft [Teams \ourrent iphipapi.di
Teams.exe (924) DL C:\Users ey \AnpData\Local MicrosoftTeams \aurrentYphipapi.di
| || Teams.exe (3424) DLL C: Wears\mumeramame \AppData\Local Microso ft \Teasrs \current \phipaps . i
Usage: 602%  Physical memory: 2.94 GB (3] Teams.exe (4248) DL C: \Liser s\ le@WomﬁRTemwrmt'mbaﬂ.dl
_ Teams.exe (6838) [+ 18 C: \Lisers st \AppData L ocal Microsoft \Teams \ourrent phipapi. di

Figure 7 — DLL Sideloading in Microsoft Teams App

Payload Analysis

The below figure shows the code of sideloaded DLL malware, which creates a mutex with the name
“MSTeams.Synchronization.Primitive.2.0" to avoid running another instance on the same machine. The
malware then communicates to the C&C server using the below URL:
d2xigbm2a8wmm4.cloudfront|.Jnet/communications.

Figure 8 — Creates Mutex and Connects to C&C server
While monitoring the malware’s traffic, we observed the C&C communication with the same URL
mentioned above.
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Mo, Souree Diestmabon Profoonl  Length Mot Info

18 . . 52.84.6.32 Tep [ 1376 = B9 [SYN] Seqe@ WinsfiS33S Lensd NSS=1460 WS=256 SACK PERMa1
11 52.84.6.32 SE.0W. TR TCP &8 88 = 1376 [5VN, ACK] Seq=B Ack=]l Win=£4248 Len=8 MS5=145@
12 Wl 6 0@ e 52.84.6.32 TCP 54 1376 = Ef [ACK] Sea=] Ark=] Hin=65535 Len=@
13 e i 52.84.6.32 WITR 296 [d2xiqsndstumms . c Loudfront .net GET /communications WITS/1.1 |
14 52.84.6.32 & Dell W@ T TCP 58 T8 + 1376 |BLE] 5eq=1 ACK=243 Wine&4248 Len=a
15 52.84.6.32 - . HTTP 1358 HTTP{1.1 582 Bad Gatewsy (text/html)
16 . . - Tep 54 1376 + B [ACK] Seqs243 Acks1305 Wine£5535 Lensd
17 [ " - i TCP 54

Ml Wireshak - Follow TCP Stream (bop-siveam g 1) - Eihernet!

[GET /comsunications HTTP/1.1]
Agent: Mozilla/S.@ (Windows NT 18.8; Winé4: x64) AppleWebkit/S37.36 (KHTML, like Gecko) Elect

Frame 13: 295 bytes on wire (2388 bits), 296 bytes captured (2368 bits) on i
Ethernet II, Src: VMware_ed:5bhidB (89:8c:29:ed:5bid8), Dst: Wware_ee:c5:38 Host:
Internet Protocol Versiom 4, Src: N B 8 #. Dst: 52.84.6.32 Conmection: Keep-Alive
Transmission Control Pretocel, Src Port: 1376, Dst Port: 28, Seq: 1, Ack: 1, Cache-Contral: no-cache

HTTP/1.1 502 Bad Gateway

GET /eomsunications HTTP/1.1\r\n ——— W |content-Type: text/html

User-Agent: Mozillass.o (Windows NT 10.9; winss; wes) Applewebkit/537.36 Content-Length: 951

host: d2xigSe2atwend.cloudfrant.metirin Connection: keep-alive

Connection: Kesp-aliveirin Server: CloudFront

Cache-Control: no-cache\r\n Date: Mon, 25 Jul 2023 14:28:56 GMT
e X-Cache: Error from cloudfront

Wiar 1.1 b9@eSecBddadIBcT22211a632a9693b8 . clovdfront net (CloudFront)
X-fmz-CT-Pop: MAASL-C2
X-Amz-CF-Id: weniCo03oB0wEGEI L] Bvpivh runkiod 18- HYHI _Saelnbd KIunGahiss

[Full cequest unTfhtto://digSe2stmmed, cloudfront net/communicationa] |
[MTTP request 1/1]
[Response in frame: 15]

Figure 9 — Traffic Interception
After analysing the C&C URL: d2xig5m2a8wmmd4.cloudfront|.Jnet/communications, we concluded that it
executes a Cobalt-Strike on the victim’s machine.

The Cobalt-Strike Beacon can be used for malicious activities such as downloading additional payloads,
lateral movement, etc.

Conclusion

TAs are adopting various sophisticated techniques to deploy malware. In this particular case, we
observed how TAs are using Microsoft apps such as Teams and OneDrive to sideload a malicious library
file that can deploy the Cobalt Strike Beacon.

Cyble Research Labs continuously monitors all new and existing malware to keep our readers aware
and informed.

Our Recommendations

We have listed some essential cybersecurity best practices that create the first line of control against
attackers. We recommend that our readers follow the best practices given below:

o Avoid downloading files from unknown websites.

+ Use a reputed anti-virus and internet security software package on your connected devices,
including PC, laptop, and mobile.

¢ Refrain from opening untrusted links, email attachments, or unknown document files without
verifying their authenticity.

« Educate employees in terms of protecting themselves from threats like phishing’s/untrusted URLs.

» Monitor the beacon on the network level to block data exfiltration by malware or TAs.

+ Enable Data Loss Prevention (DLP) Solution on the employees’ systems.

MITRE ATT&CK® Techniques

Tactic Technique ID Technique Name

Execution T1204 User Execution
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https://attack.mitre.org/techniques/T1204/

Defense Evasion T1140 Deobfuscate/Decode Files or Information
T1574 Hijack Execution Flow: DLL Side-Loading
T1564 Hide Artifacts: VBA Stomping

Command and Control T107

—

Application Layer Protocol

Indicators of Compromise (IOCs)

Indicators Indicator Description
Type
697ac31e2336¢340e46ae8a777f51cdb MD5 Malicious
91bd5585383685b82af8e801ce8f43586a797f49 SHA-1 Doc
92e7395073c6588e1d8172148525144189¢c3d92ed052a163b8f7fad231e7864c SHA-256
6e1e6194dd00f88638d03db3f74bb48a MD5 Sideloaded
d4a3050246d30a26671d05b90ffa17de39d5e842 SHA-1 DLL
eeb6e43ed64e90d41ea22435baf89e97e9238d8e670fc7ed3a2971b41ce9ffaf  SHA-256
d2xigbm2a8wmm4.cloudfront.net URL Cobalt-
Strike C&C
URL
hxxps://laureati- URL Download

prelios.azureedge[.]net/forms/Modulo_Testimone_Universitario_v3.doc URL

7/7


https://attack.mitre.org/techniques/T1140/
https://attack.mitre.org/techniques/T1574/002/
https://attack.mitre.org/techniques/T1564
https://attack.mitre.org/techniques/T1071/

