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Executive summary

ALPHV/BlackCat is the first widely known ransomware written in Rust. The malware must
run with an access token consisting of a 32-byte value (--access-token parameter), and other
parameters can be specified. The ransomware comes with an encrypted configuration that
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contains a list of services/processes to be stopped, a list of whitelisted directories/files/file
extensions, and a list of stolen credentials from the victim environment. It deletes all Volume
Shadow Copies, performs privilege escalation using the CMSTPLUA COM interface, and
enables “remote to local” and “remote to remote” symbolic links on the victim’s machine.

The files are encrypted using the AES algorithm, with the AES key being encrypted using the
RSA public key contained in the configuration. The extension of the encrypted files is
changed to uhwuvzu by the malware.

Analysis and findings

SHA256: 847fb7609f53ed334d5affbb07256¢21cb5e6f68b1cc14004f5502d714d2a456

The malware can run with one of the following parameters:

B Administrator: Administrator Command Prompt - ] X

C:\Users\ ‘\Desktop>malware.exe --help

[OPTIONS] [SUBCOMMAND]

drop o
get batch file

Run &

Log to console

Figure 1
Whether the ransomware is running with no parameters or with an invalid access token, an
error message is displayed:

B Administrator: Administrator Command Prompt - o X

y>malware. exe

[.'PZ:-I'|I<31'.‘.'EiI‘E. exe -—--acCess
Figure
By performing the dynamic analysis, we’'ve found that the access token must be a 32-byte
value that is not unique.

The binary registers a new top-level exception handler via a function call to
SetUnhandledExceptionFilter:
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C7 04 24 AD 42 6B O mov dword ptr ss:[fespll,malware. 1684240 '_um A_n Brow = a srew A n
FF 15 !‘m& u‘ll dword ptr d<: [<&SetunhandledexceptionFilters] , [= —————
I 5 | Default (stdcal) ~|[s 1] uniock

Lol
" i p—— e 1=Fu ] 016842A0 malware.016842A0
dword ptr [0191784C <malware.&SetUnhandledExceptionFilter>]=ckernel3z.SetUnhandledExceptionFilter> 2 esgﬂ 00000002

3: [esp+8] 00000000
4: [esp+C] 00000000

LTexXT:00C51248 malware. exe: $12458 #6438
LT &h. .| @B, .| R Sl eamn. - MR S DT 016842A0 [ malware.016B42A0

Flgure 3

The AddVectoredExceptionHandler API is utilized to register a vectored exception handler:

68 70 48 65 01 push malware. 1654870 XBTSW_SF 0 XBTSW_P 0 X87SW_U o
6A 00 a0

push 0 SICw OO _xGIEW T O wx@Tow D0
ES 93 €9 06 00 ﬁ'l'l <malware.Rt1AaddvectoredExceptionHandlers o | —
ec Fn " lvarr aav asv
,  |Defoult (stdcal) ~ |[s 2] 0] unodk
- : [es| 00000000
<malware.RtlAddvectoredExceptionHandlers> 2: 01654870 malware.01654870
3: SFEABASC
4: e!p-rC_FUOB?ZEDC

< TexTi01641140 malware.exe: $IF1140 #IF0540 s Stk —————
z & ﬁ DO000000 |
oump1  @MDump2  @oump3  @Houmps  @%Dumps @ watchi  Ixellocals ) struct DOSFFCES | 01654870  malware. 01654870

Figure 4

The executable retrieves the command-line string for the process using the
GetCommandLineW function:

E8 62 77 08 00 ﬁl'l'l qwa'lware Ger.CoﬂlnaMLinm v
S5 nn v 4 G0 s Tersanad fauit (stdcall) = EID

M
= esp] 00730000
<malware. GetCommandL i new> - es:ﬂ O005FFE5S
esp+8] 7G6FE0000 ntdll.76FE00OD
Lesp+C] 00000070

.Text: 01626499 malware.exe: £306499 #905899 | 1

Figure 5

e

-

BlackCat opens the "SOFTWARE\Microsoft\Cryptography" registry key by calling the
RegOpenKeyExW routine (0x80000002 = HKEY_LOCAL_MACHINE, 0x20019 =
KEY_READ):

56 push esi
68 19 00 02 0O push 20019 x875tatusword 0000
6A 0O push 0 NBTSW_B 0 xBTSW.C3 0 xB87SW_CZ2 O
57 push edi X87SW_C1 0 Xx87SW_CO0 0O x87SW_ES 0O
8B 45 OC mov eax,dword ptr ss:[febp+Cl NBTSW_SF 0 XB7SW_P 0 X87TSW_U O
FF 30 push dword ptr ds:[eax] ﬁmm = N woTow N oo
EG SE 53 80 00 :I.'l'l dna‘lware Re?openxeysm o [
i~ 10 £ N B8 =1 —
o EﬂhﬂaMen > ||s [+ unlock
H e5| 80000002
<ma lwar é.RegopenkeyExw: 2: EE:—H‘ 0074CD18
3: [esp+8] 00000000
4: [esp+C] 00020019
SR 00RABCED Malware. exe: 125 BCED 4355060 e ——
’ Wy
oump1  goump2  @4oump3  UHoumps  Bhoumps @ watchi  Ixelloals ) stuct
Address | Hex | asc1z
0074CD18 53] 00 4F 00|46 00 54 00|57 00 41 00|52 00 45 00|§.0.F.T.W.A.R.E.
0074CD28|5C 00 4D 00|69 00 63 00|72 00 6F 0OO(73 00 6F 0O0|\.M.i.cC.r.o.s.o.
0074CD38 (66 00 74 00(5C 00 43 00|72 00 79 00|20 00 74 Oo|f.t.\.C.r.y.p.T.
0074CD48| 6F 00 67 00|72 00 61 00|70 00 68 0OO(79 00 0D 00|0.g.r.a.p.h.y...

Figure 6

The binary extracts the MachineGUID value from the registry:

push ecx B2 5
push eax x875tatusword 0000
] push ebx X87SW_B O XB7SW.C3 0 Xx87SW.C2 O
] push 0 X87SW_C1 O XB7SW_CO 0 x87SW_ES O
i [ 5 push d«ord ptr ss:[febp-1cjj X87SW_SF 0 XB7SW_P 0 x875W_U o
H [ 5 p_u?!"n . s oW T n grow n N
t CaTT <malware. nenquzryva uesxm o
1 ANEAGEEE AE BE& AR 10 10 A mAvry acv harra AT Aes
: » | Defouit (stdcal) ~|[s [2] ] unlock
- 1: [esp] 00000254
<malware.RegqueryvalueExws 2: [esp+d] DOTACF48
3: [esp+s] 00000000
4 005FFOD4
.Text:D0EASEGY malware.exe: $258E69 #258269 Lesp+C EEECD
5 000002
$oump1  @Hoump2  @MDump3  @Moumps  @oumps @ watch1  Irellocals 4 Stuct
ASCIT | -
AB AB AB AB|AB AB AB FE EE FE EE FE PDS«(aluqanTD'!p
00 00 00 00|16 37 DO 18(DB 28 00 1C D.0(.
OE 00 00 00|QE 00 00 00 ...‘it.
0074CF18| 40 00 00 00|40 00 00 0O 00|40 00 00 00|@. efeie
0074CF28|40 00 00 O0|AB AB AB AB|AB AB AB AB|EE FE EE FE|@. «««q«««mw
0074CF38|00 00 00 00(00 00 00 00|16 37 DO 1B|D6 28 00 18|.........7 79.0
D074CF48 |4D] 00 61 00|63 00 68 00|69 00 GE 00|65 00 47 00 “.A.C.H.‘.ﬂ.t,ﬁ.
0074CF58|75 00 69 00|64 00 00 00|00 FO AD BA|0D FO AD BA|u.i.d....D.%.0. malware-0lerIAT2

Figure 7

The malicious process searches for cmd.exe in the current directory and then in the
System32 directory via a function call to CreateFileW (0x7 = FILE_SHARE_DELETE |
FILE_SHARE_WRITE | FILE_SHARE_READ, 0x3 = OPEN_EXISTING, 0x2000000 =
FILE_FLAG_BACKUP_SEMANTICS):
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01649508 6A 00 push 0 AQIm_% 3 \Twpiy)  AesIm_3 3 \EmpLyy

.
@ 01649500 57 push edi X87TW_6 3 (Empty) X87TW_7 3 (Empty)
|| 0164950E 52 push edx
. 4 FF 75 EB push dword ptr ss: ebu-xs; x87Statusword 0000
. 12 FF 75 E4 push dword ptr ss:febp-1C X87SW_B O X875W_C3 O x875W._C2 O
o o01649515 EF 75 FO push dword ptr ss:febp-10 X87SW_C1 O X875W_CO O xB875W_ES O
e 01649518 88 7D EC mov edi,dword ptr s :Eehp-l-tﬂ XB7SW_SF O XBTSW_P O X87SW U O
®J 01649518 57 ush edi | voTow A0 oTowW T A w8TowW B n
. E8 OF 46 06 00 1 <malware.Createrilews v e
! - 1 23 £o cc Fmn asw CCECCCEC fait (stdeal) : : Unlock
L ad 2 t: 00748520 L Ci\\Us - = T
<malware.CreateFrilews 3t :zg,.,] 00000000 — —]
3: [esp+8] 00000007
4: [esp+C]_ 00000000

.Text:0164951C malware.exe: $3F951C #9F891C

oump1  @Hpump2  @Moump3  @pumps  @oumps @ watch1  Iv-llocals ¢ Struct

Hex
005FEADC [00) 00 00 00
O0SFEALC |20 00 00 OO

00 00 00 00
20 00 00 00
o E Y

Z0.<D 74 00
AL F2 &4 01

80 EF SF 00
88.0C 74 09|00 00 00 00

IEigure 8
The executable generates 16 random bytes by calling the BCryptGenRandom API (0x2 =
BCRYPT_USE_SYSTEM_PREFERRED_RNG):

01651448 6A 02 push 2 x875tatuswWord 0000
01651444 6A 10 push 10 XB7SW_B 0 XxBYSW.C3 0 x87sw.CZ2 0O
D165144C 8D 44 24 38 lea eax,dword ptr ss:[fesp+3s) XB7SW_C1 0 XB7SW_CO 0 XxB7SW_ES 0O
01651450 50 push eax XB7SW_SF 0 XBYSW_P 0 XB7TSW_U o
01651451 6A 00 ush o BICW ¥ A woIcwn A
E8 BO CA 05 00 <malware. BCryptGenk andom W
o rn rarr asv asv

~ |[5 2] unlock

00000000
00SFE980
00000010

00000002

-:mu'l'wnre..acryptsemﬁbm;v
51

L TeXt:01651453 malware,exe: SAD1453 #AD0853 i

oump1  @Woump2 UHoump3  WhDumps  WHDumps @ watch1  Ieellocals 5 Struct T

Address | Hex | Asc1z | A|I =

neeleE PO 4 0SFES7C

Figure 9

A named pipe whose name contains the current process ID and random bytes generated
above is created using CreateNamedPipeW (0x40080001 = FILE_FLAG_OVERLAPPED |
FILE_FLAG_FIRST_PIPE_INSTANCE | PIPE_ACCESS_INBOUND, 0x8 =
PIPE_REJECT_REMOTE_CLIENTS):

ol 01651804 6A 00 push © AG/IM_® 3 \SWpLY)  AS/IM_3 3 LEWMLY)
ef 01651886 €A 00 push o X87TW_6 3 (Empty)  x87TW_7 3 (Empty)
o| 01651888 68 00 10 00 00 push 1000
o|l 01651880 68 00 10 00 00 push 1000 x875tatusword 0000
o| 016518C2 6A 01 push 1 X87SW_B O X875W_C3 O xB875W._C2 O
o 016518C4 FF 74 24 7C push dword ptr ss:[fesp+7C X8TSW_C1 O XB7SW_CO O X87SW_ES O
o| 016518c8 FF B4 24 98 00 00 00 push dword ptr ss:fesp+as X8TSW_SF O XB7SW_P O X87SW_U O
o| 016518CF 53 ush ebx 220w 2 A verswn o
EF— EB 73 C2 05 00 1 <malware.CreateNamedPipews —
. o> ca cr M 2 laare:cr ° ~|[5 2] 0] urlock

<malware.Createnamedripews

.Text: 01651800 malware.exe: SAOLED0 #A0DOCDO

Woump2  Whoump3  Woump4  Weoumps @ watch1  bellocals 4 Struct

00 S5C 00|2E 00 5C 00|70 00 69 00
00 5F 00|5F 00 72 00|Z

00 6E 00(6F 00 6E 00|79 00 6D 00
00 S5F 00(70 00 &9 0O|70 00 65 00
00 2E 00(31 00 32 00|38 00 34 00
00 34 00(32 00 31 00|33 00 33 00
00 00 00|00 FO AD BA|OD FO AD BA

Figure 10

The process opens the named pipe for writing using the CreateFileW routine (0x40000000 =
GENERIC_WRITE, 0x3 = OPEN_EXISTING):

o] 01649508 6A 00 push o AGI ML 3 LSWMLY)  AG/IM_3 3 LEWMLY)
e[ 01643500 57 push edi X87TW_6 3 (Empty)  x87TW_7 3 (Empty)

. 52 push edx

L] FF 75 E8 push dword ptr ss:[febp-13 x875tatusword 0000

e 01649512 FF 75 E4 push dword ptr ss:febp-1C X87SW_B O XB7SW.C3 0 XB7SWC2 O

el 01649515 FF 75 FO push dword ptr ss:febp-10; XB7SW_C1 O XB87SW_CO O X87SW_ES 0

e 01649518 88 7D EC mov edi,dword ptr :s:Eehp-.Hi[ X87SW_SF O XB7SW_P 0 X87SW_U 0

e 01649518 57 ush edi | vowow A A weTow T A weTow A oA

- E8 OF 46 06 00 <malware.Createrilews — .

. @3 co_cc M 2l ware:cr X Default (stdcal) . Duw

! < >

Al T 007
<malware.CreateFilew> %' E::gq--: 43553300

esp+8] 00000000
esps+C] OOSFE9A4

.TexXt:0164951C malware.exe: $3F951C #9F891C

WWoump2 Whoump3  Whoump4  Wapumps @ watch1  bellocals 4 Struct

00 S5C D0O(2E 00 5C 00|70 00 69 00

00 5F 00(5F 00 72 00 z 7
00 6E O0(6F 00 6E 00|79 00 6D 00
00 S5F 00(70 00 &9 00|70 00 &5 00
00 2E 00(31 00 32 00|38 00 34 00
00 34 00|32 00 31 00|33 00 33 00
00 00 00|00 FO AD BA|AE AB AE AB

Figure 11
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The ransomware creates a read and a write named pipe, respectively.

The wmic process is used to extract the UUID (0x08000400 = CREATE_NO_WINDOW |
CREATE_UNICODE_ENVIRONMENT):

® || 0165098E 51 push ecx s e e emm = e
i oo S e
e 016509 FF B4 24 80 00 00 00 push dword ptr ss:[esp+80] = —:
e[| 01650997 FF 74 24 1C push dword ptr ss:fesp+ic] X87TW_6 3 (Empty)  x87TW_7 3 (Empty)
#[| 01650998 FF B4 24 44 01 00 00 push dword ptr ss:fesp+144]
o || 01650942 6A 01 push 1 x87statusword 0000
e 01650944 BA 00 push o XB7SW_B O XxB7SW.C3 0 Xx87Sw.C2 O
¢ [ 01650946 6A 00 push 0 X87SW_C1 O XB7SW_CO O X87SW_ES O
®| 01650948 FF B4 24 E4 00 00 00 push dword ptr ss:[fesp+es] XB7SW_SF 0 XBTSW_P 0 X87SW_U o
e[ 0165094F 50 ush eax wB8ICwW OO wxBTCW T 0 weTCW Do
IEIP pa— E8 A3 D1 05 00 <malware.CreateProcesss M -
. e P TETTS , " | vefaut (stacal) 1[5 2] 00 unlock
. 1: [esp] 0074B298 L"C:\\WINDOWS\\System3z\\,
<malware.CreateProcess> 2: [esp+4] 00748520 L™\"C:\\WINDOWS\\system
3: [esp+8] 00000000
: 00000000

.TeXT: 01650980 malware.exe: SA009B0 #9FFDEO

Wooump2 Woump3  @hoump4  WWoumps @ watch1  le-llocals

;
:

22| 00 43 00(3A 00 5C 00|57 00 49 00[4E 00 44 O0(f.
4F 00 57 00|53 00 5C 00|73 00 79 00|Z3 00 74 00|0O.
65 00 €0 00|33 00 32 OD|5C 00 63 00|6D OO0 &4 00| e.
2E 00 65 00|78 00 65 00|22 00 20 Q0|2F 00 63 00(. .
20 00 22 00|77 00 6D 00|69 00 63 00|20 00 63 00| .".

73 00 70 00|72 00 6F 00|64 00 75 00|83 00 74 00(s.p
20 00 67 00|65 00 74 00|20 00 55 00|55 00 49 00| .gQ U.U.I.
44 22 00|00 0O AD BA|OD FO AD BA|OD FO AD BA|D."....%.2.°.0.

Figure 12

inIEN

DO5FEACO
00000002

AAEEE A2 A | ARARARAR

The CreateEventW API is utilized to create two unnamed event objects:

6A 00 push O XB7SW_B 0 XxB7SW_C3 0 xB87swWCz 0
64 01 push 1 XB75W_C1 0 xBYSW.CO 0 XxB87SW_ES 0O
6A 01 push 1 XB7SW_SF 0 XBYSW_P 0 XB7SW_U o
6A 00 ush o BICW ¥ A woIcwn A
E8 7C FA 06 00 1 <malware.CreateEventin: v

o rn rarr asv asv

~|[5 [2] ] unlock

espl 00000000
2: [esp+4] 00000001
3: [esp+8] 00000001
4: |esp+C] 00000000
LTEXT:D1E63E09F malware. exe: $9EE0IF W#9ED49F - - 4

@oump1  Yoump2 @WDump3  WWDump4  WWDumps @ watch1  Ieellocals 7 Struct e oo
N Y .- S ~ | O0sFEEDe | 09090000

Figure 13

The binary waits until the event objects are in the signaled state by calling
WaitForMultipleObjects:

6A FF push FFFFFFFF XB87SW_B 0O xB7SW.C3 0 x387swcC2 0O
6A 00 push 0 XB7SW_C1 0 xB7SW_CO 0O XxB7SW_ES O
57 push edi XBTSW_SF 0 XB7SW_P 0 xB87SW_U o
6A 02 ush 2 07w N wgIcw N o
E8 34 FD 06 00 %‘I] <malware.waitForMultipleobjects> o ||
o3 co ni ron smv Def: dcall) ,_]_._ )
are. : = 1: =E= 00000002 - = D
<malware.waitForMultipleobjects> 2z es?rﬂ O05FEEFS
3: [esp+8] 00000000
4: [esp+C] FFFFFFFF
+Text:0163E187 malware.exe: SIEELS7 #IEDSET
: 5 00000002
@Wourp1  $hoump2 Hoump3  Whoumps  BMoumps @ watchi  Ie-llocal o Stuct 0. LT 4| OSEEERE
Address | Hex | AscII I ARHEES
OO0SFEEFS [54] 02 00 00[60 02 00 00|64 02 00 00|60 02 00 0O|W... ...d... ...]|

Figure 14

The output of the above process is read from the named pipe using the ReadFile routine:

51 push ecx XE/5TATUSWOra uuuu
53 push ebx XB7SW_B O xXB7SW.C3 0 xXB7SW.C2 0
52 push edx XB7SW.C1 0 XxB7S5W_CO0 0 xB87SW_ES O
50 push eax XB7TSW_SF 0 XB7SW_P 0 X87SW_U o
FF 37 ush dword ptr ds:[edi] 8YcwW T A wevown A
E8 31 FF 05 00 AT <malware.ReadFile> | —
es rn rarT asv anv
5 | Default (stdcal) ~ |[s_[#]0J unlock

1
2

] <
= : [esp] 0000025C
<malware.ReadFile> : lesptr4] DOT4CESS
3: [esp+8] 00000010
3: [esp+C] OOSFEEA4
- TeXT:0164DESA malware. exe: SIFDESA #9FD28A —_——
0000025C

Wourp1  $Hoump2 Hoump3  Whoumps  BMoumps @ watchi  Ie-llocals 1 Stuct

QQ5FEE98 | 0O5FEEA4 | return to OOSFEEA4 from OOSFEF1D
D0SFEESC | 0074CDT0

ASCII
0D/ FO AD BA[0OD FO AD BA|OD FO AD BA|CD FO AD BA|n®.°.0.°.0.°.0.°
Hex ASCIT
55! 55 49 44|20 20 20 20[20 20 20 20|20 20 20 20|WUID
20 20 20 20|20 20 20 20(20 20 20 20|20 20 20 20
0074B540( 20 20 20 20/20 20 0D ODI0A 35 30 46|30 34 44 35 ... S0F04D5

Figure 15

The malware creates multiple threads by calling the CreateThread function (0x00010000 =

STACK_SIZE_PARAM_IS_A_RESERVATION):
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. 6A 00 push 0

. 68 00 00 01 00 push 10000 x875tatusword 0000

- 56 push esi X87SW_B 0 Xx875W_C3 0 x875W_CZ2 0O

. 68 30 24 65 01 push malware.1652430 X87SW_C1 0 XB75W_CO O X87SW_ES 0

. 52 push edx XB7SW_SF O XB87SW_P O Xx87SW_U ©

. 00 ush o oTowW T A wOTowW B i
B E8 D9 B7 05 00 <malware.CreateThread> -

. racr asv aav 5 | Defautt stdeal) ,-Elljm

<malware.CreateThread>

43
LTeXT: 01652384 malware.exe: SAD2Z38A #A0L178A il e

1: f“ﬂj 00000000
2: [esp+4] 00200000
3: [esp+8] 01652430 malware. 01652430
74AT7 90
00000000

Yoump1  @pump2 @Moump3  @Woump4  EWoumps @ watchi  Iv=lLocals jns‘hu:t
Address | Hex | Aasc1z

005FF4BC I00| 00 00 00|C8 F4 SF O0(80 BC 74 Q0|48 A6 74 O0(R...EO_...T.HT.

Q0SFF4CC|07 00 00 00|S8 A6 74 00|88 A6 74 00[00 00 20 00....ht.hit...

Figure 16

The content of the ransom note and the text that will appear on the Desktop Wallpaper are
decrypted by the ransomware:

Address_| ASCII |
0074CF48|3E 3E 20 57|68 61 74 20|68 61 70 70|65 6E 65 64|>> what happened
0074CFS8(3F OA DA 49(6D 70 6F 72|Z4 61 6E 73|20 66 69 6C|7..Important fil
0074CF68| 65 73 20 6F|6E 20 79 6F|75 72 20 G6E|65 74 77 6F|es on your netwo
0074CF78|72 6B 20 77|61 73 20 45|4E 43 52 59|50 54 45 44|rk was ENCRYPTED
0D074CF88| 20 61 6E 64|20 6E 6F 77|20 74 68 65|79 20 68 61| and now they ha
0074CF98|76 65 20 22|75 68 77 75(76 7A 75 22|20 65 78 74|ve “uhwuvzu" ext

0074CFAB| 65 6E 73 69
0074CFB8| 20 74 6F 20
0074CFC8| 20 66 69 6C
0074CFD8| 74 6F 20 66
0074CFEB| 63 74 69 6F

6F 6E 2E DA
72 65 63 6F
65 73 20 79
6F 6C 6C 6F
6E 73 20 62

ension..In order
to recover your
files you need
to follow instru
ctions below...>

0074CFF8|3E 20 53 65|GE 73 63 74|69 76 65 20|44 61 74 61|> Sensitive Data
0074D008|0A OA 53 65|GE 73 69 74|69 76 65 20|64 61 74 61|..Sensitive data
0074D018| 20 6F 6E 20|79 6F 75 72|20 6E 65 74|77 6F 72 68| on your network
0074D028 |20 77 61 73|20 44 4F 57|4E 4C 4F 41|44 45 44 2E| was DOWNLOADED.
0074D038|0A 49 66 20|79 6F 75 20|44 4F 4E 27|54 20 57 41|.If you DON'T WA
0074D048|4E 54 20 79|6F 75 72 20|73 65 6E 73|62 74 €9 76&|NT your sensitiv
0074D058| 65 20 64 61|Z4 61 20 74|6F 20 62 65(20 50 55 42|e data to be PUB
0074D068| 4C 49 53 48|45 44 20 79/6F 75 20 68|61 76 65 20|/ LISHED vou have

Figure 17

Address | He ASCII
0074AA98|49 6D 70 6F|72 74 61 6E|74 20 66 69|6C 65 73 20| Important files
0074AAAB|6F G6E 20 79|6F 75 72 20|6E 65 74 77|6F 72 6B 20|on your network
D074AABS8 |77 61 73 20|44 4F 57 4E|4C 4F 41 44|45 44 20 61 |was DOWNLOADED a
0074AAC8|6GE 64 20 45|4E 43 52 S9|50 54 45 44|2E OA 53 65|nd ENCRYPTED..Se
0074AADS| 65 20 22 52|45 43 4F 56|45 52 2D 75(68 77 75 76|e "RECOVER-uhwuv
0074AAEB|7A 75 2D 46|49 4C 45 53|2E 74 78 74|22 20 66 69|zu-FILES.txt" fi

0074AAF8|6C 65 20 74|6F 20 67 65|74 72 74 68 65|1e to get furthe
0074AB08|72 20 69 GE|73 74 72 75|63 74 69 6F|6E 73 2E AB|r instructions.«
Figure 18

The malicious binary obtains information about the current system via a function call to
GetSysteminfo:

Eush' eax B
:naware‘ﬁe\:syste-:nfo: v
a1 cr

>

arow T a

gg:m_n n
=

Default (stdcal])

‘[1: [esp] DO5FF4BO
2: [esp+4] 00000000
3: [esp+8] 00000000
4: [esp+C] 00000000

erow n a

~ 1[5 3] 0] unlock

1]
EB 73 28 24 00
on cr

<malware.GetsystemInfo>

. Text: 01466480 malware.exe: $318480 #51A880

e
IEREHEEEE 005FF480 |

. = . = C . - ey ... L. .. . & .

Figure 19
There is a call to SHTestTokenMembership that verifies whether the user token is a member
of the Administrators group in the built-in domain (0x220 = DOMAIN_ALIAS_RID_ADMINS):

#| ooos0301 68 20 02 00 00 push 220 XB7SW_SF 0O XB7SW_P 0 X87SW_U 0O
6A 00 ush 0 xBTS OO wRICW T 0 x@ICW D0
E8 7B D7 92 00 qra‘lware.swl'estrTokerﬂu:mershim v -
on> oA 3 re Ao ec na mets ki barra mre dre PlECAOCE
< > > |[5_[2]00 unlock

P,
esp+4] 00000220
esp+8] 00000000
esp+c] 00000070

<malware.SHTestTokenMembership:

. Text: 00080308 malware,exe: $130308 #12F708
$Dump 1 g% Dump 2

Figure 20

Woump3  Woumpd  WWoumps @ watch1  Ivellocals ) Stuct e

The process opens the access token associated with the current process (0x80000000 =
GENERIC_READ):
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50 push eax X87SW_C1 O X87SW_CO 0O x87SW_ES 0
63 00 00 00 80 push 20000000 X87SW_SF O X87SW_P 0 Xx87SW_U
GA FF push FFFEFFFF
ES8 3F 05 93 00 call annluare.zvneen?rucsss‘rukem T
oo ac ra v T T e T T -
, | Defauit (stdcall) ~|[s_[2] 0] unlock
— Lo - 1: [esp]l FFFFFFFF
<malware.ZwopenProcessToken: 2: HSL 80000000
3: [esp+8] DOSFF418
4: [esp+C] 00000000
LTeXT: 00070444 malware. exe: §12D444 #12C844 I =

- 1
@oump1  GWDump2  $WDump3  WHDump4  Whoumps @ watch1  [xellocsls 4 Struct Mw;ggm §§;§:§§§|
[addrace [uav TaerTr [} . || 0DSFF408 | DOSFF418

Figure 21

BlackCat extracts a TOKEN_GROUPS structure containing the group accounts associated
with the above token using the NtQuerylnformationToken function (0x2 = TokenGroups):

56 push esi x87Statusword 0000
6A 00 push 0 X87SW_B 0 X87SW.C3 0 X87SWL2 0
6A 00 push 0 XB7SW_C1 0 X87SW.CO O XS87SW_ES 0
6A 02 push 2 XBTSW_SF 0 xX87SW_P 0 Xx87SW_U 0O
57 | push edi | worow N A wovew T n wevew n a
t E8 90 04 93 00 | a1l <maiwar e. NtQueryInformationTokens =
H YR 3n 93 nnonnoen I'emn asv rnnnnnas -
' 5 t:efam (stdcall) = - + | uniock
= D Egs 1 000002
<malware, NtQueryInformationToken> 2 esgﬂ} 00000002

3: [esp+s] 00000000

4
. TeXT:D0D7D4DE malware. exe: S12D4DE #12CSDE esp+C] 00000000

@hoump1  @Moump2 MDump3  Woumps  @Houmps @ watch1  Ixellocals 4 Struct

S . —
| DOSFF3FC | 00000002

Address | Hex | ASCII | ~

oosFr 434/l 00 00 0o]oz 00 00 0000 00 00 0000 05 38 A[Ky--syrzozt s 003FF 408 | 00sPr434

Figure 22

The OpenProcess APl is utilized to open a local process object (0x438 =
PROCESS_QUERY_INFORMATION | PROCESS_VM_WRITE | PROCESS_VM_READ |
PROCESS_VM_OPERATION):

50 push eax XB7SW_C1 0 XB7SW_CO 0 XxB7SW_ES O
64 00 push 0 XB7SW_SF 0 XB7SW_P 0 XxB7SW_U o
68 38 04 00 00 push 438 P O uoroun o
FF 15 E4 77 91 01 Call dword ptr dsi[<a0penProcesss>] o
= ca o meve ahn sy Def. tcall) & )
i z Ly :f 00000438 a(ER=]s)
dword ptr [019177E4 <malware.&0penProcess>]=<kernel32.0penProcess: 2: [esp+4] 0000DO0D
3: |esp+8] 00000504
4: [esp+C] 40000163

< TexXT:D1684CED malware.exe: SAGICET #AG40ED

e — e —
00000438

Dump1  UWDump2 WDump3 UMDumpd  GNDumpS @ watch1  [x-llocsls 4 Struct 0= coE0 00300000,
Addrace |uav TaerTr ] . || 0OSFEDE4 | 00000504

The malicious binary retrieves a pointer to a PEB structure using the
ZwQuerylnformationProcess routine (0x0 = ProcessBasiclnformation):

. 6A 00 push 0 xB75tatusword 0000
. GA 18 push 18 XB7SW_B 0 XxBYSW.C3 0 x87swC2 O
. 50 push eax XB7SW.C1 0 xB7SW._CO 0 XxB7SW_ES O
' | - 6A 00 push o XB7TSW_SF 0 XB7SW_P 0 XB87SW_U o
[ . 55 push ebp gTCW T A vevown  n
B o an £t 1o cc o mrar 87 hurra are des P3ECAGECT ¥ = O
i < > Default (stdcall) Unlock

[,

Loy 1: [esp] 0000025C
esimentdll.ZwQueryInformationProcess> (7704E8FO) 2: [esp+4] 00000000
3: [esp+8] OOSFEEOS

43 000
.TeXt: 01684013 malware. exe: SAG4D13 #A64113 S

@oump1  @oump2  @Hoump3  Houmps  Whoumps @ watch1i  Iv-llocals ) Stuct ‘005 FEDDS mmuaf,
Address | Hex [asciz | ~ || POSFEDDC | 0O5FEEDS
O0SFEE0S |07 85 00 00[S0.02 72 00[00. 00 73 00[18 87 75 D[k .. -5:..5.;.u. |

Figure 24

005FEDE4 | 00000000

The executable retrieves a pointer to a PEB_LDR _DATA structure containing information

about the loaded modules in the process and then to the head of a doubly linked list that
contains the loaded modules:

push 0 AB/STATUSWOra UUUY

push 4 NBTSW_B 0 XxB7TSW.C3 0 xB7SW CZ O
push ecx NBTSW_C1 0 XxB7SW_CO 0O XxB7SW_ES O
push eax NBTSW_SF 0 XBTSW_P 0 Xx87SW_U o
push ebp mIow ¥ 0 werown o
€all dword ptr dsi[<4ReadProcessMemory>] v

rarr asv asv ’ Default (stdcal) = ,_]: Ou

dword ptr (01917804 <malware.&ReadProcessMemory>]=<kernel32.ReadProcessMemory>

—(1: [esp]l 0000025C
2: [esp+4] DOSFEEOC
3: |esp+8] OOS5FEDES
4: [esp+C] 00000004

LTEXT:D1EB4020 malware. exe: SAGID2D WAG412D

- ’ 0000025C
oump1  @Woump2 WHDump3  UhDump3  @houmps @ watch1  Ie-llocals 5 Struct e
Address | Hex [Asc1z | A

005FEDED | 00000004
D0SEEE08];02501500700 NN 000070000 | 20072500 | == (N 7= 3500 0osFepE+ | 00000000

Figure 25
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J1EB4D4S 6A 00 push 0 XB7Statusword 0000

D1G6B4D47T GA 04 push 4 XBTSW_B 0 XxB7S5W_C3 0 xB87SW_CZ2 O
51 push ecx XBTSW_C1 0 XB7S5W_CO O xB87SW_ES 0O
50 push eax XBTSW_SF 0 XBTSW_P 0 X8TSW_U o
55 push ebp | wo7cw n_n_werew > n vevewn o
Fsomaa S N o0 200 o eseMenor >R JE—— :
T T Parra mre et - = s
5 | Default (stdcall) [s [#] 00 unlock

e P {E] Eu J 0000025C
dword ptr [01917804 <malware.&ReadProcessMemory>]=<kernel32.ReadProcessMemory> '%: esgﬂ] 002AS00C
3: [esp+8] OOSFEEO4

4: 4
L TEXT:0166404C malware. exe: SAG4D4C #AG414C | esp+C] 0000000

@oump1  @Hoump2  @Dump3  Woump4  WHpumps @ watch1  eellocals & Struct Lol
Address | Hex |ascIz | DS EECOE ) EERR T
0024800C [EQ 76 0F 7745 10 73 00[00 00 00 00[22 00 23 00[B(.WH.5..----. - " SR

Figure 26 S

The path of the image file for the current process is retrieved using ReadProcessMemory:

L] 6A 00 push 0 XE/IW_L 3 (EMPTY) XY IW_s 3 (EMPTY)

. GA 04 push 4

. BD 44 24 0OC lea eax,dword ptr ss:Qesp+Cl x875tatusword 0000

- 50 push eax XB75W_B 0 xBYSW.C3 0 x87s5w.C2 0O

. 8D 44 24 18 lea eax,dword ptr ss:fesp+1s]) XB7SW_C1 0 XB7SW_CO0 0O Xx875W_ES 0O

- 50 push eax XB7SW_SF 0 XBYSW_P 0 XB7SW_U o

. 55 ush ebp oIow 7 o woycwn oo
Eg— FF D7 edi

-

ot rn rarr amv amv e E
1 [esp] 000DOZ

| edi=<kernel32.ReadProcessMemory> (76ATSD30)

«TeXT:D16B4E3F malware.exe: SAGIESF #AG423F

Woump1  @Hpump2 WHpump3  WDumpd  @Woumps @ watch1  leelLocals
Address | Hex | Asc1z
QOSFEDF4 m|w[w §7s.B0-..i.w.75. |

Figure 27

Privilege escalation via UAC bypass using CMSTPLUA COM
interface

The ransomware initializes the COM library for use by the current thread via a call to
ColnitializeEx (0x2 = COINIT_APARTMENTTHREADED):

push 2 XBTSW_SF 0 XBTSW_P 0 XB87SW_U o
push 0 NOIEW OO _w0TCW T 0 x8ICW O N
€all dword ptr ds:[<acoInitializeex>] :
moe ari aaw 5 = Elmm
dword ptr [01917670 <malware.&ColnitializeExs]=<combase.CoInitializeExs . :::,.a 00000002
EH esp+8] 00000000
: 007 0 L"C: S N k
.Text: 01685426 malware. exe: SAG5426 #AG4526 w
o 00000000
oump1  @oump2  @MDump3  BMpumps  @Dumps @ watchi  Iellecals & struct 005 FF3F4 | 00000002

Figure 28

BlackCat ransomware uses the auto-elevated CMSTPLUA interface {SE5FC7F9-9A51-4367-

9063-A120244FBECT7} in order to escalate privileges:

- 50 push eax XB7SW_B 0 XxB7SW._C3 0 xB7swCz 0O

L] 53 push ebx XB87SW_C1 0 XB7SW_CO 0O X87SW_ES 0O

@ | D16B53ED 51 push ecx XB7SW_SF 0 XBYSW_P 1 XB75W_U o

o 016B53E1 55 push ebp 0TCW T A worowno o
FEg— FF 15 6C 76 91 01 call dword ptr ds:[«coﬁe:onlut:-] v

M [T T meve arv Auned are ersBarnss il

esp] 005FF1CC LE
esp+4] OOSFF1lA4
esp+8] 0184F3F4 malware.OLl84F3F4
esp+C] O0SFFICS

dword ptr [0191766C <malware.&CoGetObject>]=<o0le32.CoGetObject>

+Text:D16B53E2 malware.exe: SAGS3EZ #AG4TEZ

hoump1  @Dump2  @Moump3  @Houmps  @WDumps @ watch1  Irellocals ) Struct

malware.0184F3F4

DO0SFFACC [M5] 00 &C 00|65 00 76 00 i 69 00 6F OO|E.1.
D0SFFIDC |6E 00 3A 00|41 00 64 OO|6D OO0 69 DO(GE OO0 69 00(N.:.
rid 72 00 61 00|74 00 &F 00|72 00 21 00(s.

T
O0SFFLFC (6E 00 €5 00|77 00 3A 00|78 00 33 00|45 00 35 00(n.e.
005FF20C |46 00 43 00(37 00 46 00(39 00 2D 00(39 00 41 00|F.C.
1
0
2

005FF21C |35 00 31 00(20 00 34 00|33 00 36 00|3Z 00 20 00(5.
005FF22C |39 00 30 00(36 00 33 00|20 00 41 00|31 00 32 00|9.
005FF23C |30 00 32 00(34 00 34 00|46 00 42 00|45 00 43 00|oO.
D0SFF24C| 37 00 7D 00|00 00 OO 80|00 OO0 OO 80|00 0O 00 807

Figure 29

The initial executable is spawned with administrative privileges:
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6A 05 push 5

Il
GA 00 push 0 I x875tatusword 0020
50 push eax | x87SW_B 0 x87SW.C3 0 x875W._C2 O
51 push ecx | x875W_C1 0 x875W_CO O Xx87SW_ES O
52 push edx X8TSW_SF 0 XSTSWP 1 X87SWU 0
55 push ebp i prow T A woveow n
FF D7 call _edi v B
s aav
s | Default (stdcal) (s [2] 0] unock
[1: [esp] 00773CFC

edi=<cmlua.ObjectstublessClientds (6CB17130) 2: [esp+4] 00756748 L"C:h\\Users\ [N \Deskt
3: [esp+8] DO758608 L™\ "--access-token\” k
a1 7! r s\ I

.TeXT: 01685480 malware.exe: SAG548D #AG6458D ESD-FC:I AL LA AREAED \ibes t

& 007;
@oump1  @Dump2  @WDump3  UHpump4  WDumps @ watchi  Ixllocals ) Stnuct O05FF3E4 | 00756748 | L"C:\\Users'\IIll\\Desktop\\malware. exe"

Address | Hex | ascIz | DO5FF3E8 | 00758608 | L™\ "--access-token\" \"cd23cbssdaedsezf
00SFFICS (BC 3C 77 00145 00 6C 006500 76 00[61 00 73 00 faw.E.1.€.v 3. T. g =R CHEREs LT e =N sk con s

OUSFFJ.DS 59 01 GF "10|GE 10 3& ﬂTlJ.'I. nn G-‘ Tf'J EO O'T 69 01 1 D I'| .-\ d m.i.

Flgure 30

D05FF3F0 | 00000000
DOSFF3F4 | 00000005

The LookupPrivilegeValueW routine is utilized to retrieve the locally unique identifier that
represents the following privileges:

o SelncreaseQuotaPrivilege SeSecurityPrivilege SeTakeOwnershipPrivilege

o SeloadDriverPrivilege SeSystemProfilePrivilege SeSystemtimePrivilege

o SeProfileSingleProcessPrivilege SelncreaseBasePriorityPrivilege

o SeCreatePagefilePrivilege SeBackupPrivilege SeRestorePrivilege

e SeShutdownPrivilege SeDebugPrivilege SeSystemEnvironmentPrivilege

o SeChangeNotifyPrivilege SeRemoteShutdownPrivilege SeUndockPrivilege

o SeManageVolumePrivilege SelmpersonatePrivilege SeCreateGlobalPrivilege
o SelncreaseWorkingSetPrivilege SeTimeZonePrivilege

o SeCreateSymbolicLinkPrivilege SeDelegateSessionUserlmpersonatePrivilege

1] push eax XB7SW_C1 0 xXBTSW.CO 0O XxB7SW_ES O
56 push esi XB7SW_SF 0 XBYSW_P 0 XB7SW_U o
6A 00 push o | xgzcw o o wercw O wEICW n__0
E8 ES FC 52 00 | €@l <malware.LookupPrivilegevaluews wl
ot o [varr asv aswv ~
5 | Default (stdcal) ~|[s_ 2] unlock
1: [es

x | — pl 00000000
<malware.LookupPrivilegevaluew> |l2: [esp+4] 0OO75DESS L"SeIncreasequotaPrivil
|3: esp+8] O0SFF438

4: [esp+c] oooooOCO

«TexT:0007E2CE malware.exe: $12E2CE #1206CE

" oooomoo:.
oump1  @4Dump2  @MDump3  @MDumps  @HDumps @ watch1  Irellocals ¢ struct m
Addrace | uav Taerrr I . || DOSFF45C | DOSFF498

Figure 31

L"SeIncreasequotaPrivilege”

All the above privileges are enabled in the access token using AdjustTokenPrivileges:

6a 00 push
6A 00 push 0 x875tatusword 0000
64 10 push 1 XB7SW_B 0 xB75W_C2 0 x875W_C2 0O
51 push ecx XB7SW_C1 0 Xx875W_C0 0 XxB87SW_ES 0O
6A 00 push 0 MBTSW_SF 0 X8TSW_P 0 X87TSW_U o
50 push eax srow Ao ovew T n LIS n
Es 08 FC 92 00 | EEIT <malwar e, AdjustTokenPrivilegess v
mers ~1 @ 5 I: F t (stdcal) = =10
1: [esp] D000028C
ana'lware AdjustTokenPrivilegess 2: [esp+4] 00000000
3: [esp+B8] DOSFF4AD
3: [esp+C] 00000010
.Text:0007E313 malware.exe: $12E313 #12D713 3 p+C]
% EEEEEEHE 0000025C
Woump1  Ppump2  @MDump3  ¥Noump4  @houmps @ watch1  Ieellocals ' Struct F00SFra4C
sdaress |vex sscxz ! ~ |
O05FF4A0 D&l 00 00 00|05 0D 00 00|00 00 OO0 00|02 00 00 OO0 |Meceacrossrossse 005 FF45 8| 00000000
OOSFF4B0|00 00 00 00|00 00 00 00|04 00 00 00(CO 00 00 00|.:verrnee:. e, Q0SFF45C | 00000000

Figure 32

The binary creates the following processes that enable “remote to local” and “remote to
remote” symbolic links on the local machine:
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0165098 nusa eox 3 3
O165098F Pus
87TW_4 3 (Empty) xB87TW_5 3 (Empty)
01650990 24 ao 00 00 00 push dword ptr ss:[esp+s X
01650997 push dword ptr ss:flesp+iC X8TTW_6 3 (EmpTy) 3
24 44 01 00 00 push dword ptr ss:Qesp+144]

1 push 1 x87Statusword 0000
push 0 XB7SW_B O xB7SW_C3
0 push 0 X87SW_CL O X87SW_CO
24 E4 00 00 00 push dnord ptr ss:esp+E4l X87SW_SF O  X87SW_P
016509AF ush e [

X87TTW_2 3 (Empty) x87TW_3

= = P e e S
< S >

<malware.CreateProcessin>

.Text: 01650980 malware.exe: SA009B0 #IFFDBO
$oump2  WWDump3  YHDump4

. push ecx Bt e T A

. Bsh e ‘:71'"_4 : E?::y% ‘:nw_s; : EE’:%?

. B4 24 80 00 00 00 h dword £ 8 o Lyl X

. FF 74 24 1C Diiahicword 33: = I::&:.D!. X87TW_6 3 (Empty)  X87TW_7 3 (Empty)

- FF B4 24 44 01 00 00 push dword ptr ss:fQesp+i4

. o1 push 1 x87Statusword 0000

. 00 push o XB7SW_B 0O xB7SW.C3 0 x875w C2 0

. 00 push 0 XB7SW_C1 O XB7SW._CO 0O xB875W_ES 0

: B4 24 E4 00 00 0O nus: dword ptr ss:[fesp+E4l) xs?SN_SF 0 XB7SW_P 0 xB7SW_U 0O
eax 2 o uxgiown o

. <malware.CreateProcessw=1 1y

. v

«<malware.CreateProcessine>

.TeXT:01650980 malware. exe: SA00980 #3IFFDBO
Woump2  YHoump3 Y Dump4

DOSFEECO
DOSFEECSH
DOSFEECS

AREEEEFF

Figure 34

The malware tries to stop the Internet Information service (11S) using IISReset.exe:

T ——
ofoiescse| 2 Buzn &ix o R A
o | 01650930 FE B4 24 80 00 00 00 push dword ptr ss:[Jesp+s % Ryl X MpTy.
o 01650997 FF 74 24 Push dword per ss:fespric KBZTHG; 3 (ERpLy) SR XETTM 745 (Em Ty
e 01650998 FF B4 24 44 01 00 00 push duwd ptr ss:fesp+l4
o | 1650942 6A 01 push 1 x87STatusword 0000
o 01650944 6A 00 push o XB7SW_B O XBTSW_ C3 xXB75W_C2 0
®| 01650946 6A 00 push 0 XBTSW_C1 0 NB7SW_CO X87SW_ES 0O
o] 01650948 FF B4 24 E4 00 00 00 pus: dword ptr ss:esp+esl XB7SW_SF 0 XBTSW_P XB7SW_U O
. eax PE R — e 2 o
|E 1P g £ <malware.CreateProcessw=1n
- anw
e >
«<malware.CreateProcessw>

.TexXt: 01650980 malware.exe: SA009B0 #9FFDEO

@owp1  @Woump2 WHoump3  Whoumps  Woumps @ watch1

40 00|57 00 43 00[4E 00 44 00 S\W.ILN.D.
00762850 - SEAIEE- AR - SN A \.5.y.5.T,
00762860 Y. c.m,
00762870
00762880

00762890
007 628A0

Figure 35

The ransomware deletes all volume shadow copies using the vssadmin.exe utility:
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. s s ey A e o Ly
o|sicsoses| 82 Bush eax T X | TR (|
o[ 01650990 FF 84 24 20 00 00 00 push duord ptr ss:[fesp+si XE7TW_ MPEY) L xAZTC mpry.
o 01650997 FF 74 24 push dword ptr ss:fesp+ic KBZTRECE (Capty) S A EZTMES 83 S( Empty)
e || 01650998 FF B4 24 44 01 00 00 push Mrd ptr ss:fesp+l144
o 01650942 6A D1 push 1 x875tatusword 0000
o | 01650944 6A 00 push 0 | xa7sw_B © x87SW_C3 0 x8TSW.C2Z O
o | 01650946 €A 00 push 0 "] x87SW_C1 0 xB7SW_CO O XB7TSW_ES O
e 01650948 FF B4 24 E4 00 00 00 push dword ptr ss:[esp+e4s] XB7SW_SF O XBTSW_P 0O X87SW_U O
- eax o . 0 - 3 A 0y
| <malware.CreateProcessws
. e
| >
malware.CreateProcessws

.Text: 01650980 malware. exe: SA009B0 #9FFDEO

@Woump2z @hHoump3  @Dumps  WHoumps @ watch1  Iellocals ) Struct

DOSFEES0
Il 0OSFEED94
005F£E98

p3888888

Flgure 36

There is also a second process that is responsible for deleting all volume shadow copies with
wmic:

— nmmpeg s s smee = g
[ A R e )

. 24 80 00 00 00 h dword ptr ss: 8 ULV IS X DLy,

. x:h dword gt: ::: :::K 3 (Empty) x8TTW_7 3 (Empty)

- 24 44 01 00 00 push dword ptr ss:fesp+144]

M 1 push 1 x87Statusword 0000

. push o [—l XB87SW_B O XBTSW_C3 xB875W_C2 0

. push 0 | x87SW_C1 O X87SW_CO XB7SW_ES 0

- 24 E4 00 00 00 h dword ptr ss:fesp+esl] XB7SW_SF 0 XBTSW_FP X87SW_U 0O

. eax veTEwW OO __xeTa gTEw RN
|E 1P g 2] <malware.CreateProcessw>1 0

5 A > - - = —
<malware.CreateProcessw> esp+r4] OD762848 L™\"C: \\WS\\systev

esp+8] 00000000

.Text: 01650980 malware. exe: SAO09B0 #9FFDBO S=pt

“oump2  Dump3 4% Dump 5

88888888

..... mull nnseeraa

Flgure 37

Interestingly, the malware runs the following command that is incomplete and returns an
error:

0165098E push ecx

push dword ptr ss:[esp+s
push dword ptr ss:fesp+iC
push dword ptr ss:fesp+i4

push 1 xB87Statusword 0000

X87TW_2 3 (Empty) X87TW_3 3 (Empty)
XB7TW_4 3 (Empty) x87TW_S5 3 (Empty)
XB7TW_6 3 X8TTW_7 3 (Empty)

24 80 00 00 0O
24 1C

24 44 01 00 00

push 0 | x87SW_B 0 x87SW_C3 XB7SW L2 0O
L] push 0 XB7SW_C1 0 xB875W_CO XB7SW_ES O
24 E4 00 00 0O pusn dword ptr ss:fesp+esl XB7SW_SF 0 XB7SW_P XBTSW_U
push_eax : i =

“malware.CreateProcessns

. Text: 01650980 malware.exe: SADOIE0 #9FFDEO

WWoump2 @SDump3 5 Dump 4

¥4 pump 5 eellocals 4 Struct

& watch 1

61 GE 64 20 e set command
specified is not

22 62 63| valid...Run "bc
20 63 6F|dedit /7" for co
73 69 73|mmand 1ine assis
61 72 6l1|tance...The para
72 72 65|meter is incorre
FO AD BA|cCT...D.°.D.°.0.°

Figure 39
The binary disables Automatic Repair using the bcdedit tool:
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®|| 0165098E push ecx o e
: 24 80 00 00 0O :::: mrd ptr ss:fesp+s EE:m;g ::;&: : 5E:E;})
. 24 1C push dword ptr ss: Ie5p+1.c (Empty)  x87TW_7 3 (Empty)
- 24 44 01 00 00 push dword ptr ss:fesp+144]

. 1 push 1 x87Statusword 0000

o[ 01650944 push 0 [ XB7SW_B O XB7SW.C3 0 xB7SW.C2 0
@l 01650946 0 push 0 SOl xB7SW_C1 0 XxB7SW.CO 0 XxB7SW_ES 0
®|| 01650948 24 E4 00 00 00 nus: dword ptr ss:[Jesp+Esl XB7SW_SF 0 XB7SW_P 0 XxB7SW_U 0O
. pus

.

016509AF

EIF 28 A3 D1 05 00 m1mre.:rute?ro:uslb_ v
e | >

“ama’ CreateProcessw> ;

+Text: 01650980 malware.exe: SA009B0 #3IFFDBO

@oump2  @eDump3  @Wpump 4 @ watch1  eliocals ) Struct

DOSFEEAD
DOSFEEA4

2 DOSFEEAS
6F 00 22 00|00 00 AD BA|OD 0. . AREEEEAr

Flgure 40

The ransomware tries to clear all event logs, however, the command is incorrect and returns
an error, as highlighted below:

[

et e = gy s e o
* gig;g;gg :uu:: :5: X87TW_2 3 (Empty) X87TW_3 3 (Empty)
. 24 80 00 00 00 push dword ptr ss:ffesp+s X87TW_4 3 (EmpTy) x87TW.S 3 (Empty)
4 push dword ptr “:Espﬂc X87TW_6 3 (Empty) x87TW_7 3 (Empty)
- 24 44 01 00 00 push dword ptr ss:fesp+144]
. 1 push 1 x875tatusword 0000
. push o | | xB7SW_E O XB87SW_C3 O Xx87SWw C2 0
. 00 push 0 | xB7SW_C1 0 xB7SW_CO O XxB875W_ES O
. 24 E4 00 00 00 ouoru ptr ss:fesp+e4l XB7SW_SF O X87SW_P O X87SW_U 0
. h e srew A0 wBToW T 0 werow n n
|E 1P g £ m'lmlre.crenterrocessw_ w
: i > & =] 0ura
<malware.CreateProcessw> esp+4] 00762878 L™\"C:\\WINDOWS\\systen
esp+8] 00000000

.TexXt: 01650980 malware.exe: SA009B0 #9FFDEO SEpit

@oump4 W Dump 5

57 0D 49 DO[4E 0O 44 00
5C 00 63 00|6D 00 64 00 S2s .d.
22 00 20 00|2F 00 63 00

£2 00 2E 00165 00 78 00

20 00 20 00|66 00 6F 00 L ; EF

20 00 5C 00|22 00 74 00(r. ./.F. .\.".T. "

73 00 3D 00|2A 00 SC 00|o. . R

20 00 69 00[6E 00 20 00|". ) < oA
o 00000018

AU IRE WL
20 00 65 00|1. .
20 00 77 Q0

65 00 20 0O 20 00 5C 00 -
31 00 5C 00 00 00 AD BA[".¥.1.%."

Figure 42

Killing targeted services

The binary opens the service control manager database via a function call to
OpenSCManagerW (0xFOO3F = SC_MANAGER_ALL_ACCESS):

68 3F 00 OF 00 push FOO3F & g XB7SW_C1 O XB7SW_CO 0O xB7SW_ES 0O
6A 00 push o XB7SW_SF O XB7SW_P 0 xXB87SW_U o
6A 00 push 0 sTew T weTow no o
Eg 7C 82 8C 00 <malware.OpensCManagerw> " , (E=————===

mene £1 @1

OODESD3E
00DESD43
O0DESD4S

<malware. openscumger\\b

. TeXT:D0DESD4AT malware. exe: $195D47 #195147

oump1  @Woump2  WHDump3  UMDump3  Whoumps @ watch1  Ie-llocals 4 Struct

Figure 43

The process obtains a list of active services using EnumServicesStatusExW (0x30 =
SERVICE_WIN32, 0x1 = SERVICE_ACTIVE):
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bd B €A 00 push 0 X8TTW_D 3 (Empty) X87TW_1 3 (Empty)
b4 g; 00 9::2 ';:r X87TW_2 3 (Empry) X87TW_3 3 (EmpTy)
i = :us‘n =4 X87TW_4 3 (Empty) x87TW_5 3 (Empty)
= €A 00 push o X87TW_6 3 (Empty) x87TW_7 3 (Empty)
[ ] 6A 00 push 0
. EA 01 push 1 x87statusword 0000
. 6A 30 push 30 X87SW_B O XB7SW.C3 0 x87SWC2 0
. 6A 00 push 0 X87SW_C1 O XB7SW_CO O X87SW_ES 0
. 50 push eax XB7SW_SF 0 XB7SW_P 0 X87SW.U 0
- CXL AR T e e
Fg— E8 C8 81 8C 00 :l‘l1 <malware. Enumser\r\cesstntussm v
. oA 1€ A% AT ec nt A1 busra mwe des FAEEAE 5 Default (stdcall) - :Dm
........ 1: [esp] DO76GACO
<malware. EnumServi cesSTATUSEXN> 2 esp+4] 00000000
3: [esp+8] 00000030
4: [esp+C] 00000001
.TeXT:D0DESDIE malware.exe: §195D98 #195198 =

oump1  @§Dump2  @MDump3  BMDumps  @HDumps @ watchi  IrelLocals

BEL2E 76 00(05 00 00 00|05 00 00 00/AR 2E 76 005
007628C8| 05 00 00 00|05 00 00 OO|CHE 2E 76 00|07 00 00 OO
007628D8 |07 00 00 O0|E8 2E 76 00|07 OO0 0D 00|07 00 00 OO

08 2F 7& 00|06 00O OO0 OD|06 0O OO0 0O
007628F8|08 00 00 00|08 00 00 00|48 2F 7€ 000D 00 00 0O
00762908|0D 00 00 00|20 2E 7€ 00|08 00 00 00|08 00 00 00|....p/

Flgure 44 -

The malware targets the list of services from the kill_services element in the BlackCat
configuration.

A targeted service is opened by calling the OpenServiceW routine (0x2c = SERVICE_STOP |
SERVICE_ENUMERATE_DEPENDENTS | SERVICE_QUERY_STATUS):

6A 2C push 2c XB7SW_B 0 XB7SW_C3 0 x87SW.CZ 0
89 FB mov ebx,edi XB7SW_C1l O XB7SW_CO O x87SW_ES 0
57 push edi XBTSW_SF 0 XB7SW_P 0 X87SW_U 0
50 push eax o7CW 7 N woTow n oo
E8 FO 93 8C 00 call mn‘luure Openservicews b1

21 ra

W

wnr, ane , | Defauit (stdcall) ~ |[5 ] 07 unlock

1: [esp] 007795F0

<malware.0penservicens 21 [esptd] 007795B0 L vss"
3: EEpT‘s} 0000002C
4: [esp+C] 00779590

.text:00DE4BDE malware.exe: S194BDE #193FDB - L, S = e

F &) 007795F0
oump1  goump2  @Hoump3  UHoumps  Bhoumps @ watchi  [xelloals ) stuct 0844FD34 | 00779580 | L"vss"
[addrace [uav TaerTr [ . 110844FD38 | 0000002C

Figure 45

EnumDependentServicesW is utilized to retrieve the active services that depend on the
targeted service (0x1 = SERVICE_ACTIVE):

L1k 51 push ecx
K 50 push eax x87Statusword 0000
L] 6A 00 push 0 XB7SW_B 0 XxB7SW.C3 0 x87swC2 0O
L] 6A 00 push O XBTSW_C1 0 xBTSW_CO 0O XxB7SW_ES 0O
- 64 01 push 1 XBTSW_SF 0 XBTSW_P 0 XB7SW_U o
- FF 76 OC push dword ptr ds:[esi+C] . W O 0. wBTCW T N w@TCW D0
EE— E8 06 91 8C 00 :l‘l'l ana'lware Enumependentse:wces» vlw—
L a1 _co ac ec_na oo foult (stdcal) El Uk
3 & T [ [si 00765640 - D
= 1: [es
«<malware. EnurDependentseryicesws 2: e;:“ 00000001
3: [esp+8] 00000000
esp+C] 00000000

.TeXT:00DE4ESS malware.exe: $194E55 #134255

@oump1  @WDump2 WMDump3  UMDump4  @DumpS @ watch1  Ixellocals ) Struet
Address | Hex ASCII I

00779580 |EE FE EE FE|EE FE EE FE|EE FE EE FE|EE FE EE FE|8P] blb1b1b1b1b1b
007795C0| EE FE EE FE|EE FE EE FE|1A 37 D0 17|09 28 00 18B|ipipibib.70.U(;

Flgure 46

D844FCAC | DB44FD38

BlackCat stops the targeted service using the ControlService function (0x1 =
SERVICE_CONTROL_STOP):

57 | push edi XB7SW_C1l 0 XxB7SW_CO 0O xB7SW_ES 0

64 01 |UU5|‘I 1 XB7SW_SF 0 XB7SW_P 0 XB7SW_U 1]

51 push ecx = O w@TCw 0 e

ES OC 88 8C 00 I:l‘l'! muimre controlServices v |

e — 5 |Defaut (staca) ~ |5 2] 0] unock

<malware.ControlServices

1: [esp] D07656A0
2 esp+4] 00000001
3: esp+8]| 0844FCBO
4 esp+C | 00000000
.TeXT:00DESTIF malware. exe: $19571F #194B1F =
_ - 7]
oump1  §Hoump2  @Hoump3  HDump4  WHoumps @ wathi  Pellocals 7 stuct 0844oCAS | 00000001

[AAdrace Tuaw Taerrr T . |DB44FCAC | 0B44FCBO

Figure 47

Killing targeted processes

The executable takes a snapshot of all processes and threads in the system (OxF =
TH32CS_SNAPALL):
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'] 6A 0D push 0 METSW_SF 0 XBTSW_P 0 xBFSW_U o
. GA OF push F | wozow oo wertw T o wercwn o
. ES B5 08 89 00 €@l <malware.CreateToolhelp32snapshot> o [ — —
: oc_rn racr asv aaw -
. , | Default (stdcall) |5 ][0 unock
— — 1: [esp] DODOOODOF
<malware.CreateToolhelp32snapshot> ] esgﬂ 00000000

2:
3: [esp+8] 06040002
4: [esp+C] 00000000

«TexXT:00EID2B6 malware.exe: $1CD2B6 #1CC6B6

8% Dump 1 &% Dump 2 eDump3  @YDump4 P DumpS @ watch1 vl Locals .;;'Sh‘uct O7FCF87C ommno;

Figure 48

The processes are enumerated using the Process32FirstW and Process32NextW APlIs:

50 push eax : XB7SW_C1 0 XB7SW.CO 0O Xx87SW_ES O

89 7D FO mov dword ptr ss:[ebp-10f,edi X8TSW_SF O XBTSW_P 0O XB7SW_U 0

57 push edi | xozow O __x0TCW T A w8ICw n N

ES 4B 0A 89 00 €Al <malware.Process32Firstws v [— S —
31 _ra wnr arv acw 5 Default (stdcal) - @D' e

a e 1: [es| 000002D8
<malware,Process3ZFirstw> 2: es:rs OFFCFAAC
3: [esp+8] 06040002

4: [esp+C] 00000000
.Text:00ELID340 malware. exe: $1CD340 #1CC740 Lespic)

B~
Woup! @Soum? MDump3  @oumpd  ESoums @ wath1  lellecls ) stuc ORSENEN 00000208
Figure 49

50 push eax XETSW_C1l 0 XB875W_CO0 0O XB7SW_ES 0O
88 7D FO mov edi,dword ptr ss:febp-10) XBTSW_SF 0 XB7SW_P 0 xB87SW_U 0O
57 push edi

E8 AD 09 8% 00 'C.l:ll <malware.Process3ZNexth> e
oc_rn - asv aswv

R ) +|[5 =] 0 unod

] g
- 1: [esp] 00D0DZDS
<malware.Process3ZNextn> 2: [esp+d] O7FCFAAC
3: [esp+s] 0000022C
4: [esp+C] 00000000
.Text:D0E1D3EE malware.exe: SICD3E6 #1CCTE6

_—_——
Woupt  @oum? @Wowp:  @oum4  Woumps @ werhi  Iellock P st |[NaSie] 00000208 |
Figure 50

The malware targets the list of processes from the kill_processes element in the BlackCat

configuration.

It opens a targeted process using OpenProcess (0x1 = PROCESS_TERMINATE):

FF 70 08 push dword ptr ds: [eax+3] XBTSW_C1l 0 XB7SW_CO O XB7SW_ES O
6A 00 push 0 XBTSW_SF 0 XB7SW_P 0 XB7SW_U ]
6A 01 push 1 L sE7cw 00 xBICW FT 0 weIcwno o
EB 4D 06 89 00 E&1N <malwar e.OpenProcess:> v [ .
8E AN £/ FE EC DA wvrha bhura Aare des Fageresst kY
, | Defaut (stacal) ~|[5 2] unlock

g J[1: [esp] oooooo01
'ﬂ'ﬂﬂ.lwﬂre.openPrOCESSD‘ 2: esp+4] 00000000
3: [esp+s] 0000107C
4: lesp+C] 770213EE ntdl1.770213E€
.text:00E1D736 malware.exe:$1CD736 #1CCB36 i
: 3 00000001
oump1  @hoump2 @oump3  @Houmps  @Houmps @ watch1  beeliocals Y Struet Mﬂcx:\c 00000000
Addrare | uaw Tacrrr T . | 07FCFCFOD (=

Figure 51

The ransomware terminates the targeted process by calling the TerminateProcess API:

j sy MIELDTDS push 2 XBTSW_SF 0 XB7SW_P 0 XB7SW_U o
1:h Fi push esi vETCW OO w8ICW T 0 weISw o n
4 €AY <malware. TerminateProcess> o ||
[ FEA £ D 1 E_£€ N1 mavrw ahv barra are Aes Fagerceet
i , | Defoult (stdcal) ~ |[5 1] 00 unlock
= 1: [es i 000002AC
<malware.TerminateProcess: 2: gng 00000009
3: [esp+8] 770213EE ntdl1.770213EE
4: [esp+C] 016D4DAC malware.01l6D4DAC
- TexXT:00ELID7DC malware.exe: $1CD7DC #1CCEDC |—

Woupt  @houp? @Wowp3  @oum4  Eoups @ wahi  (ellosk P stut [NASESI 00000ZAC
Figure 52

The binary spawns multiple child processes by adding the “--child” parameter to the

command line (see figure 53). The new processes run in the security context of credentials

that were specified in the credentials entry from the BlackCat configuration.
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. 50 push eax x87Tagword FFFF

~ i: . l’"‘: ;51 X87TW_0 3 (Empty)  X87TW_1 3 (Empty)

. 6A 00 :::n 0 XB7TW_2 3 (Empty) x87TW_3 3 (Empty)

. 68 00 04 00 00 push 400 XB7TW_4 3 (Empty) XB7TW_S 3 (Empty)

. 8B 75 EO mov esi,dword ptr ss:[febp-z0J X87TW_6 3 (Empty)  x87TW_7 3 (Empty)

. 56 push esi

. 6A 00 push 0 x875tatusword 0000

M 6A 02 push 2 XB7SW_B 0O X87SW_C3 0 x87SW_CZ 0

. FF 75 B4 push dword ptr ss:febp-4c] XB87SW_C1 O X87SW.C0 0O x87SW_ES 0

L] FF 75 BO push dword ptr ss:Qebp-5 XB7SW_SF 0 XxB87SW_P 0 x87SwW.U O

- FF 75 AC ush dword ptr ss:|lebp-5

> <malware.CreateProcesswithLogonw> I

. rarr amv anv

| ] > e - —

<malware.CreateProcesswithLogonw: ‘esp+a] ODTDCESS

esp+8] 007DCFES
esp+C] 00000002
- Text:00D7FB6A malware.exe: S12FB6A #12EFGA

¢hoump1  @Dump2  Woump3  @Wpumpd  EHDumps [e-llocals 4 Struct

0[65 00 72 00 S.e.F.
44 00 65 00|s \-D.e.
60 00 61 00|s J\em,a.
1 . e X
00 e s=i=iCahais
00 Tde o i=c=cb.c.
00 c.e.s.5.-.t.o.k.
0020500 00 e.n. cc.d.2.9.c. 01806800 | malware. 01806800
00 00 00 b.8.9.d.a.e.d.9.
oo[e6 00 00 e.2.f.3.9.8.7.¢ Q000000
e e ey 01684391 | return to malware.0l684391 from malware
00 00 00 9.0.d.7.a.€.9.7. 00000001
00 00 00 4.8.8.2.4.1.d.3.
00 00 00 f.8.7.€.2.1.8.5.
00 00 00 7.4.2.3.b.4.6.5.
00768728 00 00 00 e.1.5.5.4.4.8.0.
00768738 35 00 oo AB §.0.€. ...sacaux

Figure 53

The number of network requests the Server Service can make is set to the maximum by
modifying
“‘HKLM\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters\MaxMpxCt”
Registry value:

5 By
- x mpTy’ % mpt
B | Bk der B ifenniie X876 3 (empty) xs7TW7 3 (EmpTy)
FF B4 24 44 01 00 00 push dword ptr ss:Qesp+144]
1 push 1 x87Statusword 0000

push 0 I | x87SW_B 0 XB7SW_C3 0 x87SWC2 O

push o XB7SW_C1 O XB7SW._CO 0O xXB7SW_ES 0

24 E4 00 00 00 Dusn dword ptr ss:[Qesp+Esl] XB7SW_SF 0 XB7SW_P 0 XxB7SW_U 0

push eax srow T 0 werown o

<malware.CreateProcessw-II |, (E————

<malware.Createfrocessw> esp+4] 007652C0 L™\"C:'\\WINDOWS'\systen
esp+8] 00000000
esp+C

.TexT: 01650980 malware.exe: SA00980 #3IFFDBO

@oumpt  Ghoump2 W Dump3 44 Dump 5

2F
61
5F
41 r
O7B4FSDO
59 -N. . D7B4FSD4

72 X
74 || O7TB4FSDB

74 00 5C 00|53
£5 00 72 00|SC
6E 00 53 0065 5
50 00 €1 00|72 V.e.r.\.P.

Za00 73 00|20 m.e.t. 00000000

78 00 40 00|Z0.00 2800 "e: "
&4 00 20 00|Se 0O Sa—00 7 L"C\\WINDOWS'\\System32\\cmd. exe
20 00 52 00

76 00 20 00

4200 74 Q0
35 00 33 00
007653E0| 45 00 47 00

Figure 54

88888838888888882388

2E 00 74 00
S7 00 4F 0052 00 44 00

The malicious process obtains the ARP table using the arp command, as shown below:

ush

eax PETSRE]

<malware.CreateProcess: Iy
<IN i ] >
<malware.Createfrocessw>

e 2 e 4
o| 22630068 Pusn cax S e e
. FF B4 24 80 00 00 00 push dword ptr ss:[esp+s X MpLY. x mpLy.
. FF 74 24 1C push dword ptr ss:fesp+iC X8TTW_6 3 (EmpTy) x87TW_7 3 (Empty)
- FF B4 24 44 01 00 00 push dword ptr ss:Qesp+144]

- 1 push 1 x875tatusword 0000

. push 0 [ XB7SW_B 0O XxB7SW_C3

- push o S|l xBTSW_C1 0 XxBTSW_CO

L] 24 E4 00 00 00 push dword ptr ss:fesp+E4l) XBTSW_SF 0 XB7SW_P

.

.

-

.TeXT:01650980 malware. exe: SADD9BO #OFFDBO
WWoump 1  @Dump2 @ Dump3 ¥4 Dump 5

Figure 5
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The net use command is utilized to connect to the local computer using different credentials

stored in the BlackCat configuration:

- - - - B VT T
E; :::2 :;: XB7TW_2 3 (Empty) x87TW.3 3 (EmpTy)
B 87TW_4 3 (Empty) X87TW_5 3 (Empty)
FF B4 24 80 00 00 00 push dword ptr ss:ffesp+30] X
FF 74 24 1C push dword ptr ss:fesp+ic] X8TTW_6 3 (Empty) x87TW_7 3 (Empty)
FF B4 24 44 01 00 00 push dword ptr ss:fesp+144]
6A 01 push 1 x87statusword 0000
6A 00 push 0 X87SW_E O X87SW_C3 O xB87SW.C2 0O
6A 00 push 0 X87SW_C1 O x87SW_CO O xB7SW_ES O
FF B4 24 E4 00 00 00 push dword ptr ss:[Qesp+£s] XB7SW_SF 0 XS87TSW_P 0 Xx87SW_U o
50 push eax “OTEW OO wOTCw a Brew o o
E8 A3 D1 05 00 €8l <malware.CreateProcessi> ¥ [
o rn TR , | Defauit ftdcal) ~|[s 12 unock
- 1: [esp] 00765E68 L'C: (\NIW‘( Tem3z\\
<malware.CreateProcessw> 2: [esp+4] 00762008 L™\"C: \\wlwows\\syster
3: [esp+8] 00000000
es| 00000000
.Text: 01650980 malware.exe: $A00980 #9FFDEO Bt
= = 00765E68 | L"C: tem3z . exe’
BWDumpl  @5Dump2 @G Dump3 @ Dump4 G DumpS 07B4F55C | 00769008 | L™\ "C: \\WI system32\\cmd.exe\" /c
Address Py -
00769008 57 00 49 00|4E 00 44 00 i
00769018 Fi 0 p e
00769028 5C 00 63 00|6D 00 64 00 . 7B4F570
00763038 22 00 20 00|2F 00 63 00|..e.x. SHAEE T4
007639048 74 00 20 00|Z 730
00769058 00 44 00 35 00|53 00 48 00 wilbl s
07B4F57C | 07B4F610
00763068 20 00 20 00 00000002
00769078 33 00 20 00 =4 0000000
A 00763CT0
00762038 C | 00000018
007 630A8 00 41 o | 00000000
00763088 |63 00 73 00|74 00 72 00 0000026
007630C8|20 00 70 00 z Z S UOODEEC
00763008 | 64 00 20 00|2F 00 70 00|65 00 72 00 OUODOZEC
007690E8| 73 00 74 00|65 00 6E 00|74 00 3A 00 A

Figure 56

The malware retrieves the currently available disk drives by calling the GetLogicalDrives
routine:

)' Defauit (stdcal) ~ [s [2] 0] uniocke

ey |1: [esp] 00779778
<malware.GetLogicalDrives: | esp+4] DOTGECFS
| esp+8] 00000004
. k | esp+C] 01916424 malware.01916424

- text:00DCTDAA malware. exe: $177DAA #1771AA 1

Figure 57

E8 E9 SE 8E 00 'i:l'l-‘[’::malwar!.Get%wica]grivesa

@a_ac _co

The GetDriveTypeW API is utilized to obtain the drive type:

Bmow a

1[5 2)00 uock

push esi
cn]‘l -cmalnar e;ﬁewrwemm

56
E8 3D 44 BE 00

£&_r¥ _ne_nn_on

17 3|
z: [esp+4] 04173E8S
[esp+8] 00000001
4. FGSM 00000001
es5p+10] 04173E48

<malware.GetDriveTypew>

. Text:000C9506 malware. exe: $179806 #178C06

WWoump1  Ypump2 $NDump3  Woump4  ENDump5 @ watch1  Iellecals

|Ad¢rss ‘Hex |asciz |
04173E88 |41 00 00 00|AB AB AB AB|AB AE AB AB|AE AB AB AB|A...sascacasascx|
Figure 58

The ransomware starts scanning the volumes on the local machine using FindFirstVolumeW:

68 0A 02 00 00 push 20a XB7SW_SF O xB87SW_P O xB7SW U 0O
57 push edi n_n PLIEWE ] a oTcw n a
E8 E1 55 88 00 €all <malware. FindFirstvolumews | [E— R —
a3 co o Fmn aaw Toooofco 5 | Defauit (stdcal) 1[5 =)0 urlock

1: [esp] OO0ATFTFS
<malware.FindFirstvolumen:> 2: [esp+4] 00000204
3: [esp+8] FFFFFFFE

3: [esp+C] D7DFFEBS
5: [esp+10] 77021687 ntdl1.77021687

Woup!  @8Dump2  @oump3  Houmps  Boumes @ wathi  Ivllock P stut [OSMIIENOORTETES]

Figure 59

. Text:00E285DA malware.exe: $1DS5DA #1D730A

The list of drive letters and mounted folder paths for the above volume is extracted by the
malware:

push 0 RS DLALUSWUT U UUUY

push 204 XB7SW_B O XB75W.C3 O x875W.C2 O
mov dword ptr ss:lfebp-3Cl,eax X875W_C1 0 x875W_CO O X87SW_ES O
push eax X87SW_SF 0 X87SW_P O X87SW_U O
push edi A
!.'l'l'[ qnn'lware GetvolumePat vel
rar
>
.TeXT:D0E2869E malware.exe: $1DEGIE #1DTAIE
% 00ATF7FS | L 7\\Volume{d7e47829-0000-0000-0000
@oump 1 @oump2z @Moump3  houmps  WHoumps @ watchi  [veliocals ) stuct OTDREBE0] DOABOETE
Address | Hex ASCIT O7DFFBG4
L U — I | |~ ] o7orrses | 00000000

Figure 60
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The volume’s enumeration continues by calling the FindNextVolumeW function:

68 DA 02 00 00 push 204 GES XB7SW_C1 O XB87SW_CO 0 XB7SW_ES O

57 push edi X87SW_SF O X87SW_P 0 x87SW. U O

FF 75 C8 push dword ptr ss:[Qebp-3sj | woTcw a0 x076w T A weIow O oA

ES 02 51 88 00 CATY <malware. FindNextvolumews M

oo rc rrae sy 5 [pefout tsam <15 3]0 unk

— —bka - 1: [esp] DDATFAZ0
<malware.FindNextvolumew> iz: esprd} 00ATF7FS L™\V\\\P\\Volume{d7e4782
3t esp+8] 00000204

3: [espsC] FFFFFFFE

- TexXT:0DEZ8ACY malware. exe: $1DSACY #1DTECY | 5: [esp+10] O7DFFBES
s 00ATFAZD
oump1  @Hpump2  @HDump3  EHDumps  @Houmps @ watch1i  IelLocals & struct msruntl 00ATF7FS | L™\\\\7\\Volume{d7 e47829-0000-0000-0000
Addrars | Uaw Therrr T .0 1

Figure 61
All unmounted volumes are mounted via a function call to SetVolumeMountPointW:

57 push edi 3 % = XB7SW_C1 O XB7SW_CO O xB7SW_ES O
88 5D AOQ mov ebx,dword ptr ss:[febp-sof MBTSW_SF 0 XBTSW_P 0 xB7SW_U o
push ebx |_xozow o o wozow T n__xeTSw B0
ES 19 54 88 00 call <malware. SetvolumeMountPointws v e
7 SEars i > Default (stdcal) =[5 3| unlock
— - |1: [esp] ODATASFE L"Z:\\"
<malware. SetvolumeMountPoint> 2: [esp+4] O0ATFTFS L™\\\\T\\Volume{d7e4782

3: [esp+B8] 00A74290
4: [esp+C] 00000003
.text:00E28A32 malware.exe: $1DSA32 #1D7E32 5: [esp+10] 00000003

i) O0AT A e
| “oump1 | @hoump2  @Hoump3  Whoump4  WHoumps @ wathi  bellocals ) stuct m L3N\ \VoTune{d7e47825-0000-0000-0000

Figure 62
BlackCat traverses the file system using the FindFirstFileW and FindNextFileW APIs:

53 push ebx XB7SW_C1 0 X8TSW_CO O xB7SW_ES 0O
89 75 D4 mov dword ptr ss:Qebp-2cl),esi NBTSW_SF O XBTSW_P 0 XB7SW_U o
56 push esi | wozfw A A woTow T N weTow s oA
ES8 60 42 06 00 calll<malware. FindFirstFilens o [ —
aac ©3 co cc rmn mav CEoooEce = -
!} % 5 | Defait (stdcal) 52| unlock
- — —1: [esp] O0A7S638 L"C:\\Users\\*"
<malware.FindFirstFilew: 2: [esp+4] OSGFEBSS
3: [esp+8] 00000000
4: [esp+C] 00000000
- Text:01649953 malware.exe: §9F9953 #9FS8D53 5: [esp+10] 00000000

@ouo1 | @Hoump2  @S0ump3 | ESDumps  EBoumps @ wathi  kellocals | ) stuct CECEE 00472838 | LiC\\usersis

Figure 63

53 push ebx X87SW_SF O X87SW_P 0 xB7SW_U O
56 push esi _ETEW OO wETow T 0N x0TCW N n
E8 20 4B 06 00 E&1N <malware. FindNextFilew> vy,
NACAGNAD oc Y |lvarvr aav aaw -1
i - 5 | Default (stdcal) ~ |5 00 unlock
= S = 1: IHD, O0DATS 840
<malware.FindNextFilew> |2: [esp+4] OB6FEGBC
3: [esp+s] 00000000
| 4: [esp+C] 00000000
- Text: 01649043 malware. exe: $IFI0A3 #IF54A3 |5: [esp+10] 00000000

| #owp: | @Houpz @Houps | Woups  ESoumps @ Weth1  (xlloacsls | 5 Shuct eI

Figure 64

The BlackCat configuration is stored in JSON form and is decrypted at runtime. It contains:

the extension appended to the encrypted files

e RSA public key that is used to encrypt the AES encryption key
e ransom note name and content

 stolen credentials specific to the victim’s environment

e encryption cipher: AES

« list of services and processes to be killed

o list of folders, files, and extensions to be skipped

e boolean values that indicate network discovery, lateral movement, setting the Desktop
Wallpaper, killing VMware ESXi virtual machines, removing VMware ESXi virtual
machine snapshots, excluding VMware ESXi virtual machines from termination
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=) Backix_Condg pon 0 |

u®, *BIp®, "iona®,*rom®, “dl1%, *mastyles®, *mod®,"psl®, "ics®

F”igure 65

Files encryption

The CreateFileW API is used to open a targeted file (0xC0000000 = GENERIC_READ |
GENERIC_WRITE, 0x7 = FILE_SHARE_DELETE | FILE_SHARE_WRITE |
FILE_SHARE_READ, 0x3 = OPEN_EXISTING):

. T T —— L e

. e gﬂ:: Tt X87TW_6 3 (EmPTy) XSTTW_7 3 (Empry)

. 52 push edx

. FF 75 E8 push dword ptr ss:[flebp-1s8 x875tatusword 0000

. FF 7% E4 push dword ptr ss:febp-ic XB7SW_B O XB7SW._C3 0O x87SW.CZ2 O

. FF 75 FO push dword ptr ss:jflebp-10 XB7SW_C1 0 XB7SW_CO O XB7SW_ES O

. 8B 7D EC mov edi,dword ptr ss:ffebp-143 XB7SW_SF 0 XB7SW_P 0 XB7SW_U ©

. 57 push edi wETCW A0 woTCw o wercwn o

. E8 OF 46 06 00 call <malware.Createrilew- v | -

e3> co cc Fmm asv cococoec =

. ) =[5 TE10] unlock

esp] 03004008 L™\\\ATAAC:\\Users\ I\

.
<malware.Createfilew esp+4] CO000000

esp+8] 00000007
esp+C] 00000000
esp+10] 00000003

[L™\WANZANC: \\User s\ I\ \Desktop\\sica.

.TeXt:0164951C malware.exe: $5F951C #9F591C

“oump1  oump2  WHDump3  WDump4  WMoumps @ wathi  Iellocas ) stuct

Address | Hex | Asc1z N
03D04CD8 |§E 00 5C 00|3F 00 5C 00|43 00 3A 00|SC 00 55 00|N.\.7." \.U. |
03004CES|73 00 65 00|72 00 73 oo|sc oo [N - -

03D04CF8|5C 00 44 00|65 00 73 OO|6B 00 74 OO|6F 0O 7O O
03004008 |5C 00 73 00|69 00 63 00|61 00 2E 00|74 00 78 00|

Figure 66

The ransom note is created in every traversed directory (0x40000000 = GENERIC_WRITE,

0x7 = FILE_SHARE_DELETE | FILE_SHARE_WRITE | FILE_SHARE_READ, 0x2 =
CREATE_ALWAYS):

ol A 00 sh o RS/ IW_4 3 LEWMPLY) AE/IW_S 3 LEMPLY )
. 5 Sren X87TW_6 3 (Empty) x87TW_7 3 (Empty)
. 52 push edx
ofc FF 75 E8 push dword ptr ss: xg7statusword 0000
. FF 75 E4 push dword ptr ss: X87SW_B O Xx87S5W_C3 0 x87SW.C2 O
L FF 75 FO push dword ptr ss:febp-10] X87SW_C1 0 XB7SW.CO O XS87SW_ES O
L] I 8B 7D EC mov edi,dword ptr SS:EeUD-l-‘], XB7SW_SF 0 XB7SW_P 0 X87SW_U o
. 57 push edi prcw 0 woTow T o werown  n
Fo— E8 OF 46 06 00 | €1l <mal .Createrilews v — R
. o3 co o= lrmn anv cce -
| - P " Default (stdcall) ‘(_5_ .
- 1: [esp] O3CFE228 L™ AAC: s
<malware.Createfilen: 2: es:!xt 40000000 A
3: [esp+8] 00000007
4: [esp+C] 00000000
.TEXT:0164951C malware, exe: $9F9I51C #IFB9IC 5: [esp+lD] 00000002

Woump1  Phpump2 @WDump3  BWpump4  WHDumps @ watch1  [xelLocals # struct
Address | Hex ASCIT |~
03CFE228 |5C 00 5C 00(3F 00 5C 00|43 00 34 00| 00 00 sTa )\

O3CFE238|73 00 65 00|72 00 73 00|5C 00
O3CFE248|5C 00 44 00|65 00 73 00|6B 00 74 0O |6F 00 7
O3CFE258(5C 00 00| 4F 56 00|45 00
O3CFE268|2D 00 7 C 76 00(7A 00 7
03CFE278|2D0 00 0| 53 00|2E 00 7
0O3CFE288|78 74 00|00 00 AB AEB AB AB AB AE AB AB

Figure 67

03CFEZ228
00000033
n

ARARAD D

"WVAATVC s W user s\l \Desktoph \RECOV

The ransom note is populated using the WriteFile routine:
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push
push
push
push
push
call

[V

edi
ecx
eax
edx

<malware.writeFilex

rarr azw

<malware.writeFile>

.Text:0162CD84 malware.exe: $30CD84 #90C184

Figure 68

 RECOVER e FLES M 3 |

@oump1 | @hDemp2 @4Dump3  Dump4  Ypumps @ watch1  bellocls ) stuct
Address | Hex ASCIT

03D10A08 [3E 3E 20 5?|68 61 74 20|68 61 70 70|65 6E 65 64|3> what happened

03D10A18|3F OD OA OD|0DA 49 6D 7O|6F 72 74 61|6E 74 20 66| 7....Important f

03D10AZ8| 69 6C 65 73|20 6F GE 20|79 &F 78 72 rd 11es on your net

X8/>TATuswora uvuuu

XB87SW_B O xXB7SW. L3 0O xB7SW.C2 O
XB7SW_CLl O XB7SW_ L0 O XxB7SW_ES O
XB7SW_SF O XB7SW_P 0 xB7SW_U o
. wBTCW O 0 wETOu ¥al M BT OO o
W
| Defauit (stdcal) ~|[s 2100 unock
[1: [esp] 00000368

03010408
00000528
072AFE50

2: [esp+d
3: [esp+8
4: [esp+C
5: [esp+10] 00000000

+> What Bagpened?

4 In order te recover your files you need To follow instructions below.

Setwosk was CONELOADED.
meitive date to be PUDLISHED you have to act qeickly,

Sasples are available cs your perscnal web page linked bBelow.

+» CATTION

D¢ HOT MODIFY ENCRYFTED FILES YOURSELF.
FTMARE T

DG NOT DSE THIRD PARTY 50i
YOU MAY DMMASE YOUR FILES, IT WILL

YOUR DATA.
W PERMANENT DATA LOS3,

w» What smeuld T de

1) Dewmicad and inss.
2) Mavigate toi

L Tor Browsez from: Betper//torprolect.ozg/

Importast files on your metwork was ENCRYPTED and now They have “ubwuvis® encension.

hEgpE
OFAbNMLSTY

Figure 69

The file’s extension is changed using the MoveFileExW function. The renamed file is opened

V] TEAN I F2q8 VT Dby gRKke IR GO Ny v BN IBUE L) T gpA Far A fUOrGRnZ LNTConY me 1k} 5INCL T3ICN Fqul 1VIS 3P L g4 fUv ENuZA T S30naroRHES GG RLEY Jpmd JEA )

using CreateFileW (0x7 = FILE_SHARE_DELETE | FILE_SHARE_WRITE |
FILE_SHARE_READ, 0x3 = OPEN_EXISTING, 002000000 =
FILE_FLAG_BACKUP_SEMANTICS):

Flgure 70

Interestingly, BlackCat creates intermediary files called “checkpoints-<encrypted file name>"

during the encryption process:

6A 00 push 0

57 push edi

52 push edx

FF 75 EB push dword ptr ss:[febp-13]

FF 75 E4 push dword ptr ss:febp

FF 75 FO push dword ptr ss:[febp-10]

8B 7D EC mov edi,dword ptr 55:{&:119-14;[
57 push edi

E8 OF 46 06 00 call dnn'lware Cr!nt!Fi'lt’N‘;-
CERCL] = Fmn aBv EEEE

- o0 o ASI ML 3 LEWMLY) A IM_3 3 LEMMLY)
pe ?i :::h edi X87TW_6 3 (Empty) X87TW_7 3 (Empty)
. 52 push edx
. FF 75 EB push dword ptr ss:[febp x875tatusword 0000
. FF 75 E4 push dword ptr ss:febp XB7SW_B O xB7SW.C3 0 x87SW.C2 O
L FF 75 FO push dword ptr ss:jfeb XB75W_C1 0 XxB7S5W.CO 0 Xx875W_ES5 O
L] 88 7D EC mov edi,dword ptr ss:|f XBTSW_SF 0 XBTSW_P 0 xX87SW_U +]
. 57 push ed? | vovow A A wovow T A wovown oA
Lt E8 OF 46 06 00 €A1l <malware. crnteﬁnm —— 1
. 8% €0 EE AmA asv EEESEE N Default (stcall) = Dm
= esp] 03CFE250 L 7 h\\Users’
<malware.Createfilen: esp+4] 00000000
esp+8] 00000007
esp+C] 00000000
- TexXT:0164951C malware. exe: §9F951C #9F891C [esp+10] 00000003
F 1 I \\Users es| ca.
@hoump2  @WDump3  hDump4  @HDumps @B watch1  Ixellocals ¥ struct
ASCIT
00 5C 00|3F 00 5C 0043 00 o0 (,_\.?“\‘C.‘.\
00 65 00|72 00 73 00|5C 00 S.8.r.5.%
00 44 00|65 00 73 00|68 OO0 7 70 00(\.D.e.s.K.t.0.p.
00 73 00|69 00 €3 00|61 00 74 00 78 00|\.s.7.c.a...T.X.
00 2E 00(75 00 €8 00|77 00 76 00 7A 00|T...u.h.w.u.v.z. " AN i
00 00 00|AB AB AE AB|AB AB EE FE EE FE|u...ssecexxeipip LUWWPAE: V\users), l\\Desktop\\sica.

LY

X87TW_6 3 (EmpTy)

IM_% 3 LEMPLY) RS/ IW.D 3 LEMPLY)

X87TW_7 3 (Empty)

x875tatusword 0000

XBTSW_B 0 xBTSW.C3 0O xXB87TSW.C2 O

XBTSW_C1 0 xB87TS5W_CO O XB7TSW_ES 0O

XBTSW_SF 0 XBTSW_P 0 X87S5W_U o

sercun o werowz o verawn oo

hd -
> | Default (stdcal) » |5 1+ uniock

2] es5p] O3CFE250 L h\A\Users’

<malware.Createrilens

< TexT:0164951C malware. exe: $9FI51C #IF891C

GDumpl @G Dump2 @SOump3 B%WDumpd @ DumpS

@ wateh 1

lx=] Locals &

Struct

| AscI

2:
I3:
I 4:
5

03CFE.

03CFE260|73 00 65 00|72 00 73 00|5C 00

03CFE2A0| 61 00 2E 00|74 00 78 00

Figure 71

Address | Hex
03CFE250 |51 00 5C OO|3F 00 5C 0043 00 3A OD|5C 00 55 00|N.%.7.

5.

03CFE270|5C 00 44 00|65 00 73 00|68 00 74 0O 0 70 00| \.
O3CFE280|5C 00 63 00|68 00 65 00|63 00 68 00|70 00 6F 00[%.
O3CFE290| 69 00 6E 00|74 00 73 00|20 00 73 00|69 00 63 00

|4002200?5006800a
O3CFE2B0|77 00 75 00|76 OO0 7A 00|75 00 00 DO|AB AB AB AB|w.

Jnom

A\
s
S.
8.
s
X
z

i

1| 00000000

& | 00000036

03CFE250

esp+4] COODO0DO
fesp+8] 00000007
fesp+c] 00000000
[esp+10] 00000002

users esktop\\chec!

LUVAATAC s\ user s\l \Desktoph\check

AARAARI E
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The malware generates 16 random bytes that will be used to derive the AES key:

64 02 push 2 XB7SW_B O XB7SW_C3 O XB7SWCZ O
64 10 push 10 XB7SW_C1l O XB7SW_CO O xB7SW_ES 0O
50 push eax XBTSW_SF O XB7SW_P O XB7SW_U 0O
6A 00 ush 0 g70w 7 0 worown o
E8 FE 87 06 00 %l'l:'l <malware. BCryprGenkandom: v [————
ac rn rarr avv anv =
5 | Defoult (stdcal) ~ |[s_12](] unlock

1: [esp] 00000000

2: [esp+4] O72AF740
3: [esp+8] 00000010
4: [esp+C] 00000002
5:

<malwar e. BCryprGenkandom:
- TeXTi01645705 malware.exe:$39F5705 #IF4B05 esp+10] FFFFFFFE

@oump1  @oump2 @%Dump3  @MDump4  EMDumps @ wathi  lxellocals  §) Struct wm
R 072AF708
e ] | ~ | 672aF70¢ | 00000002

Figure 72

The ransomware moves the file pointer to the beginning of the file by calling the
SetFilePointerEx API (0x0 = FILE_BEGIN):

e[| o162cEBE 53 push ebx X87SW_B O xX87SW.C3 0 x87SW C2 0O
e || 0162CEST 52 push edx X87SW_C1 O X87SW_CO O xB7SW_ES O
e || 0162CESS 51 push ecx XB7SW_SF 0O XB7SW_P 0 XB87SW_U (4]
el 0162CESY FF 30 push dword ptr ds:[eax] XOITEW OO QTS T o aTcw n a
EE— ES AD OF 08 00 €all <malware.SetFilePointerEx> ———— .
T oc_rn rarr aav asw : : Unlock
‘ 2 00000365 - =
<malware.SetrilePointerex> I2: [espra) 00000000
3: [esp+8] 00000000
4: [esp+C] O72AF7D8
. Text:0162CESE malware.exe: S9DCESE #90C258 5: [esps10] 00000002
s 00000,
Woup! 0wz  @S0um3  @oups  @Houmps @ wachi  Ielloals P svux [USHEREN 00000368
Addr 07 2AF7CC
L U — = : S ! |~ 07345756 | 0724r 08
Figure 73

The process reads 4 bytes from the beginning of the file using ReadFile:

6A 00 push 0 xB7statusword DOOO
57 push edi X87SW_B O xB7SW.C3 0 x87SW.C2 O
51 push ecx XB7SW_C1 O XB7SW_CO O XB7SW_ES O
50 push eax XB7SW_SF 0 XB7SW_P 0 Xx87s5W_U 0O
52 ush edx STew 7 werown o
ES E5 12 08 00 Eil‘[ <malware.ReadFilex> v [—
oc Fn T B mate o [ pefauit (stdal) + 1[5 2] Unlodk
Tnalware.ReadFiles T I (o T B
3: [esp+8] 00000004
4: [esp+c] 072AF764
.TexT:0162CADE malware, exe: $3DCADE #9DBEDG 5. esgﬂo] 00000000
@owmp1  @hoump2 @oump3  @oumps  @Houmps @ watchi  Ixellocals ) Struct 072AF748 | 072AF7E0
" D72AF74C | 00000004
Address | Hex | Asciz . | I~ 072AF750| O72AF764 |return to O72AFTE4 from O72AF76S
072AF7EOQ D0 00 00 oo|oo 00 00 oo|00 00 00 oo|§n_3§_;£_n;|.: ,,,,,,, sas 9;.| | 072AF754 | 00000000
Figure 74

A JSON form containing the encryption cipher (AES), the AES key used to encrypt the file,
the data, and the chunk size, is constructed in the process memory:

ASCII

22 76 65|72 73 69 6F|6E 22 3A 30(2C 22 6D 6F|{"version™:0,"mo
64 65 22 3A|22 46 75 6C|6C 22 2C 22|63 69 70 68|de":"Full™,"ciph
65 72 22 3A|22 41 65 73|22 .2C 22 70|72 69 76 61|er":"Aes","priva
74 65 SF 6B|65 79 22 3A|5B 31 38 34(2C 31 32 39| te_key":[184,129
2C 31 34 37|2C 31 31 36|2C 34 32 2C |32 31 31 2C|,147,116,42,211,
35 35 2C 38|31 2C 34 33|2C 31 39 37|2C 31 35 2C|55,81,43,197,15,
32 34 33 2C|31 31 30 2C|32 33 33 2C|32 33 36 2C|243,110,233,236,
31 37 35 S5D|2C 22 64 61|74 61 5F 73|69 7A 65 22|175],"data_size"
3A 31 30 30|30 2C 22 63|68 75 6E 6B|S5F 73 69 7A|:1000,"chunk_siz
65 22 3A 32|35 33 36 32|38 31 36 2C |22 66 69 6E|e":25362816,"fin
69 73 68 65|64 22 3A 66|61 6C 73 65|7D FO AD BA|ished":false}d.®

03D13F80
03D13F920
03D13FAD
03D13FBO
03D13FCO
03D13FDO
03D13FEO
03D13FFO
03014000
03D14010
03D14020

Figure 75

The binary generates 0x50 (80) random bytes that are used to border the JSON form. The
resulting buffer has a size of 256 bytes and is rotated using instructions such as pshuflw:

6A 02 push 2 X87SW_B O XB7SW.C3 0 xB7SW.C2 O
51 push ecx X87SW_C1 O XB7SW_CO O xB7SW_ES 0O
582 push edx XB7SW_SF O XB7SW_P 0 XB7SW_U (4]
64 00 push 0 X2TEW OO wRQTEW T FONEEWL 2 —
E8 CA 01 13 00 €alli nalwar e. BCryptGerRandom> L :
6c_in 70 N3 va na vehn hurra nre desTi7ensTal R
5 v [s 2] unlock
esp] 00000000
2 esp+r4] O3D13F82
3: [esp+8] 00000050
4: [esp+C] 00000002
-text: 01570039 malware. exe: $32DD39 #920139 5: [esp+10] 00000053

oump1  @oumpz  @MDump3  houmps  Whoumps @ watchi  Iveliocals ) stuct 072AF544| 03D13F52
Address | Hex | asc1x | | | S72ARz 4| 99000069

AR nrnn TR A A AR TR A A AR TR A A AR AR A A AR T

Figure 76
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Figure 77
A 4-byte border "19 47 B2 CE" that separates the encrypted file content from the encrypted
AES key is written to the file:

0162CD7E XE/5TATuswora vuuu

0162CDE0 i X87SW_B 0 X87SW_C2 0 x875W.C2 O
0162CD81 XB7SW_C1 0 XxB87SW.CO 0 xB875W_ES O
0162CD82 X87SW_SF 0 XxB87SW_P 0 x875W.U O
0162CD83 p gTow oo e o Sl o

072AF798
p+ 4
072AF75C

10] 00000000

.TEXT:0162CD84 malware.exe: $I0CDE4 #IDC184
@oump1  Woump2 WDump3  WDump s

[x<lLocals ¢ Struct

@& watch 1

44 Dump 5

ES 03 00 00({00 00 00 00
AR An AR

ne An an Anlan s A Al e A An An AR

Figure 78

The buffer that contains the AES key presented in figure 77 is encrypted with the RSA public

key from the BlackCat configuration. The result is written to the file using WriteFile:

x875tatusword 0000

0162CD7E 6A 00 push 0
0162CDB0 57 push edi . XB7SW_B 0 XxXB7SW.C3 0 xB7SW.CZ O
0162CD81 51 push ecx XB7SW_C1 0 XxB7SW_CO 0 xB7SW_ES O

0162CDB2 push eax
0162CDE3 push edx
4 : <malware.writeFiles I

e ' CromerAT ¥ [oefat ko
- 2: [esp+4] 03012070
3: [esp+8] 00000100
espsC] O72AF728

XB7SW_SF O x87SW_P 0 xB875W U O

~ [5_ £ unlock

.Text:0162CD584 malware.exe: $30CDE4 #90C154
@oump1  @hpump2 @pump3  Wpumpd  WHpumps @ watchi  beliocals P Stuct

03012070 | A = -
07 2AF7 28 | 00000000
07 2AF72C | 03D12D70
072AF730( 00DBI183 |return to malware.00DE9183 from malware
07 2AF734 | 07 2AF76C
072AF736 [OODB91DE| return to malware.00DE91D6 from malware
07 2AF73C | OF2AF750
072AF740 (| 072AFCT8
072AF744 (] 03012070
072AF748 || 00000100
072AF74C (| 00DBY183 | return to malware.00DB9183 from malware
0724F750 || 00000004
O72AF754 (1 O72AF75C
07 2AF758 1 00000000
07 2AF75C (1 00000004
NT2aETanl NT2AFC TR

03D12E50 | B
03D12E60

Figure 79

The size of encrypted key (0x100) is written to the file:

0162CD7E x87statusword 0000

0162CD80 [ | xs7sw_e 0 xs7swcs o xs7swcz o

0162CD81 XB7TSW_CL 0 XB7SW_.CO O X87TSW_ES 0O

0162CD82 XB7SW_SF 0 XB7SW_P 0 XETSW.U O

0162CD83 p Brow 0 warm n__werown o
CD84 <malware.writerilexI

warr azv amv

esp+4] O72AFTAB
esp+

esp+C]_0724F728
lesp+10] 00000000

~TeXT:0162C084 malware. exe: §30CD84 #90C184
&4 Dump 2 Yioump3 @oumps  WHDumps

[x=lLocals 4 Struct

The file content is read by using the ReadFile function:
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x875tatusword 0000

XB7SW_B 0O xB87SW.C3 0O x875W L2
XB7SW_C1l 0 x87SW._CO O xXB87SW_ES
XB7SW_SF 0 xB7SW_P 0 x87SW_U

anw

e5p+4 06268020
p+8] 000003ES
5 0652F504
.TeNT:0162CADE malware. exe: $3DCADE #90BEDE 3&20]

@oump1  @hoump2 @Dump3  Woumps  @oumps @ watchi

06268020 [00] 00 00 0000 00 00 00[00 00 00 00[00 00 00 00|

Figure 81

The file content is encrypted using the AES-128 algorithm. The malware uses the aesenc
and aesenclast instructions for this purpose:

e | ooppDg4ac? 66 OF 38 DC DO aesenc xmm2,xXmmO

e | 00DD84CC 66 OF 38 DC D8 aesenc xmm3,xmmO

e | ooDD84D1 66 OF 38 DC EO aesenc xmm4,xXmmO

e| 00DD84D6 66 OF 38 DC E8 aesenc xmms ,XmmO

e || cODD84DB 66 OF 38 DC FO aesenc xmmé,Xmmo

e | 00DD84EO 66 OF 38 DC F8 aesenc xmm7 ,xmmO

e || 0ODDS4ES 66 OF 38 DC CS8 aesenc xmml,xXmmO

e || OODDB4EA 66 OF 7F 14 24 movdga xmmwor d ptr ss:[fespll, xmm2

® | 0ODDS4EF 66 OF 6F 54 24 10 movdga xmm2,xmmword ptr ss:lflesp+10]J
®| 0ODD84F5 66 OF 38 DC DO aesenc xmm2,xXmmO

®| 0ODDS4FA 66 OF 6F 41 20 movdga xrfmo.xmmrd ptr ds:[ecx+20]
e || 0ODDB4FF 66 OF 7F 54 24 10 movdqa xmmword ptr ss:[Jesp+10J,xmm2
e || oODD8505 66 OF 6F 14 24 movdga xmm2,xmmword ptr ss:[espl

®| 00DD850A 66 OF 38 DC D8 aesenc xmns,xmno

e| 00DD8SOF 66 OF 38 DC EO aesenc xmm4,xmmo

e| ooDD8514 66 OF 38 DC ES8 aesenc xmmsS ,XmmO

e |l oODD8519 66 OF 38 DC FO aesenc xmmé,xXmmo

®| 00DDS8S1E 66 OF 38 DC F8 aesenc xXmm7 ,XmmO

e |l ooDD8523 66 OF 38 DC C8 aesenc xmml,xmmO

e| ooDD8528 66 OF 38 DC DO aesenc xmm2,XmmO

e| 00DD852D 66 OF 7F 14 24 movdga xmmword ptr ss:[fespl,xmm2

e | oODD8532 66 OF 6F 54 24 10 movdqa xmm2,xmmword ptr ss:|flesp+10]
e |l ooDD8538 66 OF 38 DC DO aesenc xmm2,xmmo

e | O0ODDS53D 66 OF 6F 41 30 movdqa xmmO,xmmword ptr ds:[ecx+30]
e || oODD85 42 66 OF 7F 54 24 10 movdga xmmword ptr ss.lesp+10l.xmnz
all nfihnoc ao £ NE £C 1A DA mavidas vmm? veemoanrAd are oo Bac

Figure 82

Bl O 87AD L push ebp

e (| OODD87AL 89 ES mov ebp,esp

e | 0ODD87A3 53 push ebx

e | 00DD87A4 8B 45 08 mov eax,dword ptr ss:|[febp+

e || 00ODD87A7 66 OF 6F 02 movdqa xmmO,xmmword ptr ds:[edx]

¢ (| OODD87AB B3 F1 mov bl,F1

e | oobD87AD 66 OF EF 00 pxor xmmO,xmmword ptr ds:[eax]

e (| OODD87B1 66 OF 38 DC 42 10 aesenc xmmO,xmmword ptr ds:[edx+10
e || OODD87B7 66 OF 38 DC 42 20 aesenc xmmO,xmmword ptr ds:[edx+20
¢ (| OODD87BD 66 OF 38 DC 42 30 aesenc xmmO,xmmword ptr ds:[edx+30
e | OODDB7C3 66 OF 38 DC 42 40 aesenc xmmO,xmmword ptr ds:[edx+40
(| OODD87C9 66 OF 38 DC 42 50 aesenc xmmO,xmmword ptr ds:[edx+50
o | 0DODDB7CF 66 OF 38 DC 42 60 aesenc xmmO,xmmword ptr ds:[edx+60
¢ || OODD87D5 66 OF 38 DC 42 70 aesenc xmmoO,xmmword ptr ds:[edx+70
e | 0OODDS7DB 66 OF 38 DC 82 80 00 00 00 aesenc xmmO,xmmword ptr ds:[edx+80
e | 0ODDS7E4 86 1D FE 8B 6E 01 xchg byte ptr ds: [:I.GEGBFE] b1

® | OODDBTEA 66 OF 38 DC 82 90 00 00 00 aesenc xmmO,xmmword ptr ds:[edx+90]
e || 0ODDS7F3 66 OF 7F 00 movdga xmmword ptr ds: ‘Eeax] » Xmmo

e | OODDB7F7 66 OF 38 DD 82 AD 00 00 00 aesenclast xmmO,xmmword ptr ds:[edx+A0]
.

00DD8800 66 OF 7F 01 movdqa xmmword ptr ds: [ecx] ,xmmO

Figure 83
The encrypted file content is written back to the file using WriteFile:

push 0 5 xg7statusword 0000
push edi XB7SW_B O XB7SW.C3

0 x87SW C2 O

push ecx X87SW_C1 0 XB87SW_CO O XxBFSW_ES O
egx KB?S\\'_SF 0 3(875\\'_? 0 x87SW_U o

edx | P a

amalware.writeFiles

rar+ azv asw

esp+d 06268020
000003ES
F
.Text:0162CD84 malware.exe: $50CD84 #9DC184 ogsogogggu

WWoump1  @Hpump2 @WDump3 B Dump4

0652F508

Figure 84

An example of an encrypted file is displayed below:
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fmf| sica.bt.uhwuvzu

Offset (h) 00 01 02 03 04 05 06 07 08 0% OA OB OC OD OE OF

00000180 DD €3 AC D7 EB 79 F6 CA 2E 3C CE 98 12 84 78 CO Yc-=&ysE.<I~..xA
000001C0O 4B 8C BB FO 38 76 CD CE AA CA 46 4D 87 56 5% 08 KE»dsvifErmMsvy.
000001DO E7 S1 F8 C7 3A SF C4 4E 88 S8A F2 1E 41 SF B7 7D cQeC:¥AN-3o6.A_ -}
0O0OO0OO01E0 CO €9 43 ES 05 09 30 29 40 B9 95 CB 72 EE D% A8 AiCé..0)@2-Exivu-
000001F0 91 26 2A 78 2E 38 6E 91 SA 43 ES 4F Bl A7 AA CB ‘&*x.8n‘ZCE0x§3E
00000200 68 31 A7 1C 32 2C 59 16 SC 53 C8 2A 06 2D B6 OF hl§.2,Y.eSE*.-9.
00000210 SE 51 9B 53 1B D8 1% 50 EE FA 61 2F 41 OF CE 84 2Q3S.@.Piaa/a.1..
00000220 27 66 F4 E8 1A Fl E7 8E SE C8 1A DO B9 83 CO 51 'fé&.ficZzE.D*FAQ
00000230 69 84 2C 8B 20 OC E8 79 FD 01 17 42 24 AA 61 CD i,,< .&yy..BS$2ail
00000240 55 01 4E C4 D5 B2 85 52 €3 03 FO B9 1D 8D E8 Al U.NAO:=.Rc.82..&;
00000250 69 Al E4 2C F3 30 7E Bl 87 F8 7B 9D AD 4D 8A 75 i;&,500~x2e{..M35u
00000260 ©4 E2 BEé 2A €€ 18 03 3A FB OA 1C €66 €9 56 Eg 75 _A&9*f..:{1..fivéu
00000270 AC 7B 83 B7 46 05 19 €3 2B A4 8D B4 A9 27 18 22 ={f-F..c+H. ©®'."
00000280 42 EE SE 76 B3 D4 67 8D B4 7E 70 3C C9 S1 04 10 BiZv>*8g.- ~p<EQ..
00000290 08 OA 99 9B 6A 33 SC A2 DF SF 81 3E 4A 2F 7E 7A ..™3>33\¢B8¥.>J/~=
000002A0 S8C 48 8C B7 C8 16 D3 95 S8A 83 BB 90 15 7E EC 20 GHE-E.8-5f»..~1

000002B0 A7 CF C5 BC 09 7E C8 19 83 ED CD 2C 42 76 1lE 94 Sift.~E.fii, Bv.~
000002C0 5B 77 C3 D9 C5 32 19 D3 91 6A 7A 16 F2 AE D1 94 [WATAZ .6 5z . 00N~
000002D0 55 23 Cé FC F€ AA FA 22 1A SA EB CF DB E9 71 47 U#Eus2*u".35&ivdéqgs
0O00OO2E0 A2 CF 37 C8 33 BC C9% 2D 75 1F 2F A4 E1 3D 02 A9 <I7E3nE-u./=a=.®
000002F0 EE F9 OA 7E €C 3A 1D 51 D8 SA S3 E4 2D 2A A4 Cl1 iu.~1:.0835s585-*=A
00000300 32 38 D6 15 D4 3C 94 2A C8 1E S5 82 71 D8 €3 10 280.06<~*E.U,gBc.
00000310 C2 A6 60 D9 6F 9B 55 €3 Al 3B A7 39 DB A3 C6 00 A UosUc;:S§90LE.
00000320 87 1E E8 7F EA SE 31 83 1C D1 1B B3 EF 3C 90 27 #.&.&8Z1f.H.2i<.*
00000330 BO Al 05 9A 92 30 Fl €0 S0 E7 25 C9% 25 50 BA 37 °;.370fi PgsE3P°7
00000340 ©9C 08 35 D6 66 RO CB 1F CE 36 5B E1 OB 1C FE 09 c.50f E.f6[a..Pb-
00000350 CA 41 AC D4 8C 8C E5 52 71 1F B6é 11 EA 2F 5B C9 En-.O®EiRg.9.&/[E
00000360 70 7C €3 88 7C AC 84 FO EB A0 25 13 56 €3 91 Fé plc”|-.8& $.Vc'd
00000370 EC 00 DF EF Al OC 60 71 4C C4 10 82 44 D7 9A OF i.8i;. gLA.,Dx3.
00000380 04 31 09 56 5% 49 CD 1F OD €5 33 34 OE F7 9% 13 .1.VYII..e34.:=,
00000390 14 F5 22 14 F1 OD CA CS5 35 8D 2A 70 B6é 60 AA A3 .5".A.EAs.*pg-=:¢
0000O03A0 B6 4E 07 83 C8 83 73 25 37 42 €5 87 FA 91 0% 81 49N.FEfss7Beza ..
000003B0 04 €9 6D 4A SA F3 83 94 1D S8 EO FE 2C E1 FD 89 .imJZ&F”.Xab,avs
000003C0 E7 9C E4 72 SE AA CB 76 74 27 Fl1l 99 28 98 7D 13 cgoir~2Evc'ai™(~}.
000003D0 E2 AS EF 53 1A 57 B6é BA 1F 38 12 07 EF BD OE 71 &¥iS.WI°.8..ix.g

QO00003EOQ OE OE S5A 09 64 F8 06 93 [1% 47 B2 CE”AF 69 00 OB .-Z.ds. .61 i..
000003F0 [A6é 20 03 E7 79 OC OD AC FD 3B 98 6B DD 1B 90 BE H -@y---—‘?."k‘f..ﬂ

00000400 97 30 3B 44 D2 43 1D OC 04 2D 34 74 SA FS8 6E FD| —0:DOC...-4t3eny
00000410 48 19 DF AE 9E 74 AO F7 BS5 8B CF 8C SC 44 SE 9E| H.B8®:t +u< IeEDi:z
00000420 A 70 EE 36 75 S0 AO 2D DD F€ BB B2 CA 05 BB 03| &picu€ -Yé»E.».
00000430 4 F2 A0 78 13 35 89 95 EF 6F 86 26 99 F3 66 9F| = x.Sheiots&™Sf¥
00000440 FE 7F BE 14 28 20 90 F9 5C 28 B2 0C 7F €3 38 SB P-%.( .a\(*..c8[
00000450 FO SF 03 98 7D F8 87 75 9A 23 EA 3A CD 75 54 18 d_.'}ﬂ#ué#é:iu".
00000460 55 C3 61 9A F8 5SC €9 94 AD 1A E7 €9 5B 02 SA FS Uﬁaéﬂ\i"..gi[.éﬁ
00000470 53 B3 DO FO 34 OF C9 F2 76 57 AB 66 Be 17 AR ES S*p84.EsvW £9.*4
Q0000480 6F 2% 3E DE 02 60 OA 5C A€ 1% 37 D7 E7 45 Bl CE G}bb.‘.\l.?*gEif
000004950 76 DC E4 DC DA 2B 9A 1D 16 A3 CC AE E6 64 OB BO| vUalU+s..£i®=d.°
000004A0 BD 2C 27 EO 2B 17 13 88 6F 80 7E 1C 3F €6 9B 75| 3=, "a+.. " o€~.2fu
00000480 CO OC 3F 9A 4C 6C 04 7B 1B 18 8% 29 46 AD 25 DD| A.?3Ll.{..%)F.%Y
000004CO SD 60 EE 6A 89 9B ES 34 85 74 CB €7 87 79 3A F4 1 ij%>d4. cEg2y:S
000004D0 |[A7 85 FB AE F7 FB CA DC 5B F2 16 CO 4E 56 6E DB| S. . 0®-afU[o.ANVNO
000004EOQO BE 49 98 4B SD 85 D 3C FC 3D 16 7F |00 00 01 00 HMI"K. m<ii™=. .....

000004FO0O 119 47 B2 CEl .G=1
Figure 85

The ransomware creates a PNG image called “RECOVER-uhwuvzu-FILES.txt.png”:

! . 6A 00 push 0 2

N - 8D 45 E4 lea eax,dword ptr ss:[febp-1c] x875tatusword 0000

il L] S0 push eax XB87SW_B O xB7SW_C3 0 x87sw.C2 0O

e - 57 push edi XB7SW_C1 0 XB7SW_CO 0O X87SW_ES 0O

T - 56 push esi XB7SW_SF 0 XB7SW_P 0 XB7SW_U o

o L I 53 push ebx : § | v0TCw o0 w@TCW T 0 w@Icw D A
B> ES BB 17 08 00 €all <malware.writeriles o

8 M o rn lvarr asv asw : Defaut (stdcal) = E":I

it = 1i [esp] 00000374

ware.writeFiles | 2: [esp+4] 03095580

3: [esp+8] D000O7BE

4: [esp+C] D1C9F20C

.TEXT:0162C738 malware. exe:$30C738 #9DBE3S |5: es:ﬂo‘. 00000000

WWoump1  @Spump2 WHpump3  WDumpd  @Mpumps @ watch1  [xelLocals ;.;:’Stmct

Address | Hex | Asc1z |
03095580 i8R SO 4E 47[00 OA 1A OA[00 00 00 00|43 48 43 S2[EPNG........THR]
Figure 86
" = | RECOVER-uhwuvzu-FILES.bt.png - Paint
View
) crop A % SNVOOOM&A-| 7 ouiner == u l::.::-_..:-: mEEN '
S e ) presne oM noooDan - am = I O e -
aste ele rushes 1 ize alor | Color = r — r i
: 5 droaer ¥R P G4 REOOOS = R O] e, 1,
Clipboard Image Tools Shapes Colors

nt files o

VER-uhwuvzu

Figure 87
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The Desktop wallpaper is changed to the above image by calling the
SystemParametersinfoW API (0x14 = SPI_SETDESKWALLPAPER, 0x3 =
SPIF_UPDATEINIFILE | SPIF_SENDCHANGE):

. 6A 03 push X87SW_B 0 X87SW.C3 0 x87SW.C2 O

. 56 push esi X87SW_C1 0 X87SW_CO 0 x87SW_ES O

. 6A 00 push X87SW_SF 0 X87SW_P 0 x87SW_U O

. 3 GA 14 push 14 vETCW OO _w8ICW T 0 x@Tfw O A
Fa— E8 36 D& 8C 00 call <malware.SystemParametersInfow> v =

o[ a sc_co ract a:v aa > | Defaut (stdcal) v s 1) unlock
L 1: [esp] 00000014
<malware. SystemParametersInfow: 2: [esp+4] 00000000

3: [esps8] 03011830 L"C:\\Users'\\JIll\ Deskt
4: [esp+C] 00000003
. Text:D0DED445 malware. exe: $190445 #1SFS45 5: [esp+10] 03011830 L"C:‘\\Users' Il \Desk

B 8 B 8 TR <) ppTa-T3 ¥l 00000014
$oump1  Ppump2 @Woump3  GWoumps  WUpumps @ watch1  lellocals ¥ struct G152 30] 00000000

I 01CIFS 44| 03D11B30 | L"C:\\Users\\IEl\ \Desktop\\RECOVER -uhwu
Address |Hex SRR, ¢ SU— * | pacsrs 48| 00000003

Figure 88 E

Running with the --verbose parameter

The ransomware writes multiple actions to the command line output:

Figure 89

Running with the --extra-verbose --ui parameters

The malware presents the relevant information in the following window:

Figure 90

Indicators of Compromise

Pipe

\.\pipe\ _rust_anonymous_pipe1__.<Process ID>.<Random number>
BlackCat Ransom Note

RECOVER-uhwuvzu-FILES.txt
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Files created

checkpoints-<Filename>.uhwuvzu
RECOVER-uhwuvzu-FILES.txt.png

Processes spawned

cmd.exe /c "wmic csproduct get UUID"

cmd.exe /c "fsutil behavior set SymlinkEvaluation R2L:1”
cmd.exe /c “fsutil behavior set SymlinkEvaluation R2R:1”
cmd.exe /c “iisreset.exe /stop”

cmd.exe /c “vssadmin.exe Delete Shadows /all /quiet”
cmd.exe /c “wmic.exe Shadowcopy Delete”

cmd.exe /c “bcdedit /set {default}”

cmd.exe /c “bcdedit /set {default} recoveryenabled No”

cmd.exe /c for /F "tokens="" %1 in (‘wevtutil.exe el') DO wevtutil.exe cl %1

cmd.exe /c “reg add
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters
/v MaxMpxCt /d 65535 /t REG_DWORD /f’

cmd.exe /c “arp -a”

ALPHV/BlackCat is the first widely known ransomware written in Rust. The malware must
run with an access token consisting of a 32-byte value (--access-token parameter), and other
parameters can be specified. The ransomware comes with an encrypted configuration that
contains a list of services/processes to be stopped, a list of whitelisted directories/files/file
extensions, and a list of stolen credentials from the victim environment. It deletes all Volume
Shadow Copies, performs privilege escalation using the CMSTPLUA COM interface, and
enables “remote to local” and “remote to remote” symbolic links on the victim’s machine.

The files are encrypted using the AES algorithm, with the AES key being encrypted using the
RSA public key contained in the configuration. The extension of the encrypted files is
changed to uhwuvzu by the malware.
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