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of Info Stealers

In recent years, information-stealing Trojans have become a very popular attack vector. This
type of malware is used for harvesting saved information on machines including usernames
and passwords (“logs”) which are further sold on automated botnet marketplaces such as
RussianMarket, TwoEasy, and Genesis, or privately. If purchased by threat actors, these
credentials pose a significant risk to an organization, as they allow actors to access various
resources which may result in data exfiltration, lateral movement, and malware deployment,
such as ransomware.

Some of the most popular info-stealers advertised on cybercrime forums and identified on
these marketplaces are RedLine, Raccoon, and Vidar. While some of these commodity
stealers remain relevant, KELA observed that the threat landscape started to change under
various conditions. The Russia-Ukraine war, the info-stealer operators’ need to improve
malware capabilities, and their financial motivation, resulted in new stealers and services
becoming available.

This report focuses on the currently active information stealers, highlighting the evolution of
the old stealers, as well as the debut of new ones.

Diversification of Stealers
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https://ke-la.com/information-stealers-a-new-landscape/

Changes in the threat landscape, as listed above, have determined a more evident
diversification of stealers. While some of the well-known commodity information stealers
continue to stay relevant for threat actors and be observed in malicious campaigns, other
options, such as private stealers, have also become available. Commodity information
stealers refers to malware and tools that are widely available for purchase on cybercrime
forums and markets, thus used by a wide range of threat actors. Private information stealers,
on the other hand, refers to customized malware that is not made available to all threat
actors, mostly to avoid being widely spread and losing the capability to remain undetected by
security tools.

In this chapter, KELA highlights both the journey of commodity stealers and how they
evolved and changed over time, and the newly advertised private stealers.

The Journey of Commodity Stealers

RedLine Stealer

RedLine has been advertised and sold on various cybercrime forums since early 2020. For
instance, threat actor Glade aka REDGlade, potentially one of the RedLine developers, first
announced the stealer in February 2020 on the WWH Club and BHF forums and the
Telegram channel. The RedLine stealer is still being sold for USD150 per month or for
USDB800 for the “pro” unlimited version.

The information-stealing malware seems to maintain its popularity among threat actors, a
fact confirmed by the number of infected machines listed on marketplaces. For instance, the
TwoEasy marketplace currently has around 575,000 bots available for sale, out of which over
55% are machines infected with RedLine. When compared with KELA's analysis on
December 21, 2021, this seems to be a continuing trend for the info-stealer.
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Fab 19, 2020 L -3
NPW NOKYNKE HYEPE2 NC ®OPYMA WKW FAPAHTA ®OPYMA 20% CKWAKA HA BCE BNAbI
ycnyr

MucaTb ToNbKO M ToNbKO cloga https://t.me/REDLINESUPPORT v Tpe6oBaTb nogTEEepKaeHWe
vepez JIC dhopyma

Glade B2 Xouy NpeacTaguTs BaM CTHNeR, 3aTodedHsIA noa yaobHyw paboTy c noramy. CoBUpaeT MaKCMMankHO-BOCTReloBaHHYIO
| MH(OpMaLKWI ANA paboTsl No BCeM HanpasneHWam. MporpamMma nvcanack C YUeToM BCEX NOKENaHWi nogeil npodeccoHansHo
[ 17 | 3AHMMAWKMICA B CPEpE KapanHra.
Aasiolapsn - 8
Jained: Feb 13, 2020  BO3MOMHOCTM Bunaa:
Messages; 140
Reaction scone: 5 .
TAPAHT: s 1) CoBupaer us Gpaysepos:
Tokal Sell:5526 a) NMarvH v napeau
Tokal Purchase: 50 b] KYKH

c) Mona aeTo3anonHeHus

d) KpegurHble KapTsl

2) Nogaspxueaemele Bpaysepel:

a) Bce Gpaysepsl Ha Gase Chromium ( Oaxe Chrome nocneaHeil sepcun )

b) Bee Bpaysepel Ha Base Gecko ( Mozilla v Ta. )

3) CBop aaHHbIX U3 FTP-knKWeHToB, IM-KnueHToR

4) HacTpausaemeli dain-rpaGbep no kpuTepuam MyTs, PaclwuvpeHue, Mouck B Nognankax [ MoXHO HacTPOMTh Ha Hy#HEIe
XONOOHEIE KOLWENLKK, CTMM ¥ Npavee )

User Glade introduces RedLine Stealer. Source: WWH Club

As more and more users are anxiously looking to acquire the RedLine software, complaints
have been recorded regarding the delays in the support chat.

Mar 27, 2022 &% #364

pebaT ,y Bac can B Tr 3axo4uT ?

Lenblit AeHb XAY (S MOHUMaK BO3MOXHO MHOFO MIOAEA XOTAT KYAUTL U TA) HY MPSM O4eHb 40Aro ANs codTa 3a 150$ Mecay
A KynuAn pep vepes 6oTa

B WTOre 5 €ro MPONA&TUA , & ON/aTa He npolwna (X3 nod)

npocbba oTBETLTE B TT )

cnacnbo

nerik &2

User complaining about delays. Source: WWH Club

A common tactic observed among users is to try the “cracked” free versions for testing
purposes, to avoid purchasing the software, however, with less successful outcomes.
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AVATAR

sOra
floppy-aunck
Monb3oBatens
Perucrpauwms: 15.02.2022
CoobueHus: 8
Peakumu: 3
Source: XSS

03.04.2022 « [ #30

AMRED ckasan(a); @
can you guys leave a clean link on redline stealer. i want to test it but i got the backdored

| assume most cracked versions would be backdoored to an extent and you would have to purchase Redline.
Heard some good things about Mars. Raccoon is down for now.

QDXKanoba like +Uurtara <5 Ortser

@ xanthopsia

Guees4477bro

Hoeoper

hwpo Hanucan(z

C 60/b1IOIA fONEW BEPOATHOCTK 10TV MAYT He TONLKO Bam. A aeTopy cnacubo 6onablioe)

3TO TOYHO.

User claiming that the logs obtained with the “cracked” version are also sent to others. Source: BHF

While RedLine still remains relevant, it is evident that the information stealer is not fulfilling
the expectations of all users, therefore some of them choose to look for alternatives.
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Distribution of bots offered for sale in Russian Market in January 2022 — July 2022, by stealer, as collected
by KELA’s systems

Raccoon Stealer

Raccoon stealer was among the recommendations for users willing to leave RedLine. The
information stealer was offered for rent for USD200 per month for basic use plus USD50 for
additional services. However, on March 25, 2022, the operators announced that, after three
years of activity, they are suspending the project due to the loss of their developer during
Russia’s invasion of Ukraine (“the special operation”). They stated that the project will return
in an optimized form in a few months.
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25.03.2022 @S O #4132

YBaxaeMble KnveHTbl, K BefiMUalilieMy COXaNeHWto, B CBA3M C "crelionepalimeid”, Ham NpuAETCA 3akpbITk Hall NpoekT Raccoon Stealer

YneHoB Hawei KOMaHAbl, KOTOPbI€ OTBEYaNN 3a KPUTUYECKHWE MOMEHTEI B pa6o1’e npoaykTta, ¢ HaMu Bonblue HeT =
Mol € paso4YapoBaHneM BbIHY>XAeHbl 3aKPbiTb Hall NPOEKT, AaﬂhHEﬁLLIEH crabunbHas paﬁora ctunnepa ¢IVI3VI\-IECKV| He BO3MOXHa

raccoonstealer
RAID-maccus

Jloru ewie MOXHO ckauatsb, Ho multidownload cepeep yxe nepecran otBeuarts
- T 37O 3HAYUT, UTO BaM HYXKHO HauyaTb BbIKa4YMBaTL IOTH MO OAHOMY, Ha4MHaA € caMbIX “KMPHBIX" (KHOMKa cKaYaTb cripasa B TabauLe Ha KaXaoM Aore)
erMcTpauvac 04,

CoobweHus: 75
Peakuuum 28 rojia, HO Mbl BbIHY>/€Hbl 3aKpbiTb NPOEKT Ha HeOHPEAEJ‘IéHHhIﬁ cpok

nPGCVIM C MOHWMaHWEeM OTHECTUCh K Hallen notepe

Yro Gyaet c noramu?

Mbl MPWHOCUM M3BVWHEHWA 3a Takne Hey.qo6c‘rsa, 3a TO YTO HE CMOXEM MPOAO/XKNTEL paAaoBaTk BaC HallWM NPOAYKTOM, KakK Mbl A€Naan 3TO NnocaeaHne 3

XKenato Bcem TepneHuns, U KaxaoMy Haiti no 1.000.000 $ npoputos
Cnacu6o BAMEP , 33 3TOT OMbIT U BPEMS, 33 KaX/bIii [leHb, K COXaNeHUD BCEMY , PAHO , UM MO34HO, NPUXOANT KOHell
Bcem MUP

Mel He npollaemMcs HaBceraa. Mel B3 OTMycK, UToBbl perpynnupoBaTbcs U NPOACMXKMTE paboTy Hajl BTOpoii Bepcueil, koTopas yxe Bblna HauaTa.
Msl noTepanu Apyra v KpyToro paspaboTunka. Ho npoekT 3a 3 roga cTan YacTbio Halel XU3HKW, TaK YTO Mbl PELUINAN NPOACAXMUTL paboTy. Mel nepenuviem
YTepAHHbIE MOMEHTBI U aBCONKOTHO HOBblE BUNA U NaHeNb. B yNyULWEHOM BUAE, NePEnCaHHbIE C HYA U ONTUMU3NPOBBAHHbIE.

XKaute Hac Yepes Heckon MecALEB. A Noka Mbl yxoanM B oddaaiiH!

N36eraite kuaan! Mbl BOJIbLUE HE PABOTAEM!

Mar 25, 2022 [ New] @€ [ #:

Dear Clients, unfortunately, due to the “"special operation”, we will have to close our Raccoon Stealer project
. Our team members who were responsible for critical moments in the operation of the product are no longer with us. 58
We are disappointed to close our project, further stable work of the stealer physically not possible
raccoonstealer .

RAID array What will happen to the logs?

The logs can still be downloaded, but the multidownload server has already stopped responding
ser

Joined Apr 1, 2019 . This means that you need to start downloading the logs one by one, starting with the "fattest” ones (download button on the right in the table on each log)
Messages: ' 75 We apolegize for such inconvenience, for not we can continue to delight you with our product, as we have been doing for the last 3 years, but we are forced to close the
Reaction score: 28 project for an indefinite period

We ask you to treat our loss with understanding.

I wish you all patience, and everyone to find § 1,000,000 profit.

Thank you Wior this experience and time, for every day, unfortunately everything, sooner or later, comes to an end.
All WORLD

We do not say goodbye forever . We took a break to regroup and continue work on the second version that had already been started.
We have lost a friend and a great developer. But the project has become a part of our life in 3 years, so we decided to continue working. We will rewrite the lost moments
and completely new build and panel. In an improved form, rewritten from scratch and optimized.

Expect us in a few months. In the meantime, we're going offline!

Avoid throwing! WE DO NOT WORK ANY MORE!

Source: XSS

Several users expressed their disappointment following Raccoon’s decision to suspend the
operations stating that they are looking forward to their return, while others started searching
for other options.
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K RIP, yXORAT AyNime. ENOTWK yiuen OT wac?

kolmar 8
81041 < =265

Now that Raccoon is gone, Can someone give recommendation.

1 mean another better stealer.

kenny.lol &

Source: WWH Club

On June 2, 2022, the actors behind Raccoon Stealer claimed they developed version 2.0 of
their malware. On June 30, 2022, threat actors behind the Raccoon Stealer officially
released its 2.0 version.

Mars Stealer

Although threat actors may be loyal to their providers, the business must go on. KELA
observed the MarsTeam — developers of the Mars stealer — claiming on the XSS forum that
many Raccoon users switched to the Mars stealer, even prior to Raccoon suspending their
operations. The Mars stealer, first advertised on June 21, 2021, is being offered for USD140
per month or USD800 as a lifetime subscription.

white1 said: (*
= =T

does sap work at all? ne answer no hello only money takes nothing else
MarsTeam 2 C y money ta ing

RAID array
ine May 21. 2021
67 Similarly, not a serious approach to people, gave a crocked new thing and ran away.
Reactio 36
e e ;’ Guys, we are sorting out the blockage of messages, we will answer everyone within a day
Deposit 0.009;

A lot of people came from the racoon, we physically do not have time to process all the messages

[\Report yLlike +Quote <3Reply

Auto-translated from Russian. Source: XSS

Based on the above screenshot, the Mars stealer seemed to be a promising stealer to
replace Raccoon, however, at the beginning of April 2022, KELA observed several
complaints from users on XSS who stated that the Mars operators were not responsive. On
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April 16, threat actor JohnCrystall opened a dispute, claiming that, upon making a purchase,
MarsTeam failed to provide the requested tools. Upon these allegations, on April 17, the
forum’s administrator banned the MarsTeam account and marked them as “scammers”.

As of now, there is no recent activity from MarsTeam, and some users suggested that the
operations may have been affected by the invasion in Ukraine, however, the reason remains
unclear.

Bockpecerbe 8 19:46 < QN #12

MarsTeam - cTaTyc "Knaana" BbictaBeH. ECAv OTBETHMK NOABUTCA W YPeryIMpyeT NPeTeH3MIo - PacCMOTPUM BO3MOXHOCTL CHATUA CTaTyca.
3T0 yxe He nepeas xanoba, NHOAN MHe yXe NUCaNn-KanoBaNuCh.

admin
#root
Pernctpauma:  12.11.2004
CoobeHns: 2445 A Xanoba " Like
Pewenusa: 1
Peaxunn: 3932
4 @ a O ninjara8rate

Translation from Russian: The “scam” status is set. If the defendant appears and settles the claim, we will
consider the possibility of removing the status. This is not the first complaint, people have already written
to me, complained. Source: XSS

Vidar Stealer

Vidar was first introduced in November 2018 and remains one of the most popular and used
information stealers. The operators maintain a support Telegram channel @Vidar_supwwh
where they sell the software for USD1500 and offer additional installation services. KELA
also identified Vidar in recent bots on RussianMarket and TwoEasy.

On April 25, 2022, KELA observed several actors on the Exploit forum complaining about the
stealer’s capabilities.

kennyl Posted Tuesday at 01:10 AM
byte
° On 4/21/2022 at 12:38 PM, lordlucifer said:

Nope vidar collect email clients, expect outlook premium which so far no public stealer is able to grab it.

i bought vidar, it works fine but didnt grab any date. over 100 logs but all empty.

can i get any better recommendation?
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Source: Exploit

Moreover, on April 26 and 27, 2022, users stated that the Vidar Telegram support team is not
responsive. This seems to be a pattern in some of the commodity stealers services and it is
yet to be determined if Vidar stealer will continue to be a primary choice for threat actors.

Tonin Posted Tuesday at 03:23 PM

byte
P TC He Mory Ao Bac focTy4yaTbcs

o

Paid registration
o1
5 posts
Joined
12/24/19 (ID: 98464)
Activity
xakuHr / hacking

Flush Posted Wednesday at 08:02 PM
byte
° Tak e, HeTy oTBeTa
w Quote

Source: Exploit

BlackGuard Stealer

As cybercriminals are constantly testing the capabilities of such malicious tools, they do not
shy away from demanding more quality and improvements. One example in this regard is the
BlackGuard stealer, launched in early 2021. KELA came across several recent discussions
in which users were complaining about BlackGuard not being able to properly avoid
detection. As in any business, the operators promised to provide an updated version in no
time.
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AT PebaTku unCTKa NPaKTUYECKn 3aKOHYeHa B Baunkanume AHM CKopee BCero Nocie BbIXOAHbIX BCEM OTIULLY W HauHY BbiAadyy yXXe NouuLLeHHbIX 61ngos.
~ [Nobasner cbop ( Password _firefox.txt, coockies_firefox.txt )
nobasneHa 6onee HagexHan oBPycKaLMs OCHOBHOMO IMHKA Ha NaHesb U IMHKa KOTOPLIN OTBeuaeT 3a nepejady MHGOPMaLmMK Ha naHeab oba

blackteam007 obhYCLMPYOTCA C PasHBIMW KAHOWaMMU.

(L1) cache

Monb3oBatens

Perwcr pauus:  14.04.2020
Coobuienus: 787
Peakuumu: 175

TapaHT caenku: 1
JenozuT: 0.0001 B LD XKanoba gylike +Uurata <5 Oteer

Translation from Russian: Guys, the cleaning is almost finished in the coming days, most likely after the
weekend | will write to everyone and start issuing the already cleaned builds. (...) Added more reliable
obfuscation of the main link to the panel and the link that is responsible for transferring information to the
panel, both are obfuscated with different keys. Source: XSS

Private Stealers

The previous chapter showed that some of the well-known commodity stealer operators,
although present in the cybercrime ecosystem for a long time, may encounter difficulties in
the way they conduct business, which leaves their customers unsatisfied. As the threat
landscape is constantly changing, other threat actors may find new financial opportunities in
developing “private stealers”, either by using the source code of commodity stealers or by
creating brand-new ones. KELA has observed several such stealers being advertised on
cybercrime forums and researchers also confirmed them being actively exploited in the wild.

META Stealer

On March 7, 2022, KELA observed a threat actor named _META __announcing the launch of
META - a new information-stealing malware, available for sale for USD125 per month or
USD1000 for unlimited use. The actor claimed it has the same functionality, code, and panel
as the Redline stealer, but with several improvements:

1) Removed unnecessary functionality from the panel
2) Added setting for collecting extensions from the browser

3) Added the Reset default settings button, which allows you to return the default settings of
the panel if you suddenly need it

4) Cleaned stub
5) Changed the color scheme of the panel

6) Removed AntiCNG
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7) Added the ability to view the private key for the generator (needed for auto-build in your
bots for the team), to view it, you must re-enter the password from the panel (2FA, not to
steal the key)

8) The weight of the build is reduced to 88KB, thanks to the new stub

9) Cleaned build runtime

Mar 7, 2022

lMpencraBnAw BalweMy BHUMaHWIO ctunnep META

OyHkuMoHan, Kof, MNanenb - nonHocTbio REDLINE STEALFR. Co BceMu cBovMKM 0BHOBaMU.

CobwvpaeT BCe AaHHble, YTO M peanaiH

Total Sell: $0
Total Purchase: $226

Joined: Mar 4, 2022
Messages: 2  Tonbko y Hac Kpy4e, cTab yulle ¥ He3a3aHHbIA
Reaction score: 0

+ CHI pabotaeT
+ Kpeatop 6unna ( ABTOBWIEP onsaTh B TeMe)

1) ¥6paH nUWHKWIA dyHKUMOHAN W3 NaHenu

2) NobaeneHa HacTpoiika cbopa paclwuvpeHui c bpaysepa

3) OobaeneHa kHonka Reset default settings, koTopaa No3BONAST BepHYTE CTAHAAPTHbIE HACTPOMKKU NaHENW, eCNWM BAPYT 3TO noHagobunock
4) Nounuen crab

5) MaMeHeHa uBeToBas raMMa naHenu

User META_ announcing the META stealer. Source WWH Club

KELA also identified the stealer in several bots sold on the TwoEasy botnet marketplace and
can confirm its similarities with Redline based on the folder’s structure. As of now, there are
around 1200 bots containing the META strain available for sale on the TwoEasy market.
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| UserInformation - Notepad

File Edit Format View Help
|***********************************************

&
* AVAVWAWA *
* (MlE|T[A) *
* \_/ \_/ \_/ \_/ *
* L 4
* Telegram: https://t.me/metastealer_bot *
* E S

LEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE EEEEEEEREESE:

Bot sample infected with Meta stealer malware. Source: KELA

Researchers confirmed that several samples of a specific Excel file containing the Meta
stealer have been submitted to VirusTotal. Based on the findings, the malicious files are
distributed via phishing emails.

Arkei Stealer

In February 2022, researchers observed new variants of the Arkei malware — an information
stealer focused on collecting, among others, 2FA or MFA data from its victims. Arkei has also
been previously seen in the wild and advertised on cybercrime forums, and it now has
improved its malware capabilities. The malware only targets Windows-operating machines
and their initial attack vector may vary, however it has been recently seen deployed from
phishing websites offering malicious software masquerading as legitimate applications and
programs.

Arkei was observed being deployed by Smokel oader aka Dofoil — a malware downloader
initially observed in 2011 and used to deliver other malware via email attachments in
phishing campaigns. Later, the malware was seen delivering information stealers including
Raccoon and RedLine. Since the beginning of 2022, KELA has observed several actors on
cybercrime forums interested in purchasing SmokeLoader.
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https://isc.sans.edu/forums/diary/Windows+MetaStealer+Malware/28522/
https://blogs.blackberry.com/en/2022/02/threat-thursday-arkei-infostealer
https://attack.mitre.org/software/S0226/
https://www.proofpoint.com/us/blog/threat-insight/malware-masquerades-privacy-tool

WhiteFace Posted March 16

kilobyte
PP Been trying to get him to setup smoke loader for a couple days now.

Serious buyer....

W IDK whats going on

+ Quote

User
@4

Threat actor willing to purchase SmokelLoader. Source: Exploit

Ginzo Stealer

The Ginzo Stealer (also referred to as ZingoStealer) was announced on March 4, 2022, by
the Russian-speaking threat actor “HaskersGang” on their Telegram channel. The malware

can exfiltrate credentials, steal cryptocurrency wallet information, and perform crypto mining.

According_to researchers, the ZingoStealer is currently being distributed under the guise of
game cheats, cracks, and code generators. In several cases, ZingoStealer also delivers
additional malware such as the RedLine Stealer. On April 13, 2022, HaskersGang
announced on their Telegram channel that an updated version of the bot has been released
and that they are transferring the ownership to user CryptoGinzo, as the previous “owner” —
part of the HaskersGang — is no longer involved in the operation.

: ) March4

S OSTIA

HASKERS COMMUNITY REFERENCES LIBRARY
Penus 6ecnnaTHoro ctunnepa yxe Ha Bawwmnx sxkpaHax!

Mbl paabl NpeAcTaByTL Bam Haww 6ecnnaTHbIvi NPOAYKT, KOTOPbIN
MOXeT c8060/HO KOHKYPMPOBaTbL C MPOYNMU NPOEKTaMU —
@ginzostealer_bot

CTonbko BpemMeHu n cun 6bino noTpaveHo He 3p4, y Hac
nony4unnoce cagenatb Ans Bac kauecTBeHHbI npoeKkT (moxeT Aaxe
KayecTBeHHee, YeM NnaTHble aHanorn Ha ¢opyMax)

Mbl oueHb 6nar0p.apr| Bam 3a nomMoulb 1, KCTaTtu, OT NAaTHbIX
bYHKLMI 51 peLunn oTKasaTbCsi, BEPHYB CMIOHCOPY ero AeHbrit. Bee
Ans Bac, Bce 3a 6ecnnaTtHo!

Ob6pagyiiTe MeHs Toxe, NoCTaBbTe peakLuio Mo noct @3

UPD: 51 He 6epy NpOLLEHTOB/NI0rOB C 3TOrO CTUANEPA; 10T HUTAe He
Ay6NMPYIOTCS U HUKTO KpoMe Bac He UMeeT k HUM JocTyna

UPD2: nioru ¢ CHI NpuxogsaT 40 Tex nop, Noka MeHst He BbebyT
opraHbl, gaxe ecnn BheﬁyT — s Bac yBeAOM/IIO O TOM, 4TO
oTKAtoYaro oTcTyk ¢ CHI
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https://blog.talosintelligence.com/2022/04/haskers-gang-zingostealer.html
https://blog.talosintelligence.com/2022/04/haskers-gang-zingostealer.html

Translation from Russian: We are pleased to present to you our free product that can freely compete with
other projects — @ginzostealer_bot (...). Source: Telegram

HASKERS COMMUNITY REFERENCES LIBRARY

Forwarded from GINZO STEALER FREE STEALER BY HASKERS
GANG ANTI-CIS

BHMMaHwue! Mbl 06HOBMAM Hallero 6oTa!

Bam HeobxoanMo cHoBa BBeCTU /start Ans Toro, YTobbl 06HOBUTL
boTa

HemMHOro o nocnegHMX cobbITUAX: CTUNNEPOM Tenepb BrajeeT
@CryptoGinzo, npownblii Bnagenew, 6onblue He NpuyacTeH K
ctunnepy. Ha gaHHbIi MOMEHT NPOEKT B HaAeXHbIX pykax, 06 3To ¢
yBEPEHHOCTbIO 3aaBnsto 1 — Keepye

[ [

Translation from Russian: Attention! We have updated our bot! You need to enter /start again to update
the bot. A little about recent events: the stealer is now owned by @CryptoGinzo, the previous owner is no
longer involved in the stealer. At the moment, the project is in good hands, | declare this with confidence —

Keepye. Source: Telegram.

Eternity Stealer

Eternity Stealer was announced by EternityTeam on the XSS forum on March 26, 2022. The
stealer is able to gather passwords, cookies, tokens, history, bookmarks, credit card and
crypto-wallet information from the infected machines. It works on a variety of browsers,
password managers, VPN and FTP clients, email clients and messengers, and gaming
software.

Users can create and customize the stealer through a web builder with options such as
preventing second start from one computer (AntiRepeat), enabling AntiVM, self-destruction
upon execution, preventing execution in CIS countries, as well as selection the preferred
output file execution. The builder price is USD300 for a lifetime subscription and USD320
with crypt included.
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Stealer

Source: XSS

7.62mm Private Stealer

On April 25, 2022, KELA observed threat actor Shamel advertising a new private stealer —
7.62mm — on the XSS forum. The actor stated that they will sell only two copies to prevent
mass usage and wide antivirus detection. Based on the post, the 7.62mm stealer is, as of
date, undetectable, and can target crypto wallets such as Ethereum, Exodus, Bitcoin Core,
Armory, wallet browser extensions including Binance, Coinbase, Phantom, browsers such as
Chrome, Mozilla, Opera, Edge, Waterfox, as well as sessions of client applications including
Telegram, Steam, Minecraft, FileZilla.

The stealer is sold in two formats — DLL or EXE and the actor also provides a search engine
for the “logs” obtained. The price for unlimited use is USD500.

Yesterday at 11:24 AM m < [ #

AVATAR
Spoiler: 3akpbITo Ha AenoswT

MpoaaéTca caMonuUCcHbIA cTuanep 7.62 (No kannmbpy 3HaMeHWToro asTomata KanalwHWkoBa, 7.62MM), NPOAAOTCA TONBKO ABE KOMUK

ig?ﬂ:(l (4TO6BI He JOMYCTUTL MacCoOBOCTY, a Jaliee - TOTa/lbHOro JeTekTa aHTUBMPYCOB, KOTAa 5l YXKe He CMOTY HAYero cAenaTb YTobkl ero
ybpatb) Ha AaHHbIA MOMEHT AeTeKTa HeT, JaXe B paHTaliMe aHTUBUPYChbl MO3BOSET CMIOKOWHO BbINMOAHUTL MOJE3HYH Harpy3ky
[IBines: Apr 12, 2021 ctunnepa(npoeepan Ha Windows Defender, Avast, Kaspersky) HO ecu HakuHyTb CBEpXY KPUMTOP - BUAA NPUXUBET eLLé AoNblue.
16 Kyku BblgatoTcs B dopmMaTe netscape, U4To NO3BO/AET UCMONL30BATL ANA NOTOB M0G0 Yekep. Cam 61NA CTapTyeT Aaxe 13 NoJ YUCTOi
2 BUHABIL KaxXabIA AeTekT - nepecbopka, a paBHO - AobaBneHne QyHKLMOHaNa, ceiyac MMeeTca Takor QyHKLMOHA:

Threat actor Shamel advertising the 7.62mm private stealer. Source: XSS
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Inno Stealer

On April 18, 2022, researchers revealed that cybercriminals are using a malicious website
offering fake Windows 11 upgrades. Users are lured into downloading an ISO file that
contains the executable for the new Inno information-stealing malware. The stealer’s
capabilities include collecting web browser cookies and stored credentials, data in
cryptocurrency wallets, and data from the filesystem. Researchers stated that although this is
the typical activity for stealers, Inno does not have any code similarities to other known
information-stealers. This is an advantage of such private stealers that allows for a limited
number of users to deploy the malware and reduces the chances of detection.

Info-stealers’ “affiliate programs”

To ensure good business development and to facilitate the use of their products, information-
stealer operators started to offer additional tools and services. KELA also observed threat
actors looking for users to help test their products prior to their release, to speed up the
developing process.

LAN1]

Particularly interesting are info-stealers’ “affiliate programs”: KELA observed various groups
advertising new so-called “traffer kits/sets” — an operational structure where interested users
(“traffers” — related to the word traffic, potentially referring to actors who have the means to
infect multiple targets) are provided with the necessary tools including the information stealer
build, channels to exfiltrate the data, software to exploit the obtained logs, and technical
support, in exchange for various deals. For instance, some would require affiliates to pay a
fee in exchange for access to the kit and full ownership of the obtained logs, while others
would request a percentage of the logs.

TigersTeam

On April 1, 2022, TigersTeam introduced its information-stealer services: “The best stealer on
the market — RedLine; free promotion for active “traffers”; automatic issuance of crypto build;
echo channel (logs coming in); excellent and helpful colleagues; all logs are yours! We work

out only the crypt — 80% to you!”
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https://www.bleepingcomputer.com/news/security/unofficial-windows-11-upgrade-installs-info-stealing-malware/

Tiger Team
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Source: BHF

On April 14, upon being banned from the BHF forum, the TigersTeam offered to sell their
team of “traffers” for USD300. The deal would include all related channels, RedLine stealer +
“dedik” (dedicated server), the bot script, and over 200 people in the team.

O x L Te BHUMaHWe, NoNk30BaTen B OBa a e. ne AYeTca NpoBOAWTL CAENKWN.

SUPPORT

lMponam Tumy Tpaddepos - 200+ yenoeek
Bl nonyuaete

leavk + noanwWcka Ha peanaidt

Yart + Bce KaHanol

3abnokmposaH Ckpunt 6oTa (ABTOBbIAAYE NOTOB+38AEKW W TA)
1 Anp 2022 Bce manyansl u oppmnenns! B tume 200+ uenoeek (B 6ote 340)
8 Llena 300 USD

I'Ipoua)k’a Nno NPUYMHE He XeNeHWA 3aHMMaTeCA 0TaMmi U TpeEOBaHHHM NOCTOAHHOTO OHAlaMHa Ha OTeeThl U T4!

Tenrpamm: @ColdMasterCheck

Source: BHF

Aurora Project

On April 18, 2022, KELA observed actor cheshire666 on the WWH Club forum who

introduced themselves as a coder for the “Aurora project” looking for 3-5 people to beta test
their product before the final release. The actor promised that those who will take an active
part in finding bugs or improving the project will be awarded a free subscription for a month.
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The product would consist of:

1) Builder (with the possibility of polymorphic compilation and compression)

2) Stealer

3) Clipper BTC, ETH, LTC

4) The botnet is located on a shared dedicated server and has spare servers for migration
5) If the server is unavailable, the bots will automatically start searching for a new server

6) 2FA via Telegram

Monday at 5:32 PM & #1

HOob6poro BpeMmeHun cyTok!

A kKopgep nNpoekTa Aurora 1 Mbl MWEM Naen ana 6eta TecTa Halero nNpoayKTa nepes KOHeYHbIM
BbIMYCKOM

Bce KToO NnpuMeT akTMBHOe y4dacTue B nomcke 6aroB wim xxe NOMOryT nNpoekTy maesmu 6yayt
HarpaxaeHbl 6ecnnaTtHol NOANUCKOW Ha Mecsil,

cheshire666 &

K

Total Sell: $0 Hy>xHo 3-5 venoBek
Total Purchase: $0
Joined: Apr 16, 2022
Messages: s I POAYKT:
Reaction score: 1

1) bunaep (€ BO3MOXHOCTb MOAIMMOPMHON KOMMUAALMNEN U CKATUEM)

2) Ctunnep

3) Knunnep BTC,ETH,LTC

4) BoTHeT HaxoaMTCcA Ha o6LleM BbIAENEHHOM CEpPBEPE W MMEET 3anacHble cepBepa Ang MUrpauum
5) Ecnu cepBep 6yaet HegocTyneH 60Tbl B aBTOMaTUUECKOM peXWMMe HauHYyT MoUCK HOBOMO
cepBepa

6) 2FA uepes Telegram

Actor cheshire666 looking for testers for the “Aurora project”. Source WWH Club
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Password Cockies. Wallets

Downioad
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HOME COMMAND BOTS CLIPPER BUILD STEALER PROXY

Screenshot of the product provided by cheshire666. Source: WHH Club

Other similar new “affiliate programs” identified by KELA are the Trix Team and Amethyst
Family. They provide access to stealers (Meta and RedLine, respectively) and related tools,
auto-issuance of logs, manuals, mentorship, and bonuses.

Jlydlwnin ctunnep Ha pbiHke Meta
FUD crypt 0-3/60
Moppep>kka 24/7
3anueaem no 911 n kpytum CEO
YOOBHbIV BOT
BbITACKMBAEM C XONOOKOB ABCOJTIKOTHO BCE

MPO®UT B MEPBbLIV OEHb
MPUBATHbBIE MAHYATbI - BE3 MYCOPHbIX MABTMK MATEPUATOB
CBOW OTPABOTHNKKM MOO BALL PayPal n CreditCard
HACTABHWKW | HAYMUM OAXE BU3BEA
PO3bIrPbILLN CPEOM AKTUMBHbBIX BOPKEPOB
Mbl JAEM BCE MHCTPYMEHTbLI /14 TBOEITO AOXOOA

OTKPbITbIN BXO[, PALbI BCEM, EC/IM Tbl XOYELLb 3APABATbIBATb, TO Mbl TEGE MOMOXEM.

Trix Team announcement. Source: Lolz.guru market
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Y70 Mbl NpegocTaBnseM s Hawmx Bopkepos:

- JlyMwWwKii cTunnep Ha pbiHKe
« ABTO-Bblgava 10roB
« ABTO-3anuB Bupeo npamo B BOTE
- YHuKkanusatop engeo B BOTE
« ABTOMaTu4eckKas otpabotka Metamask/Ronin/Tronlink ¢ Bbigaven cua-ppas 8 BOTE
- Kaxkpgyio Hegesnio po3birpbill 01a Bopkepos n TOIN Bopkepos
- BbICTpbIE OTCTYKM
« HUMEIO 13 noros He 3abupaem
- OPY>XHbIA KONNEKTUB
- MnowWwKn gnsa onbiTHbIX BOPKEPOB
-« BbICTPAY n KAMECTBEHHAS oTpaboTKa BallMX XONOAOHbIX KowesbkoB ( 75/25 )
+ BECIJIATHAS HakpyTka n SEO gnsa Bawmx Bugeo
- AHanu3saTop Balwero Buaeo npsamo B BOTE

BOHYCbl TPAODEPAM v

Amethyst Family announcement. Source: Lolz.guru market

Conclusion

While some information-stealers are maintaining a constant presence, the threat landscape,
under the influence of various factors, started to witness the disappearance of some
commodity stealers, the creation of private ones, and a sense of uncertainty/reluctance as to
how long the newly introduced stealers will be able to maintain their businesses. KELA
expects to see more and more changes around information-stealers, their capabilities, and
the instances in which they are being leveraged.
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