Anubis Networks is back with new C2 server
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Anubis Network

A large-scale phishing campaign leveraging the Anubis Network is
targeting Brazil and Portugal since March 2022.

A large-scale phishing campaign is targeting Internet-end users in Brazil and Portugal since
March 2022. Anubis Network is a C2 portal developed to control fake portals and aims to
steal credentials to fully access the real systems.

This C2 server is controlled by a group of operators that come from the previous analysis in
2022, the various brands being divided among the operators of the group (in a call
center modus operandi).

This campaign is highlighted by Seguranca Informatica in 2020, and the high-level
diagram of this new campaign can be observed below.
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Figure 1: High-level diagram of the ANUBIS phishing network and its components (2020).
In detail, this fresh campaign is composed of three crucial operating components:

» the delivery vehicle to propagate the landing page in the wild; usually carried out
through smishing (SMS) and phishing (email)

» a malicious landing page hosted on a cloud server, composed of a user interface
and layout very similar to the real system

» an operation back-end that allows criminals to manage the details of users who
have fallen into the trap.

Figure 2 presents an example of an SMS sent to Internet end-users during the ANUBIS
social engineering wave. The image is related to an ongoing campaign in Portugal
impersonating a specific organization to steal banking credentials.
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Figure 2: Example of SMS sent during the social engineering wave.

SMSs are sent based on a list created by the C2 owner, namely: 1kk-rusha-01.txt.

Fake domains hosted automatically on Cloudflare CDN

The ANUBIS network phishing campaigns are masked through the Cloudflare CDN.
Operators can easily make this configuration through an interface that uses the CloudFlare

API for configuring new DNS zones.
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Figure 3: Feature of adding new domains and configuring them behind the Cloudflare CDN
via the ANUBIS back office portal.

The Phishing template

One of the last campaigns disseminated by criminals is impersonating a popular service in
Portugal with the goal of stealing credentials of home banking portals.

After clicking on the link distributed via smishing, the victims are redirected to a specific
landing page that collects the mobile phone number and the associated code (PIN). As
observed, criminals are using the Let’'s Encrypt CA to create valid HTTPs certificates.

H
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Figure 4: Phishing template of ANUBIS Network campaign.

After clicking on “CONTINUAR®, a new page is presented. Additional data from the victim are
requested by the server-side and added to session cookies.
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As observed, 12 target banks operating in Portugal are listed in this specific campaign.
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Figure 6: Target banks present on the Anubis Network campaign in Portugal.

In the next step, credentials to access the target portals are requested.
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Figure 7: Credentials to access the real systems are requested.

Additional details related to credit cards are also requested by criminals. A specific loading
page is then presented, and ANUBIS operators can request other details via the C2 portal in
a call center modus operandi.
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Figure 8: Additional information requested by criminals.

Anubis Network C2 Panel
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By analyzing the landing page source code, the URL of the C2 server can be obtained.

- codigo online -->
type="text/javascript™>
// API Config and App keys
channel _name = “"presence-channel”
app_key = '2d@@ca9f29d46318ce22’

L]

url = new URL(window.location);
nome = url.searchParams.get("nome”) || "Usudrio Andnimo™;

typeof $.cookie('chave') == 'string’){
iniciar_presensa_online($%$.cookie( chave'));

function iniciar_presensa_online(chave) {
Figure 9: Endpoint of the Anubis Network C2 server present on the source code.

As observed, the C2 login page is linked to a legitimate system in order to confuse threat
analysts.

-

Entre A .
Ainda ndo tem conta? Cadastre-se Be m-vin d Ooa
L]
GG nossa comunidade
O Manter logado Esqueceu a senha?

Figure 10: Login page of Anubis Network C2 server.

The features observed inside the C2 server are very similar to the analysis performed in
2020. Operators can control all the infection flow by requesting additional details and
accessing the real system in the background.
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Figure 10: Internal pages where Anubis Network operators can control all the malicious flow.

In detail, global administrators are capable of adding users to specific target organizations as
observed below.

10/22


https://i0.wp.com/seguranca-informatica.pt/wp-content/uploads/2022/07/painel2.jpg?ssl=1

Usuarios

@ Rushador

Email:

ews

Emaik:

Y DESBLOQUEAR

e Andre

Email:

7 DESELOQUEAR

e amigorusha

Email:

a Shadow

Email:

7 DESBLOQUEAR

e Mandrake

Email:

' DESELOQUEAR

@ Leftzera

Email:

) DEssloGUEAR

a :
Email:

] DESBLOQUEAR

a Fezon

Email:

G DESELOQUEAR

@ Fugitivo

Email:

[ DESBLOGUEAR

a Klebinho

Email:

Y DESBLOQUEAR

@ -

Email:

[ DESBLOQUEAR

e Shao

Email:

[ DESBLOQUEAR

e Xinxa

Email:

G DESBLOQUEAR

e Netota

Email:

' DESBLOQUEAR

3. novousuario

a Professor

Email:

' DESBLOGUEAR

e Poke

Email:

Cf' DESBLOQUEAR

@ o

Email:

' DESBLOQUEAR

Dashboard

Novo usudrio

vulga*

Permissao especials

Permissoes Fakes

Permissao fokes

Pancakeswop - 1.00
Cains PH - 1.00
Redlir 02 - 1.00

Azbit - 100

Binance Waliet - 1.00 NDAX - 100

Despeain - 100
Amarlcanas - 1.00

Chainlist - 1.00

HITBTG - 100

Bibox = 100

Tokoerypte - 100
Bitkub - 1,00 Polygon - 100
Redir - 100

CITEX- 100

Magic Eden - LOD
Americanas Auto - 100 Mot En

Paribu - 1.00

Polon

indadox - 100

Redir 04 - .00 BigOne - 100

DigiFinex - 100

Wealthsimple - 100

Conlo Clicks - 100

I-Bank - 100

o-1

Wiazir - 100 Vollit - 100

coinw - 100 (I3

\presa - 1,00

Firaeus Bank - 1.00

Banco BPM - 100

Millennium - 1,00

Banco Montepio - 1.00

ME Way - 100 colnspot - 1.00

Email cliente® vencimento Senha
wsg@anubisnetworkcom.b dd / mm/ caoo
.00 Mercado Pago - 100 Kraken - 200 [ Fix - 100 Bonese - .00 Stane - 1.00 Email Bol - 100 B8 Gemini - 1.00
) Korbit = 1.00 Banco Do Brasil - 1.00 B 100 Bittrex - 100 Coinsbit = 1.00 Mexc - 1.00 MetaMask - 1.00
Bitstormp - LOO Google Account - 100 Bit2me - .00 Cakedati - .00 CoinDCX - 1.00 Giottus - 1.00 Pousoda - 1.00
Bitbns - 100 Kriptormat Zipmex - 3.00 KuCoin ncogx - 100 Parque Aquatico - 1.00 Phemex - 1.00 Hanbitco - 100 Redir 01- 100
Axie Infinity -~ 100 Webmail - .00 Globo Mail - 100 Uol Mail - 100 Hotoit - 1.00 [l orx - 100 Pag Bank - 100 Sitcoiva - 100
Bithart - 1.00 AAX - 100 Deribit - 100 gitfinex - 10D whitsar - 100 [ Hoo - 100 koinbazer - 100 VALR - LDO
BingX - 100 Bitrue - 100 Anchor Frotocol - 100 Tarra Station - 100 Wirex - 1.00 Avalaunch - 100 Maiar - 100 Bkex - 1.00
Bitvavo - 10O Cassino Stake - 100 Licjuid - 1.00 Bitso - 100 Viacredi - 1.00 Crodifoz - 100 craderea - 1.00 Acredi - 100
FIpE2D - 100 gitFiyer - L0O 1upp - 100 Emprogos - 100 Rakeningku - 100 Farltex - 100 dvedx - 100 Hive 0S - 100

Figure 11: Anubis Network operators and permissions page with the target organizations.

According to the MySQL database that supports the system, there are 77 operators in the
system — which represents the business and operational volume of this malicious scheme.

e admin@anubisnetwork.com

e amigoquatro@anubisnetwork.com

e amigorusha@anubisnetwork.com.br
e amigowscincor@anubisnetwork.com
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An interesting feature also implemented in this new version of the C2 portal is the email
temp. By using this feature, criminals can create new domains and use internal emails to
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manage all the processes.
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Figure 12: Anubis Network email temp feature.

The landing pages presented to the victims and specific data can be configured on the
Anubis Network administrative portal. The path of the folder and the target brand can be
observed on this specific page.
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Figure 13: Target organizations of Anubis Network C2 server — Jully 2022.

Since the malicious network is made up of many people, a channel on Telegram was created
in order to provide technical support to operators in the performance of their duties.
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Figure 14: Telegram channel created as a technical support channel.
The MySQL database

The heart of the ANUBIS network is a MySQL database. This database is used for data
synchronization between all components of the malicious ecosystem and maintains
everything up-to-date each second.

Table: fakes ativas
[21 columns]

int(11)
varchar(18a)
| cloudflare varchar(2
| dominie
varchar(50@)
varchar(12a)
int(11)

rchar(12e8)
char(1888)

| eriginal_name_servers_l

| original_name_ 28 )

| eriginal_name_ varchar(388)
original_name_ servers_d4 | varchar(328)

| redirect varchar(1888)

| security_level varchar(28)

| ss1_setting

| status

| usuarie

[
M — — — ——C— —C—— ——— — — — — — — i —
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Type

apgencia
anotacao varchar

bandeira varchar(

blogueado int(11)

cor_primaria

LT 580 |_Jr|r_i.:3r' j_-:|
datetime
int({11)
varchar( )
varchar(1ea)
int(11)

-'ir"f

varchar(188a)
rchar(108)

fone
google_secre varchar(108)
id int(11)
id firestore
ip
lang
localizacao
localizacao_gps
metamask int(11)
nome varchar(192e)
online
rador

] varchar(]
pergunta varchar(
print varchar(

varchar(3
text
varchar(
varcha

olumns |

M T
Column | Type

varchar
int(11)

varcha

tatu

Table: cards
[9 columns]

Column

n card

de

int(11)
varchar(
int(11)
varchar(1

cloudflares
columns

|-lr
! '
| Column | Type

== I

l | v

| | varchar(1
| | int(11)

| | varchar(1e

dominio
email
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senha_email varchar(200)
senha_pos_1 varchar
ha pos 2 varchar
senha_pos_3 varchar(1 Tahas
sms emall varchar(28e)
int(11)
varchar(2

country
[7 columns]
e

| Column

e = =

: |
token_sms |
url 8 | name |
url solicitada ! ) | nicename

W
W

W
| smallint(g)
varchar( ) nhoneco | int(5)
3

| usuario | varchar{108) |

autorizadas = st ettt eteters =

har{le8)
har{128)
11)

| usuario | (
N e e

Figure 15: Database schema of the ANUBIS phishing network.

Additional details, including final thoughts and Indicators of Compromise (loCs) are available
in the original analysis published by the Pedro Tavares

https://seguranca-informatica.pt/anubis-networks-is-back-with-new-c2-
server/#.Ysv53XZBy5d

About the author: Pedro Tavarez

Pedro Tavares is a professional in the field of information security working as an Ethical
Hacker, Malware Analyst and also a Security Evangelist. He is also a founding member
and Pentester at CSIRT.UBI and founder of the security computer blog seguranca—
informatica.pt.
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Pierluigi Paganini

(SecurityAffairs — hacking, Anubis)
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Connect to Tor

Tor Browser routes your traffic over the Tor Network, run by thousands of volunteers around the
world.

Always connect automatically

Configure Connection...

Tor Browser 11.5 is optimized to automatically bypass censorship
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A massive cyberattack hit Albania
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