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Executive Summary

« SentinelLabs has identified a new cluster of threat activity targeting Russian organizations.

* We assess with high-confidence that the threat actor responsible for the attacks is a Chinese state-sponsored cyber
espionage group, as also recently noted by Ukraine CERT (CERT-UA).

* The attacks use phishing emails to deliver Office documents to exploit targets in order to deliver their RAT of choice, most
commonly Bisonal.

« SentinelLabs has also identified associated activity targeting telecommunication organizations in Pakistan leveraging
similar attack techniques.

Overview

On June 22nd 2022, CERT-UA publicly released Alert #4860, which contains a collection of documents built with the Royal
Road malicious document builder, themed around Russian government interests. SentinelLabs has conducted further analysis
of CERT-UA’s findings and has identified supplemental Chinese threat activity.

China’s recent intelligence objectives against Russia can be observed in multiple campaigns following the invasion of Ukraine,
such as Scarab, Mustang Panda, ‘Space Pirates’, and now the findings here. Our analysis indicates this is a separate Chinese
campaign, but specific actor attribution is unclear at this time.

While the overlap of publicly reported actor names inevitably muddies the picture, it remains clear that the Chinese intelligence
apparatus is targeting a wide range of Russian-linked organizations. Our findings currently offer only an incomplete picture of
this threat cluster’s phishing activity, but they serve to provide perspective into an attacker’s ongoing operational objectives and
a framework for our ongoing research.

Malicious Documents Targeting Russia
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https://www.sentinelone.com/labs/targets-of-interest-russian-organizations-increasingly-under-attack-by-chinese-apts/
https://cert.gov.ua/article/375404
https://www.sentinelone.com/labs/chinese-threat-actor-scarab-targeting-ukraine/
https://www.secureworks.com/blog/bronze-president-targets-russian-speakers-with-updated-plugx
https://www.ptsecurity.com/ru-ru/research/pt-esc-threat-intelligence/space-pirates-tools-and-connections/

On June 22nd , Ukraine’s CERT-UA reported several RTF documents containing malicious code exploiting one or more
vulnerabilities in MS Office. CERT-UA assessed that the documents, “Vnimaniyu.doc”,
“17.06.2022_Protokol_MRG_Podgruppa_IB.doc”, and “remarks table 20.06.2022_obraza”, were likely built with the Royal Road
builder and dropped the Bisonal backdoor. Royal Road is a malicious document builder used widely by Chinese APT groups,
while Bisonal is a backdoor RAT unique to Chinese threat actors.

The CERT-UA advisory followed public reporting by our colleagues from nao_sec and Malwarebytes, who identified some of
the first indicators and shared related samples and C2 servers. Building off this initial intelligence, SentinelLabs discovered a
further related cluster of activity.
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N 415ce2db3957294d73fa832ed8449407351...
N b8eb16d94fd9242baf90abd1ef1a5510edd... "TosAcHMTeNbHan 3anucka k 3HW.doc”
“BHuMmanumio.doc”

W 2:bf70F693289cc99adb5351444a1bd23Fd9...
"17.06.2022_Mpotokon_MPI_MNoarpynna_Wb.d
oc”

D 2b7975e6b1e9b72e9eb06989e5a8b1f6FdIC...
"O_dopmuposannn_npoekta_lTHC_2022_dain
_otobpaxeH.doc”

Dl a501fec38f4acala57393b6e39a52807a7F071a4
“"3ameyanna Tabnvua 20.06.2022.doc”

R 1c848911e6439c14ecc98F2903Fc1aea63479asF
"P3H 2022.doc”

Timeline of Royal Road Malicious Documents
As we have observed over the years, Royal Road documents follow content themes relevant to their targets. Following that
practice, it's reasonable to assume that the targets in this recent cluster of activity are likely Russian government organizations.

One example of this cluster (f599ed4ecb6c61ef2f2692d1a083e3bb040f95e6) is a fake document mimicking a RU-CERT memo
on increased phishing attacks.
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https://twitter.com/nao_sec/status/1538857219025817605
https://twitter.com/h2jazi/status/1537536029250490382
https://www.virustotal.com/gui/file/7970393e506934e9304f1d18ced34b86ef04a0d278d8e3cdb4b0064caee73846/details

[VBaxaeMele Komtern!

JIONIONMHHETENEHO HAllOMHHAEM, 9T0 B MOCHETHEee BPeMA YVIACTHIHCE CITVIaH NOMEITOK KPAKH JOTHHOB/
[aponel JoCTyNa COTpVAHEKOE MHHHCTepCTEa K cryxeOHoH noute H CoyxeOHOMY mopTany.

3M0VMBIIIIEHHHKH OT MHNA npefcraHTenel Jenapramentos MU, rocyaapcTeeHHRIX H APYTHX
OpraHH3aIH PacChIIAIT Ha aOpeca JIEKTPOHHOH NOYTH MHCHMA, B KOTOPHIX YOexatoT Bac o3HakoMHTECA C
PAas3THYIHEIME JOKVMEHTaMH H HHpopMamHeH.

B Tax®x MHCEMAX, KaK IPAaBHIO, PeAIaraeTcs IPOHTH 10 CChUIKE A4 CKa9HBaHHA daiina (HEQOpMAIHK) HIH
3ABTOMATHYECKH OTKPBIBAETCA CTPAHHIA E Dpayzepe, Ha KOTopoH BaM npeanaraioT EReCTH CEOH COVKeOHEIE
JOTHH/TIApOJb JOCTYIA K cayxe0HoH noare, Ciry:xe0HOMY DOPTATY HIIH HHOMY PECypCy.

HE npH KakEX 00CTOATeNECTEAX HE BEOJHTE B TaKHX CJIVYAAX CBOH CIIVKeOHEIE JTOTHH/TIapOik.

O6pamaey Bame EHEMaHEe Ha TO, 9T0 JOKYMEHTE JOJDKHE! ORITh NPHKPEIUIEHE! K THCEMY H OTKDHIBATBECA H3
TeNa MHChMaA.

ColOmoaenne YKa3aHHEIX IPABHI IO3BOMHT COOMOCTH KOHDHIEHITHATPHOCTE HE TOBKO BalHX JaHHEIX, HO H
IOAHHEIX OPYTHX COTPYZHEHEOE MHHHCTEpCTEA.

B cay4ae Bamux nogo3pesEHi Ha BOIMOXKHOCTS 3apaxernd Bamero APMa obpammaiiteck B TEXHHIECKVIO
mogaepEky =7 (916) 001-07-42 mam incident@cert. gov.ru.

C veaxerHeM,

Komaraa HansoHaTBHOTO KOOPAHHAITHOHEOIO IIEHTPa 110 KOMIBIOTEPHEIM HHOHIEHTAM
107031, r. Mockea, yia. bonsmas JIyoanxka, . 1/3

Email: incident@cert. gov.ru, info@cert.gov.ru

Caiit: http://cert.gov.ny/

Ten.: +7 (916) 901-07-42

Malicious document mimicking RU-CERT
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Dear colleagues!

In addition, we remind you that recently there have been more cases of attempts to steal logins / passwords for
access of employees of the Ministry to official mail and the Service Portal.

Attackers on behalf of representatives of the Departments of the Ministry of Foreign Affairs, government and
other organizations send letters to e-mail addresses, in which they convince you to familiarize yourself with
various documents and information.

In such letters, as a rule, it is proposed to follow a link to download a file (information) or a page automatically
opens in the browser, on which you are prompted to enter vour official login/password for aceess to official
mail, the Service Portal or another resource.

Under no circumstances do not enter your service login / password in such cases.
Please note that the documents must be attached to the letter and opened from the body of the letter.

Compliance with these rules will allow you to maintain the confidentiality of not only your data, but also the
data of other employees of the Ministry.

If vou suspect that your workstation may be infected, please contact technical support +7 (916) 901-07-42 or
incident@cert.gov.ru.

Sincerely,

Team of the National Coordination Center for Computer Incidents
107031, Moscow, st. Bolshaya Lubyanka, 1/3

Email: incident@cert.gov.ru, info@cert.gov.m

Website: http://cert gov.m/

Tel: +7 (916) 901-07-42

mimicking RU-CERT (Translated)

Another example is themed around telecommunication organizations (415ce2db3957294d73fa832ed844940735120bae).

Malicious document

IIOACHITTEIIBHAS 3ATIICKA
K 3alIpocy Ha H3MeHeHHe nacnopra detepansaoro npoexta «ITadopmanionnas
De30macHOCTEY
it Ne D4-2022/015 o1 06.06.2022

e [IpHYHHEEI H 000CHOBAHHE HEOOX0JHMOCTH HIMeHeHHH.

denepanbHEIM 2aK0HOM OT 7 mroms 2003 r. Ne 126-03 «O ceg3mm
npeycMaTpiBAITCA NoMHoOMo4HA PocKoMHAI3IOPA [0 MPOBeleHI0 MOHIITOPIHT A
coDMI0/IeHNA  OTepaTopaMil CBA3 OGA3AHHOCTI, MO MpOBepKe JIOCTOBEPHOCTI
cBezeHHl 00 aDoHeHTAX I CESISHHUII 0 [10/Ib30BATE/AX YCIYTAMII CBA3I aDOHEHTOR
- IOPIUOIMECKIX TN NuG0 HHANBIUIYATRHBIX OpeiIpHHHMATENed, B TOM €icie

TpeIcTARTeHHBIX THIAMI, IeficTRYIONIIMII OT ITMeHI oNepaTopoB CBA3M (Jamee — Malicious Document — Russia Telecom Theme —

MOHHTOPIIHT ).

B LIeIAX  OCYIUSCTENSHIA  OPTAHIEAlIIOHHO-TEXHIMECKIX — Mep.
HeoOXOIHUMBEIX 114 pealn3am MOHITOPHHTA coQI0IeHILE onepaTopamMil CRI2II
00A3AHHOCTII [0 NPOBEPKE JOCTOBEPHOCTH CBEICHHIT 00 a00OHEHTe 1 CBEIEHINI 0
HOIB3ICBATENAX YCIVTAMI CBA3l aOOHEHIAa — IODILOMMNECKOrO JIINA 1L
IHAHBILIYAIBHOTO IIPSNPHHIIMATENA, B TOM 4HCAe MPSJACTABISHHBIX JIIIOM.
JIeficTRYIONTIM OT IIMeHT oTepatopa cBasi, PIVII «[PULl» BHMOTHAST paboThl
10 CO3JAHII IPOrPaMMHO-ANNAPAaTHOIO KOMIDIEECA NPOBEPKI JIOCTOEEPHOCTII
ceeleHuii o0 aboHeHTax Il cBeleHIl 0 N0IB30BATE/AX YCAYTAMIL CBA3M a00HEHTOB
(TTIAK KCIIM) ¢ npusiedennem K nenondenmo OO0 «IIaTek Tnodany, 114 9ero
B 2021 rogy aKmo¥eHE JOTOROp oT 23.09.2021 Ne KCIIM-2021 11 2amIaHIpoBaHO
OpoonEeHIe padot B 2022 romy.

“MosicHnTenbHas 3anucka k 3HW.doc”
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https://www.virustotal.com/gui/file/43622526694b40bad5fde8971f7937a22b8e6f4012dbd39cd4746429e056c609/details

EXPLANATORY NOTE
to the request to change the passport of the federal project "Information Security"
No. D4-2022/015 dated 06/06/2022

* Reasons and justification for the need for change.

Federal Law No. 126-FZ of July 7, 2003 "On Communications" provides for
the powers of Roskomnadzor to monitor compliance with obligations by telecom
operators, to verify the accuracy of information about subseribers and information
about users of communication services of subscribers - legal entities or individual
entrepreneurs, including submitted by persons acting on behalf of telecom Malicious Document — Russia
operators (hereinafter referred to as monitoring).

In order to implement the organizational and technical measures necessary
to monitor compliance by telecom operators with the obligation to verify the
accuracy of information about the subscriber and information about users of
communication services of a subscriber - a legal entity or an individual
entrepreneur, including those submitted by a person acting on behalf of the telecom
operator, FSUE " GRFC performs work on the creation of a hardware-software
complex for verifying the accuracy of information about subscribers and
information about users of communication services of subscribers (PAK KSIM)
with the involvement of Intek Global LLC for execution, for which in 2021 an
agreement dated 23.09.2021 No. KSIM- 2021 and planned to continue work in
2022.

Telecom Theme — “INosichutensHas 3anucka k 3HW.doc” (Translated)
The example documents shown above both exploit CVE-2018-0798, a remote execution vulnerability in Microsoft Office to
install the embedded malware.

Attribution to Chinese Threat Groups

The collection of files and infrastructure noted above could be considered related to the Tonto Team APT group (aka
“CactusPete”, “Earth Akhlut”), a Chinese threat group that has been reported on for nearly ten years. However, we assess that
link with only medium confidence due to the potential for shared attacker resources that could muddy attribution based on the
currently available data. Known targets span the globe, with a particular interest in Northeast Asia, including governments,
critical infrastructure, and other private businesses.

The attacker continues their long history of Russian targeting; however, the rate of Russian and Russia-relevant targets in
recent weeks may indicate increased prioritization.

There are multiple connections of this activity to Chinese threat actors. As noted above, the documents are built with a
commonly known malicious document builder used widely by Chinese APT groups, the shared toolkit often referred to as the
“Royal Road” or the “8.t" builder.

These documents often contain metadata indicating the document creator’s operating system was using simplified Chinese, a
trait we observed in our previous analysis of Scarab APT activity.

The malicious documents are generally used for the delivery of custom malware, such as the Bisonal RAT, which as noted by
CERT-UA, is unique to Chinese groups, including Tonto Team. Bisonal has a uniquely long history of use and continued
development by its creators, such as expanding features for file searching and exfiltration, anti-analysis and detection
techniques, and maintaining generally unrestricted system control.

Additionally, the collection of C2 infrastructure associated with these various samples fall under a larger umbrella of known
Chinese APT activity.

Related Activity of Interest
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https://attack.mitre.org/groups/G0131/
https://vb2020.vblocalhost.com/uploads/VB2020-Lunghi-Horejsi.pdf
https://nao-sec.org/2020/01/an-overhead-view-of-the-royal-road.html
https://www.sentinelone.com/labs/chinese-threat-actor-scarab-targeting-ukraine/
https://blog.talosintelligence.com/2020/03/bisonal-10-years-of-play.html

It's also worth noting that there are still ongoing related attacks focused on non-Russian organizations, such as those against
Pakistan.

For example, one file uploaded to VirusTotal (91ca78231bcacab0d5e6194041817b96252e65bf) from Pakistan is a May 2022
email message file to the Pakistan Telecommunication Authority, sent from a potentially compromised account in the Cabinet
Division of the Pakistani government. This email contains the Royal Road attachment “Please help to Check.doc”
(f4441f2386cd3ada204c3224463f4be310e5554a), dropping 85fac143c52e26¢22562b0aaa80ffe649640bd29 and beaconing
outbound to instructor.giize[.Jcom (198.13.56[.]122).

Please help to Check - Message (HTML)

Message ¢ Tell me what you want to do...

X (1 (3 Eaetng || et P P2 Q
Junk € 2> ‘3 Actions - i &’ B~
Delete = Reply Reply Forward i —| | Maove Mark Categorize Follow = Translate Zoom
Al T - Unread - Up~ - &~
Delete Respond Quick Steps [F] IMove Tags [P Editing Zoom -~
soral@cabinet.gov.pk wasi 1 5/11/2022
Please help to Check A

— Please help to Checkd...
5' 434 KB

Dear Sir AoA,
As the Attachment.

Thanks.

Phishing email containing malicious document

Conclusion

We assess with high confidence that the Royal Road-built malicious documents, delivered malware, and associated
infrastructure are attributable to Chinese threat actors. Based on our observations, there’s been a continued effort to target
Russian organizations by this cluster through well-known attack methods— the use of malicious documents exploiting n-day
vulnerabilities with lures specifically relevant to Russian organizations. Overall, the objectives of these attacks appear
espionage-related, but the broader context remains unavailable from our standpoint of external visibility.

Indicators of Compromise

I0C Description

f599ed4ech6c61ef2f2692d1a083e3bb040f95e6 6/21/2022 Royal Road Document’BHumaHuio.doc”

cb8eb16d94fd9242baf90abd1ef1a5510edd2996  6/16/2022 Royal Road Document “BHumanuto.doc”

41ebc0b36e3e3f16b0a0565f42b0286dd367a352 6/15/2022 (Estimate) Royal Road Document’AHkeTupoBaHue AreHTcTBa no
Jenam rocyaapcTBeHHON cryxobl.rtf”

2abf70f69a289cc99adb5351444a1bd23fd97384  6/20/2022 Royal Road
Document”17.06.2022_TTpoTokon_MPI_TMogrpynna_WMb.doc”

supportteam.lingrevelat[.Jcom C2 Domain

upportteam.lingrevelat[.Jcom C2 Domain for cb8eb16d94fd9242baf90abd1ef1a5510edd2996

2b7975e6b1e9b72e9eb06989e5a8b1f6fd9ce027 6/21/2022 Royal Road
Document’O_dopmuposannn_npoekta_NHC 2022 dann_oTtobpaxeH.doc”

a501fec38f4aca1a57393b6e39a52807a7f071a4  6/21/2022 Royal Road Document’3amevanust Tabnuua 20.06.2022.doc”
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https://www.virustotal.com/gui/file/0b30433bb80abd4b1978fa84d953c13f4d7b726cd533e3c50cef36b4e79f2d2e/details
https://www.virustotal.com/gui/file/ba2c89192643f05e64f49b5cb3513a6a5bbfa719225af3b72c83587b8b774e8d/details
https://www.virustotal.com/gui/file/c8934c7b3187e48b1ee44fc2c8e1c3ab19850efc1e45383442cfe4b9b4a06d01

415ce2db3957294d73fa832ed844940735120bae  6/23/2022 Royal Road Document’TosicHuTenbHas 3anucka k 3HW.doc”

news.wooordhunts[.Jcom C2 Domain for 415ce2db3957294d73fa832ed844940735120bae

137.220.176[.]165 IP Resolved for C2 Domains news.wooordhunts[.Jcom
supportteam.lingrevelat[.Jcom upportteam.lingrevelat[.Jcom

1c848911e6439c14ecc98f2903fc1aeab3479a9f  6/23/2022 Royal Road Document”’P3H 2022.doc”

91ca78231bcacab0d5e6194041817b96252e65bf  5/12/2022 Phishing Email File

f444ff2386cd3ada204c3224463f4be310e5554a 5/12/2022 Royal Road Document’Please help to Check.doc”

instructor.giize[.Jcom C2 Server for f444ff2386cd3ada204c3224463f4be310e5554a
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