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Introduction

Although | haven't been posting examples lately, Emotet has remained active since | last
wrote an ISC diary about it in February 2022. Today on Thursday 2022-07-07, | have a new
example of an Emotet infection with Cobalt Strike to share.

2022-07-07 (THURSDAY): EMOTET INFECTION WITH COBALT STRIKE

attached Excel file or
password-protected
thread Zip containing Excel enable web traffic for
hijacked email file macros Emotet DLL

Emotet Emotet C2 Cobalt Strike
DLLs traffic activity

Shown above: Flow chart from today's Emotet activity on Thursday 2022-07-07.

Images from the infection
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(o Settings

@ About

Your PC is monitored and protected.

See details in Windows Security

Device specifications

Device name WINTOBATCLIENT

Full device name WIN10BATCLIENT.batmanandrobin.us

H-J O Type here to search L | E L¥ settings A~ T i)

Shown above: Desktop from the Windows host in my lab used for today's Emotet infection.

E] Inbox _ 0 X
9 Get Messages v & Write  <J Tag v | tlt Quick Filter O Search <Cirl+K> =
v @@ batman_...aol.com L VW O @0 O Filter these messages <Ctrl+Shift+K>
Inbox
[ Draft U] Subject Correspondents  Date ~
<J Sent > & Defeat the Joker Dick Grayson 6/29/2022, 5:25 PM
Archive & Re: Bat Repellent Dick Grayson 6/30/2022, 12:28 AM
@ Bulk & Aftermath of our battle with the Joker Dick Grayson 6/30/2022, 7:35 PM
o @@leslhl:olders Re: Updated Batmanual Dick Grayson 6/30/2022, 7:42 PM
fij Trash > & | lost the Batarang again Dick Grayson 6/30/2022, 7:43 PM
@; Outbox > & Help me! Samantha 6/30/2022, 8:34 PM
> € Flying the batcopter Dick Grayson 7/5/2022, 4:44 PM
U Re: Help me! Dick Grayson 7/5/2022, 6:04 PM
0] Re: FW: Dick Grayson Dick Grayson 7/5/2022, 6:22 PM
0] Re: Help me! Dick Grayson 7/5/2022, 8:20 PM
0] Re: Help me! Dick Grayson 7/5/2022, 9:59 PM

Shown above: Email client | had populated with messages before today's infection. The last
four messages with attachments are Emotet malspam based on a previous Emotet infection.

2/9


https://isc.sans.edu/diaryimages/images/2022-07-07-ISC-diary-image-02.jpg
https://isc.sans.edu/diaryimages/images/2022-07-07-ISC-diary-image-03.jpg

iB] Inbox [ Re: Help me! - Inbox X = O X

B9 Get Messages | v # Write | (J Tag v ili Quick Filter O Search <Ctrl+K>
From Dick Grayson <ninotyu-kou@mj.scn-net.nejp> @ & Reply @ Forward () Archive () Junk @ Delete More v

To Bruce Wayne <batman_the_caped_crusader@aol.com> © 7/5/2022, 9:59 PM
Subject Re: Re: Help me!

Per your request, please find the attached form.

Dick Grayson
robin_the boy wonder@yahoo.com

This seems like a trap, Batman!

Dick Grayson (a.k.a. Robin)
robin_the_boy wonder@yahoo.com

On Thursday, June 30, 2022, 03:35:16 PM CDT, Bruce Wayne <batman_the caped crusader@aol.com> wrote:
Where are you at, Samantha?? And what is the nature of your emergency?

Bruce Wayne
batman_the_caped_crusader@aol.com

From: Samantha <samantha @ >

To: Bruce Wayne (a.k.a. Batman) <batman_the_caped_crusader@aol.com>; Dick Grayson (a.k.a. Robin)
<robin_the_boy wonder@yahoo.com>

Sent: Thu, Jun 30, 2022 3:34 pm

Subject: Help me!

Help me, Batman and Robin! ?- Samantha

v @j 1 attachment: INVOICEO004010160.xls 95.0 KB & Save Vv

=] INVOICE0004010160xls 95.0 KB

Shown above: Emotet malspam used for today's infection.
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INVOICED004010160.xs [Read-Only] [Compatibility Mode] - Excel Bruce Wayne @ /|

Home Insert Page Layout Formulas Data Review View Help Q Tell me what you want to do
! SECURITY WARNING Macros have been disabled. Enable Content b4
D52 v I v
A B C D E F G H [ J K L ]
1 | Most features are disabled. To view and edit document click Enable Editing and click Enable Content.
2
3
a | B
5
6
i,
8
9
10 ]
> Sheet | Sheet2 | Sheet3 | Sheet4 | Sheet5 | Sheet6 | St.. ® : [¢] | ]
Ready H B M -——+ 100%

Shown above: Malicious Excel spreadsheet used for today's infection.

= 2022-07-07-Emotet-infection-with-Cobalt-Strike.pcap - + X
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dm 3@ RE Qe»rIF3e» =080 77
|_l|(http.request or tis.handshake.type eq 1) and !(ssdp) mm m Bm II]]B m o

Time Dst port Host Info
2022-07-07 18:18:50 91.239.206.239 443f www.yell.ge Client Hello
2022-07-07 18:18:59 193.53.245.52 80 airhobi.com GET /system/4Z6puOENN1DH2HYMzZKLZ/
2022-07-07 18:19:01 178.255.41.17 B8O zspwolawiazowa.pl GET /images/Qb86rcUxXgBHhg/ HTTP/1
2022-07-07 18:19:02 112.78.112.34 80 yudaisuzuki.jp GET /150911pre/nsA8XrN93S/ HTTP/1

2022-07-07 18:19:23 52.109.8.21 443 “nexusrules.offic.. client Hello
2022-07-07 18:19:28 164.90.222.65 443 Client Hello
2022-07-07 18:19:28 164.90.222.65 443 Client Hello
2022-07-07 18:19:29 164.90.222.65 443 Client Hello
2022-07-07 18:19:30 164.90.222.65 443 r i
2022-07-07 18:19:30 144.202.108.116 8080 EM“TET @m
2022-07-07 18:19:32 138.197.68.35 8080 Client Hello
2022-07-07 18:19:32 34.80.191.247 7080 Client Hello

2022-07-07 18:19:58 20.189.173.13 443 self.events.data.. Client Hello
2022-07-07 18:19:58 20.189.173.13 443 self.events.data.. client Hello

2022-07-07 18:20:49 20.189.173.9 443 vi0.events.data... Client Hello
2022-07-07 18:20:58 144.202.108.116 86080 client Hello
2022-07-07 18:21:00 144.202.108.116 86080 client Hello
2022-07-07 18:21:17 51.11.192.50 443 self.events.data.. Client Hello
2022-07-07 18:21:18 72.21.91.29 80 ocsp.digicert.com GET /MFEWTzZBNMEsSwWSTAJBgUrDgMCGgUA
2022-07-07 18:21:26 164.90.222.65 443 client Hello
2022-07-07 18:21:27 164.90.222.65 443 client Hello
2022-07-07 18:21:47 20.189.173.5 443 vi10.events.data... Client Hello
2022-07-07 18:21:47 20.189.173.5 443 v20.events.data... Client Hello
2022-07-07 18:22:01 144.202.108.116 8080 client Hello

2022-07-07 18:22:11 52.191.219.104 443 settings-win.dat.. Client Hello -

£ 0

Shown above: Traffic from the infection filtered in Wireshark (1 of 2).
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dm 2@

RE Q€3

2022-07-07-Emotet-infection-with-Cobalt-Strike.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

[Ikhmpmequestorﬂ&handshakexypeeq1)and!Gsdp}

Time
2022-07-07
2022-07-07
2022-07-07
2022-07-07
2022-07-07
2022-07-07
2022-07-07
2022-07-07
2022-07-07
2022-07-07
2022-07-07
2022-07-07
2022-07-07
2022-07-07
2022-07-07
2022-07-07
2022-07-07
2022-07-07
2022-07-07
2022-07-07
2022-07-07
2022-07-07
2022-07-07
2022-07-07
2022-07-07

18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:
18:

31:04
32:34
32:36
32:36
33:46
33:52
34:14
35:11
35:16
35:54
36:37
37:14
37:17
37:20
37:52
38:34
39:10
39:51
40:34
40:53
41:14
41:55
42:40
43:27
44:21

Dst

164.
164.
164.
146.
164.
164.

90,
96,
265
59,
90.
90.

222,
222.
222.
151.
222.
222,

65
65
65
250
65
65

52.18.235.51
52.18.235.51
164.90.222.65
18.235.51
18.235.51
189.173.5

52.
52.
20.
52.
52.
52.
S52.
52.
52.
52.
40.
52.
52.
52.
52.
52.

18.
18.
18.
18.
18.
18.
18.
83.
18.
18.
18.
18.
18.

235.
235.
235.
235.
235.
235.
235.
240.
235.
235.
235.
235.
235.

51
51
51
o1
51
51
51
146
51
51
51
51
51

port
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443
443

oeo™

Host

COBALTSTRIKENTRAFFICISTARTS

distinctive-obi-mgw.
distinctive-obi-mgw.

distinctive-obi-mgw.
distinctive-obi-mgw.

aws-euwl.cloud-ara.
aws-euwl.cloud-ara.

aws-euwl.cloud-ara.
aws-euwl.cloud-ara.

v10.events.data.microsoft.com

distinctive-obi-mgw.
distinctive-obi-mgw.
distinctive-obi-mgw.
distinctive-obi-mgw.
distinctive-obi-mgw.
distinctive-obi-mgw.
distinctive-obi-mgw.

cloud-ara.
cloud-ara
cloud-ara.
cloud-ara.
cloud-ara
cloud-ara.
cloud-ara.

aws-euwl.
aws-euwl.
aws-euwl.
aws-euwl.
aws-euwl.
aws-euwl.
aws-euwl.

client.wns.windows.com

distinctive-obi-mgw.
distinctive-obi-mgw.
distinctive-obi-mgw.
distinctive-obi-mgw.
distinctive-obi-mgw.

cloud-ara.
cloud-ara.
cloud-ara.
cloud-ara.
cloud-ara

aws-euwl.
aws-euwl.
aws-euwl.
aws-euwl.
aws-euwl.

tyk.
tyk.

tyk.
tyk.

tyk.
Ltyk.
tyk.
tyk.
.tyk.
tyk.
tyk.

tyk.
tyk.
tyk.
tyk.
Ltvk.

io
io

io
io

io
io
io
io
io
io
io

io
io
io
io
io

Info

clie
Clie
clie
Clie
Clie
Clie
Clie
Clie
Clie
Cclie
Cclie
clie
clie
clie
clie
Clie
Clie
Clie
Clie
Clie
clie
Clie
clie
clie
cli?

Shown above:

Traffic from the infection filtered in Wireshark (2 of 2).
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Hacker View Tools Users Help
%% Refresh (3 Options | @8 Find h
Processes Services Network Disk

1™ process Hacker [BATMANANDROBIN\bruce.wayne] — O X

andles or DLLs ? |Search Processes (Ctrl+K)

R

Name

> [w] System Idle Process
[#5] Registry
(8] csrss.exe

> [¥] wininit.exe
[ csrss.exe

> 7 winlogon.exe

PID User name Description
0 NTAUTHORITY\SYSTEM
108
456 Client Server Runtime Process
532 Windows Start-Up Application
2328 Client Server Runtime Process
10640 Windows Logon Application

> 1 explorer.exe 7220 BATMANANDROBIN\bruce.wayne Windows Explorer
v [¥] regsvr32.exe 768 BATMANANDROBIN\bruce.wayne Microsoft(C) Register Server
(3] XAcCGhgSRbRFvGp.exe 4908 BATMANANDROBIN\bruce.wayne
CPU Usage: Physical memory: Processes:

File:
CAWindows\System32\regsvr32.exe
Microsoft(C) Register Server 10.0.19041.1
Microsoft Corporation
Notes: process for Emotet
Signer: Microsoft Windows
Console host: Non-existent process (9180)

regsvr32.exe "C\Users\bruce.wayne\AppData\Local\Wualyi\zqywHhWLy.dIl"

File:
C:\Users\bruce.wayne\AppData\Lo
Notes:
Console host: regsvr32.exe (768)

"C\Users\bruce.wayne\AppData\Local\Wualy\XAcCGhgSRbRFvGp.exe"

cal\Wualyi\XAcCGhgSRbRFvGp.exe
process for|Cobalt Strike

Shown above: Process Hacker showing processes for both Emotet and Cobalt Strike.
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B Registry Editor = O X

File Edit View Favorites Help

Computer\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

RADAR Rllf Name Type  Data registry update for Emotet
Run ab|(Default) REG SZ (value not set)
RunOnce v @ijwlthLy.dll REG_SZ CAWindows\system32\regsvr32.exe "C:\Users\bruce.wayne\
< ‘:"M"f; AppData\Local\Wualyi\zqgjwHhWLy.dIl"
v | Wualyi - ] X

Home Share View o

<« 1 C:\Users\bruce.wayne\AppData\loca\Wualyi v~ O O Search Wualyi
Emotet ~ _
Name * Date modified Type Size
. zgjwHhWLy.dll 7/7/2022 6:21 PM  Application extension 297 KB
"™ XAcCGhgSRbRFvGp.exe  7/7/2022 6:33 PM  Application 2,370 KB
2 items Cobalt Strike

Shown above: Registry update and location of persistent Emotet directory with Cobalt

Strike.

Indicators of Compromise (IOCs)

Malware from an infected Windows host:

SHA256 hash:

25d4b42c98e6fb6eas5f91393252a446e0141074765e955b3e561d8b56454a73a

o File size: 97,280 bytes
o File name: INVOICE0004010160.xls
o File description: Excel spreadsheet with macros for Emotet

SHA256 hash: 1e8d9f532c¢2c5909ba3a8ec8d05fc8bed667dcc0c2592224827b614af7fa3ce

o File size: 346,112 bytes

 File location: hxxps://lwww.yell[.]ge/nav_logo/cvLMav68/

e File location: C:\Users\[username]\soci1.ocx

 File location: C:\Users\[username\AppData\Local\QjPIBTDyA]EJA\AMtPK.dII
 File description: 64-bit DLL for Emotet

e Run method: regsvr32.exe [filename]

SHA256 hash: aa4b22bf31692e70b63dfa0c93888e1795¢2d861550f6926c720c3609df4c39a
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o File size: 346,112 bytes

 File location: hxxp://airhobi[.Jcom/system/4Z6puOENN1DH2HYMzKLZz/
e File location: C:\Users\[username]\soci2.ocx

» File location: C:\Users\[username\AppData\Local\WuadJyi\NPpaqgh.dl|
 File description: 64-bit DLL for Emotet

e Run method: regsvr32.exe [filename]

SHA256 hash: 2c7e18f64c2f229d03afc9b6231f950c0489b684ec0792e75baceb4a03833ff3

o File size: 304,128 bytes

o File location: C:\Users\[username\AppData\Local\WuadJyi\zqjwHhWLy.dl|

» File description: Updated 64-bit Emotet DLL persistent on the infected Windows host
e Run method: regsvr32.exe [filename]

SHA256 hash:
6b4808050c2a6b80fc9945acdecec07a843436ea707f63555f6557057834333e

o File size: 2,426,368 bytes
o File location: C:\Users\[username\AppData\Local\WuaJyi\XAcCGhgSRbRFvGp.exe
» File description: 64-bit EXE for Cobalt Strike sent to Emotet-infected host

Infection traffic:
URLs generated by Excel macros for Emotet DLL files:

e 91.239.206[.]239 port 443 - hxxps://www.yell[.Jge/nav_logo/cvLMav68/

e 193.53.245[.152 port 80 - airhobif[.Jcom - GET /system/4Z6puOENN1DH2HYMzKLZz/
e 178.255.41[.]17 port 80 - zspwolawiazowal.]pl - GET /images/Qb86rcUXgBHhg/

e 112.78.112[.134 port 80 - yudaisuzuki[.Jjp - GET /150911pre/nsA8XrN93S/

Note: The first two returned DLL files, but the second two did not
Emotet C2 traffic:

o 164.90.222[.165 port 443 - HTTPS traffic

o 144.202.108[.]116 port 8080 - HTTPS traffic
« 138.197.68[.]35 port 8080 - HTTPS traffic

e 34.80.191[.]247 port 7080 - HTTPS traffic

e 201.73.143[.]120 port 8080 - HTTPS traffic
o 146.59.151[.]250 port 443 - HTTPS traffic

o 162.243.103[.]246 port 8080 - HTTPS traffic

Cobalt Strike traffic:
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52.18.235[.]51 port 443 - distinctive-obi-mgw.aws-euw1.cloud-ara.tyk].Jio - HTTPS
traffic

Cobalt Strike URLs:

« distinctive-obi-mgw.aws-euw1.cloud-ara.tyk[.Jio - GET /api/v2/login
o distinctive-obi-mgw.aws-euw1.cloud-ara.tyk[.Jio - POST /api/v2/status?__ cfduid=
[19 characters, base64 string]

Final words

While Emotet might not get much high-profile press lately, it remains a continuing presence
in our threat landscape. A packet capture (pcap) of today's infection traffic with the email
and associated malware samples can be found here.

Brad Duncan
brad [at] malware-traffic-analysis.net

Keywords: Cobalt Strike DLL Emotet Excel EXE malspam
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