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Charming Kitten (APT35) olarak bilinen APT grubunun iran devleti ile baglantili oldugu
disiiniilmektedir. insan haklari aktivitelerine, akademik arastirmacilara ve medya
kuruluslarina karsi Iran devletine Siber istihbarat sagladigi, hedefledigi (ilkeler arasinda
Amerika Birlesik Devletleri ve Orta Dogru ulkeleri bulundugu degerlendiriimektedir.

Charming Kitten hedeflerden en ¢ok bilgi toplayabilecegi sistemlere erismeye ¢alismakta;
kurumlarin kullandig1 mail adresleri veya kisisel Facebook hesaplari bunlardan bazilaridir.

En Cok Dikkat Ceken Siber Saldirilart:

HBO

2017 yilinda, HBO’ya yapilan bir siber saldirinin ardindan, gizli bilgilerin sizdirildigi
gerekgesiyle genis capli bir ortak sorusturma baglatildi. Takma adi Skote Vahshat olan bir
bilgisayar korsani tarafindan yapilan agiklamaya gore fidye 6denmezse; Game of Thrones
bolumleri de dahil olmak Uzere televizyon bolumlerinin senaryolarinin sizdirilacagi iddia
edilmisti. Bir kismi o sirada yayinlanmayan sovlar ve bolumler olan 1.5 terabayt veri
sizintisina neden olmustur.

Amerikan Segimlerine Mudahale

Microsoft’a gore, Agustos ve Eylul 2019 arasindaki 30 gunlik bir sure igcinde Charming
Kitten, hedeflenen e-posta hesaplariyla ilgili bilgi edinmek igin 2.700 girisimde bulundu. Bu,
241 saldirn ve hacklenmis 4 hesapla sonuglandi. Girisimin Amerika Birlesik Devletleri
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bagkanlik kampanyasini hedefledigi dusunulse de ele gegirilen hesaplarin higbiri secimle ilgili
degildi.

Microsoft, 6zellikle kimin hedef alindigini agiklamadi, ancak Reuters tarafindan daha sonra
yayinlanan bir rapor, bunun Donald Trump’in yeniden se¢im kampanyasi oldugunu iddia etti.

iran Digigleri Bakani Mohammad Javad Zarif “Sizin segiminizde (Amerika Birlesik Devletleri)
bu segime miidahale etme tercihimiz yok” ve “i¢ secimlere miidahale etmiyoruz” derken, iran
secime karismaya herhangi bir midahaleyi reddetti. Benzer kurban profilleri cok dikkat
cekici; akademi, gazetecilik, insan haklari aktivizmi ve siyasi muhalefet alanlarinda iran’i
ilgilendiren insanlardi.

APT-35 Tarafindan Kullanilan Zararh Yazilimlar ve Araglari

DownPaper:

Backdoor Trojen olarak kullanilan zararl yazilimin ana hedefi 2. bir zararli yazilimi hedef
sistem icine indirmek ve c¢alistirmaktir.

MITRE ATT&CK Teknikleri

Application Layer Protocol: Web Protocols (T1071):

Hedef cihaz icinden baglanti almak igin HTTP protokolu tzerinden bir C2 kullanilir.

Boot or Logon Autostart Execution: Registry Run Keys / Startup Folder
(T1547) :

PowerShell ile Registry igine veri girisi yapar AutoStart 6zelligi ile sistem iginde kalicilik
saglar ve her oturum agildiginda zararh yazilim kendini otomatik olarak baglatir.

Command and Scripting Interpreter: PowerShell (T1059) :

DownPaper zararlisi sistem iginde ¢alismak icin PowerShell kullanir.

Query Registry (T1012) :

Eski Windows sistemleri Uzerinde bulunan guvenlik zafiyetleri Exploit edilebilir oldugu igin
DownPaper hedef sistem icinde galistigi zaman eski sistemleri belirlemek igin Registry
uzerinden Windows Update bilgilerini okuyor.

System Owner/User Discovery (T1033):

Hedef sistem Uzerinde oturum agan kullanici adina ait bilgilerini topluyor ve saldirganlar
tarafindan kullanilan C2 sunucunsa bu bilgiyi yUklGyor.
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Mimikatz

Saldirganlar hedef sistem iginden Windows kullanici bilgilerine erismek icin kullandigi bir
arag, Isass dump edilerek memory icinden dump edilen veriler Mimikatz ile anlasilir bir veriye
donusdur.

#3 : ] DELPY ‘gentilkiwi® { benjamin@gentilkiwi
#H v # ://blog.gentilkiwi. com/mimik
= =2 with 21 modules = *= =/

mimikatz # sekurlsa::logonpasswords

Authentication Id : 0 ; 36128278 (00000000:02274616)
5 ion : RemoteInteractive from &
: jeff
: JEFFLAB
n Server : JEFFLAB-DCO1
on Time : 7§ 21:

msv
[0O000003 ]
* Username : J
* Domain
= NTLM : dddadBb9f8cchi7feded02d7 388157 ea
= : edt5195ed2tcdles7 46109602 chs ca7aceest 30
CredentialKeys
: dddad8baf8cchi7f6d6d02d7 388157 ea
: edf5195ed2fcd0es7 46109602 chs cayaceest a0

(Kullaniciya ait NTLM hash verisi)

PsExec

PsExec, bir yazilimi ayni ag icinde fakat baska bir bilgisayarda c¢alistirmak igin kullanilabilen
Ucretsiz bir Microsoft aracidir. IT yoneticileri ve saldirganlar tarafindan kullanilir.
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EX W HACKWARE-SERVER: crnd.exe

= Powershell
prnopauyna MankpocogT (Microsoft Corporation). Bce npasa

NonpobByidTe HOBYW kKpoccnnaTdopmeHHyw obonovky PowerShell (http: ka.ms/p

sCcoreg)

5Toolsh

STools> whoami

STools> cmd /

“WHACKWARE-SERVER AOMMHHCTpaTOp Aal cmd.exe

Microsoft Windows [Version 18.8
( lopnopauna MaikpocogT (Micro

C:yWWindo /s echo %USERNAMER

whoami
BOMHHHCTPATOP

Microsoft Windows [Version 18.8

C:\Window

Pupy RAT

Acik kaynak kodlu uzaktan komut ve kontrol yazilimi , APT-35 tarafindan Post Exploitation
araci olarak kullaniliyor. Kaynak kodu Python ile yazildigi i¢cin Cross Platform olarak kolayca
zararli Uretimi yapilabiliyor. (Windows exe, Python file, PowerShell oneliner/file, Linux elf,
APK, Rubber Ducky gibi.)
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& ninjdsec/ pupy O Notifications Y% Star 62k % Fork

<> Code @ Issues 152 11 Pull requests 8 ® Actions [ Projects [0 wiki @ Security |~ Insights

¥ unstable ~ # dbranches ©1tag Go to file About

Pupy is an opensource, cross-platform

T alxchk deps/linux: pin rsa to version 4.0 v foegief 21daysago (P 3,487 commits (Windows, Linux, OSX, Android) remote
administration and post-exploitation
client deps/linux: pin rsa to version 4.0 21 days ago tool mainly written in python
pupy Update requirements.txt last month android  python  windows  linux
services pproxy: improve ipv6 support 15 months ago ehalllp Qackiooy QEicecaiclly
pentesting  post-exploitation
[ .gitignore [WIP] Create skeleton which works for both shared and app 15 months ago
remote-access  payload  mac-os
[ .gitmodules git: remove unnecessary submodules 9 months ago e e e
[ travisyml create-workspace: prebuild templates are broken, removing 11 months ago femote-admin-tool
[ LICENSE updating license 5 years ago ] Readme
[ READMEmd more grammar correction 2 years ago &5 View license
[ build-docker-images.sh build: docker --squash may be unavailable in travis 12 months ago
[ create-workspace.py flake: fix various errors 10 months ago Releases
™ install.sh install: we don't distribute prebuilt templates anymore 10 months ago © 1tags

MITRE ATT&CK Teknikleri

Abuse Elevation Control Mechanism: Bypass User Account Control (T1548):

User Account Control kisa adi (UAC) Windows sistemlerde olan bir glvenlik 6zelligidir temel
amaci yazihmlarin isletim sistemi icine erisimini kisittamak veya calismasini engellemek .
Pupy zararlisi eski stirim Windows isletim sistemlerinde UAC bypass yapabilir.

Application Layer Protocol: Web Protocols (T1071):

Zararli yazilim hedef sistem iginde g¢alistigi zaman APT-35 grubuna ait bir komuta kontrol
sunucusu ile HTTP Uzerinden surekli olarak iletisim kurar.

Audio Capture (T1123):

Pupy cihaz iginde bulunan mikrofon Gzerinden ses kaydi yapabilir.

Boot or Logon Autostart Execution: Registry Run Keys / Startup Folder
(T1547):

Pupy zararlisi kendini Registryde “SOFTWARE\Microsoft\Windows\CurrentVersion\Run”
icine yukler ve bdylece bulastigi sistem icinde kalicilik (persistence) 6zelligi saglar.

Credentials from Password Stores (T1555) :

Web Browser ve Windows Credentials iginde kayitli bulunan sifreleri text formatinda alabilir
bu islem i¢in Lazagne isimli agik kaynak kodlu araci kullanir.
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The LaZagne Project !!!

>’ Description

The LaZagne project is an open source application used to retrieve lots of passwords stored on a local computer.
Each software stores its passwords using different techniques (plaintext, APls, custom algorithms, databases, etc.). This
tool has been developed for the purpose of finding these passwords for the most commonly-used software.

>:\UserssJohn\Desktop>laZagne.exe brousers

The LaZagne Project
¢ BANG BANG ¢

Internet Explorer passwords —————————————————

: zapatalyahoo.com
rd: Zapata_Uivet
https://www.facebook.com/

Firefox passwords ————————————————m

Webhsite: https://accounts.google.com
sername: zapatafgmail.com
Password: LaLuchaSigue!?

Website: https://wuww.facehook.com
Username: che.guevaraPgmail.com
Password: hasta_siempre?

[+] 3 passwords have bheen found.
For more information launch it again with the -v option

elapsed time = 9.128080123978

This project has been added to pupy as a post-exploitation module. Python code will be interpreted in memory
without touching the disk and it works on Windows and Linux host.

Exfiltration Over C2 Channel (T1041):

Hedef cihaz icinden Dosya Calma (Data Exfiltration) iglemi gercgeklestirir bu veriyi APT-35
grubuna ait server igine yukler.

Input Capture: Keylogging (T1056):
Kullanici bilgilerini calmak igin Keylogger ozelligini kullanir.

Man-in-the-Middle: LLMNR/NBT-NS Poisoning and SMB Relay (T1557):

Ag iginden MITM saldirisi ile kullanici sifrelerini veya Browser verilerini galmayi hedefler.

OS Credential Dumping: LSASS Memory (T1003):

Hedef sistem Uzerinden LSASS dump iglemi gergeklestirip memory icinden Mimikatz araci ile
sifre calma islemi gercgeklestirir.
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PupyRAT Zararlis1 Yayilma Teknigi

Windows Office ile gelen Macro 6zelligi bir gok zararli yazilim tarafindan kullanilir , Macro ile
zararh yazihm Word,Excel veya PowerPoint formatinda genellikle Phishing teknikleri de

kullanilip sistem icinde zararli yazilim galigtirir.

Registration Authority) on 0800 117 590.

HealthSecure user registration form

Use this form to apply for a Digital Certificate as an individual user.

If you require assistance complefing this form please call NZHSRA (New Zealand Health & Disability Sector

Click here to complete the form

Health Information Privacy Code 1994,

New Feafand Heoalth & Disability Sector Registration Authority
In the colfection, use and storage of information the NZHSRA will af all times comply with the obligations of the Privacy Act 1993 and the

Please Note: All steps on this application form are mandatory.

(MD5: 1b5e33e5a244d2d67d7a09c4ccf16e56)

APT35 iligkili IOC Bilgileri

Hash

Format

43fad2d62bc23ffdc6d30157113
5222¢

MD5 hash

735f5d7ef0c5129f0574bec3cf3
d6b06b052744a

SHA1 hash

e5b643cb6ec30d0d0b458e3f280
0609f260a5f15c4ac66faf4ebf384f7976df6

SHA256 hash

1b5e33e5a244d2d67d7a09c4ccf
16e56

MD5 hash

934c51ff1ea00af2cb3b8465f0a
3effcf759d866

SHA1 hash
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66d24a529308d8ab7b27ddd43a6 SHA256 hash
c2db84107b831257efb664044ec4437f9487b

03ea9457bf71d51d8109e737158 MD5 hash
be888

d20168c523058c7a82f6d79ef63 SHA1 hash
eab46c¢c794e57b

6¢195ea18c05bbf091f09873ed9 SHA256 hash
cd533ec7¢c8de7a831b85690e48290b579634b
97¢cb7dc1395918c2f3018c109ab MD5 hash
4eabb

3215021976b933ff76ce3436e82 SHA1 hash
8286e124e2527

8d89f53b0a6558d6bb9cdbc9f21 SHA256 hash

8ef699f3c87dd06bc03dd042290dedc18cb71

URL/IP Format icerik

ntg-sa.com Domain Saldirgan tarafindan kontrol edilen sahte web sitesi
name

itworx.com- Domain Saldirgan tarafindan kontrol edilen sahte web sitesi

ho.me name

mci.com- Domain Saldirgan tarafindan kontrol edilen sahte web sitesi

ho.me name

moh.com- Domain Saldirgan tarafindan kontrol edilen sahte web sitesi

ho.me name

mol.com- Domain Saldirgan tarafindan kontrol edilen sahte web sitesi

ho.me name

45.32.186.33 IP PupyRAT zararlisini yaymak igin kullanilan phishing web
address sitesi

139.59.46.154 IP PupyRAT zararlisini Powershell ile system icine indirmek igin
Address kullanilan web sitesi

89.107.62.39 IP PupyRAT komuta control server.

Address
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