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Malspam pushes Matanbuchus malware, leads to Cobalt Strike
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Introduction

On Thursday 2022-06-16, threat researchers discovered a wave of malicious spam
(malspam) pushing Matanbuchus malware:

o https://twitter.com/prOxylife/status/1537511268591992840
o https://twitter.com/executemalware/status/1537569201577156611

Today's diary reviews the activity, which led to Cobalt Strike in my lab environment.
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2022-06-16 (THURSDAY) - MATANBUCHUS WITH COBALT STRIKE

.html file .Zip archive .msi extracted
attached extracted generated from .zip
URL .Zip archive from .zip from .html file  archive

Follow-up activity:
Cobalt Strike

HTTPS Matanbuchus Matanbuchus
traffic for DLL C2 traffic
Matanbuchus
DLL

Shown above: Flow chart for Matanbuchus activity on Thursday 2022-06-16.

Email and Attachment

2/12


https://isc.sans.edu/diaryimages/images/2022-06-17-ISC-diary-image-00.jpg

3 Inbox 2 Re: X & — O X

From info@redony-javitas.net ¥¥ 9 8590 [ﬁ] v
Subject Re: RE: Date Thu, 16 Jun 2022 19:00:40 +0000
To *
~
Hello,

Please find the attached document you asked for.

Best regards

Sent: Thursday, April 21, 2022 4:23 PM To:

v
v [ 1 attachment: SCAN-026764.zip 416 KB [ save v
! SCAN-026764.zip 416 KB
Shown above: Screenshot from one of the emails pushing Matanbuchus on 2022-06-16.
g | v s | Extract SCAN-026764.zip — O X
Home Share View Compressed Folder Tools 0
— v 1 | « SCAN-026764.zip v D L Search SCAN-026764.zip
Name Type Size Date modified
e SCAN-026764.html Microsoft Edge HTML Document 937 KB 6/16/2022 2:28 PM

1 item -

Shown above: The email attachment is a zip archive that contains an HTML file.
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@ SCAN-026764.zip - OneDrive x |+ = a X

G (D) File | C/Users/ /Downloads/SCAN-026764.html A s o S

i What do you want to do with SCAN-026764.zip?

Open Save as hd

Shared

SCAN-026764.zip
& Jun 15

4

Shown above: The HTML file pretends to be a OneDrive page, however, the HTML file
actually contains base64 text that is converted to a file for download.

i 2m-| Extract SCAN-026764.zip - O X
Home Share View Compressed Folder Tools 0
&« v 1 | « SCAN-026764.zip v D £ Search SCAN-026764.zip
Name B Type Size Date modified
ﬁ SCAN-026764.pdf.msi Windows Installer Package 224 KB 6/16/2022 2:23 PM

1 item =

Shown above: Zip archive downloaded from the HTML file contains an MSI package.
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o SCAN-026764.paf

Custom Details
General Compatibility

Previous Versions

Digtal Signatures Securty

Signature list
Name of signer: Digest algorithm Timestamp
Westeast Tech Consulting. Cop. sha256 Not availab
L€ Genera Advanced
— . Digital Signature Information
#== | This digital sgnature is OK.
Signer information
Name: [Westeast Tech Consulting, Corp.
E-mai: ot avaiable
Signing time: riot avaiable
View C
Countersignatures
Name of signer: E-mail address: Timestamp
D¢

& Certificate

General Details Certification Path

“ Certificate Information

This certificate is intended for the following purpose(s):
* Ensures software came from software publisher
* Protects software from alteration after publication

*=Refer to the certification authority's statement for details.

Issued to: Westeast Tech Consulting, Corp.

Issued by: DigiCert Trusted G4 Code Signing RSA4096
SHA384 2021 CA1l

Valid from 5/18/2022 to 5/11/2023

Install Certificate... | Issuer Statement

Shown above: MSI extracted from the second zip archive is signed using a certificate,

apparently from Digicert.

Running the MSI Package

Adobe Font Pack 3.0.12.9

O

Please wait while Windows configures Adobe Font Pack 3.0.12.9

Cancel

Shown above: MSI package pretends to install an Adobe font pack.
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Adobe Acrobat Error )4

Adobe Acrobat error OxQ0001803

LREEL LR LR LR R R R E™

. OK

EECE R e R L LR EEEEEEEEEE R EEE

Shown above: Installation process presents a fake error message.

| [ v Manage AdobeFontPack |
Home Share View Application Tools 0
“— v T « AppData » Local » AdobeFontPack v D O Search AdobeFontPack
Name Date modified Type Size
- main.dll 6/14/2022 1:57 PM Application extension 401 KB
ﬂ notify.vbs 6/16/2022 9:41 AM VBScript Script File 1KB
-1] 1otify.vbs - Notepad

2items 1 item selected 68 bytes | File Edit Format View Help
MsgBox "Adobe Acrobat error ©x00001803", 16, "Adobe Acrobat Error" ~

W

v = | x86 - O X
Home Share View e
& v T « AppData » Local » x86 v (&) O Search x86
Name B Date modified Type Size
2100.nls 6/16/2022 6:32 PM NLS File 401 KB

1 item . =

Shown above: VBS file that generated the fake error message, and the Matanbuchus DLL
saved to the infected host in two different locations.
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NOTE: In the above image, the Matanbuchus file main.dll was dropped by the .msi package,

while 2100.nls was retrieved through HTTPS traffic after main.dll was run. Both have the

same SHA256 hash.

@ Task Scheduler - Od X
File Action View Help
e 2m @
L
O Ta.sk Scheduler (Local) Name Status Triggers MNext Run Time Last Run Time
@ Task Scheduler Library : _ __
® 2100 Running At 6:33 PM on 6/16/2022 - After triggered, repeat every 00:01:00 indefinitely. 6/16/2022 8:34:10PM  6/16/2022 8:33:10 PM

General Triggers Actions

Conditions

Settings History

When you create a task, you must specify the action that will occur when your task starts. To change these actions, open the task
property pages using the Properties command.

Action
Start a program

Det.

ails

%windir¥\system32\regsvr32exe -n -i.UpdateCheck” "C\Users\

\AppData\Local\x86\2100.nls"

Shown above: Scheduled task to keep the Matanbuchus malware persistent.

Traffic From an Infected Windows Host

Shown above: Traffic from an infected Windows host filtered in Wireshark (part 1 of 2).
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[I |(http.request or tls.handshake.type eq 1) and !(ssdp)

Time Dst
2022-06-16 18:32:08 213.226.114.15

195

MATANBUCHUS @iﬁm
2022-06-16 18:33:04
2022-06-16 18:33:04
2022-06-16 18:33:32
2022-06-16 18:33:33
2022-06-16 18:33:34 104.208.
2022-06-16 18:33:35 213.226.
2022-06-16 18:34:56 213.226.
2022-06-16 18:35:40 213.226.
2022-06-16 18:35:43 213.226.
2022-06-16 18:35:43 213.226.
2022-06-16 18:36:16 213.226.
2022-06-16 18:37:04 213.226.
2022-06-16 18:37:37 213.226.
2022-06-16 18:38:24 213.226.
2022-06-16 18:38:57 213.226.
2022-06-16 18:39:45 213.226.
2022-06-16 18:40:18 144,208,
2022-06-16 18:40:18 185.217.
2022-06-16 18:40:18 213.226.
2022-06-16 18:40:19 213.226.
2022-06-16 18:40:20 185.217.
2022-06-16 18:41:05 144.208.
2022-06-16 18:41:06 185.217.
2022-06-16 18:41:06 213.226.
2022-06-16 18:41:06 213.226.
2022-06-16 18:41:07 185.217.
2022-06-16 18:41:10 185.217.
2022-06-16 18:41:11 185.217.
2RI _AR-AR 18 A1 1R a8 217

iMSIJRETRIEVESJMATANBUCHUS

telemetrysystemcollection.com
collectiontelemetrysystem.com
collectiontelemetrysystem.com
ecs.office.com

ecs.office.com

v10.events.data.microsoft.com
v1e.events.data.microsoft.com
v20.events.data.microsoft.com
collectiontelemetrysystem.com
collectiontelemetrysystem.com
telemetrysystemcollection.com
collectiontelemetrysystem.com
collectiontelemetrysystem.com
collectiontelemetrysystem.com

collectiontelemetrysystem.com
collectiontelemetrysystem.com
collectiontelemetrysystem.com
144.208.127.245

collectiontelemetrysystem.
collectiontelemetrysystem.

com
com

144.208.127.245

collectiontelemetrysystem.
collectiontelemetrysystem.c

com

Client Hello
POST /cAutfkuDaptk/
POST /cAUtfkUDaptk/
Client Hello
Cclient Hello
Client Hello
Client Hello
Client Hello
POST /cAUtfkuUDaptk/
POST /cAUtfkuDaptk/
Client Hello
POST /cAuUtfkuDaptk/
POST /cAUtfkUDaptk/
POST /cAutfkuDaptk/

TENTEFORFIRSTACOBALTESTRIKE/

POST /cgutfkuDaptk/
POST fc:%: kUpaptk/
POST /cA kUDaptk/
GET /cob23_443.txt

Client Hello

POST /cAutfkuDaptk/
POST /cAUtfkUDaptk/
Client Hello

GET /cob23_443.txt

Client Hello

POST /cAUtfkuUDaptk/
POST /cAUtfkuDaptk/
Client Hello

FIRSTIC E‘E]IEE@(}HE

rliant Halla b
»

712


https://isc.sans.edu/diaryimages/images/2022-06-17-ISC-diary-image-09.jpg
https://isc.sans.edu/diaryimages/images/2022-06-17-ISC-diary-image-11.jpg

dkhupJequestorﬂ&handshakexypeeq1}and!ﬁsdp) (]

Time Dst Dst port Host Info

2022-06-16 19:12:51 185.217.1.23 443 client Hello
2022-06-16 19:12:56 185.217.1.23 443 Client Hello
2022-06-16 19:13:00 185.217.1.23 443 \ ]

2022-06-16 19:13:05 185.217.1.23 443 m]l m gm cﬂnﬂ“
2022-06-16 19:13:10 185.217.1.23 443 client 1lo
2022-06-16 19:13:10 185.217.1.23 443 client lo
2022-06-16 19:13:15 185.217.1.23 443 client o
2022-06-16 19:13:19 144.208.127.245 80 144.208.127.245 GET /cob_220_443.d11

2022-06-16 19:13:20 213.226.114.15 48195 collectiontelemetrysystem.com POST /cAutfkuDaptk/Zkr
2022-06-16 19:13:20 213.226.114.15 48195 collectiontelemetrysystem.com POST /cAuUtfkuDaptk/ZR

2022-06-16 19:13:20 185.217.1.23 443
2022-06-16 19:13:23 190.123.44.220 443 ‘ m c“nn[r '-

2022-06-16 19:13:24 190.123.44.220 443

2022-06-16 19:13:25 185.217.1.23 443 m client Hello
2022-06-16 19:13:30 185.217.1.23 443 Client Hello
2022-06-16 19:13:35 185.217.1.23 443 Client Hello
20822-06-16 19:13:36 185.217.1.23 443 client Hello
2022-06-16 19:13:40 185.217.1.23 443 Client Hello
2022-06-16 19:13:45 185.217.1.23 443 Cclient Hello
2022-06-16 19:13:50 185.217.1.23 443 Client Hello
2022-06-16 19:13:52 144.208.127.245 80 144.208.127.245 GET /cob_220_443.d11

2022-06-16 19:13:52 213.226.114.15 48195 collectiontelemetrysystem.com POST /cAutfkuDaptk/ZRr
2022-06-16 19:13:53 213.226.114.15 48195 collectiontelemetrysystem.com POST /cAUtfkUDaptk/ZR

2022-06-16 19:13:55 185.217.1.23 443 client Hello
2022-06-16 19:13:55 190.123.44.220 443 client Hello
2022-06-16 19:13:59 190.123.44,220 443 client Hello
2022-06-16 19:14:00 185.217.1.23 443 Client Helleo
2022-06-16 19:14:05 185.217.1.23 443 client Hello
2022-06-16 19:14:07 190.123.44.220 443 client Hello
2022-06-16 19:14:10 185.217.1.23 443 client Hello
2022-06-16 19:14:15 185.217.1.23 443 client Hello
RAVV_ARIAR 1G*1A9R 188 217 1 22 AA2 rliant Hallna

Shown above: Traffic from an infected Windows host filtered in Wireshark (part 2 of 2).
Indicators of Compromise (IOCs)

SHA256 hashes for 7 unique attachments from 14 email examples on 2022-06-16:

72426e6b8ea42012675c07bf9a2895bcd7eae15¢c82343b4b71aece29d96a7b22
SCAN-016063.zip
6b2428fcf9e3a555a3a29fc5582baaleda15e555¢1c85d7bef7ac981d76b6068 SCAN-
026764.zip
af534b21a0a0b0c09047e1f3d4f0cdd73fb37f03b745dbb42ffd2340a379dc42 SCAN-
068589.zip
b9720e833fa96fec76f492295d7a46b6f524b958278d322c4ccecdc313811f11 SCAN-
231112.zip
23fe3af756e900b5878ec685b2c80acd6f821453c03d10d23871069b23a02926 SCAN-
287004.zip
53af0319d68b0dcbf7ch37559ddfd70cce8c526614c218b5765babdc54500a49 SCAN-
446993.zip
4242064d3f62b0ded528d89032517747998d2fe9888d5feaa2a3684de2370912 SCAN-
511007 .zip

SHA256 hashes for HTML files extracted from the above 7 zip archives:
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¢ d0e2e92ec9d3921dc73b962354c7708f06a1a34cce67e8b67af4581adfc7aaad SCAN-
016063.html

e 56ec91b8e594824a678508b694a7107d55cf9cd77a1e01a6a44993836b40ec7a
SCAN-026764.html

e cc08642ddbbb8f735a3263180164cda6cf3b73a490fc742d5¢3e31130504e97¢ SCAN-
068589.html

e e3b98dac9c4c57a046c50ce530c79855¢9fe4025a9902d0f45b0fb0394409730 SCAN-
231112.html

e c117b17bf187a3d52278eb229a1f2ac8a73967d162ad0cfc55089d304b1cc8a7 SCAN-
287004 .html

e 82add858e5a64789b26c77e5ec4608e1f162aacbc9163920a0d4aa53eb3e9713
SCAN-446993.html

e 5708dced57f30ff79e789401360300fe3d5bdcf8f988ede6539b9608dfeb58fd SCAN-
511007.html

SHA256 hashes for zip archives generated by the above 7 HTML files:

e 63242d49d842cdf699b0ec04ad7bba8867080f8337d3e0ec7e768d10573142b3 SCAN-
016063.zip

e 6¢c5eb5d9a66200f0ab69ee49bab411abf29840bce00ed0681ec8b48e24fd83da SCAN-
026764 .zip

» ef4ea3976bad1cd68a2da2d926677c0cb04f4fc6e0b629b9a29a1c61ae984c46 SCAN-
068589.zip

e 19bbebd1e8ec335262e846149a893f4ce803f201e4dee7f3770d95287f9245f3 SCAN-
231112.zip

e de26167160e7df91bbd992a3523ea6a82049932b947452bb58e9eed3011c769a
SCAN-287004.zip

o 7f0bf9496f21050fbc1a3ce5ad35dc300f595c71ad9e73ff5fc5c06b2e35a435 SCAN-
446993.zip

e 1bc74dfb2142e4929244c6¢7e10415664d4e71a5301eaf8e03ch426fab0876f8 SCAN-
511007.zip

SHA256 hashes for .msi packages extracted from the above 7 zip archives:

o face46e6593206867da39e47001f134a00385898a36b8142a21ad54954682666 SCAN-
016063.pdf.msi

e e22ec74cd833a85882d5a8e76fa3b35daff0b7390bfbcd6b1ab270fd3741ceea SCAN-
026764.pdf.msi

e 2d8740ea16e9457a358ebea73ad377ff75f7aa9bdf748f0d801f5a261977edad SCAN-
068589.pdf.msi

e 5dcbffef867b44bbb828cfb4a21c9fb1fa3404b4d8b6f4e8118c62addbf859da SCAN-
231112.pdf.msi
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e c6e9477fd41ac9822269486¢77d0f5d560ee2f558148ca95cf1de39dea034186 SCAN-
287004 .pdf.msi

e 4fd90cf681ad260f13d3eb9e38b0f05365d3984e38cfba28f160b0f810ffd4d3 SCAN-
446993.pdf.msi

e 7€37d028789ab2b47bcab159da6458da2e8198617b0e7760174e4a0eea07d9c9
SCAN-511007.pdf.msi

32-bit DLL for Matanbuchus:
SHA256 hash: f8cc2cf36e193774f13¢c9¢c5f23ab777496dcd7ca588f4f73b45a7a5ffa96145e

o File size: 410,624 bytes

 File location: hxxps://telemetrysystemcollection[.]Jcom/m8YYdu/mCQ2U9/auth.aspx

¢ File location: C:\Users\[username\AppData\Local\AdobeFontPack\main.dll

 File location: C:\Users\[username\AppData\Local\x86\[4 ASCII characters for hex].nls
o File type: PE32 executable (DLL) (console) Intel 80386, for MS Windows

e Run method: regsvr32.exe [filename]

Note: The above DLL was dropped by the .msi package, then it was also retrieved over
HTTPS from telemetrysystemcollection[.]Jcom. The HTTPS traffic is probably a way to update
the DLL, but in this case, the new file had the same file hash as the original.

Second file sent over HTTPS traffic from telemetrysystemcollection[.Jcom:
SHA256 hash: 39ec827d24fe68d341cff2a85ef0a7375e9¢c313064903b92d4c32c7413d84661

o File size: 832,128 bytes
¢ File location: hxxps://telemetrysystemcollection[.Jcom/m8YYdu/mCQ2U9/home.aspx
o File type: base64 text

SHA256 hash: a5b06297d86aee3c261df7415a4fa873f38bd5573523178000d89a8d5fd64b9a

o File size: 605,184 bytes

» File description: XOR-ed binary converted from the above base64 text

o File type: data

» Note: This binary XOR-ed with the ASCII string:
FuHZu4rQgn3eqLZ6FB48Deybj49xEUCtDTAMF

SHA256 hash:
bd68ecd681b844232f050c21c1ea914590351ef64e889d8ef37eab3bd9e2a2ec

o File size: 605,184 bytes

o File type: PE32 executable (DLL) (console) Intel 80386, for MS Windows
 File description: DLL file converted from the above XOR-ed binary

* Note: Unknown entry point for this DLL file
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First Cobalt Strike file (ASCII text):

SHA256 hash: 4ee7350176014c7fcb8d33a79dcb1076794a2f86e9b2348f2715ca81f011e799

o File size: 1,668 bytes
e File location: hxxp://144.208.127[.]245/cob23 443.txt
» File type: ASCII text, with very long lines, with no line terminators

SHA256 hash: 7643468adbc1fca4342b7458f0e1dcd4ae11c0dde7c06e52fea02c1e057314def

o File size: 834 bytes
o File type: data
» File description: above ASCII text entered into hex editor converted to data binary

Second Cobalt Strike file (32-bit DLL):

SHA256 hash:
6d3259011b9f2abd3b0c3dc5b609ac503392a7d8dea018b78ecd39ec097b3968

¢ File size: 16,384 bytes

o File location: hxxp://144.208.127[.]245/cob_220_443.dll

o File type: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
e Run method: regsvr32.exe [filename]

Infection traffic:
Traffic for Matanbuchus DLL:

213.226.114[.]15 port 443 (HTTPS) - telemetrysystemcollection[.Jcom - GET
/m8YYdu/mCQ2U9/auth.aspx

Additional traffic returning base64 text for XOR-encoded binary:

213.226.114[.]15 port 443 (HTTPS) - telemetrysystemcollection[.Jcom - GET
/m8YYdu/mCQ2U9/home.aspx

Matanbuchus C2 traffic:

213.226.114[.]15 port 48195 (HTTP) - collectiontelemetrysystem[.Jcom - POST
/cAUtfkUDaptk/ZRSeiy/requets/index.php

Traffic caused by Matanbuchus for Cobalt Strike:

e 144.208.127[.]245 port 80 - 144.208[.]127.245 - GET /cob23_443.txt
o 144.208.127[.]245 port 80 - 144.208[.]127.245 - GET /cob_220_443.dll

First Cobalt Strike C2 traffic:
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e 185.217.1[.]23 port 443 - hxxps://extic[.]icu/empower/type.tiff
e 185.217.1[.]23 port 443 - hxxps://extic[.]icu/[unknown]

Second Cobalt Strike C2 traffic:

e 190.123.44[.]1220 port 443 - hxxps://reykh[.]licu/load/hunt.jpgv
e 190.123.44[.]1220 port 443 - hxxps://reykh[.Jlicu/thaw.txt

Note: The above Cobalt Strike activity did not generate any DNS traffic for the associated
.icu domains.

Final Words

14 email examples, a packet capture (pcap) of traffic from an infected Windows host, and the
associated malware/artifacts can be found here.

Brad Duncan
brad [at] malware-traffic-analysis.net

Keywords: Cobalt Strike malspam Matanbuchus
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