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We will update this page with new information as it becomes available.

After a several-month military buildup on Ukraine’s borders, on 24 February 2022, Russian
President Vladimir Putin sent Russian troops into Ukraine." This offensive also has a cyber
component that could potentially affect parties in multiple locations, including Ukraine,
NATO countries, and their allies, according to US and UK government assessments.

Accenture’s Cyber Threat Intelligence and Cyber Investigation & Forensics Response
teams are deeply embedded in the global cyber threat and information landscape, gathering
intelligence, monitoring incidents and activities, and developing countermeasures and
mitigation strategies. Our latest Global Incident reports, with the most up-to-date and
comprehensive analysis, will be continually updated and posted here.
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https://www.accenture.com/us-en/blogs/cyber-defense/ukraine-russia-2022

Global incident report update: Russia Ukraine Crisis

June 10, 2022

Updates include: a hack-and-leak operation targeting UK; disruptive operations against
Italy, Costa Rica and others; “escalate to de-escalate” cyber threat incidents; the evolving
relationships between hackers and intelligence agencies in Russia.

READ MORE
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https://acn-marketing-blog.accenture.com/wp-content/uploads/2022/06/Global-incident-report-Russia-Ukraine-Crisis-June-10-Accenture.pdf

Global incident report update: Russia Ukraine Crisis

May 27, 2022

Updates include: Russian-aligned hacktivists’ and ransomware operators’ threats against
countries; Conti developments; attacks associated with information operations; and a new
Russian cybersecurity decree.

READ MORE
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https://acn-marketing-blog.accenture.com/wp-content/uploads/2022/05/ACTI_POV_UkraineCrisis_20220527_TLP-WHITE-CLEAN.pdf

e May 13, 2022 - Global incident report update: Russia Ukraine Crisis

e April 28, 2022 - Global incident report update: Russia Ukraine Crisis

e April 21, 2022 - Global incident report update: Russia Ukraine Crisis

o April 14, 2022 - Global incident report update: Russia Ukraine Crisis

e April 11, 2022 - Global incident report update: Russia Ukraine Crisis

e April 1, 2022 - Global incident report update: Russia Ukraine Crisis

e March 25, 2022 - Global incident report update: Russia Ukraine Crisis

e March 17, 2022 - Global incident report update: Russia Ukraine Crisis

e March 14, 2022 - Threat actors divide along_ideological lines

e March 10, 2022 - Global incident report update: Russia Ukraine Crisis

e March 2, 2022 - Global incident report update: Russia Ukraine Crisis

e February 25, 2022 - Global incident report update: Russia Ukraine Crisis

o February 20, 2022 - Database and network access sales affecting Russia Ukraine
dispute

e February 14, 2022 - Global incident report: Russia Ukraine Crisis

Accenture Security is a leading provider of end-to-end cybersecurity services, including
advanced cyber defense, applied cybersecurity solutions and managed security operations.
We bring security innovation, coupled with global scale and a worldwide delivery capability
through our network of Advanced Technology and Intelligent Operations centers. Helped by
our team of highly skilled professionals, we enable clients to innovate safely, build cyber
resilience and grow with confidence. Follow us @AccentureSecure on Twitter, LinkedIn or
visit us at accenture.com/security.

Accenture Cyber Threat Intelligence, part of Accenture Security, has been creating
relevant, timely and actionable threat intelligence for more than 20 years. Our cyber threat
intelligence and incident response team is continually investigating numerous cases of
financially motivated targeting and suspected cyber espionage. We have over 150
dedicated intelligence professionals spanning 11 countries, including those with
backgrounds in the intelligence community and law enforcement. Accenture analysts are
subject matter experts in malware reverse engineering, vulnerability analysis, threat actor
reconnaissance and geopolitical threats.

Accenture, the Accenture logo, and other trademarks, service marks, and designs are
registered or unregistered trademarks of Accenture and its subsidiaries in the United States
and in foreign countries. All trademarks are properties of their respective owners. All
materials are intended for the original recipient only. The reproduction and distribution of
this material is forbidden without express written permission from Accenture. The opinions,
statements, and assessments in this report are solely those of the individual author(s) and
do not constitute legal advice, nor do they necessarily reflect the views of Accenture, its
subsidiaries, or affiliates. Given the inherent nature of threat intelligence, the content
contained in this report is based on information gathered and understood at the time of its
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https://acn-marketing-blog.accenture.com/wp-content/uploads/2022/03/ACTI_POV_UkraineCrisis_20220317_TLP-WHITE-CLEAN-1.pdf
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https://acn-marketing-blog.accenture.com/wp-content/uploads/2022/02/ACTI_POV_UkraineCrisis_20220225_TLP-WHITE-CLEAN.pdf
https://acn-marketing-blog.accenture.com/wp-content/uploads/2022/02/ACTI_TacticalIntelReport_DarknetActorsAffectRussiaUkraineCrisis.pdf
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creation. It is subject to change. Accenture provides the information on an “as-is” basis
without representation or warranty and accepts no liability for any action or failure to act
taken in response to the information contained or referenced in this report.

Copyright © 2022 Accenture. All rights reserved.

References

1 https://www.nytimes.com/2022/02/23/world/europe/putin-announces-a-military-operation-
in-ukraine-as-the-un-security-council-pleads-with-him-to-pull-back.html

Subscribe to Accenture's Cyber Defense Blog Subscribe to Accenture's Cyber Defense Blog

Subscribe

5/5


https://www.nytimes.com/2022/02/23/world/europe/putin-announces-a-military-operation-in-ukraine-as-the-un-security-council-pleads-with-him-to-pull-back.html
https://feeds.feedburner.com/us-en/cyber-defense

