New SVCReady malware loads from Word doc properties
— Detection & Response
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An unknown malware loader named SVCReady has been discovered in phishing attacks,
featuring an unusual way of loading the malware from Word documents onto compromised
machines.

More specifically, it uses VBA macro code to execute a shellcode stored in the properties of
a document that arrives on the target as an email attachment.
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According to a new report by HP, the malware has been under deployment since April 2022,
with the developers releasing several updates in May 2022. This indicates that it is currently
under heavy development, likely still at an early stage.

However, it already supports information exfiltration, persistence, anti-analysis features, and
encrypted C2 communications.

Also Read: Symbiote malware infects all running_processes on Linux systems

SVCReady starts with an email

The infection chain begins with a phishing email carrying a malicious .doc attachment.
However, contrary to the standard practice of using PowerShell or MSHTA via malicious
macros to download payloads from remote locations, this campaign uses VBA to run
shellcode hiding in the file properties.

Also Read: Black Basta Ransomware operators leverage QBot for lateral movements

As shown below, this shellcode is stored in the properties of the Word document, which is
extracted and executed by the macros.

0.doc - Word Sign in @ ®

w

Z: » what » docs

| % Upload | | &7 Share | |m Copy path | |

Open file location

Properties ~

©

Enable
Content ~

Security Warning

Active content might contain malware and other
security hazards, The following content has been
disabled:

Macros

You should enable content anly if you trust the
contents of the file,

Trust Center Settings
Learn more about Active Content

»

Protect
Document ~

Check for
Issues ~

Protect Document

Caontrol what types of changes people can make to
this document.

Inspect Document
Befare publishing this file, be aware that it contains:
Document properties and author's name

Content that people with disabilities are unable
to read

Shellcode hidden in document properties (HP)

By splitting the macros from the malicious shell code, the threat actors attempt to bypass

security software that may normally detect it.

Size

Pages

Wards

Total Editing Time
Title

Tags

Comments
Template

11z

1

36

2 Minutes

Add a title

Add a tag

Add comments

Mormal.dotm

Aol

Categories

90909090903090902090...

ubjec

—Hhmerlink Rare

bpr:u*;.-‘!ﬂe EUbJE&
haloiag

Company

90909090903090909090...

Related Dates
Last Madified
Created

Last Printed

Yesterday, 8:13 PM
Yesterday, 8:13 PM



https://www.socinvestigation.com/symbiote-malware-infects-all-running-processes-on-linux-systems/
https://www.socinvestigation.com/black-basta-ransomware-operators-leverage-qbot-for-lateral-movements/

“‘Next the shellcode, which is located in the document properties, is loaded into a variable.
Different shellcode is loaded depending on if the architecture of the system is 32 bit or 64
bit,” explains HP’s report.

The appropriate shell code is loaded tino memory from where it will use the Windows API
function “Virtual Protect” to acquire executable access rights.

Next, the SetTimer API passes the address of the shellcode and executes it. This action
results in a DLL (malware payload) dropping into the % TEMP% directory. A copy of
‘rundll32.exe”, a legitimate Windows binary, is also placed in the same directory under a
different name and is eventually abused to run SVCReady.

Also Read: New ‘DogWalk’ Windows zero-day gets free unofficial patches — Detection
& Response

Detection Queries

Microsoft Defender

DeviceProcessEvents | where (((InitiatingProcessFolderPath endswith
@"\WINWORD.exe") or (FolderPath endswith @"\WINWORD.exe") or
(ProcessCommandLine contains "WINWORD.exe")) and (ProcessCommandLine
contains @"\AppData\Local\Temp") and (ProcessCommandLine matches regex @'(?
INN[\WNL J+NLAITINN[\w\. ]+\.exe"))

CrowdStrike

(((ParentBaseFileName="*\\WINWORD.exe") OR (ImageFileName="*\\WINWORD.exe")
OR (CommandHistory="*WINWORD.exe*") OR (CommandLine="*WINWORD.exe*")) AND
((CommandHistory="*\\AppData\\Local\\Temp*") OR
(CommandLine="*\\AppData\\Local\\Temp*")) AND (regex field=CommandHistory "
[ONNANINNWANL TENNL DI INNNNTNWANL JT+\\.exe']" OR regex field=CommandLine "
[ONNANINAWAN L TN AL PNNANN NN L J+H\\ . exe'1M))

Elastic Query

((process.parent.executable: *\\WINWORD.exe OR

process.executable: *\\WINWORD.exe OR process.command_line:*WINWORD.exe*) AND
process.command_line: *\\AppData\\Local\\Temp* AND (process.command_line:/\\
[\w\.J+\.d11|\\[\w\.]+\.exe/))

CarbonBlack

((parent_name: *\\WINWORD.exe OR process_name: *\\WINWORD.exe OR
process_cmdline: *WINWORD.exe*) AND process_cmdline: *\\AppData\\Local\\Temp*
AND (process_cmdline:/\\[\w\.]+\.d11|\\[\w\.]+\.exe/))
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Fireeye Helix

(metaclass: ‘windows™ (pprocess: *\WINWORD.exe  OR process: *\WINWORD.exe"
OR args: WINWORD.exe ) args: \AppData\Local\Temp  args:/['\\\\
INAWANL THANL DI NNNNN\WAN L J+\\ . exe']/)

Google Chronicle

(principal.process.file.full_path = /.*\\WINWORD\.exe/ or
target.process.file.full_path = /.*\\WINWORD\.exe/ or
target.process.command_line /. *WINWORD\.exe.*/) and
target.process.command_line /. *\\AppData\\Local\\Temp.*/ and
target.process.command_line ZAN\WNL TN LI NN [\w\. ]+\.exe/

MS Sentinel

SecurityEvent | where EventID == 4688 | where (((ParentProcessName
endswith @'\WINWORD.exe') or (NewProcessName endswith @'\WINWORD.exe') or
(CommandLine contains 'WINWORD.exe')) and (CommandLine contains
@'\AppData\Local\Temp') and (CommandLine matches regex @'(?i)\\[\w\.]+\.dll'
or CommandLine matches regex @'(?i)\\[\w\.]+\.exe'))

Splunk

(source="WinEventLog:*" AND ((ParentImage="*\\WINWORD.exe") OR
(Image="*\\WINWORD.exe") OR (CommandLine="*WINWORD.exe*")) AND
(CommandLine="*\\AppData\\Local\\Temp*") | rex field=CommandLine "\\(?
P<payload>[\w\.]+\.d1l1l) |\\(?P<renamed_file>[\w\.]+\.exe)"

Indicators of Compromise
 1F732E
939863285773B17623FO0F027FAAE8B994BFSFC1AFB182C63A026431C71CD3885
65A650DD353EA767EF68CF4627436977E6D55102D699B2E8B8DE491DASCOASEB
134D0B10BAC1404FA1DA83C96C08E0882500819DAADSF49E9E83C92F2A624B3E
F2FADD7A8B88DA62228DAB8981638B5CI9F5512A57A0441B57C2B3A29B0A96012
0D55564A2BED4FF06BC8B1DAAB98E2032C39536DAA31878E16FED29BC987A4D1
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Source: https://www.bleepingcomputer.com/news/security/new-svcready-malware-loads-
from-word-doc-properties/

| SVCReady: A New Loader Gets Ready
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