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1. Executive Summary

At VinCSS, | recently wrote an analysis related to the samples of the Mustang Panda
(PlugX)_group. These samples are all uploaded from Viethnam. You can read the Viethamese
or English blog post of this analysis.

However, in all the uploaded log.d11 files, there is one file that is not related to the
Mustang Panda group’s attack technique, it is marked as the following picture:

FILES 5/5 A s0days  gp = 0O ¥

Detections Size First seen Last seen Submitters

DBBCYBDAS6AD338FA4BCT200081FSED240D54580328202135B87EBOAD6EATT21
2022-05-07 2022-05-07 D

log.dll / 864.00 KB 1
e 01:3318 01:33:18

pedil

84893F 36DAC3BBASBFAIEAR4DASD7BI6RBBEI2F T6ATC25143DEEBESBECRBOCSD

2022-05-05 2022-05-05
84893f36dac3bbatbfB9ealddabd7b9688b8I2F76a7 c25143deebebBechbdehd. 1 /
3f36dac eal4da alcd eebebBecbbdchd. sample 34 /67 103.00 KB 12-42-34 17-58:50 2 D

pedil

31712850408 46363937 9630F 5300 4BAELO80F £ 320ADE 10CF0226891225T6F4E
2022-04-25 2022-04-25
log.dl1.sc 17 167 377.50 KB ° 1 D

140436 14.04:36
pedil ‘

604B282CBESEITCTCRAT4A12E1FBSER43CABAEGRBE34DC6ARRE 18B3417C133A9

_ 2022-04-12 2022-04-12
log.d1l 28168 52.00 KB 1
02:36:42 02:36:42
pedil
DA28EB4F4A66C2561CE1BIER27CBTCAEART@AFEREE3EFDS2E3CC2118178C9BTA
_ 2022-03-26 2022-03-26
log.d1l 27168 576.50 KB 1
13:16:05 13:16:05

pedil

2. Analyze log.dli

This file’s size is smaller than other files. The original name is imageres.d11 , it exports a
lot of functions have the same address, but the only one most notable is the LogInit
function:
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Disasm: .rdata General DOS Hdr Rich Hdr File Hdr Optional Hdr Section Hdrs Exports Imports

Offset Name Value Meaning
9cug Characteristics 8
SCuy TimeDateStamp 51893742 Monday, ©8.11.2021 14:42:18 UTC
acus MajorVersion ]
acup Minorversion ]
I.QC-JC Name B3u3 imageres.dlll
[ocse Base 1
9Csy NumberofFunctions BO
9C58 NumberOfNames BO
9CsC AddressOfFunctiens ACES
BT AddressOfNames AF28
~ || 9CEY AddressofNamaOrdinals B1ES
g
:l Exported Functions [ 176 entries ]
é Offset Ordinal Function RVA Name RVA Name Forwarder
E 9E30 73 1225 BECA Loumy_gr'sion
o I9E3l-l T4 16834 EEDS LogInit
B loE38 75 1235 BEED LogInitLibrary
||| 9E3C 76 1225 BBEF LogInitMessagePump
E SELE 7T 1225 BCE2 LogInitialize
o | | 9ELY 78 1225 BC1G LogInitializeHook
E 9EY4E 79 1225 BC22 LogInsertColumn
& | |9EUC TA 1225 BC32 LogInsertRow
,j:; 9ESH 76 1225 BC3F LogIsEqual
% 9E54 7C 1225 BCUA LogIsEqualValue
2| | 9E58 ki) 1225 BCSA LogIsIndexColumn
E 9ESC TE 1225 BCGB LogIsMessagePosted
ol | 9EEE TF 1225 BCTE LogIsPrefix0ID -
= 9E6eY 80 1225 BCBD LooLockToUIDMode s ®

Analyze LogInit ‘s code in IDA, | see it build path to the mpengindrv.db file:

( ADI(mn_folde
Il CADI(mn_Fold
ADJ(mw_fold
(e, mu_fold
_len = wcsnlen(mu_fold _, ADI(mu_folder_path_)->max_count)
_path_len < @)
|| mu_path_len > ADI(mu_folder_path_)-»max_count )

f_CxxThrowException( bH
H
ADJ(mw_folder h_)->max_path = mw_path_len;

ADJ(mu_folder h_)->buf[mw_path_len] = ©;

ptr_found_pos = wesrchr(mw_folder_path_, )i
( ptr_found_pos )
{
backslash_pos = (ptr_found_pos - mu_folder_path_) > 1;

H

backslash_pos = BXFFFFFFFF;
H
vs = f_perform_memcpy_s(&mw_folder_path_, &mpengindrv_decrypted, backslash_pos);
LOBYTE(flag) = 1;
sub_7u47123D(v5, Smw_folder_path_);
LOBYTE(flag) = o;
sub_7u471016 (mpengindr ypted - 4);
f_concat_str(sbuf_s :
LOBYTE(flag) = 2;
vé = f_concat_str(&mpengindrv_decrypted, | "mpengindrv.db");
LOBYTE(flag) = 3;
sub_7u47123D(v6, &mw_folder_path_);
sub_74471616 (npengindr |
LOBYTE(flag) = 8;
sub_74471016((buf_size
wstr_mpengindrv_db_full_|
( wstr_mpengin
& (mpengindrv_db_| (ustr_mpengindrv_db_full_path) + 1, mpengindrv_db_path_len < @x3FFFEFFF)
&& (buf_size _path_len, v1@ = alloca(2 * mpengindrv_db_path_len), = str_mpengindrv_db_full_path) * @) )

LOBYTE(st g db_full_path[e]) = 8
mpengindr

mpengindrv_db_full_path = ©;
3

Next, read the content of mpengindrv.db into the allocated memory region and decrypt it
by using RC4 with the decryption key is “ ASA7F7E2B00C4A2B87FC0123F933EBD6 “. After
successful decryption, call the decrypted payload to execute:
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dirv_decrypted

(mpengindrv_decrypted,
i dle, mpengindrv_decrypted,

(mpengindlrv,decrypted D0;
u);

3. Hunting and decrypting

Trying to hunt mpengindrv.db file on VT, | found the only file uploaded from Vietnam and at
the same time as the log.d11 file above:

0 FILES 171 A sodays g4 = [ ¥
Detections Size First seen Last seen Submiters
A61EEEQLD 72D4596AB4187BEDCECE24DAO8 463866 ACBBCOATF 64 2022-04-12 2022-04-12
0156 199.50 KB 1 0

gindr 02:37:35 02:37:35

Submissions

Date Name Source Country

[2022:04-1202:37:35 UTC_mpengindrvdb (%) b06d8d6b - web VN

L]

Using CyberChef to decrypt file, we found that the file after decryption is a PE file, but we will

see that immediately after the Mz signature is the opcode of the call command ( 6xES ):

RC4

Name: mpengindrv.db

ASA7F7E2B@OCAA2BB7FCO123F933EBDE  rell_key UTFE =
Size: 204,288 bytes
put format Type: unknown
Latin1
Loaded: 100%
To Hexdump
Width . = start: 16
16 D Upper case hex D Include final length Output #x (_" call opcode s 3
length:

coeeeeee 4d Sa|ZREENEE S5b 89 df 52 45 55 89 e5 81
DUN\XfC\ma’. ©0peRee1e <3 08 76 @0 80 ff d3 68 fe b5 a2 56 68 84 @8 @8
eoeeoe2e o@ 57 ff do 00 @2 20 @0 00 oo 00 80 08 00 68 ee
oeeoee3e o8 8o ad
boeooe4e e
ooeoRe; b2 43 2d of 9c 46 B8a 91 23 3c 3f 62 &8 2.20C-1.F. . #b2
opeegese 88 61 71 32 fa d3 36 44 55 93 95 10 B2 b5 ¢8 98 .anﬂéED'J. .. |..E
opegeare 22 fo fb c8 73 a6 6¢c f1 65 a6 78 ac 8e cl 39 @7 "olEs | 1fie|p-.Ag.
ceapeesd of 32 67 72 99 e2 84 3a f2 8d 13 9d 3c 88 87 d5 .Zg".é.lé..&.f‘
©00geeeoe 11 87 bs @e cf d2 53 2@ 29 89 63 1b 38 dc fd 15 .‘H.I@SEB.C‘SU‘}.
eodeodae ef cB8 ce 9b 38 35 9a 6b df 38 f9 20 67 93 01 e3 iEI.85.kR8L g..3
oogeeebe 8% 48 @2 fb 31 53 da 96 c4 41 ac 82 8 a
BBiB@EB 2d 5c d4 eb 22 8d e8 4b d8 e 9.

eodecede 28 11 de fd 76 Se 12 7a 1c
cogeeeesd 9e 42 9d 49 o7 1d e3 1d &d
eeeeaTe 508 45 @8 20 4c @1 84 88 es
ooeepled ce £f f£f £f =0 @6 @3 al 6b 91 89 B0 60 3o 62 @8
©60eee11e ©e 52 61 80 89 €8 ee @6 d3 4f ©1 60 68 1P 88 88 . LS
00200120 ©0 50 G2 00 G0 60 20 16 00 12 69 00 60 82 60 @8 P L

Save the decrypted file to disk, perform disassembly first bytes, and see that there are two
calls as follows:

nomown
[}
-
o
m

=+
o

)
B
3
@
@
@
@
®
@
@
@
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dumped_dll.bin X MRS x_

c3 08 V& 00 00]

04 00 00 00]

0x0: dec =bp [4D]
Oxl: pop =dx [5Aa]
0x2: call 7 [EG 00 00 00 00]
0x7: pop =bx [SE]
0x8: mov edi, ebx [E9 DF]
Oxh: push edx [52]
0xB: inc ebp [45]
0=C: push ebp [35]
0xD: mov =bp, esp [B9 E5]
OxF: add ebx, 0x7e08 [81
[0x15: call ebx [FF D3] |
0x17: push 0x56azZb5f0 [e8 FO BS RZ 5&]
O0xlcC: push 4 [e8
0x21: push edi [57]
[0x22:  call eax [FF DO] | |
Ox24: add byte ptr [eax], al [0 001
Ox2&: add byte ptr [eax], al [O0 00]
Ox28: add byte ptr [eax], al [O0O ©00]

s
o~ S
%
f\ﬂ

The above information reminds me of the ReflectiveLoader technique that | have analyzed in

this article. Static analysis the decrypted file, which is a DIl with the original name
Lotes.dll , exporting one function is ReflectivelLoader .

Disasm: -9 9€€  General D05 Hdr  File Hdr  Optional Hdr  Section Hdrs = Exports W Imports
B

Offset Name Value Meaning

20078 Characteristics c]

20074 TimeDateStamp SDESF251 Thursday, 085.12.2019 12:84:33 UTC
2DD78 MajorVersion 8

2DD7A MinorVersion a

2DD7C Name 2C3E8 Lotes.dll

2DD8E Base 1

20D8Y NumberOfFunctions 1

2DD&8 NumberofiNames 1

2DD&C AddressOfFunctions 2EB98

2DD96 AddressOfNames 2EB9C

2DDoy AddressOfNameOrdinals 2EBAR

Exported Functions [ 1 entry ]

Offset Ordinal Function RVA MName RVA Namea Forwarder
20098 1 B20F 2EBAC _Reflectiveloadergy

dumped_dll.bin

oS
A~ s
&
T

However, the unusual point is that, its Imports Table information is wrong, the names of
sections are also confusing characters:
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Disasm: ;9©99®  General D05 Hdr File Hdr  Optional Hdr  Section Hdrs ™ Exports ™ Imports ™ BaseReloc. ™ LoadConfig
+

Offset Name Funec. Count Bound? OriginalFirst TimeDateStamp Forwarder NameRVA FirstThunk

V999900 0:99 [ 0 entries ]

Name Raw Addr. Raw size Virtual Addr. Virtual Size Characteristics Ptr to Relec. Num. of Reloc. Num. of Linenum.

> meee uoo 23E@0 laaa 23C2A GOAEEE20 @ ] ]

> 49906 21200 9Cae 25080 9BCA 48000040 ] ] ]

> 1€ €€  IDEOO 22688 2Faes oCDe Coaoaaada @ ] ] .
b 49999 30000 1E68 30000 1DFC 42000640 ] ) )

dumped_dll.bin

4. Analyze Lotes.dll

Load the Dl file into IDA for analysis, the code in the ReflectivelLoader function is similar
to the code here, but it has been modified a bit related to processing import table . It first
reads the NumberofSymbols value fromthe File Header and stores itin a variable. This
variable will be used as the xor_key . Then, when processing the import table , it uses the
obtained xor_key value to decode the names of the dlls, as well as the names of the API
functions that the malicious code will use:
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xor_key = decrypted_dll_nt_headers->FileHeader.Numbergfsymbols;
size_of_headers = decrypted_dll_nt_headers—+0OptionalHeader.SizeOfHeaders;

( new_base_addr_1 = decrypted_dll_nt_headers->0OptionalHeader.DataDirectory[1].VirtualAddress + new_base_addr;
*(new_base_addr_1 + offsetof( ));
new_ba ddr_1 += ex14 )
qmemcpy (decrypted_string, (*(new_base_addr_1 + offsetof( )) + new_base_addr), ©xueu);

i< gxue; +Hi )

decrypted_string[i] "= Xor_key;

dl1_handle (decrypted_string)
1mport_ta (& _base_a 1+
( funcRef = *(new_base_addr_1 + of )) + new_base_addr; *funcRef; funcRef += 4 )

{
( import_table && =*import_table <

*funcRef = dll_handle
+ *(dll_handle

+ U % ((#import_table & OxFFFF) - *(dll_handle + *(dll_handle + *(dll_handle + 8xF) + 8x78) + @x18))
+ %(dll_handle + *(dll_handle + *(dll_handle + @xF) + @x + 8x1C));

amemcpv(decrypted string. C:funcRef + pew base addr + 2), @xuseu);
(j=m9; j=<oxup; H#j)

decrypted_string[j] *~= xor_key;

1
I

*funcRef = (d11_handle, decrypted_string);
( import_table )

+import_table;

Based on the above information, it is easy to recover the information of the Import Table:
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Mermber Offset Size Value Meaning

Machine 000000F4 Word 014C Intel 386

MumberOfSections | DDODDOFG Word 0004

TirneDateStamp 000000FS Dword AFD3AFES

PointerToSymbolTa... | 000000FC Dwaord 00000000 101‘_4*'?5’ .

MumberOfSymbols | 00000100 Dwaord FFFFFF OxCE

Size0fOptionalHea... | 00000104 Word DOED
Module Mame Imnports OFTs TirelateStamp | ForwarderChain | Mame RVA FTs (1AT)
0002062E MSA 0002CCC4 0002CCCa 0002CCCC 0002CCDO 0002CCD4
szAnsi (nFunctions) Dwerd Dwaord Dward Dwaord Dwaord
KERMEL32.dlII 140 00020BAD 00000000 00000000 0D02E42E 0002508C
ADVAPIZ2.dII 34 0o02DE14 00000000 00000000 0O02EGEBE 00025000
Ws2_32.dll 22 ooo20D04 00000000 00000000 0O02EEBCC 000252C0
OFTs FT= (1AT) Hint Mame &
Dword Dword Word szAnsi
0O02EQFD 0002EQFD 0110 FileTimeToSystemTime
0002E102 0O002E108 CFD3 FindFirstFiled
0OD2ZET1A OO0ZET1A CEAE CopyFiled
0002E126 0002E126 CFD7 FindClose
0002E132 0002E132 CDDF MoveFiled
0OO2ET13E OOO2ET13E CFED FindMextFiled
0O02ET14E 0O02ET4E CAgd VirtualProtect
0002E160 0002E160 CDFD PeekMamedPipe
0002E170 0002E170 CESE CreateRemoteThread
0002E126 DO02E136 CDFD OpenProcess

After completing the Loader process, it will call the entry point of the DI file to execute:

( decrypted_dll_nt_headers—»FileHeader.Characteristics & )

dll_entry_point = (decrypted_dll_nt_headers->OptionalHeader.LoaderFlags + new_base_addr);

dll_entry_point = (decrypted_dll_nt_headers->OptionalHeader.AddressOfEntryPoint + new_base_.

The code at D11EntryPoint will call p11lmMain , and then calls the function
f_decrypt_and_parse_beacon_config . The reason | know this is a CobaltStrike Beacon
is because the f_decrypt_and_parse_beacon_config function will perform decode the
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config with a hard-coded value of 0x2e (as xor_key). The value 0x2e is used in Beacon
version 4.

[esp+8h] [ebp-1ch]

( fdwReason = 1 )

f
1
f_decrypt_and_parse_beacon_config(hinstDLL);

i
( fdwReason = 4 )
{
( sub_1e@898C2( : 1 & h™giDLL && Virtualg /ChinstDLL, &Buffer,
g_dll_base_addr = hinstDLL;
g_parsed_config = (mw_parsed g_info #**)malloc(e
memset(g_parsed_config, 0, ;

( Buffer.Type
{
virtualFreeChinstDLL, ©,

.
( Buffer.Type = i)

eChinstDLL); g_beacon_config[i] "= B%2Eu;
} i r_strul acon_config_info, g_beacon_config, @
sub_100812DD(v!);

1;
1 |

Based on this info, | used the script 1768.py by Mr. Didier Stevens to extract the
configuration information of the CobaltStrike Beacon. The result shows that this is an SMB
Beacon:
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