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CVE-2022-30190 aka "Follina" MSDT: Advisory and Technical Analysis
notes.netbytesec.com/2022/06/cve-2022-30190-aka-follina-msdt.html

This post was authored by Fareed.

This blog post will discuss the security advisory, overview of the exploit, and technical analysis of the Follina MSDT attack
that happens recently in the wild. This blog post might useful for security engineers, researchers, and security analysts to
catch up with current cybersecurity issues specifically malware threats and APT hunting as the exploit has spread in the wild
and been mentioned by a few security researchers on Twitter. By the end of this blog post, readers will understand the
exploitation that happened to the compromised user via a malicious document using CVE-2022-30190 aka Follina attack
technique. Furthermore, security analysts can collect the given IOCs extracted from the malware to check whether your
environment has been compromised or not.

Introduction

On May 27, security researchers from the Nao_sec team posted a tweet regarding an interesting malicious document that
loads a malicious external link (HTML file) residing in the remote server which then uses the "ms-msdt" scheme to execute
PowerShell code upon the malicious document opened. This unique sample and technique caught all security practitioners
and researchers including the NetbyteSec team. Figure 0 below shows Nao_sec's Twitter post.

Figure 0: Nao_sec's Twitter post

On 30 May 2022, Microsoft released the CVE identifier for the vulnerability which is CVE-2022-30190 while infosec people
on Twitter call this Zero-Day attack technique as Follina. Microsoft and infosec people have reported active exploitation of
this vulnerability in the wild since April 2022.

https://notes.netbytesec.com/2022/06/cve-2022-30190-aka-follina-msdt.html
https://twitter.com/nao_sec/status/1530196847679401984?s=20&t=MAx6uh6m30I2txgWxLmXgw
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhSE-b9rZv4EMZY7m5qgK-IU0aea3yLxL-upVo-Q5BSCCWu1ybL7Ic5muCuY3llc_YYnsgKnJcMezHUGqXMawF339JC1fu2RrZi0oBz8FVu31VRZYpEfrVgvKhC3oy0aMUwzNuwfMAhVZsMMlO_ljoivRhEvBGtLA_2ETie74sNbq0kbLKaWuEWcp0-tw/s599/tweet.png
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Figure 1: Microsoft Support Diagnostic Tool interface

Microsoft Support Diagnostic Tool (MSDT) is a diagnostic tool that collects information and sends it to Microsoft for analysis
when users encounter certain issues. Microsoft uses this information to find solutions for the problems encountered by users.
"A remote code execution vulnerability exists when MSDT in Windows is called using the URL protocol from a calling
application such as Microsoft Office Word. An attacker who successfully exploits this vulnerability can run arbitrary code with
the privileges of the calling application." Microsoft said. The attacker can then take over the system, run malicious code and
conduct post-exploitation activities without relying on Macros anymore.

Overview of the attack

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi_VWqHu6MuKangeO1ZCKChTv54N8G8RldxE97TAOZuCrKmZ8pB9c_WSTQXva225AQ_2kKk57YqWJmfhjx2wE7tneHj6csB71238yutEm2qtr7cqTN0_nM99QZmQ9KpPPyxX91iEpJYXx9wLVa1Rtyc27PiP7M9R9wGj-GWLUkvkz4TLjpqKse2Hcngkg/s569/msdt.png
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Figure 2: Follina malicious document flow

 
The malicious document could be delivered in DOCX, DOC, or RTF format. All the format works well to exploit this MSDT
scheme vulnerability. The attacker craft the malicious HTML and serve the URL to the remote server to be loaded by
document.xml.rels in the document. While RTF, the HTML URL is located under object control word and will be loaded upon
opening the RTF or previewing the RTF via the preview pane. After HTML is loaded, it will trigger the ms-msdt scheme and
continue to execute the malicious PowerShell code. The impact of the attack might result in the user being infected with the
post-exploitation activities and malware infection.

Impact of the attack

Remote code execution and malware host/infection. An attacker who successfully exploits this vulnerability can run arbitrary
code and take control of an affected system which can cause disruption in the organization's operation, data leakage, and
many more.

Vulnerability Affected Products

Windows Server, version 20H2 (Server Core Installation)
Windows Server 2022 Azure Edition Core Hotpatch
Windows Server 2022
Windows Server 2019
Windows Server 2016

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj8111ZEV48KQePUzqKXoLRWQQ-xN9qV5GF5-fEag-UXwzqCNzNuiQLSGT8Eg0TWnUipANGMb_tU4gQiPk6kVCq-_6g9G-UISHyFlw87PM99EJ1TJ3tgvhwhHd1O0VMhvItDpLKBE4vORRnLuizWj9TvqFMyIhZouQ9vd28yLk76m89BDgZ4JR8a7F5AA/s923/Untitled%20Diagram(1)%20(1).jpg
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Windows Server 2012 R2
Windows Server 2012
Windows Server 2008 for x64-based Systems Service Pack 2
Windows Server 2008 for 32-bit Systems Service Pack 2
Windows Server 2008 R2 for x64-based Systems Service Pack 1
Windows RT 8.1
Windows 8.1 
Windows 7
Windows 11
Windows 10
Windows 10 Version 21H2
Windows 10 Version 21H1
Windows 10 Version 20H2
Windows 10 Version 1809
Windows 10 Version 1607

Proof-of-Concept

Researchers have reproduced the zero-day with multiple versions of Microsoft Office and even publish their Follina malicious
document generator on GitHub. Netbytesec team also was able to conduct the Proof-of-Concept of the MSDT exploit which
allows us to execute the calc.exe program as shown in the figure below.

Figure 3: MSDT exploit POC

The attack is very simple to reproduce and all we need is to create a dummy document with an OLE object and save it. Then
modify some important attributes in word/_rels/document.xml.rels and serve the HTML with the ms-msdt scheme
at http://<attacker>/payload.html. Thus, this exploit technique might be popular from now on for malicious document
weaponization purposes.

The figure below shows the payload.html being serve on the remote machine containing the MSDT scheme to execute our
PowerShell code, in this case, "calc.exe".

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgupyNP_9kwAJekvRhAKV8_qIo3rzGR9RM_HATGsvaAAQI-zhsr4bPK6YyURdg5j8ukVUh6cc6MKmdipJO0fQ938crCqgKtrG8Q197hxqKwLBxtzJKEJgMKy9hiwxcCozKbh_P2RHIt7_0wCNyeNnuxdlIAIyv2D0I2AIy0Gcb9t6AWH9TdpfSV6Du_3Q/s1918/poc.png
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Figure 4: HTML with the ms-msdt scheme

Furthermore, the attack also appeared to be triggered by preview pane where all we need is to let the victims preview the
malicious RTF file via the preview pane and they will get pwned without even opening the file. This attack vector might be
overlooked by victims. So, the zero-click attack for the RTF in this situation is legitimate.

Figure 5: POC of the preview pane attack vector

So, basically, the other attacker might replicate the zero-day attack by:

1. Unzip the first discovered sample
2. Replace the "Target" attribute of oleObject type with their remote HTML. Refer to figure 6 below.
3. Zip the file and save it as DOC, DOCX, or RTF.
4. Create and generate the HTML and serve it on the internet.
5. The HTML must be at least 4096 bytes as mentioned by a security researcher on his Twitter.
6. The code should contain in $() to PowerShell to execute it.

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgGi3x1K1ABv_2-XqtqoJLv3e1w1AGt2CUC5jWM7nInXcaSiQC2o2H9LFefYZM7qKp-FGYeV7Z_TvyT-qBK1ByTtcxW-CPF8lUdJ_Ic44Z4I2WceBZxfB86w-wVXxdPz7puE8r7-_miuPULwVi1E8DEuk0jzKJqS06gmoGOTBxvraORdGZEhwSVY9aY1w/s761/html.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgCxeB1whhTo0Og0Opa5IHSjESjmzSeSIk-4UaEEJ7wSvj2N7vg60nhqoPF7DUq0pTAAQM1UQbpayR9etj4Q7WddpK40v9-oniLPJ7pCmBnv9JMHtRrahdsysD2Yus1Qitk1ZxvjCrgnOX_hG3b1PhQm3h1zLj1LW2SfQETHdsjeyPPjYmpcjLhg6JDEA/s1080/preview%20rtf.jpeg
https://twitter.com/wdormann/status/1531250993127739392?s=20&t=4NeWK7yqp1gHT5wynOQWAA
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Figure 6: Change the original URL with the new URL

 
Note that some attackers might encode their PS code with base64 like the sample discovered by the Nao_sec team. Figure 7
below shows the malicious encoded PowerShell code in the HTML file.
 

Figure 7: Encoded Powershell code in Nao_sec shared sample

 
After the Nao_sec team's tweet post blew up, a few security researchers investigated and create their Proof-of-Concept and
publish it on their GitHub as shown in figure 8-10 below. With all this shared POC, it will be easier for an attacker to replicate
the attack.
 

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgvBPZRoU377JmO67ensegAyVknEHGZ69h_jtCmuKIsK3lTCf-A0pjynGAcoaxRupDxuUWrhxDSBa7OqmI4eAVhKENvcixu3yY2WdFfMZLx_XvAWi8xQaCsM9HP6u3ZwsxAEuhFC4RyXHyzhxAx37oUfLG1OZx5Jrt-1dpM5GkcyUEh37ZkOmq9UjoRBA/s962/html_replace.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhuauWsmNTf7wKhw6fY0dwjQG5MMtEFbsWac09y5MILGmdSkLo5QP9rHR3jpebjIj8fT4TzdCU1Q4lAgc40DSYSCQw3kNPAJAPuF_Ra3FkZMv_AZ0cT9PWMqBn5xzbERPP5u5K3yZBcssAELnZYV7N4fGSYKDEhx2TumrpVJesLLshjbJiu3BH6IF2nsg/s971/base64.png
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Figure 8: POC by John Hammond

 

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiQZBfqcO8qXEy86lTTG4aKxgaqjwtQ81SlmAGhkEo0NcNszXjyjJ89dS_RRnIy8bUlfpQfOhkq-NC1oepKG0PWed2crz5wNghBimtiZaOEB9-Ejf6pjpw4OKcG3uHS-7Ek-r-wFw9iefJkMridt05AAMwGNTV1zPjToPIdlULO0iMQ-Ywb_gV-0HOdNw/s913/poc-jh.png
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Figure 9: Another POC and step by step instructions

 

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgvnd5j3lZJCXbULZzp4PWF-b7EBHVe39tFwGF7LOfFC99XDm_Yzv2ZLsL_nAGxDNr6v7RgBQNUxRnKIZmgQ67DS27BUz3NunuLTuryoSwmvZllAkSt7HKi_bINlAsH5myvkI7r1AD4NHuGpXA2sI5KaTibD6s9f9DMNLEWBk4f84bIbCMt_2Dy_Wl4bQ/s997/poc-2.png
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Figure 10: POC by chvancooten

Process behavior: SysMon and ProcMon perspective

Observing the process behavior analysis based on SysMon and ProcMon monitoring results, we can see that the malicious
document leverages the ms-msdt scheme to execute the attacker's malicious PowerShell code. Figure below shows the
msdt.exe program run the ms-msdt scheme to execute the malicious code under the parent process Microsoft Word's
application. So, a spawned msdt.exe process under the WINWORD.EXE process should be aware.
 

Figure 11: Winword.exe spawned msdt.exe containing the malicious msdt scheme

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhH1OzDfZo_LfhEWaXMMpXGmqgDiMJORTBI7i5u4ZOWPG5Zw_mvhtcLQMgxw4aaq0JO7w7CM3pBiN86s6ETH7FMVVeP8VHTiyL2WIHgSilruQ9z7uaiPNOaPh-581nXs6fIEgdgl3T0CIc9VKe-PaS9MmUpPa7yfbTTvP-L85RgidWt3TfewJ0OEM85ug/s928/poc-3.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgSuPEqXbSPPHFeXm-1zQXgssq4OE8Kt261d1kWZahNWirG-gaIKmOO4awBSUgW5up3z5KrTy_xZ8k64Le2vx1Y1ViEsSOvi2nX81CwQLvBXGnxCQY6cmPysl7EgwGiOlQNLRTPgc-sO4sk4mVcbwLYWmsChak1s9DS5P7QvKQkjpvZftyrgTxcK196zg/s937/proc1.png
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As the Sysmon artifacts are also valuable to us, we can see that a Process Create action was detected in the Sysmon
showing that a program msdt.exe were launched with the CommandLine containing the malicious msdt scheme executing
PowerShell code (run our calc.exe program).
 

Figure 12: Sysmon showing the process creation of msdt.exe with the malicious commandline

 
Moreover, the actual process that calls the calc.exe is sdiagnhost.exe via Conhost.exe as the child process as shown in the
figure below.
 

Figure 13: The payload (calc.exe) will be spawned as a child process of sdiagnhost.exe

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEivCwWWOU_RXd65FfZYS6HD0Qc9e9yHMU-d6xw5SZgy7Zw3dM7IjOW_On0SJ7A4owNGIDqyk9ty6jSnvv5nM5OiztiwJpEvyS1OaDTx4a_0D7oVTIdEW-o8Iq6wFf4E_ei13Af9G03wgpBeCZUYo68nzvx6OioiYUSCmM60uXmei_tYKatxwofsNAwzlg/s1155/sysmon3.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj242RoA7dP7zbNgtFpBe5brgsPxGkqy8NsdPcSv2rbmZw4XKq95212V9FBuSyRdOYGLDokEYJNEF3Iv47eC0YOlmdh-BGZBkEelyNdVDnSGzUMRaUTju8uhpuPrU2xD0oj6ICTm5h-uNGy0Xdp-k40JIyqDo_p7-88xZK7zVD2ZW-02KjWDZU1-ZtwzQ/s674/proc2.png
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Observing the Sysmon log below, our payload process (calc.exe) has been created with Parent Image sdiagnhost.exe.

Figure 14: sdiagnhost.exe is the parent process of our calc.exe payload

 
In such a way, keeping our eye on the child processes of msdt.exe and the sdiagnhost.exe would be enough to monitor this
type of attack.

Technical Analysis

Netbytesec team retrieve some of the samples in the wild including the sample shared by the Nao_sec team on their Twitter
and analyze how the exploit works and was able to reproduce the attack as mentioned in the proof-of-concept section.

Samples overview

Netbytesec team analyzed some samples in the wild including the one from the Nao_sec tweet which is 05-2022-
0438.doc (MD5: 52945af1def85b171870b31fa4782e52) uploaded from Belarus. This sample does not conduct using any
theme as the content of the document is a plain document.
 
Also, reports said some samples using this Follina attack have been discovered targeting the Philippines.
 

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiaHz5VYDK7-DnEM539vFHwM-u2MvCqbe69WeSyeLg3TbK8DzS1yG3jDQxjpPw4wRLNFUE1CR1fZAmAu3dDSRN2pNTgrQpSwKGCa4Hh5crhPuRtlkRJvr3-DPSdKGjIKZbyz5P7u3RAPDD5iDZ4hpUwBGBqbndGIdvvWf-viCfnfDm3yFETaqPTiWA0Aw/s1225/sysmon2.png
https://twitter.com/h2jazi/status/1522302380406153219?s=20&t=jICWDlt51iTRcn08KzA3fA
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Figure 15: CSAFP'S_GUIDANCE_RE_NATIONAL_AND_LOCAL_ELECTION_2022_NLE.docx

 
Back in April 2022, two samples were identified by security researchers uploaded to VirusTotal targeting Russia as the
attacker using Russia-themed to lure victims. Figure 16 and 17 below show the Russia-themed document abusing MSDT. 
 

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgR-g8oA9BRVLvcbOI34jiE0Qg0svT1Yn_7ESxPYKdh1FAzybx-mdwxJCgkt_YBX5sXuDDVWXG6fPdSXxiTP503KR872Tb_nK3-FuXk9QEZhOvZ9sJX6ncq6BLhMYC8JoG6y7JdCtQHwljRZ638sYPZ47MZyLKqCPfr6d3gBJwfLIBpjwpnDzQdrob34w/s773/philipine.png
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Figure 16: приглашение на интервью.doc (invitation for an interview.doc) sample

 

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj5qsd4uowj9It-gY91scXghS6XBpLLlQRD22QTv_xEiudTdOkYWcGAulHrXvo_CP1pDdXJ6WFUEwf7PFVvNCQEtvb3cX-fNfo3-qgXDYTId31qpK4q0NE7pz-QWfjjVkN4aSoq7kxti2uJgwmcdOKavTfewYAC_2J7wciHCPApABtRqk1wXn9RZjG45w/s960/F531A7C270D43656E34D578C8E71BC39.png
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Figure 17: РЭТ-ЮМ-3044 от 12.04.2022.doc (RET-YUM-3044 from 04/12/2022.doc) sample

 
Both of the above samples share the same remote server URL which is hxxps://www[.]sputnikradio[.]net
 
Another detected sample in the wild was submitted to VirusTotal in April of 2022. The document looks like luring victims using
sexual issues.
 

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh4jg3Y39MHPhun-Y4_PlW2NrSi2xFKsr4Vkh_OfcXzSY9ucptBr49MZKQJ4PGxFsajwfwMJ9NIvTLxNS92RGO3wcr_YabT_s-6tDnk0hRNHTG9jsoAGmw0B6tf81GLmB7tOyYU_8PrdoBhhAY3-wQSyIVo9MqgY3tH5COeZ3v8O2SHwTIA2vNnuvGzVg/s1227/6BCEE92AB337C9130F27143CC7BE5A55.png
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Figure 18: Exposing_Sonish_Liar!!!.doc

 
Another sample detected by Proofpoint spotted that China advance persistent threat group exploiting Follina as shown in the
tweet below. With such a piece of news, organizations and the blue team should be more careful and keep an eye on this
attack in their environment.
 

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhMHyPhI54z6wTiAU4CdiaSr4lMwhwBW4XFAoC5bn3V8hU7ovNDoJC_92QUKe4s4AR6uUyFuWHzXLIY7dzYtQxarA6vOy8amovdielxSKbxCKoRyxa2Y7_xu7dHHoharEX6EtkBrrTxOQMPf8R_DyWnRHE-uNsTkjXyhrDvmFfS9IncnU0IlwT_e3NKcg/s757/sonish.png
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Figure 19: https://twitter.com/threatinsight/status/1531688214993555457

 
On 3rd June of 2022, another sample was raised exploiting Follina but this time, the attacker crafted the document and save
it as an RTF file. 
 

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjweApGufV9iUhC3FwmTCoMRI2HiRY19eiIMey98hghkXc2_J0ajWhNsoY-MjnT8Y6fkLK-DzM1dBnyHwjlU7ib5KTYGjdk9jb5w9EC0bedBllQBmib6FAek46h6mwBSyrw1NmsPCT6j7MUH2T6kDvIQk67LNXp_b3A0HhfKuUENqrCkfaNsmOT7S9RJQ/s612/proofpoint.png
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Figure 20: Malicious RTF content regarding employment agreement (242d2fa02535599dae793e731b6db5a2)

05-2022-0438.doc analysis

MD5 hash: 52945af1def85b171870b31fa4782e52
 
The malicious document that uses this vulnerability contains the file "document.xml.rels" located in "\word\_rels" that loads
the malicious HTML residing in the attacker's remote server at hxxps//www[.]xmlformats[.]com as shown in the figure below.
 

Figure 21: The document loads HTML upon opening the document

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgdxVbD9IJKOTFmihcdTolY4kZlzwCARfYZiCjdhphISjMelmgchoeXmMfJDm8Q2IY73CWtzAP4EnqZozRpuz-go2XDmX-dNzHjeQ5g79-GlX7WWBdDUqvEazDESwF9U5iDQq0LwMtLhKfHIPTiUcM4_oLbFNbi1fYJghWHS3Ntg0rMgi9B_NApFc-uzw/s1436/an.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh9qMwPuhVnjlkFQIWhH8XszXXiPe2BK6XH-GEjbCIsgpSm3PpXWVGUxHWPtBLWEjwTkrMj-KdeWHyDJSOpGIjz-ZVA6mY_WgcBFumdJB-NlD3nn8s1MX65cnM9qMX7N8atOFlGZifXo69UV1eWOEvNinGCvk94-MrOn0P6YA82tFi5QNHIuaDPxyGDhQ/s824/ta1.png
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Further investigation of HTML will show the PowerShell code used by the attacker in abusing the ms-msdt vulnerability.

 

Figure 22: Encoded base64 PowerShell

Decoding the base64 will give the readable malicious PowerShell code which is likely the malicious code performs some
malicious actions.

 

Figure 23: Decoded base64 PowerShell

Based on the PowerShell code in the above figure, the code basically:

1. Assign cmd's full path into variable $cmd
2. Runs the cmd.exe with a hidden window using Start-Process cmdlet
3. Then it kills the msdt.exe program if it's running on the infected machine
4. The code use for loops to iterate on each files and folders in %temp% folder to find a RAR file named 05-2022-0438.rar
5. It moves the RAR file from the %temp% folder to the public user folder and saves it as 1.rar
6. The code then checks for the MSCF file by checking the file header (TVNDRgAAAA) encoded in base64 in the 1.rar

and saving it as 1.t
7. The code will decode the 1.t (base64 encoded) file using certutil.exe program and save it as 1.c

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEizR0ITQbv_O3knX0RexHu25BnAytrNvbRoTT4805mmiQq10_OiAVBMwOtwVsbSC6OI405jrexEpPqFISfuA7Ydr-r4A7zu-63O6655Rn5ZVPYTUSDiu7-r3SJ5WW3KPLfT5sG36Gdq8zE1pJuzf5jzGgM5yJNwBii5pm7kDCAW0qz2KODQAdaWCJQlQg/s896/ta2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhlecYSXs-PqOcs17eRbGnmF3qtlsoFETQuKriaKLOGGO7_6dz7tk-qfgXZDHxMXB1fn7Sn_1CvZUdXcfjVr5WYwR2lx3znHslNGs95BQsKI2NJ00LRAGbeptDm6wis7kw28b1x6bhPBuPae-bC0QXZUe8yz9KsmMP-qNcAO2rIDTi4Dlms1dh_8yxZyg/s860/ta3.png
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8. The code will expand the compressed file (1.c) to the current folder and execute rgb.exe residing in the 1.c

The why question for why the RAR file is being dropped to the %temp% is unknown yet. Our team also cannot able to
retrieve the RAR file. So, further analysis for the RAR file can't be done.
 

手发机房接单-渠道报价单-全网最低价.docx analysis

MD5: 14aff46aaffbad783974ba819dba6e41
 
The second sample that Netbytesec retrieved using hxxp://coolrat[.]xyz as the remote server to serve their malicious HTML
named Loading.html.
 

Figure 24: The document loads HTML upon opening the document

 
Analyzing the HTML file shows that the attacker replaces the AAAA padding with dummy words.
 

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiMoYI8_Jlf4AgNAwTH6C4m7H2YBhun1FevWlixP3eFiuRXAVk_ZxO8PgqnlT2_cwT5kaIkfmGf41GrOWDMtpGsR4MtnxzGmSG90rf6r6TruN4fx4dGUv3VX10JP6rmi-mPaNJ101jyx0Foew_xAkNAogqSgBv0rm-ncQQX-mqXirY75OnTn7LCpgyfuA/s867/ta4.png
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Figure 25: malicious HTML

The attacker replicates the attack by encoding their malicious PowerShell code with base64. Figure below shows the
decoded version of the PowerShell.
 

Figure 26: Decoded PS code

This time, the malicious code will download an executable residing in the C2 server and save it as temp.exe. The PowerShell
code then executes the temp.exe using start-process.

Employment Agreement.RTF analysis

MD5: 242d2fa02535599dae793e731b6db5a2

The below picture shows the RTF contains an object referring to the malicious HTML remotely hosted
at hxxp://45[.]76[.]53.253/1.html.

Figure 27: HTML payload in the object control word

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiD1vfez0qcC0VI8K_S_7VvDfXfg09biMLjXy5gV7D5PZOIaMfLivFqvN-hLpA9iB9VmJ2zu62xi3PmqHBFPo0KPb92rKT5qgp_Q9zIb8gaysqg4J6dYKALBKISZyb7byxuVzWE5beJeGs78rn0G4eIR_qJ0OZpj2KKBaSlxXAjwiA2A9jOZaQmlgVokg/s1713/ta5.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgD2p_csZgc0FiJl_J5cOFrbs9S8usZG6ZfzhMDr8wQs7z0pes45b_iD45fCyx9PZT4OhLaqHY2pyFYb7fvKsgMBykXIU9ld32YDHS4r8kzpE2bVlpwcwymbkGY7XAV2Qr3M3syzYC-s_iQQmDBxfQLZ0KB87HLxHeclFMSkUq96sF3F-wGkzXW13Vw7g/s782/ta6.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhwPV9cKQb6_BqJOg05InQjvhKkRXtSGFq6hHLCNvPhXA9DWEpiSZf4zKNbKxB5YK48Bix5pcF-cg0y0GHDqpZHBSH1KqVEtUgshsinkQKK_QUMuxFUwTa71mOtcipa4Ao0VO1zySESQGItP1lrUWBFSDZn1NStrPrjCic6ftgE5tn71GJI65KgLiBqsw/s1301/an6.png
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The third sample uses the classic AAAA padding in the HTML file like the famous one from Nao_sec and the payload msdt
scheme's structure looks the same. The final payload of this sample will steal the user's system information and login data.
The figure below shows the malicious HTML file used for the Follina exploitation.

Figure 28: HTML payload

The attacker crafting the PowerShell payload with the base64 encoding which likely needs to decode to understand the
malicious code. Base64 decoded version of the payload as shown below:

Figure 29: decoded payload

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEi6I5XM2cyleLbjVnxiRU5_1Zn_xqvN6BiImMKAs9p0w4uVrpuqCcpeiX8jL_ruW7QNzzi72GiUEHmhinxx_PXUFXJz2e7zgaukqo9oU3Be__D8TEPgjeOxCmmoN7iIl2CNksf94ig_uP_2Qu-rIrgMYeRb92Q--YCd0gjkGzXFxTMaqI9tXrw5-wD-2w/s1053/an2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiv_5g3dyPEyxuOp0Ozpvk4WsostGTXOJOQKAhg5XR-qdHxXbOGXmi3NBjpK0TKKGgarSVrba_owNVJzQurV9o4gtuSGQqz3m3F3Xl_UwxP_6w61zls-qDBAymRFk0Mp1X38dtk0ggg2q91J5-z3FfWgc8HUPgph_d0uaIwH_R6ZJykRctIdUZHHQcYgg/s632/an3.png
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The malicious PowerShell code firstly will get a process name msdt that is running on the local computer using the Get-
Process cmdlet and terminate the process using the Stop-Process cmdlet. Next, the malicious code download and execute
another PowerShell payload from their C2 server seller-notification[.]live which is what we call fileless execution. The
malicious PowerShell code will run in memory without touching the disk. 
Retrieve the PowerShell script in the URL revealing the payload will try to collect the infected machine's information,
compress it into a ZIP file and upload the ZIP to their another C2 server at 45[.]77.156[.]179 on port 443. Figure 30 - 31
shows the content of the Zgfbe234dg code.

Figure 30: Lines 1 - 40

 

Figure 31: lines 41 -76

The code collect login data and information from browsers such as Firefox, email applications such as Outlook, SSH client
applications, FTP clients, and remote desktop applications. It appears also that malware collect system information by
running commands such as system info, ipconfig, and many more. In the last part of the code, the malware will compress all

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEifPtIXbzD2giHYc3fO8-26DpwbtB4_bBbaOuOYz-83lSlscB7dkhYvX9qjSnnsWEr1cV3DwhrKfpt7LhRupnGKVV-_UgjBaiTfMvLMikYpL6omgUzgh8lXstp5IPUBLBERKmx1TzK6KfUuLrJcNL5MwZi7JffkvSji5aOgdkwYG8nFCbXiK2H6G8brww/s1724/an1-40.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh8w_zPFOHSPd9U8CYuPYfoDYsx-z-0YQMCu-d4q3dU4ci-4oi1mNlZ-Kch3hbZBPwyoA5yaw_90rr3U1oL9YfSQQCcQNXeawmo_JgExoI5EJv4xjZMjsJVXNi6ZA97mimELNlOg5jmpJFZnQDaUEUZ_osUvLPPVz_AlaNxn18q0R8OOatayFk1Q7p2fA/s1722/an40-76.png
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the collected files and data and save them as a ZIP file. The ZIP file will be uploaded to the attacker's remote server served
at 45[.]77.156[.]179 on port 443.

Other samples analysis

All the remote servers for the available samples seem down when uploaded to the Virus Total. Thus, the Netbytesec team
not able to do further analysis of the HTML. 
The list below shows the malicious remote HTML serves by each of the other samples.

CSAFP'S_GUIDANCE_RE_NATIONAL_AND_LOCAL_ELECTION_2022_NLE.docx
= hxxp://141[.]98[.]215[.]99/color.html
приглашение на интервью.doc = hxxps://www[.]sputnikradio[.]net/radio/news/3134.html
РЭТ-ЮМ-3044 от 12.04.2022.doc = hxxps://www[.]sputnikradio[.]net/radio/news/1134.html
Exposing_Sonish_Liar!!!.doc = hxxps://exchange[.]oufca[.]com.au/owa/auth/15.1.2375/themes/p3azx.html

Detection

In terms of detection perspective, the malicious code is loaded from the remote component in the attacker's server, thus the
document does not embed any malicious code in the files which will make detection a little bit harder as the malicious code is
in the HTML file remotely serve on the internet instead of in the document like the Macro attack.
 
The YARA rule below can be use to detects the malicious document.

rule Follina_msdt_maldoc_DOC_XML_Rels { 
   meta: 
       description = "Detects for DOC and DOCX's Follina sample based on document.xml.rels file. You need to unzip 
the DOC/DOCX file and go to word/_rels/document.xml.rels" 
   strings: 
       $s0 = { 3C 3F 78 6D 6C } //<?xml 
       $s1 = "<Relationships" ascii 
       $s2 = ".html!" ascii 
       $s3 = "TargetMode=\"External\"" ascii 
       $s4 = "TargetMode = \"External\"" ascii 
   condition: 
       $s0 and $s1 and $s2 and ($s3 or $s4) 
} 

rule Follina_msdt_maldoc_RTF { 
   meta: 
       description = "Detects for RTF's Follina sample" 
   strings: 
       $s1 = "objclass http" ascii 
       $s2 = ".html}" ascii 
    
   condition: 
       uint32be(0) == 0x7B5C7274 and 
       all of them 
} 

rule Follina_msdt_HTML { 
   meta: 
       description = "Detects for malicious HTML uses to execute ms-msdt in Follina sample" 
   strings: 
       $s0 = { 3C 21 64 6F 63 74 79 70 65 } //<!doctype 
       $s1 = "window.location.href = \"ms-msdt:" ascii 

   condition: 
   all of them 
} 

If you're using SIGMA you might take a look at this rule here and here.

The Elastic team also has created and modified existing rules in order to detect MSDT attacks in Elastic which can be
referred to here and here.

https://github.com/SigmaHQ/sigma/blob/master/rules/windows/process_creation/proc_creation_win_lolbins_by_office_applications.yml
https://gist.github.com/matthewB-huntress/14ab9d309f25a05fc9305a8e7f351089
https://github.com/elastic/detection-rules/blob/main/rules/windows/initial_access_suspicious_ms_office_child_process.toml
https://github.com/elastic/detection-rules/blob/b82b79bbdff21fd349acf13c62a734f25646db0e/rules/windows/defense_evasion_proxy_execution_via_msdt.toml
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DFIR Artifact

Based on Nasreddine's tweet, the post-exploit forensics can be done to check whether a user got compromised or not due to
the attack is by checking the log "PCW.debugreport.xml" located at %localappdata%\Diagnostics.

Figure 32: PCW.debugreport.xml contains Follina log

 

The figure above shows that the executed PowerShell payload which is "IEX(calc.exe)" is being recorded in
PCW.debugreport.xml which will be useful for Incident Response and Forensics activities.

Recommendations

No patch is available yet from Microsoft but users and administrators are recommended to review the
Microsoft guidance by disabling Microsoft Support Diagnostic Tool (MSDT) URL Protocol and perform the necessary
steps to harden your Windows machines from the attack. 
 
The figure below shows the ms-msdt registry key that needs to be deleted:
 

Figure 33: ms-msdt registry key

 

https://twitter.com/nas_bench/status/1531718490494844928?s=20&t=-BPIsUa3OMKgOr-HlifsTA
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEiSfrlFP6T8a84fdjIOhHDyA5922uxEbnzuKims_IbX6fTzp68dcD0n2rCSA_fsw4irtNRfwDaoyydXTWqjCMsFyYwHp-EpUbvSBYpK9YGSByj8HBmERvb4ODfDYsvc-vftm3HpTv1bel7JA50rPLV_gtkpG-0t9GOsChPb_V-64WQ3IiSQhx4RiXM68w/s1918/forensic.png
https://msrc-blog.microsoft.com/2022/05/30/guidance-for-cve-2022-30190-microsoft-support-diagnostic-tool-vulnerability/
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjK0BuUSvYA-hTz5yf_ZPsSzm1puXZfUcABbrSGMUxq8ZAVWFbnyQ_iSapdNyN-htAtY58xG09k61UpPV2BJEMzk1T5B_01t0eiync7RXu6RRv5P6RIZTdWqHz_u4I3-87bOqZh7XXLem4H41vc0fsDAPe147It_w7bArNi4fBOyce12LiPGFvNPqZSiA/s905/msdt%20url%20protocol.png
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Disabling MSDT:
1. Run Command Prompt as Administrator.
2. To back up the registry key, execute the command “reg export HKEY_CLASSES_ROOT\ms-msdt any_filename“
3. Execute the command “reg delete HKEY_CLASSES_ROOT\ms-msdt /f”.

Figure 34: Backup and delete ms-msdt key

 
Microsoft also advises that "customers with Microsoft Defender Antivirus should turn on cloud-delivered protection and
automatic sample submission. These capabilities use artificial intelligence and machine learning to quickly identify and
stop new and unknown threats."
 
Also,  people are advised to disable the preview pane in Windows Explorer to avoid such an attack regarding the preview
pane attack vector.
Companies and organizations should be aware of users and their employees to be careful and stay alert when opening or
receiving a document from an untrusted source. Identifying, detecting, and deleting malicious emails or attachments is
the best thing we can do to defend against this threat until Microsoft release the official patch for this vulnerability.
 
Netbytesec team also recommended user use Anti-Virus or any security solution to minimize and detects this type of
attack in their environment.

Conclusion

Netbytesec team concludes that the vulnerability or Follina attack is critical as the exploit is able to execute arbitrary code
specifically malicious code in the perspective of security concern. The attack abuses the ms-msdt scheme to make the
exploit work by delivering the attack vector via Microsoft Office documents format including DOC, DOCX, and RTF. Upon
opening the malicious document, victims will completely be infected by the malicious code as the PowerShell code will be run
in the background without the user's concern. The Follina has a zero-click attack if the attacker saves the document as RTF.
The zero-click attack is triggered when victims enable the preview pane in their Windows machine and preview the malicious
RTF via the preview pane. The attack is easy to replicate and reproduce. Thus, this type of attack will be seen a lot in the
wild after this.

Indicator of Compromie (IOCs)

Samples' MD5 hashes

https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgiKXNUpA6NBN3vsjwtWBbKKW0iEKtK0E6tfXFzDSTr1Fj-hp_jhLZr3NQ3j7mYC7hq4xWmLzQBvlJQFHYdLZvrsSaU02nP3fj_wmF3i_p4lHtuoLBRJWN2VU01g5qkQKyN6pA_-AKvRYbBmYhpMIRrtf4QfQoTozLEpWs2kPd7Z_WCcJG9na-j7Web6g/s768/steps.png
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Filename MD5 hash

CSAFP'S_GUIDANCE_RE_NATIONAL_AND_LOCAL_ELECTION_2022_NLE.docx 8ee8fe6f0226e346e224cd72c728157c

РЭТ-ЮМ-3044 от 12.04.2022.doc 6bcee92ab337c9130f27143cc7be5a55

приглашение на интервью.doc f531a7c270d43656e34d578c8e71bc39

05-2022-0438.doc 52945af1def85b171870b31fa4782e52

手发机房接单-渠道报价单-全网最低价.docx 14aff46aaffbad783974ba819dba6e41

Exposing_Sonish_Liar!!!.doc 529c8f3d6d02ba996357aba535f688fc

Employment Agreement 242d2fa02535599dae793e731b6db5a2

 

Command and Control Server

141[.]98[.]215[.]99
www[.]sputnikradio[.]net
www[.]xmlformats[.]com
coolrat[.]xyz
tibet-gov[.]web[.]app
exchange[.]oufca[.]com.[]au
45[.]76[.]53.253
45[.]77.156[.]179
seller-notification[.]live

Reference and further reading

1. https://doublepulsar.com/follina-a-microsoft-office-code-execution-vulnerability-1a47fce5629e
2. https://www.huntress.com/blog/microsoft-office-remote-code-execution-follina-msdt-bug
3. https://gist.github.com/tothi/66290a42896a97920055e50128c9f040


