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Since the beginning of the ongoing Russia-Ukraine War, some ransomware and hacking
groups have publicly declared which side they are on. Such actions have created tension
internally within the threat actor groups as it has caused dissension, and externally, as
organizations fear being targeted due to the political nature of the war.

One notable example is the Conti RaaS (Ransomware-as-a-Service) that officially announced
in February 2022 that they are backing Russia and would use their arsenal against critical
infrastructures that belong to the West. Fear spread quickly as many organizations around
the globe had been victimized by the Conti group in the past, with stolen data exposed and
critical files being encrypted. However, the Conti group was bitten back soon after the
announcement was made. An allegedly unhappy Conti insider took the matter in their hands
and leaked Conti’s internal chat logs to the public.

On the other side of the debate, the LockBit ransomware group made it clear that they will
not involve themselves in the political war because of the multinational nature of its
developers and affiliates.

In this vein, FortiGuard Labs recently came across a variant of the Chaos ransomware that
appears to side with Russia. This blog explains the vicious consequences that the Chaos
variant delivers to a compromised machine.

Affected Platforms: Windows
Impacted Parties: Windows users
Impact: Potential loss of files
Severity Level: Medium

Technical Details

A GUlI-based Chaos ransomware builder is known to be available that can easily customize
the malware according to a set of options. FortiGuard Labs recently discovered a sample of
malware that seems to have been created using this builder. Unfortunately, how the malware
arrives on a victim’s machine is unknown. However, given the political stance of the malware
(the blog will cover this later), the malware likely arrives either via forum posts or emails
focused on the current Russia-Ukraine war.

Once the malware runs, it enumerates the files on all drives. For files smaller than 2,117,152
bytes, it generates a random 20-character long password for each file and then encrypts it
with AES-256 (CBC-SALTED). Each encrypted file contains an RSA encrypted password with
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a hardcoded public key + base64 encoded AES encrypted file content. The malware also adds
a ‘fuckazov’ file extension to the affected files. Figure 1 shows the content of an encrypted file.

“azov” may be a reference to the Azov Battalion who put up a fierce fight against Russian
military forces in the Azovstal steel plant in Mariupol, Ukraine.

README . txt. £ kazov:

<EncryptedKey>cewHsnDS5Q1msKhcDRpY 9GQUu3 9mERKORNK1 vEmMn+BCGAIAQUQGS TAIKuQblHygkQUIPQ1V4iu
Kg6GD3XDikVoQ5Ugb30xyrnYs7Pv+2xe2abl OMkf 2kNeBWf 1F9LRM2E,/mB3eBlh fKNHYAGBACTS+45xH]l oCpwv
40bKer7Xugkoh=<EncryptedKey>S5odpvlfUnaE/iCYWnSyaf7DC4CNSg/iLYOTUIEEACEAGRIrASTIlmprle/O
xx30r00a4vsboMmwLy9J0/ TXX1V84QyMJIKjRAHIYWg6/Bfd/PrLVykEJy+cfOpAWKMh57aANROLtINS3zc5bx0
AQHAF8J+2VEEfP+dZKkrFEtENItuHu9Ss fuwXB8ZTQHZNr 6JHRP2cxXLzDGhV4 35BAdScpMOMON 1 X 1 kXwk PGemEQQTIm
xEe/YaAFviJKxxUiTgsy0AOCPECD2cLeaH3tUY54gEcT®rgY1J1525BQkTeYjeWnZ ] 5RGs3MEg2 1Nm/ CFvpJWM3
B9pGlDtQciNET] 5a7AReBEANYWIoeSWEG ] 0gXLjggYoafLAYFfn8PAciul JarMNEdOdTLhSmnicVMx+Iv4TPPkn
2IsZ59JA13tXF4/6rJgxlTCUenygRewu+cl]j94sz+sAHork2f13enmSnrF7YrwVCZRruc05X/ rcKjBPVNCXVZE
ZyR/1vrnX¥icoAri849rdOEo9VN+1176K0y14SS+sowYcNppzZz4ul+WiWLFz50PhEvt24+VOMSfEIrXgTuRgTS8
29vTgpVrWEKo+GVWVYHPXSMZMsPS49eT/ J LwNAAHT jMnBrjc2seDwyGDxPMegCCREZ61thVgB4PFgStXkD4LazZ0v
SCOQBedXLdxYubnB8aGFuviKQvnolRndS8TgplDUnDplquCc2hVD3Q4wrENRSTHbVvNEZ YpbRsQaKy3A0oMHKEPON
OfewQwxceeMt53Q0j GBS /UfEmaFkKaDHUyZdXrHaRIKMpXa/06cgERINCNGGIMQg6uN6sqrEvhsEx40aIwhIID
AT1G4pu3haGdkoTH1dbuY4bo5JdTgLexE93dY 71DGATDRIzhJjdzhrgLItbWfsoTSoAzJ+1FwzbI32velV3imSc/
jrB2xcYN+mc3b2F8lsiocoWla/N1lyYnMgFUvw3k8HLr+90k7/QnZCPte9DmE9YQZde JLNPzCdtpSymfpIDFJaR%
G5D2M7a0ZQk02NhzSgWgTX+g2Ud5hMZ 10 /h9bNumGeoFbBEs JGeLYmt hWBOrsNpZR30dC2HGY 2t PSho60F2wvLl
nkglpCwNLot/yEFpsOHS zwzAfvVVEQaqWNngkZkE1 83X cvEEDEMOb] skr7T20QhNg2nwovPUBLyOy8p70nNtAaH
r8tIb+8wgrd466g+0S1I4ww7CEQBSKduKg5vXZ+¥it3ctQOsRatgWlRgeSY/Aq/gDASInMxrfOF]373MYYCI1Wp
UrabE9R4VpiF2Bnx2sirzBjh543umpdCkZrE1P059569960GmjNnoL+0ibC+LxbQr091 zXwX0OPS5m7XpaCh/ J2U
9W2yLwWBSSZEVIuLgr7wskT8USnr3g]j8vMz24xedzTH/ £Q/yO2EhOV]R9+I1WbXFtymgTX3pPTiiGkvmwVIr4ME
ITwLPfSJY/5gpJI37hmcul SRCRigqtdISeMgFwBI2My5z8RVIyyvaShmmFQSZrPGOROWhf5n4oNai JYmEXGYPOZtE
rdwKGEiF/ZwzS2g4pr6I fHEME5Y3XIsNgO9yHbXIfYSUDUOauxr 9yv IMENnHMCCm7blA0rs 1K 7FDPMr8 fTkAKDV
+a2EF21AJqG/UiVET8k/piCwEeuqe Y 9mmiLjCvRDIPXf2gdgLDfFf88eBcOUT+fFv1cOgB+ASNTTeusFu7WGeb
PXIUvYQdw2r 66mIGWOORKA 2AwWTfujoH2yMiuAvwD ) t4Y 91 fzK7ZHCRUZSyOmBK+x8kWM78ITkOrbYmF81EnS5FJ
Cp0s4R/tfQkgepjilOGYWYR6E6CE/ESAhDCgAQWEFbET /nXi4 f6NtYTnPhb4BGVES5clyl0s8LoF31QCkzfQjfeg9
SghwixeW+fAaxeZXPPTsg2npauCYZxVERUZBgVme / SSDRQNQBAQYGWQLbE4AB4 fOT+Jh+Q56n81 rpASBsydubgp
1fyROXkKCVID6DMNCfoih+WJI3JR3IydMGhxyXkeUwiOTrvILEf+IH38v4cXr+ogHgVt+8hmolQ2n+N1zNOQGoOLEE
1QZmUelvemj IMwQ6v4BurDafodgbWiMalKJ9ZLSTgyUjwHHL,/ LMcuSwnI 6/ dXC6e0Y/ cKHAF60G1

Brown: RSA encrypted random PASSWORD
Green: AES encrypted file content, where AES key is derived from PASSWORD)

Figure 1. Content of an encrypted file
For files larger than 2,117,152 bytes, the malware fills them with random bytes, making file

recovery impossible without backup. The affected files also have 'fuckazov’ as a file extension.

For the C: drive, the malware searches for files in the following directories and either
encrypts or fills them with random data depending on the file size and adds a ‘fuckazov’ file
extension.

"\\Desktop"; "\\Links"; "\\Contacts"; "\\Desktop"; "\\Documents"; "\\Downloads";
"\\\Pictures"; "\\Music"; "\\OneDrive"; "\\Saved Games"; "\ \Favorites"; "\\Searches";
\\Videos.

Its malware activities are typical of recent Chaos ransomware variants. Like most
ransomware, it displays a message in “stop_propaganda.txt”. However, things get a bit
interesting from here as it displays the following message:
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Stop Ukraine War! F**k Zelensky! Dont go die for f**king clown!
You can see the truth here:

t.me/[removed]

[removed].ru

| stop_propaganda.tx - Notepad (o= ] =]
File Edit Format View Help

Stop Ukraine war! F k Zelensky! Dont go die for fi king clown!
You can see the truth here:
t.me/

.ru

Figure 2. Message displayed by the malware

As seen in Figure 2, there is no ransom demand nor any information on how the victim can
reach out to the attacker. The links on the message leads to a Russian Web page, created in
April 2022, with what appears to be political messages and information:
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Figure 3. Screenshot of the Web page linked in the message displayed by the malware
The message reads in English:

“ Victory will be ours!

Information and Coordination Center”
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KTOo Mbl Takue

B cBA3M ¢ pasBepHyToi NnoaHomacwTabHoM Hawmmm NpMoprMTeTHBIMK 3aJa4amMi SBNAITCA:
MHMhOPMALMOHHOM M S3KOHOMMYECKOIN BOMHON NPOTUE
Poccuiickoi @egepaumu Bbin cosgaH
MHGDOPMALHOHHO-KOOPAMHALHOHHLIM LEHTP

1. bnokupoBKa KaHanoe 8 Telegram, VK

2. BnokupoBKa NponaraHAMCTKUX CanToB,
pacnpocTpaHAnLWKMX JNOKHYK MHbopmMmalmo

UKL, — 3To rpynna e AMHOMbILNEHHHMKOE, TAaBHOMN 3. PaccnegoeaHmne B 001acTH HapyWeHWI Npas 1

LUenbio KOTopbix aenfeTca 6opeba c csoboa rpaxagaH

PACMpOCTpaHeHHeM NOMKHON MHDOpMaLMK 0

neaTensHocTH Poccuiickon @enepalum 1

Boopy:ieHHbix ciun PD.

Tekywme yeneykasaHms

YToBbl MPUHATE YYACTHE M BHECTH CBOM BKAAA B UHMOPMALMOHHOE NPOTUEOBOPCTED, O3HAKOMBTECE C PA3AE/IOM
UHCTPYMEHTAPUI, TA& MOMHO Y3HATL Kak Haubonee 3dhderTUEHO paboTaTe NO KaMAOMY M3 HANPABAEHWI.

Ecnn Bbl 0Bnagaete MHMoOpMaumen o KaHane WaM canTe, pacnpocTpaHanilem GelkoBy MHbopMaumo,
oYepHAKWMM PO 1AM HAPYWAKLUMM NPABA YEN0BEKA, W €r0 HET B HALEM CNMCKE — CBAMMTECH C HAMM.

Ha AaHHbIM MOMEHT KOOpPAMHALMA AEWCTEMIA NPOMCXOAMT MO CAEAYHUMM PECYPCANM:

Figure 4. Description of the Web site
Machine translation into English is as follows:

Who we are
Our priorities are:

In connection with the full-scale information and economic war unfolding against the
Russian Federation, the Information Coordination Center ikts was created - a group of like-
minded people whose main goal is to combat the spread of false information about the
activities of the Russian Federation and the Russian Armed Forces.

1. Blocking channels on Telegram, VK 2. Blocking propaganda sites,
2. Blocking propaganda sites that disseminate false information

3. Investigating violations of rights and civil rights and freedoms
Current Targeting Guidelines

In order to participate and contribute to the information confrontation, please see the
Toolkit section, where you can learn how to work most effectively in each area.
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If you know of a fake news channel or website which is spreading false information,
defaming Russia, or violating human rights and it is not on our list, please contact us.

At the moment the following resources are being coordinated:

The Web site also appears to include a list of Ukrainian soldiers who were either killed in
combat or who are considered war criminals in the eyes of the Russian Armed Forces.

While typical Chaos ransomware variants provide at least some hope to the victim that files
smaller than 2,117,152 bytes that were encrypted might be recovered upon ransom payment,
this particular variant provides no such avenue as the attacker has no intent on providing a
decryption tool. Combining that with the deletion of shadow copies from the compromised
machine, which inhibits file recovery, makes it awfully difficult for non-tech savvy victims to
recover their affected files.

The malware appears to be fresh as it was likely compiled on May 16, 2022, for this attack.

Conclusion

The Chaos ransomware variant that this blog covers is unique in the sense that the attacker
has no intention of providing a decryption tool or file recovery instructions for its victims to
recover their affected files. Finding them is a tall order for non-technical victims, which
pretty much makes the malware a file destroyer. Clearly, the motive behind this malware is
“destruction.” The politically inclined messages also indicate that the attacker is pro-Russian
and frustrated with the current situation. And with the Chaos ransomware builder now
readily available, its options allow anyone to create destructive malware. And with no end to
the war in sight, FortiGuard Labs expects more malware like this to emerge.

Victims of ransomware are cautioned against paying ransoms by such organizations as CISA,
NCSC, the FBI, and HHS. Payment does not guarantee files will be recovered. It may also
embolden adversaries to target additional organizations, encourage other criminal actors to
engage in the distribution of ransomware, and/or fund illicit activities which could
potentially be illegal according to a U.S. Department of Treasury’s Office of Foreign Assets
Control (OFAC) advisory.

Past Chaos Ransomware Analysis

You can read more about the Chaos ransomware in the following FortiGuard Labs
publications:

Fortinet Protections

FortiGuard Labs has AV coverage in place for the malicious file sample in this report as:

MSIL/Filecoder.AGP!tr.ransom
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https://www.fbi.gov/scams-and-safety/common-scams-and-crimes/ransomware
https://home.treasury.gov/system/files/126/ofac_ransomware_advisory_10012020_1.pdf

Fortinet customers are also protected from this malware through FortiGuard’s Web Filtering,
FortiMail, FortiClient, FortiEDR, and CDR (content disarm and reconstruction) services.

Due to the ease of disruption, damage to daily operations, potential impact to the reputation
of an organization, and the unwanted destruction or release of personally identifiable
information (PII), etc., it is important to keep all AV and IPS signatures up to date.

In addition to these protections, Fortinet has multiple solutions designed to help train users
to understand and detect phishing threats:

The FortiPhish Phishing Simulation Service uses real-world simulations to help
organizations test user awareness and vigilance to phishing threats and to train and reinforce
proper practices when users encounter targeted phishing attacks.

We also suggest that organizations have their end users go through our FREE NSE

training: NSE 1 — Information Security Awareness. It includes a module on Internet threats
that is designed to help end users learn how to identify and protect themselves from various
types of phishing attacks.

MITRE TTPs

Collection

Data from Local System T1005

Credential Access

Credential in Files T1552.001

Defense Evasion

File Deletion T1070.004

Discovery

System Information Discovery | T1082

Execution
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https://www.fortinet.com/support-and-training/support-services/fortiguard-security-subscriptions/web-filtering.html?utm_source=blog&utm_campaign=web-filtering
https://www.fortinet.com/products/email-security/fortimail.html?utm_source=blog&utm_campaign=fortimail-main-page
https://www.fortinet.com/products/endpoint-security/forticlient.html?utm_source=blog&utm_campaign=endpoint-web-page
https://www.fortinet.com/products/endpoint-security/fortiedr.html?utm_source=blog&utm_campaign=fortiedr
https://www.fortinet.com/products/phishing-simulation
https://www.fortinet.com/products/phishing-simulation

Command-Line Interface

T1059

Impact

Inhibit System Recovery

T1490

I0OCs

File IOCs

954d8fcd6b74d76999fgeco33ca855ffdab6595be23039f03bc4c6017fa3932¢

Learn more about Fortinet’s FortiGuard Labs threat research and intelligence organization
and the FortiGuard Security Subscriptions and Services portfolio.

Top Strategic Technology Trends
for 2022: Cybersecurity Mesh

LEARN MORE
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