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The use of embedded HTML documents in phishing e-mails is a standard technique
employed by cybercriminals. It does away with the need to put links in the e-mail body, which
antispam engines and e-mail antiviruses usually detect with ease. HTML offers more
possibilities than e-mail for camouflaging phishing content.

There are two main types of HTML attachments that cybercriminals use: HTML files with a
link to a fake website or a full-fledged phishing page. In the first case, the attackers can not
only hide a link in the file, but also automatically redirect the user to the fraudulent site when
they open this file. The second type of HTML attachment makes it possible to skip creating
the website altogether and save on hosting costs: the phishing form and the script that
harvests the data are embedded directly in the attachment. In addition, an HTML file, like an
e-mail, can be modified according to the intended victim and attack vector, allowing for more
personalized phishing content.
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H5BC ASIA REMITTANCE < >

Incoming Payment Advice Ref: HSBC 77501 : Valuedate - 3/30/2022

6_ Your Payment Advice TT-_4%03869 (1) (1).PDF..HtmL HtM
2EKB

Dear

This payment advice was 1ssued/executed through the instruction of your customer.
Kindly see attached bank transcript/advice and confirm the Bank details are correct.
File 1s protected for security reasons.

Please treat as urgent 1f any questions and clanfication please do not hesitate to contact us.

Best Regards

James
| | ..
[ |
.... =
| | ||
HEEHE IE | ]

Fig.1. Example e-mail with an HTML attachment

Structure of phishing HTML attachments

Phishing elements in HTML attachments are usually implemented using JavaScript, which
handles redirecting the user to a phishing site or collecting and sending credentials to
scammers.
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Fig. 2. Phishing HTML page and its source code

Typically, the HTML page sends data to a malicious URL specified in the script. Some
attachments consist entirely (or mostly) of a JS script.

In the e-mail source code, the HTML attachment looks like plain text, usually Base64-
encoded.
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Content-Description: Your Payment Advice TT-_ 4505869 (1) (1).PDF...HtmL.HtM
Content-Disposition: attachment;

filename="Your Payment Advice TT-_ 4905869 (1) (1).PDF...HtmL.HtH"; s3ize=Z073;

creation-date="Wed, 30 Mar 2022 12:35:21 GMTI":

Content-Transfer-Encoding: baseé&d

PGhObWwogbGFuZz0iZW4iPgUKIDxkaXYgaWQeImlhaWSsBbGwiIGRhdGEL ZWlhaWxWYWx12ZTOidFSr
YXJIJpbWo20HIJve251Zn0ucnUiPjwviGl2PgOEPHN jecmlwdD4oECkSPntmb3TIoaj lmdWSjdGlvhigp
E2ZvcihuPSdijFTbGG4ﬁmRhWDJYUUNWUDZ?JythWE1dyBBanheShDmelbmﬂDaCkszDw92wd
aCssiWindGgThCsrEWFbbF09%aCsjaGFyQ2 Sk ZUFQOEGWpO3J1dHEVybiBhfSgpLGO0SbTO0+2G59jdWll
bnCud3JpdGUobSksaz lkZWHVvEGVVIkkoIiITuY2 9uY2FORCIJ3aXR3YWS t ZXRulW9pdmViEJTHDaWg @
aXRpdFRVbHZ 1 ZX0xc301MiI1IMOVYbnR1 JT IWhbWHMIM] IS JTNFEOWE IMONGaW SudGVuZWU1MOVsUCTy
MHZpdWVObU1luRHFOVAVEPXOIMONDaW0 1MONpc 31 kPWFKZWWIM I BpYmxzbGOIMOU2aHMIMON1 cGVHh
PWRSaSUyMnSuYzpuJTACYWime FO1 ZGHwaXRjLGoudGk1MiBzZ5Uz02N0JTIvb2xzED10cmFOcmUl
MiAINUIvEbmRObCSvAd2ZEveWdvJTHEY TEX ZWkEt JTHDOTY 3YTVOYZNsN310Z2GYzMylieWNhZDImYmT v
JIIWLWEvHRt yY2ZEYZ2ZN1L25ibGU2 JTTNFdHRvCc2gSL3VPMGFIOT cucnR1IMGOpbiwsMCUyM i VWCcHE S
MSwIMiIZ2JTIyvamhOLz11U3RyJT I ydGUIM I JUOWVICZc4 ZkxveCws ZCUyMmd et LWVIJTIyJTIyJTI Iy
ayUyMmJInZnY 1 e v YWVuMmVhbCxpNFYtZmEt ZHUIM I 1M jJJsJTIval 91 JTIVLEQsMDdpZ FlublOss
OXRrJTIvMZXwWIglMjJzJTIvWijAZZiUyMiMyRDUWZTItMEloMEM1JT Iy JTIYNT J1MmwlM i IXYjhO
EXRkeUUlZ5UyMnELdSUyMmaewHNNVCHGEYOCUYMiUyM i lvbDUsUNVZREZMIM ] JvUGZ JdENnbG10TDUL
Mijdxb2UIMII1IMjJzUyUyMnIvZSUyMEtOLGESciUyvM ] 1uRDd1IMDgwdFULtZTZ jAGIy JIVECW4sM1 Su
JITIWwEHgINORScGludWeUEGS ZENcwemd 1 JTACACws IJT IwZnhfdSUyvMmMo SX01dGE 1IN0 IwaSUyMCow
b25fZ5k1IMiJiKCxvNHBzc i VuJTIwdSx1EXhfOzd1NmS0Z 5xydHIJ1KCUYMEdpLiU30mSjJTIvaTlG
bzs4EHRObLixvPTBlRCUIRCULOkctcjASYzAzdGIvJIJIVEY 306D 1 Jic2YIMjAINORyXyl1leDsoMDd]
¥Yv4zbml jJTAEIXgwZnRubnMzdX0weGREvY3huM30pPSUYMDEBOPTATZTAINOJ I YXgob2NiN] OwMGZu
ESgtEGZJZWSpPTImMzRyEThudDUoKjMO0Z5x6biEpdHRl cyvkoY =Y zd DI yEXMOOUEvEWSuKHISZTUL
MmavEDVydGlL1KTZJX3EhbyglNOJIKEEpZTRhY 2ZFzKTVILGSwNEXREXZVIKSgyYTt0cikveyxJLX Ju
eT=s0Z510EGFwc 3l SMnMp S S SbmiwEGUpdCgtEHFyHDIzYUkr L2 5z yvh yHXQoESkscDJ1YXBzEill
CcJRuYTJJEDkzMysoRHArci Bpc2EySXJoZXRpLeUpc3BiK2UpM2 FwEDsodGesudS1oZih jdDOpcz0p
cEGVIECEINOROYvE1Mj JzEXRoL2ZMuMy SwZWhzbHNmYv11b2Fsbi S0KTQIMjACZW1 1OWVPODADAWTI 1
b59uZCh0OHREfEKCEINUJ4NzRjESUyMmw 1NUQODJT I yMnVE L2 SpMiBhOT IoMGJEJIVEOTdieHUoaGMO
MmwyET 8pY2JIJpbShiNGJoMnBhEWS 1IKWNUoJTAEASh4X2ZMINOJudSh=z02 1 sMT1vJIVCOHUpMnI 1INSU3
RCEyViTlRGIhXyx JEHgINUIyMCIvLilldzTI3aTOWwZHgybndOJTVCE1 81 KEDBiNWYsNzVuOXN1 YmJ =
eGNOZ3JwXzolMjToLzkwec2szL283VRRINZF1INS4uYWN10OvE0Y 281 ZDdyMS InLWFEY TAYYmU t MC 9m
Zi8vYTHOaz Ji¥YTk3INIMwYnMj LWNpYXBybWhiYmSubHVub2ZRhcZ2 4uMCkthGSiVnRsbTJ1aDIpNylUl
RGUoNZEreCk1lNSUIRGIINUIJhOWZOYjIJpM i JEZDVidyvkScGd4Y vhmNj Q1 KT IpNTY 2ZMDMyeDU3d2Ji
ZmEvOVESED1zNzcSEWJEM Bl YR IMihyEDIJpJTIVETJI L2 JvMjdOM2 FEEVEwWNiIiUz0z 1vENO1MOUo
Z53xJTHNFbyhifOmOINZNOaXauZ 30X ZWwsYWHuZGE S JTVCLHOt LS UyMGHMt YWJDZTOOSECUIRCUL101 84
eD1hYmZhJTIwk2 81 bmU1NUROPTB4ANT 1iEGVOdSUyMGhodCl zMAN1IEG1wdCOiKSkuc3BsaX0oIilp
LGco9aySsZWoindGglaissZWondGgsbDlrlmx 1 bmd0aCOx02w+PTATRCOLEWCt LOSWTIMT 092y YmEGCS
aissZWondGgtMSksZilsE2pbZl0s2j49%ayosZWondGhEfChiPWtbbFOsYj 1 rW2ZdLGtbZ109YyRr
W2xdPWIpOZ2ZveihuPW0saTO0iTlixsPTAThbDxrImxlbmd0aDtsEyspaSstaltsXTtukGkpfSkoKTs8
L3NjcmlwdD4NCgOKPC20dG1lsPgOK

—— 004 300520220345075CA08DD944840CFT78CTEsaragihclub —-

Fig. 3. HTML attachment in e-mail source code

If a file contains malicious scripts or links in plaintext, the security software can quickly parse

and block it. To avoid this, cybercriminals resort to various tricks.

JavaScript obfuscation
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JavaScript obfuscation is one of the most common techniques used to disguise HTML
attachments. To prevent the URL in the file from being quickly spotted and blocked, phishers
obfuscate either the phishing link itself or the entire script, and sometimes the whole HTML
file. In some cases, cybercriminals obfuscate the code manually, but often they use ready-
made tools, of which many are freely available, such as JavaScript Obfuscator.

For example, opening the HTML attachment in the phishing e-mail supposedly from HSBC
Bank (see Fig. 1) in a text editor, we see some pretty confusing JS code, which, it would
seem, hints neither at opening a link nor at any other meaningful action.

J<html lang="en">
| <div ig="mainAll" data-emailValue="xxx"></div
scripe= ()} => {
for (3 = function() {
for (h = 'ciQ K2X0 ., & = new Array(h.length), 1 = 0; 1 < h.length; l++) a[l] = h.charCodeAt(l):

-1 == g & (g = j.length — 1}, £=1 + §[g], £ >= k.length || (¢ = k[1], b = k[£], k[f] = c, k[1] = b):

Fig. 4. Example of obfuscation in an HTML attachment

However, it actually is an obfuscated script that redirects the user to a phishing site. To
disguise the phishing link, the attackers used a ready-made tool, allowing us to easily
deobfuscate the script.

Fig. 5. Deobfuscated script from an attachment in an e-mail seemingly from HSBC
Bank: link for redirecting the user

If a script, link, or HTML page is obfuscated manually, it is much harder to restore the original
code. To detect phishing content in such a file, dynamic analysis may be required, which
involves running and debugging the code.

Encoding

Sometimes attackers use more interesting methods. In one phishing e-mail, for instance, we
found an unusual HTML attachment. As in the example above, it contained JavaScript.
Because the code was so compact, one might think it was doing the same as the code in the
fake HSBC e-mail — that is, redirecting the user to a phishing site. But upon running it, we
found a full-fledged phishing page encoded in this small script.

Ek=cript type="text/javascript">
document .write (unescape (' pt
document .write {unescape (unescape ('

cript>
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Fig. 6. HTML file using the unescape() method — the source code of the file contains
only five lines, one of which is empty

G @ File | c/Users/Dedeno

Enter password

Your Session has expired, Please Sign in again to
access this document

Password

Forgot my password

Fig. 7. Phishing page in the HTML attachment

The cybercriminals used an interesting trick that involves the deprecated JS method
unescape(). This method substitutes the “%xx” character sequences with their ASCII
equivalents in the string that is passed to it. Running the script and viewing the source code
of the resulting page, we see plain HTML.
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H<div class= >
?cdiv class= 4

J¢div class="action-links text-13">

<div class= ><a href="#">Forgot my password</a></div>
<div class= ></div>

</div>
F</div>
</div>
</div>
<div class=
<div>
<div class="button-container col-xs-24 no-padding-left-right">
j<div class= >

<button class="btn btn-block btn-primary btn-signin">Sign-in</button>
</div>

</div>

</fdiv>

</fdiv>
F</div>

-</div>

</div>

</div>

</fdiv>

l<div>

</div><div id="footer" class="footer default new-background-image" role="contentinfo" data-bind="css: %7B
227defaunlt®27: !backgroundLogoUrl () %2C
[F%#2Tnew-background-image%27: useNewDefaultBackground %7D">
<div data-bind="component: %7B name: %27footer-control%27%2C
publicMethods: footerMethods®2C

Fig. 8. The resulting HTML file

Instead of unescape(), JavaScript now uses the decodeURI() and decodeURIComponent()
methods, yet most modern browsers still support unescape(). We cannot say for sure why
the attackers chose a deprecated method, but it could be because modern methods are
more likely to be interpreted and detected by antispam engines.

Statistics

In the first four months of 2022, Kaspersky security solutions detected nearly 2 million e-
mails containing malicious HTML attachments. Nearly half of them (851,328) were detected
and blocked in March. January was the calmest month, with our antispam solutions detecting
299,859 e-mails with phishing HTML attachments.

Number of detected e-mails with malicious HTML attachments, January—April 2022

(download)

Conclusion

Phishers deploy a variety of tricks to bypass e-mail blocking and lure as many users as
possible to their fraudulent sites. A common technique is HTML attachments with partially or
fully obfuscated code. HTML files allow attackers to use scripts, obfuscate malicious content
to make it harder to detect, and send phishing pages as attachments instead of links.

Kaspersky security solutions detect HTML attachments containing scripts regardless of
obfuscation.
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