Emotet C2 and Spam Traffic Video
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This video covers a life cycle of an Emotet infection, including initial infection, command-and-
control traffic, and spambot activity sending emails with malicious spreadsheet attachments
to infect new victims.

The video was recorded in a Windows Sandbox in order to avoid accidentally infecting my
Windows PC with malware.

Initial Infection

Palo Alto's Unit 42 sent out a tweet with screenshots and I0Cs from an Emotet infection in
early March. A follow-up tweet by Brad Duncan linked to a PCAP file containing network
traffic from the infection on Malware-Traffic-Analysis.net.
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https://www.netresec.com/?page=Blog&month=2022-05&post=Emotet-C2-and-Spam-Traffic-Video
https://netresec.com/?b=215d5b5
https://twitter.com/Unit42_Intel/status/1498802280992227330
https://twitter.com/malware_traffic
https://www.malware-traffic-analysis.net/2022/03/01/index.html
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Image: Screenshot of original infection email from Unit 42
Attachment MD5: 825e8ea8a9936eb9459344b941df741a
Emotet Download

The PCAP from Malware-Traffic-Analysis.net shows that the Excel spreadsheet attachment
caused the download of a DLL file classified as Emotet.

G Transcript: 10.3.1.101:49183 -» 148.251.19.22:80 TCP HTTP — O *
Client : 10.3.1.101 TCP 49133
Server : 143.251.19.22 TCP 80 Save Client Byte Stream PCAP 2

Start Time : 202203401 18:38:14. 552006 UTC  (19:38 GMT=—===

End Time :  2022-03-01 18:38:24 633225 UTC (19:38 GMT.| Save Server Byte Stream
Duration :  00:00:09.6912150

Frames : 634

Protocol HTTP (certainty: 2.95)

Dizplay Frames (100 = Encoding | ASCII “ | Fort Size |8 =

“;ET /ggvarjy/9/ HITE/L.1 -
RBocept: Y/ ¥

TA-CET: RMDEd

Aeocept-Encoding: gzip, deflate

User—Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; xcd; Trident,/7.0;
rv:11.0) like Gecko

Host: diacrestgroup.com

Connection: Eeep-Rlive

HITES1.1 200 QK
Date: Tue, 01 Mar 2022 18:38:15 GMT W

Image: CapLoader transcript of Emotet download

o DNS: diacrestgroup.com
o MD5: 99f59e6f3fa993ba594a3d7077cc884d

Emotet Command-and-Control

Just seconds after the Emotet DLL download completes the victim machine starts
communicating with an IP address classified as a botnet command-and-control server.
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https://twitter.com/Unit42_Intel/status/1498802280992227330
https://www.virustotal.com/gui/file/d9381d778e21373428040d10d06da1f739cd527686797aaeaae93a4a9698bb40/detection
https://www.netresec.com/?page=CapLoader
https://exchange.xforce.ibmcloud.com/ip/209.15.236.39
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‘¥ Caploader 1.5.3
File Edit View Tools Help
Input Settings Fle ID  Filename Auto-extract flows on select
|dentify protocols 1 A127-03.01 Btk HEﬂ'E.C:Ed Flows N
Parse DNS Flename: 20220301  [R@Ng
Frames limit |0 Emote. 7431C6CA poap
Size: 3453 B
. < >
: Fows {657)  Services (134)  Hostz (107)
| ¢ Hide Selected Flows | Invert Hiding | Show All Flows | Selected Flows: [
| © Display Filter (BPF) tcp and not port 465 - Clear | Apply 172 |
| - Row Filter Colurnn Criteria = Protocel = TLS = Clear | Apply
Cliert_IP Cliert_Pott  Server_|P Server_Port  Transport  Protocol  Sub_Prol #
l 10.3.1.10 209.15.236.39
| 10.3.1.10 45400 147139134226 443 TCP TLS
: 10.3.1.10 45425 209.15.236.39 3080 TCP TLS Bazar
[| 10.3.1.101 45438 209.15.236.39 3080 TCP TLS Bazar
[| 10.3.1.10 45435 209.15.236.39 3080 TCP TLS Bazar
10.3.1.10 45451 209.15.236.39 3080 TCP TLS Bazar
10.3.1.10 45456 209.15.236.39 3080 TCP TLS Bazar
| 10.3.1.10 45457 134.209.156.68 443 TCP TLS v
[« >

Image: Emotet C2 sessions in CapLoader

o C21P:209.15.236.39

Emotet Spambot

The victim PC eventually started sending out spam emails. The spam bot used TLS
encryption when possible, either through SMTPS (implicit TLS) or with help of STARTTLS

(explicit TLS).

C21P: 147.139.134.226
C2 1P: 134.209.156.68

JA3: 51c64c77e60f3980eea90869b68c58a8
JA3S: ec74a5c51106f0419184d0dd08fb05bc
JA3S: fd4bc6cead877646ccd62f0792ec0b62
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https://www.netresec.com/?page=CapLoader

&N NetworkMiner Professional 2.7.3
File Tools Help
— Select a network adapter in the list —

VolP  Sessions (109) DMS  Parameters (5015) Keywords  Anomalies
Hosts (¥7) Browsers Files (232) Images Messages (1) Credentials (1)

Sort Hosts On: | IP Address (ascenc Sort and Refresh

----- IP:10.3.1.101
----- R MAC: DD08021C4TAE
----- B NIC Vendor: Hewlett Packard
----- B MAC Age: 2001-10-24
----- Hostname:
- 8% 0S: Windows
----- TTL: 128 (distance: 0)
----- Open TCP Ports:
----- o Sent: 3474 packets (2,437 297 Bytes), 0.00% cleartext (0 of
----- {3 Received: 4359 packets (660,199 Bytes), 0.00% cleartext {0
----- Incoming sessions: 0
[ % Outgoing sessions: 108
=27 Host Details
Device Category 1 @Windows

< >

=4 10.3.1.101 (Windows) A

JA3 Hash 1: 3Vcdabbf Tbd12195bach 7762521 10f 2 S

- O *
w || b Stat | | @ Stop
Caze Panel
Filename MD5

2022-03-01-Em... c0d2c

Buffered Frames to Parse:

Reload Case Files

Image: Emotet spambot JA3 hash in NetworkMiner Professional

o SMTPS JA3: 37cdab6ff1bd1c195bach776¢c5213bf2
o STARTTLS JA3: 37cdab6ff1bd1c195bacb776c5213bf2

Transmitted Spam

Below is a spam email sent from the victim PC without TLS encryption. The attached zip file
contains a malicious Excel spreadsheet, which is designed to infect new victims with Emotet.
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https://www.netresec.com/?page=BuyNetworkMiner
https://www.filescan.io/uploads/62739ce42b32b1c37c98089f/reports/f00a2b05-8838-4604-bb9b-090d088d1a33/overview

™) Re: Chevalier, Simon - Mozilla Thunderbird — O ot

File Edit View Go Message Tocols Help

Get Messages | W write  BJ Chat Eﬁkddress Book Tag v =
From Bnc <koumu-yjitsugyo@world.odn.nejp> 1 G % v A v
Subject Re: Chevalier, Simon 3/1/2022, 3:26 PM

To Chevalier, Simon <5imon.C m car o

Invoice # 70376706 A#90739621 4407 .zip
Password: 45CXZ8F

Bnc

info@bnc.ca v
2 @ 1 attachment: Invoice # 70376706 A#90739621 4407zip 42.0KE [ save
(=

Image: Spam email extracted from Emotet PCAP with NetworkMiner

« .zip Attachment MD5: 5df1c719f5458035f6be2a071ea831db
o .xIsm Attachment MD5: 79¢cb3df6c0b7ed6431db76f990c68b5b

Network Forensics Training

If you want to learn additional techniques for analyzing network traffic, then take a look at our
upcoming network forensic trainings.

Posted by Erik Hjelmvik on Monday, 09 May 2022 06:50:00 (UTC/GMT)

Tags: #Emotet #C2 #video #pcap #JA3 #JA3S #SMTP #SMTPS #Windows Sandbox
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