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Summary

PsExec is a tool developed by Mark Russinovich that can be used to execute applications on
remote systems. This post’s purpose is to give details about the inner workings of PsExec for
research purposes only. This is not an extensive analysis of every argument that PsExec
uses, and we only provide details about the general usage of the tool. The idea of Reverse
Engineering PsExec was initially proposed in the following tweet:
https://twitter.com/DebugPrivilege/status/1512851119688531976.

Disclaimer: Our approach is not intended to break the Sysinternals Software License
mentioned at https://docs.microsoft.com/en-us/sysinternals/license-terms. The binary was
not decompiled using IDA Pro (disassembled code only).

Analyst: @GeeksCyber
Technical analysis

SHA256:
3B08535B4ADD194F5661E1131C8E81AF373CA322CF669674CF1272095E5CAB95

The blog post is split into two parts. The first part presents a situation where PsExec is
running on a remote machine specified by a computer name or an |IP address.

First process: psexec.exe \\192.168.164.130 -u test -p test -h cmd.exe

The GetModuleFileNameW API is utilized to retrieve the path of the executable:

. 403D 66 68 08 02 00 00 push 208 x87sStatusword 0000
o | 00403068 8 4C 24 IC Tea ecx,dword ptr ssifesp+ich [espt] | X87SW.B O X87SW.C3 O XB7SW.C2Z ©
. 403DGF 51 push ecx XB7SW_C1 0 xB7SW._CO 0O xB7SW_ES 0O
80 et . .
g; 4‘4 24 1C :‘é\? dword ptr ss:[esp+icl,eax [esp+] lg—iw-s-; 2 kf_?'ﬁ‘sw_f Al o s
FF 15 64 71 42 00 €a11 dword ptr ds:[<&GetModulerilenamews] | v ————
EERARTENERY RN <acetMOdy] , ~ |octat e = [ (W
‘Gword ptr [00427164 <Dsexec, SGETMOOUEF] eNanel>]=<Kernel3Z, GETNOGU1EF1 1 eNancn> o F;ézg{q]uugng: i
3: ;€59'3_= 00000208 = "
. TEXT:00403D76 psexec .exe: $3076 #3176 [4: [espsc]_042¢2296 L"cnd. exe
Bompr Soumpz Boumps  @oumps Woumes L wach: @ ocas st omiehs %“‘,'2222
SAdrace | uaw = = : — B P = — _.‘nou?l:su|mooozos;
Figure 1
The process extracts version information size for PsExec by calling the
GetFileVersionIinfoSizeW routine:
52 push edx XB7SW_C1 0 x87SW_CO0 O XB7SW_ES O
8D 44 24 1C lea eax,dword ptr ss:fesp+ic XB7SW_SF O xB7SW_P 0O xX87SW_U o
50 ush ea Ol | Wsterdeci o o R Oyl
E8 EF 29 00 0O !g,ll'l <psexec.GetFileversionInfosizews I y [ o]
o oo -==-) " | Default (stdcall) v [5 3]0 unlack

1: [esp] 00197CFC Loc:\\Users\ll\\Desktop\\pse
2: [esp+4] 00197CF8

3: [esp+8] 042F2296 L"cmd, exe”

4: [esprC] 042F3C40 &L"C:h\\users'\JE\\Desktop''

GetFileversi

. TeXt: 00403086 psexec.exe:$3D86 #3186
| Bowp:  Sowpz Sowws Gowes @ oumps watch1 @ Lol struct [ B BT I S TR
Figure 2
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The version information for PsExec is copied to a buffer using GetFileVersionInfoW:

. 56 push esi xB7Statusword 0000
- 57 push edi NB7SW_B O x87SW_C3 O XB8TSW.CZ O
ME 6A 00 push 0 X87SW_C1 O XB7SW_CO 0 XB7SW ES 0
. 80 4C 24 24 lea ecx,dword prr ss:fesp-248 XB7SW_SF 0 X87SW_P 0 XB7SW.U O
L] 51 push ecx ecx:l B ey L Tl - eemm— -
g E8 €E 23 00 00 Call <psexec.GetFileversionInfows e
. R R o | pefautt (stal) 1[5 1101 unlod
$ — = —11: [esp: 3 \Desktop'\pse
<psexec.GetFileversionInfow= 12: [esp+4] 00000000
| 3: [esp+8] oooDOESC
| 4: [esp+C] 042F1818
.TeXT:00403DAL psexec.exe: $3DAL #31A1 e e e
Bowpr  Boump2 Soumps @ouws Wowes 5 wehi @ locls P st e L |- =\ \mens s PREXEL.CXE.
|Address | Hex Jasczz I B 00197€DC | 0000065€
manrFanan RS FA AR RMA TR PR GR RATAR PR AR RATAR Pm A mAIDR A R m R oA R oA D0137CED | D42F1818

Figure 3
The translation array is retrieved from the version-information resource:

52 push edi Edwk &l AGSIW_% 3 LEMPLY) AT/ WD 3 LEWPLY)
66 89 44 24 0OC mov word ptr ss:Besp+cll,ax X87TW_6 3 (Empty) X87TW_7 3 (Empty)
8D 44 24 08 lea eax,dword ptr ss:fesp+af
50 push eax xg7statusword 0000
68 E4 AD 42 00 push psexec.42a0E4 42A0E¢ x87SW_B 0 xB7SW_C3 0 xB7SW.C2 O
8D 4C 24 14 lea ecx,dword ptr ss:fespri4) XETSW_C1 O xB7SW_CO O XB7SW_ES O
56 push esi X87SW_SF 0 XB7SW_P 0O x87SW U O
89 4C 24 14 |mov_dword ptr ss:Qespri4],ecx R B e S
EB8 4F 2A 00 00 | EEIN <psexec. verqueryvaluew> = v —
e e AT e, e e Default (stdeal) =[5 12100 unloc
1: [esp] 042F181
<psexec.VerQueryvaluew= I[2: [esp+4] O0424DE4 L™\\VarFileInfo\\Translatior
3: [esp+8] pO197CCC
4: [esp+C] 00197CD4 &L"C:\\Users Desktop\
. TEXT:0040301A psexec.exe: $301A #3114 4 LREPC] S00107Co 8 ALSCE N\ U2 e NI \D sk o LAY
Boups  Soup2 Boues Boues Poumps L werh1 @ leas ) stuc
Address | Hex JAsciz | [ A7 00157CCO | DO137CCC
A narre DRI e 4A MATAN s AR RATEs me A AATme am an o nnl R0 R |00197CC4 | 00197CD4 | &L"C: \\Users\ l\\Desktop\\psexec. exe”

Figure 4

The InternalName string is extracted by calling the VerQueryValueW function (see figure 5).
040904B0 is a combination of 0x409 (English — United States language) and 0x4B0
(UTF_16).

50 push eax

8D 8D DC FD FF FF lea ecx,dword ptr ss:febp-2240 x875tatusword D000

51 push ecx XB7SW_B D XB7SW C3 0 xB87SWCZ O
BD 95 E4 FD FF FF Tea edx,dword ptr ss:[febp-21Cj) X875W_C1l 0 XB7SW.CO O XB7SW_ES 0O
52 push edx edxzl XBTSW_SF O XB7SW. P O XB7SW.U O
= pUsh 51 ey

ES CA 2A 00 00 |Eall <psexec.verqueryvaluew> ] v

5 | Default (stdcal) =[5 1£]J unlock
1 [esp] 042Fi8i8 )

2; [esp+4] 00197494 L™\\STringF1l1eInfo) 04030480
3: [espr8] D0197ABC

. TEXT:00403C9F psexec.exe: $3C9F #309F b
42 bump 1 Soump2 B oumps ®owos @ oumps S watth1 @ Locals i struct 3;5;;".-.;.“ L™\\StringfileInfo)\ 04090480\ \ InternalName”

e e e y |~ Do137A74 | 00197488

Figure 5

A similar approach is used to extract FileVersion, FileDescription, LegalCopyright, and

CompanyName.

There is a function call to GetVersion, and the return value is expected to be < 0x80000000;
otherwise, it prints the “PsExec requires Windows NT/2000/XP/2003.” message:

Ltext:80483EBB call ds:GetVersion
Jext:ee483eCL cmp eax, oSPepeaash
.text:86483EC6 jb short loc_483EE6

FIZE FZE
Ltext:@8483ECE push edi text:80463E
Ltext:98403EC9 push offset aSRequiresWindo ; "¥s requires Windows NT/2808/XP/2883.\n"... Ltext:@a483E
Ltext:90403ECE call sub_4875C1 Jtext:90483E
text:8@403ED3 add eax, 48h ; '@’ Jtext:00403E
Jtext:98403ED6 push eax s EELE"*

Jtext:98403ED7 call _fprintf

.text:@8483EDC add esp, BCh

.text:@8483EDF push 1 = -dnt

.text:88483EE1 call _exit

Figure 6
The file performs a comparison between the command line arguments and “/accepteula” (or
“-accepteula”):
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] s =1

Jtext:eede232e

Ltewt: 0684082326 loc 462328:

Ltext: 88482328 mov eax, [editesi*4]

Ltewt: 88482323 push offset afccepteula ; "/accepteula®
.text:88482328 push eax 3 wchar_t *
.text:88482329 call __wcsicmp

Ltext:@a48232E add esp, B

Tdextieada23i3l test eax, eax

text: 88482333 jz short loc_ 482351

Figure 7

Y

il e =]
Ltewt: 88482335 mov ecx, [editesi*4]
.text:88482338 push offset aAccepteula ® ; "-accepteula”
.text:88482330 push ecx ; wchar_t *
Ltext:@ed48233E call __wcsicmp
Ltext:8e482343 add esp, 8
Tdextieade234e test eax, eax
text:@ad482348 §z short loc_ 482351

RegCreateKeyW is utilized to create the “Software\Sysinternals\PsExec” registry key
(0x8000001 = HKEY_CURRENT_USER):

51 push ecx XB7SW.B O xB7SW.C3 0 XxB7SW.C2 O
8D 54 24 10 lea edx,dword ptr ss:fesp+i0] | X8TSW_C1 0 XB7SW_CO O xBTSW_ES 0
52 push edx edx:l XBTSW_SF O XB7SW_ P 0 xB7SW_U O
68 01 00 00 80 push 80 | R
FF 15 48 70 42 00 call Mrs ptr d5i[<eRegCreatekeyw=] | v = —
| s 5 aer-n(snxd) =[5 10 unlock
dword ptr [00427048 <psexec.dRegCreateKeyw>]=<advapi3z.RegCreateKeyw> esn« 00197, —wc L"Software\\Sysinternals)\p:
esp+8] 00197AA4
4: [!sp-rc] 00000000

- Text:D0401EE6 psexec.exe; $1EE6 #12E6

P 4 a) soo'onom =———
4 pump 1 Soump2z Soump3 @oumps W oumps o wiatcht @ Locais 4 Struct oo:.wasal onn:M:i L"software'\Sysinternals\\PsExec”
i e Tacrvr T 1 0019743C | 00197444

Figure 8
The PsExec executable is looking for a registry value called “EulaAccepted”, which
determines whether the user has accepted the EULA (License Agreement):

» 50 push max I AGIIMLT 3 LEWELY) A IM_3 3 LSwRY)
. 8D 8C 24 24 02 00 00 lea ecx,dword ptr ss:Besp+2240 fesps; | XB7TW.E 3 (Empty) X87TW_7 3 (Empty)
. 51 push ecx |
L] &A 00 push ¢ xBTStatusword 0000
. 64 00 push X87TSW_B 0 xB7SW.C3 0 xB7SW.C2 O
L] &8 BO 99 42 00 push psexec.429980 | 42998 XB7SW_C1 0 XB7SW CO O XxB75W ES O
. 52 push edx XB7SW_SF 0 XB7SW.P 0 x87SW.U O
. C7 44 24 20 04 00 00 00 mov dword ptr s -~ s -
B FF 15 4C 70 42 00 call dword ptr | v -
----- . == = 2 : T £ = ael'am{suaal} * s 1 [ unkd
e e [1: Tesp] oo000220
dword ptr [D042704C <psexec.&RegqueryvalueExws]=<advapi32.RegaueryvalueExws |2 esp+4] 00429980 L"EulaAccepted”
| 3: [esp+8] 00000000
4: esp+cJ 00000000
«Text:00401F13 psexec.exe:$1F13 #1313 ==

Bowpt  Eouwmpz Soumps Qoums  Woumes L watcht @ rocak P st 90197A8C ggcs'g;gno L"EulaAccepred”
Address | Hex z _ J\KI:E : | gaaooona|
013788 | 36 00 53 00|53 00 73 20|23 0o 6F 00|74 20 68 So| LSy TInEIe:|
Figure 9
The executable loads the “Riched32.dII” module into the address space of the process:

mwm 00000000
00197438 | 00197CCO
00197A3C | D0197AAB.

- 68 94 99 42 00 PSex 42999 XB7SW_SF 0 XBTSW_P 0 X87SW_U o
. 50 ;.i 12 112‘111” a:oru °§' g i [es m lJ] 1 i e
Eg— FF E4 71 42 00 ca’ Mr ptr ds:i[<aLo. L| raryws> w2 B e
. S 5 Defai:{stdan = $ | Unlock
T 1z ;un] 00429994 L"Riched32.d11"
ptr [D042T1ES <psexec.dl aryws nel32.L aryws 2: [esp+4] 0D42F3C40 &L"C:\'\Users' 'l '\Desktop\’
3: [esp+ Bi 00000008
4: [es 0D197F2C
LTEXT:00401F 41 pPsexec.exe: S1F41 #1341 = H _____

. = F B = o = o = SR &L [

Figure 10
The DialogBoxIndirectParamW routine is utilized to create a modal dialog box based on a
dialog box template:
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AGsIm_ 3 LEmpLy ) w_3 3 LMLy

e PUEI Ehp XB87TW_6 3 (Emty) xa?Tu_? 3 (Empty)

33 ¢o XOr ecx,ecx

68 FO 1C 40 00 push psexec, 401CFD
push ecx xB7STtatusword 0000

push esi XB7SW_B O xB7SW.C3 0 xB7SW.C2 O
mov word ptr ds:[edi+eax"2],cx xB75W_C1 0 xB87SW.CO O xB7SW_ES O
00402187 66 01 5E 08 add word ptr ds:[esi+8],bx NB7SW_SF 0 XB7SW_P 0 xB7SW.U O
00402188 Sl

51 push ecx
15 42 <&DialogBoxIndirectPar

Ji sssssnanan

00000000
esp+C] 00401CFO0 psexec.00401CFO0
. text:D04021BC psexec.exe:$21BC #1SBC ety By RS raattatutyyin bl _

Soumpz Soups Ooumps

Flgure 11
The text of the window’s title bar is changed to “PsExec License Agreement” by calling the
SetWindowTextW API:

00401009 L B K&?ﬂ_SF 0 X87SW_P 1 XBTSW. U
00401004 = L

espu DD1973FC LWPSExec License Agreement”
esp+8] 00197630

esp+C] 00401CFO psexec.00401CFO0
.text:00401DDE psexec.exe: $1DDE #11DB

| Bowmpr  Soump2 Souwes @ouwmps @ oumps

Figure 12
The binary obtains a handle to a control in the dialog box created above using GetDIgltem:

XBTSW_SF O xB7SW_P 1 xB7SW_U

.TEXT:00401DF9 psexec. exe: $1IDF9 #11F9

| @Bowmp1  Soumpz Soumws Goumps Wowmps L warch: @ locals P st

Figure 13
The process sends the TTM_GETTOOLINFO (0x435) message to the window in order to get

the current tooltip definition:

00401DE7 68 00 00 10 00 push 100000 3 LEmpLy AGsim_3z 3 LEmMLY)
00401DEC 6A DO push 0 RB?‘I‘\LS 3 (Elpty} XBFTW_7 3 (EmpTy)
00401DEE 68 35 04 00 0O push 435

DO401DF3 68 F4 01 00 0O push 1F4 xB7Statusword 2020
DO401DF8 56 sh esi
004£010F9 FF D3

D0401DFB 88 2D 10 73 42 00
D0401E01 50

STEXT:00401E02 psexec. exe:S1E02 #1202
“ Dump 1 . a2 $oup: @ oumpa

XB7TSW_B O xB7SW.C3 1 xBTSWC2 0O
ebx XBTSW_C1 0 X87SW.CO O XB7SW_ES O

mhebn.dwrd ptr ds: [<&SendMessagews>] 3 xB7TSW_SF 0 xB7SW P 1 xB87SW U O
eax

LA A AR R L]

@oumps o wach1 @ locals P stuct

Flgure 14
The anchor highlight setting for the window’s toolbar is set by sending the
TB_SETANCHORHIGHLIGHT (0x449) message to the window:

00401E08 push eax ¥ I 7 XB/IW_b 3 (EMPTY)  X8/IW_/ 3 (EMPTY)
00401E0% 2 push 2

D0401E0B push 443
00401E10 push 1F4

xBTStatusword 4020
XBTSW_B 0 xBTSWC3 1 xB7SW.C2 O

i S8ssssnns

DO-iDlElS sh esi XB7TSW_C1 O xB7SW CO O xB7SW_ES O
E ebx SS?SH_SF 0 XB7TSW_P 1 xB7SW_U o
sh eax B e
nemwcan ~ (s #1071 Urdock

’ ﬂprtl 00000449

00000002
.TEXT:00401E19 psexec, exe:$1E19 #1219 ﬂﬂ'fc 001973F0

Bowpr  Spupz Boup3 @Ooumps @oumps b wachi @ locas P Stuct

Figure 15
The PsExec License Agreement window appears on the screen, and we need to accept the
terms in order to continue the execution:
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PsExec License Agreement >
You can also use the faccepteula command-ine switch to accept the ELILA.

L]

SYSINTERNALS SOFTWARE LICENSE TERMS
These license terms are an agreement between Sysinternals (@ wholly
owned subsidiary of Microsoft Corporation) and you. Please read them.
They apply to the software you are downloading from Systinternals.com,
which includes the media on which you received it, if any. The terms also Fi 16
apply to any Sysinternals 'gure

updates,

supplements,

Internet-based services, and W

Print . Lgree Decline

The PsExec executable destroys the modal dialog box created earlier using EndDialog:

32 01 push 1 | XB7SW_SF O X87SW_P 1 XB7SW.U O
push es Bt
FF 15 14 73 42 00 Im‘l mrn pEr dss[<aendDialogs] ] 1
iR < il E MM T » |Defa\1t(sﬁal1 i 4[] Unlock
B et e 13 [esp] ooB2D48E
d ptr [00427314 <psexec.4EndDialogs]=<user32.EndDialog> 1'2: [esp+4] 0DDDOOOOL

3: [esp+8] O0401CFO psexec. 00401CFO0
4: E!SI:H-C _DOBZzO4B88

. Text:00401D93 psexec.exe:$1D93 #1193

|‘iDumol Soump2 $ouws Ooumps @oumps o wach: @ loals P Stuct | ponaosas

Figure 17
RegSetValueExW is used to set the value of the “EulaAccepted” registry value to 1:

. &A 04 push 4 Ro/siw_B 3 LEWRLY ) R/ IM_/s 3 LEMPLY )
. 8D 94 24 24 02 00 00 lea edx,dword ptr ss:ffesp+z224) [esp+:
. 52 push edx xB87Statusword 4020
. 6A 04 push 4 KB7SW_B O XB7SW.C3 1 XB7SW.C2 O
. 64 00 push XB7SW_C1 0 X87SW.CO O X87SW_ES O
. 68 BO 99 42 00 push psexec.429980 42998¢ XB7SW_SF O X87SW_P 1 X87SW_U O
. £8 15 r%ﬁ? ;-w ds:[ 1 1 |

[IE 1P s 11 FF 50 70 42 00 ptr ds:[<aRegSetvalueExns v -

_____ T TR Ty e e 3= Default (stdcall) = + |0 urled
= 1: [esp] ooooO220
prr [00427050 <psexec.dRegSetvalusExw: 32. etvalueExw= ¥ 2: [esp+4] 00429980 L"EulaAccepted”

3: [esp+8] 00000000

4: [es| 00000004
«Text:004021F5 psexec.exe:$21F5 #15FS P+

& oump 1 ~ Eowmp2 $ouwmp3 Ooumps  @oums  Watch1 .I.Drals & struct ~ Tbo1s7Asc | 00429980, L g1
Address ‘ux IAscn: | [l

00197CCO B2 00 00 00[18 18 JF 04104 19 2F 0420 13 Q;| BT | |Dnl.9?m 00197CCO
00157€00 | w|£ﬁ_:ﬁ_-tu_au_zm.a__a.mo brelAs il [t

Figure 18
The binary extracts the NetBIOS name of the local computer via a function call to
GetComputerNameW:

52 push edx = & XB7SW_C1 0 X87SW_CO O XB87SW_ES O
68 20 C3 43 00 push psex -l'sl"'- XB7SW_SF 0 xB7SW_P 1 xB7SW_U U]
C7 44 24 28 05 01 00 0O mov dNDr:l ;
FF 15 74 71 42 00 call Mrd nt ds [c&&tcmnut«umm] —
RO S— == i Defadt(shlcall ~ 51207 uniock
st emte e - — — - i [esp] D043C320 psexec.0043C320 =oe
dward ptr [00427174 <psexec,&GetComputerNamews]=<kernel32. GEtComputer Namews I z espr4] 00137F 35‘
3: EESEHE 00409645 <psexec.EntryPoint>
4: [esp+C] 00403645 <psexec.EntryPoints
.Text:004063E7 psexec.exe:$63ET #STET

Bowpr  Soump2 Soumps @Qoues Powes s waht @ locals P st 00 43C 20| Paexec. 0043C320
Figure 19

There is a second (redundant) call to GetVersion; however, a different message is printed
this time:
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FIZE

text:BB4B63FA push offset aPsexecRequires ; “PsExec requires Windows NT or higher.‘n"
text:BB4B63FF call sub_4875C1

LJtext:eedesded add eax, 48h ; "@'

.text:8e4864687 push eax : FELE:*

.text:eadecdns call _fprintf

text:eedee480 add esp, B

Tdextiesdec4le or eax, BFFFFFFFFh

text:@e486413 jmp loc_ 486755

Figure 20

For example, if an argument is too long, then PsExec displays a message that contains a

typo:

il s

text:ead486586

.text:88406588 loc_48658B:

text: 88406588 mov ecx, [esp+3@828h+var_B5814]
Lext:ee48658F mov edx, [ecxtedi*4)]

Ltext: 88486512 push edx

Ltext: 88486513 push offset aArgumentTolong ; “Argument to long:
Ltext: 88486518 call sub_4875C1

Jtext: 88486510 add eax, 4eh ; '@’

.text: 88486520 push eax g FELE-*
Ltext:88486521 call _fwprintf

text: 88406526 add esp, @Ch

TJdextieed4ae529 or eax, @FFFFFFFFh
Ltext:8a48652C jmp loc_ 486755

Bswnhn™

Figure 21

The executable retrieves the command-line string for the process by calling the

GetCommandLineW routine:

(TETe —

FF D6
| il R = 5 | Defaut (stdcall) = |5 1#]|[] unlocke
T 1: [esp] 00403645 exec. Ent int>
esi=<kernel32.GetCommandLinews (76AT4BCO) 2: [espr4] 00409645 <psexec.EntryPoint>
l[3: lespes] ooi1sFFso
4: [esp+C] 00320000

-TEXT: 00406478 psexec.exe:$6478 #5878

Figure 22

GetFullPathNameW is used to extract the full path and file name of PsExec:

| 52 push edx XBTSW_E 0 XB7SW. C3 1 XB7SWC2Z O
65 ED 80 43 00 push psexec. 43808 XETSW_C1 O XB7SW.CO O x875W_ES O
68 00 20 00 00 push 200 7SW_SF 0 XB7SW_P 1 XxBTSWU O
56 push esi asi:l’ L e
EF 15 24 72 42 00 | €all dword ptr ds:[<aGetFullpathNamew=] wl——— = =
CESaTR L 1 5 | Default (stdcal) =[5 £100 unlock
T S 1: [esp] OD197F3A L'C:\\Users esktop'\pst
d ptr (00427224 <psexec.AGETFu]1PAThNAMEN>]=<kernel32.GetFull1pPat 2: Les=+4: 00002000 " \ \Desktop\\ps
3: [esp+8] OD43B0ED psexec.D043BOED
4: [esp+C] 00197F30
.TEXT: 00406570 psexec.exe:$657D #597D 48 LRERIS S QUAS7EI0.
, P DD17F
Bowpr  Soumpz Bouws Qoups Bowmps L wach: @ ok 4 stuct e g Peidioy

| A

Figure 23

_jasciz

D0137FOC | 004380E0
‘00197F10:| D0197F30

3aL"C:\\users\ [l \Desktop\\psexec. exe”
Lsu.m:mo

The file retrieves the address of “CreateRestrictedToken” and other export functions via a call

to GetProcAddress:

68 44 BE 42 00 push psexec. 428844 28E x87Statusword 4020
62 B8 T4 42 00 ush exec, 42748 2 XB7SW_B O xB75W.C3 1 x87S5W.C2 O
FF D3 ATl ebx XB7SW_C1 0 XB7SW_CO O XB7SW_ES O
BB 20 ES 71 42 00 mov ebp,dword ptr ds: [<&GetProcAddress>] XBTSW_SF O XBTSW_P 1 xBTSW_U O
50 push eax R e 82—t st -
g— FF DS | €817 ebp EBpIGt v |- —
| e e - o e - Default (stoical) - |_5_:_D‘
-bp=ckerne : : 1: [esp] 7340000 advapi32.73a40000
ebp=<kernel32.GetProcaddress> (76A75080) 2: [espr4] O042BE44 "CreateRestrictedToken”
3: [esp+8] 00409645 <psexec.EntryPoint>
4: [esp+C] 00409645 <psexec.EntryPoint>
- Text:004065A9 psexec.exe: SE5A9 #5949 —_— —
~ - o) 7 3A40000 ap132.73A40000
Bome1 Eoump2 Soumws Ooums Woumps b watch: @ locals ) Stuct ey B i oo o

Figure 24
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The function that contains the switch statement, which chooses an execution flow depending
on the command line arguments, is shown below (IDA Pro graph):

0

f r? 18 : Figure 25

Firstly, every argument that starts with “-” is compared with “accepteula”, “low”,

LTS LT3

“‘belownormal”, “normal”, “abovenormal”, “high”, “realtime”, and “background”.

Every argument that starts with “-” is converted to uppercase using _toupper. The
OxFFFFFFBF constant is added to the return value, and then the result is supposed to be
between 0x0 and 0x17 (23 in decimal). Just based on this simple calculus, the “-y” and “-z”
arguments couldn’t be valid:

il e =

Jtextieedasaco

Ltext: 88485406 loc_ 4B5ACH:

Ltext: 004085406 movzx  edx, word ptr [ecx+eax]

Ltext:Bed4as5aCA push edx 5 imt

Ltext:88485ACE call _toupper

.text:ead4e54D8 add eax, BFFFFFFBFh ; switch 24 cases

Ltext: 28485403 add esp, 4

Ltext:884854D6 cmp eax, 17h

Jtext:8e485409 ja def 485ADF 3 jumptable @8485ADF default case, cases 66,71,74,75,77,79,81,84
Figure 26

In the case of invalid parameters, the process prints out the instructions for parameters:
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il e (=]

text:eedasSere

text:ee4e856Fe

Ltext:eed4e5ere

.text:884856F8 sub_4856F8 proc near

Jtext:eedesere

.text:884856F8 arg_ 8= dword ptr 4

Jtext:eed4esere

text:@e4856F2 push offset aPsexecExecutes ; "PsEwec executes a program on a remote s"
.text:@84856F5 call _printf

Ltext:B84856FA push offset aApplicationsEx ; "applications execute interactively.\n"
Ltext:@84856FF call _printf

.text: 88485784 mov eax, [espt+3+arg_8]

.text:88485788 push eax

.text:88485789 push offset alUsagePsexecCom ; "“nUsage: psexec [‘\\\\computer[,computer”
text:8848578E call _printf

text:ee485713 push offset aASeparateProce ; " -3 Separate processors on ..
Ltext:ee485718 call _printf

Ltext: 88485710 push offset aCommaskherelIs ; " commas where 1 is the 1"...
Ltext:@e485722 call _printf

.text:88485727 push offset aToRunTheApplic ; " to run the application ...
.text:8848572C call _printf

Ltext:88485731 push offset aA24 e V'-a 2,40\

text: 88485736 call _printf

Ltext:@e485738 push offset aCCopyTheSpecif ; " -C Copy the specified prog"
Jtext:ee485746 call _printf

Ltext: 88485745 push offset aDDonTWaitForPr ; " -d Don't wait for process
Ltext:Be485744 call _printf

.text:8848574F push offset aEDoesMotLoadTh ; -g Does not load the speci”
.text:88485754 call _printf

Ltext:88485759 push offset aFCopyTheSpecif ; -f Copy the specified prog"
text:8848575E call _printf

Ltext:ee485763 push offset aIRunTheProgram ; " -1 Run the program so that"
Ltext:ee485768 call _printf

Ltext: 88485760 push offset aHIfTheTargetSy ; " -h If the target system is"..
Ltext:@e485772 call _printf

.text:88485777 push offset aRunWithTheAcco ; run with the account's "...
.text:8840577C call _printf

.text:88485781 push offset alLRunProcessAsL ; " -1 Run process as limited "..
text: 88485786 call _printf

Ltext:@e485736 add esp, 42h

Ltext:@848573E push offset afndallowsOnlyP ; " and allows only privile"
Ltext: 88485793 call _printf
Figure 27

There is a comparison between the local computer name and the computer name\lP address
passed as a parameter:

68 38 21 43 00 push psex 432138 XB7SW_S5F O xB7SW_P 1 Xx87SW_U o
68 20 C3 43 00 push psexec.43L320 43033 s
EB 63 11 00 0O | €Al psexec. 407410 I A4
> o e -
Pl 0043C320 L'DE

: [esprc] 00197F3A L"C:\\Users\ [\ \Desktop\\
.text:004062A8 psexec.exe: §62A5 WSEAS Jesp - uda AV

I—

= . ) eskTor- I

Boumps  Boump2 Soumos Goumps  @oumps watch1 @ Locals ¥ Struet oo:m«u‘ 00432138 L"153. 165, 169 130"
Figure 28

The NetlsServiceAccount function is used to test whether the user name passed as a
parameter exists in the Netlogon store on the local machine:
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dx XB75W_C1 0 xB7SW_CO O XB875W_ES O
exe : - 43314¢ XBTSW_SF 0 xB P 1 xB87SwW_U 0
push b =t e -

FF DO | call eax |eaxzh

63 40 31 43

sseee
e

e

v -
z T T IR , | Default (stdcal > |5 &[] unlock

i F T 1: [es| 00000000

| eax=<Togonc1i.NetIsServiceAccount> (6C5B0250) 2s LCSSL. 00433140 L"rest”

3: [esp+s] o0197F24
4: [esp+C] DO409645 <psexec.EntryPoint>
.Text:004065FE psexec.exe: $65FE #59FB — - A

Y 1 2 : 5 [ 00000000 |
.‘ Dump 1 = Dump 2 ‘ Dump 3 0 Dump 4 ‘a Dump 5 Watch 1 " Locals & Struct 00, 00433140 | L"test"
[Py r— - Taerrr i . | DD197F10 | 0D197F24 |

Figure 29
The executable creates an unnamed event object by calling the CreateEventW API:

. 56

. 5g x875tatusword 4020

. 6A 01 Xx87SW_B 0 xB7SW_C3 1 xB7SWC2 O

. 85 €O ax XB7TSW_C1 O c 0O XBTSW_ES 0O

. 56 XB7TSW_SF 0 1 xXB7SW.U 0O

. OF 94 44 24 22 sete byte ptr ss:[esp+22] ame o o mmocm oo
Eg— FF D7 | €&l edi |edisCr =

Mg S g , | Default (stdcal) » |s % 1(] unlock

1t [esp] DOODDOOO

2: [esp+4] 00000001
3: [esp+E] 00OODDOOD
4: ;éSD*‘C:AIJUUl"U[\fJ'J

| edi=<kernel3z.CreateEventw> (76ACDCOO)

. TEXT: 00404980 psexec.exe: $498C #3D8C [

i 8 3 i 00 [ 000 [
Bouwp:r  Soump2 Souws Qoumps Boumes watch1 @ locls P stuct T P '
FTEE] i || DO18EBFS | 00000000 |

001BEBFC | 00000000 |

A new function is added to the list of handler functions for the current process:

. push XB7SW_B O XB7SW.C3 1 X87SW.E2 O

. push psexe XB7SW_C1 0 xB7SW._CO 0 x87SW_ES O

(] 4A mov dword pTr ss: 184, 44 XBTSW_SF O 1 XB7SW_U o

. mov dword ptr s p+4aD 4§, esi B wwr—, e = -
E— €817 dword ptr ds:[<ssetConsoleCtriHandlers] v

ole . = g 5 | Defaut (stdcall) > 5 #[]unlock

1: [esp] O0403FB0 psexec.D0403F80
[espr4] 00000001

esp+8] 00000008

sp+C] 00432138 L"192.168.164.130"

dword ptr [D04270FC <psexec.&SetConsoleCtriHandler=]=<kernel3z,SetConsoleCtriHandler>

EH
41
L

-text:D04049C2 psexec. exe:$49C2 #3DC2

Romp: Soup2 Bouws Oowps @omps b waht  Qlosk P stuct I O 0ara0 | PAXec. DO403F80

Figure 31

An intermediary message that gives details about what action will occur next is displayed
(these messages aren’t visible during normal execution because they’re deleted after the

action is complete):

8 C\Users{Jll Desktop' psexec.exe i o *)

cting to

Figure 32

The PsExec process makes a connection to the IPC$ share on the remote machine using
the WNetAddConnection2W API. The credentials passed as parameters must be valid on
the remote host:

- L 0. 00000000¢

. 000000000000¢ . D0000000¢

. 00000000000008 0. 00000000¢

. 00000000000 . 00000000

. 00000000000( ( 0. 00000000

. 0000000000000000C ST7 Empty 0.00000000¢

. x87Tagword FFFF

. xB7TW_0 3 (Empty) xB7TW_1 3 (Empty)

b edi: X87TW_2 3 (EmpTy) x87TW_3 3 (Empty)

= z XB7TW_4 3 (Empty) xB7TW_S 3 (Empty)

. 1 X8TTW_6 3 (Empty) X87TW_7 3 (EmpTy)

.

. xB7StatuswWord D000

. C XBTSW_B O XBTSW.C3 O [+]

. 03 XB7SW_C1 O o [}

. mov dword ptr e esp+ X87 F 0 0 0

. )0 00 DO C mov dword ptr ss: g —om a - -
Eg— o0 | EE <psexec. WNet crion2ws | v =

ole T ST , |Default (stdcal) > ||5 |3/ unlock

1:

[esp] 0O01BDC3O

: [esp+rd] D043C100 L™test”
[esp+8] D0D433140 L"test"
4: [ 1 0000000

. TeXT:00402EB2 psexec.exe: $2EB2 #2282 ! LREDV]_AGN0EO00

| «<psexec. WNetAddConnectionzw=

g s “n [ Y 00180C30 |
Boup:  Spwp2 Soumws Ooumps @ oumps watch1 @ Locals & struct e reatn
| Address | Hex jasczz | - 00433140 | L"test”
001BDC30 |08 00 00 00|00 00 00|00 00 00|03 00 O 00000000 | 3
0018DC40 | 2 215 g ag|oo oo 00|00 0o ol 0. .p : | DD1938DC | L"PSEXESVC, exe
40/ 20 DC_18 0050 DC 18 00 0 0 NN D0433140 | L"test"
001BDCS0|SC 00 5C 00|31 9 00|31 00 36 Of : Baanonad
00180C60 8 2E 31 3 31 33 8. 00000000
) 49 o0 » 0

0018DCT70| 30
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The binary determines the location of a resource called “PSEXESVC” via a function call to
FindResourceW:

68 84 98 42 00 push psexec.429884 429884 KB7SW_C1 0O XB7SW.CO O Xx87SW.ES O

50 push eax eax:L” XBTSW_SF O xB7SW_P 0 XB7SW_U o

&A 00 push 0 | L

FF 15 B0 71 42 00 | €&l dword ptr ds:[<4FindResourcew>] | " =T

SReSs T s T, =[5 13 unlock

3 Esp‘rsil 00429884 L"BIMNRES"
4

00433140 L"test”

+TEXT: 00402020 psexec.exe: $2D20 #2120

R =TT T TH TOTM TR T T, [
Figure 34

The resource is loaded in memory, and a pointer to the specified resource in memory is
retrieved by calling the following functions: LoadResource, SizeofResource, and
LockResource (see figure 35).

2w go o G 3 Gt s 3 o
FF 15 84 71 42 00 | €217 dword ptr ds:[<iloadResources] XB7TW.6 3 (Empty) xB7TW.7 3 (Empty)
56 | push es1
6A 00 push o xB7Statusword 0000
8B F& mov_edi, eax edizL” XB7SW_B O XB7SW.CI O XB7SW.C2 O
FF 15 88 71 42 00 €8l dword ptr ds:[<&SizeofResources] NETSW_C1 O xB7SW CO 0O xB7TSW_ES O
é; i push ;d‘ edi:L” XBTSW_SF O NXETSW_P 0 X87SW_U 2]
mov_ebx, eax ebx:L" |fsna - e
FF 15 8C 71 42 00 E&W dword ptr ds:[<&LockResources] o —— — =
% ISl N ik ko LR . Defauit (stdcal) ~|[s =00 X
dword ptr [00427184 <psexec.&loadResource>]=<kernel32.LoadResource> I'2: [esp+4] DO4SE0BB psexec.D045E0BS
3: [esp+8] 001938DC L"PSEXESVC.exe”
4: [espsC] 0042a994 L"PSEXESVC"
. teXT:00402D42 psexec.exe:$2D42 #2142 e i

— |
Bomp1  Some2 Soumws Ooumps Wowmos o watcht @ rosas P swuct P 00000 | psexec, cossEass
Figure 35

The executable creates a file called “PSEXESVC.exe” in the ADMINS share on the remote
machine:

68 TC 9B 42 00 push psexec.42987C 429B87C XB7SW_C1 O XB7SW.CO O NB7SW._ES O
51

T
. push ecx ecx:L" XB7SW_SF 0O XxB7SW_P 0 xB7SW_U o
- - 88 F8 mov_edi,eax e
. EB A6 4D 00 00 | &N psexec. 407813 I v ==
& Z s T ey |y g 3 Default (stdcall) =5 = DUNOd
e 1: [esp] OO18DE9S L' 192.168.164. N
pSexec. 00407813 i 2: esp+4] 00429B7C L"wb"

3: [esp+8] 0019380C L"PSEXESVC.exe"
4: [esp+C] 00424994 L"PSEXESVC®

.text: 00402068 psexec.exe: $2DE8 #2168

| Bowpt  Soumpz2 Howes Ooumps Boumps o wacht @ lecas P stuct e e | L R S R ]

Figure 36

The above file is populated using the _fwrite function (see figure below) . The hash of the file
is 6A6A9AAGED43EB3F857392459C7B05A5A0DF89E00A3214D333949A561BCFF368 and
we’ll describe its purpose in the upcoming paragraphs.

push esi XB7SW_B O XB7TSW.C3 O w87SWCZ O

push ebx XB7SW_C1 0 xB7SW_CO O xB7SW_ES 0O

push 1 XEBTSW_SF O XB7SW_P 0 XB7SW_U o

ipusn edi — EM't T TN - - —
1 psexec. 40. L

i S ot - Bl

1: [esp] DO45E108 psexec.D045E108 |
EB espﬂ] 00000001
3: [esp+8] 0002E56D

4: [esp+C] 00431180 psexec.00431180
R e A

. Text: 00402081 psexec.exe: $2D081 #2181

Bowmp1  Soump2 Powps Goumps Bowps oo wach:t @ locals st

ss | Hex | Asc1z ]
0045E108 4D 54 90 00[03 00 OO0 00|04 00 00 OD|FF FF 00 00 |MZ..seeressn ¥YWeul
Figure 37

The binary retrieves a handle to the standard output device using GetStdHandle
(OXFFFFFFF5 = STD_OUTPUT_HANDLE):

! - 64 F5 ush FEEEFFFS T
e FF 15 9C 71 42 00 Ig.t‘u dword ptr ds:[<aGetstdHandles] I O ——
T e e 2ol s e 3" | Defout sckal TEED
: '1: [esp] FFFFFFES ) )
prr [0042715C <psexec.&Getst e>]=<kernel3z. e [2: Eespwf‘ 00403505 psexec.00403505
3: [esp+8] 76ACDCO0 <kernel32.CreateEventws

4: [esp+C] 00000000 ~

. TeXT:00402CAC psexec.exe: S2CAC #20AC

—_———
A e s Bn_n M. B __. & - et F s B IEERERREY FFFFFFFS |

Figure 38
GetConsoleScreenBufferinfo is utilized to obtain information about the console screen buffer:
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. 2 2 68 20 21 43 00 push 3212 XB7SW_SF 0 XB7SW_P 0 xXB7SW_U (]

. 4 5 push eax
EG— FF 15 90 71 42 00 call dword ptr ds:[<&GetConsolescreensufferInfos] v =
ol P - , | Default (stdcal) w |5 2| Unlock
i 1: [esp] 00000098
[dword ptr [00D427190 <psexec.&GetConsoleScreensufferInfo>]=<kernel32.GetConsoleScreenBufferInfo> 2: EQSEL; 00432120 psexec.00432120
3: [esp+8] 00403505 psexec.00403505
4: [esp+C] 7GACDCOO <kernel3z.CreateEventws

. Text:00402CEB8 psexec.exe: $2CBE #2088 |

= p & 0018E2D0
& oump 1 = Dump 2 $ounp s ®oumps @ Dumps Watch 1 ® Locas s Struct 001BEZ2D4 | 00432120 | psexec. 00432120

Figure 39
The next action of PsExec is to start the PSEXESVC service on the remote host, as
highlighted below:

8 C\Users\ Il Desktop\psexec.exe - O x

Figure 40
The binary establishes a connection to the service control manager on the remote machine
by calling the OpenSCManagerW routine (OxFOO3F = SC_MANAGER_ALL_ACCESS):

. 68 3F DO OF push XB7SW_C1 0 X87SW.CO O XB7SW.ES O

. €A push XBTSW_SF O XB8TSW_P O XBTSW.U O

. 50 push eax s L Cammia o _emmm e ame r-i
E—+ FF 15 24 70 42 00 call dword ptr ds:[<&0pensCMmanagerws] v =

H EEl S — ) Default {stdcall) w |5 |3 unlack

1: [esp] 00432138 L"192.166.164.130"
2: [esp+4] 00000000
3: [esp+8] 00OFOO3F

4: [espiC] D0430EF0 L"PSEXESVC"

dword ptr [D0427024 <psexec.dOpensCManagerws]=<advapi32.0penscManageris

«TEXTI00402830 psexec,exe; $2B3D #1F3D

FEEF) 00432138 |L"192.168. 164.130"

Boumpt  Eowmpz Soumes  @oumpd @ Dumps watch1 @ Locals P struct
addrsce | Hav lasrtr 1

Figure 41

A new service called “PSEXESVC” is created by the process on the remote host (OxFO1FF =
SERVICE_ALL_ACCESS, 0x10 = SERVICE_WIN32_OWN_PROCESS, 0x3 =
SERVICE_DEMAND_START):

D018E25C
. DO18EZAOD | O0OFDO3F

6A X87r6 00000000000000000000 5T6 EmPTy O.00000000(

64 X87r7 00000000000000000000 ST7 Empty 0.00000000

BA

f= u87Tagword FFFF

e XB7TTW_0 2 (Empty) XBTTW_1 3 (EmpTy)

51 «ifasps1ch . X87TW_2 3 (Empty) xB7TW_3 3 (Empty)

- il e bR X87TW_4 3 (Empty) xB7TW_S 3 (Empty)

-~ X87TW_6 3 (EmpTy) XEB7TW_7 3 (EmpTy)

5 push eax

88 44 24 3¢ mov eax,dword ptr ss:Qesp+30l x875tatusword 0000

&8 FF O1 OF 00 ) X87SW B O XB7SWC3 O X87SW C2 O

52 X87SW_C1 O XB7SW.CO 0 x87 o

5 X87TSW_SF 0 XB75W_P 0 XB875W_U o

FF 15 34 70 42 00 dword ptr dst[<aCreateservicews] v

z == c= =i == 5 | Defaut (stical) * |5 #|[] unlock
1: [esp] 0244
dword ptr [00427034 <psexec.&CreateServicews]=<advapi32.Createservicen> [esp+4] 004 L"PSEXESVC"
3: [esp+8] 004 L"PSEXESVC"
4: [espsC] DOOFOLFF
.Text: 00402799 psexec.exe:$2799 #1899 [ = ==
= = o OZ4E4E20
2 Dump 1 < Dump 2 ‘C\mﬂ 0 Dump 4 ' Dump 5 Watch 1 0 Locals ¢+ Struct DO1BE250 || DO430EFO| return to psexec,DO430EFD from 777

] 0018E£254 | 00430EFO| return to psexec.DD430EFD from 777
001BE258 | 00OFDLFF

DO1BEZSC | DOOOOOL0

D01BEZ60 | 00000003

001BE264 | 00000000
OO01BE263 | OOLBE7BO| L"KSysTtemR ooTH\\PSEXESVT, exe”
0018E£26C | 00000000

DOLBEZTO | DOOOO000
2 5 ok DOL1BEZ7 4 | 00000000
- Fadm b bt dt bl OOLBEZTS | 00000000
g riy ¥ D01BE27C | 00000000

Figure 42
The number of milliseconds that have elapsed since the system was started is extracted via
a function call to GetTickCount:

F—Fs FF DS CAll ebp ebpiGe
P S R R A , |Default (stdcal) >[5 15 1[] nlocke
: D1BE7BO L %SysTemRoots)\PSEXESVC. exe”
ebp=<kernel32,GetTickCount> (7GACDO4D) i: L::gl_,? ::'fgcfsc‘:' PR SRS exe

3: lesp+s] FFFFFFFE
4: [espeC] 76295212 sechost.76295212

-TeXT:0040281A psexec.exe: $281A #1C1A

Figure 43
The executable opens the newly created service using OpenServiceW (OxFO1FF =
SERVICE_ALL_ACCESS):
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. 3 68 FF 01 OF O push Fol XB7SW_C1 0 XB7SW.CO 0 XB7SW.ES O
S push eax eax: XB7SW_ sr 1 ms‘:n P 1 ms“’v\ u i}
° 51 push ecx bt ama ammmin .
g+ FF 15 28 70 42 00 €811 dword ptr ds:[<sopenservicews] | =
ol [ S Sy ST % fi Dgfault(su:lcal) * |5 {2 Unlock
1t [esp] D24E4E4D
|dword ptr [D0427028 <psexec.&0penServicew:]=<advapi3z.OpenServicews 2: £ g]_.; 00430EFO L"PSEXESVC"”
NE efp—s O00FO1FF
4: [espsC] OODLBETBO L"HSySTETROOTH'\PSEXESVC.exe

extT:0040283F psexec.exe:$283F #1C3F [
0Z4E4E40|

Boumpr  Bowmp2 Soump: @oumps @ Dumps watch1 @ Locals 4 Struct ST

OO0430EFD| return to psexec.00430EF0 from 777
Addrﬁs 55 | Hex | AscIT | . | DO1BEZ64 | DOOFOLFF|
- = . = =T - - . — 0018E7B0| L "%SystemRootH\ \PSEXESVC. exe"
‘00430EF0 |50 53 00|45 58 D045 00 53 00|56 00 43 B.S5.E.X.E.5.V.C. e ¥

Figure 44
The “PSEXESVC” service is started using the StartServiceW routine:

push
oc push
push eax
3]3—) FF 15 2C 70 42 00 call dword ptr dsi[<asStartServicews]

XB7SW_C1 O xB7SW.CO O xB7SW_ES O
ms?su\ S' ) 1S"Sn P O xBTSW u 1]

v =
5 | Defaut (stdeat) v |5 %|[] unlock
o 1: [es 023E1358
dword ptr [0042702': <pSexec. &5TArtSeryicews =<advapi32. STartservicens 2: [ 214 00000000
3: ':5:-3‘ D000C
4: [espsC]

LTeXT: 00402854 psexec,exe: S2854 #1C5A

F - o i LT R| O24EL358E
‘ Dump 1 = Dump 2 ‘ Dump 3 ®oumps @ Dumps Watch 1 ® Locais # Struct 0015!259 00000000
i 001BE25C

00000000 !

i P Tarres

Figure 45
The file retrieves the current status of the above service by calling the
QueryServiceStatus API:

. 4 52 p XB7SW_C1 0 XB7SW CO O XB7SW_ES O
4 5S¢ 4 XBTSW_SF 0 XB7SW_P 0 x875w_l |_ o
. BF 01 O [+ mov T Y. e B -
Eg— FF D& call -e; esi:gu v —
% i = , | Default (stdcall) > |5 % [Junod

1: [esp] 024E1358

esi=<advapi32.QueryServicestatus> (73A62F10) esp+4] O018E270

3 ‘efp+8 D0430EFD L"PSEXESVC™
4: esp+C] J"4E4E-‘D

. Text:0040288C psexec.exe: $2B8C W1CBC | &

1 ] Z o 024E1358]

@oump1  Spuw2 Soumps @oumps Woumps watcht @ Locals 7 Struct i A

Figure 46
The next step of the execution flow is connecting with the PsExec service on the remote
computer:

8 C\Users\lllB Desktop\ psexec.exe - O x

onnecting with F

Figure 47
The PsExec executables opens the “\pipe\PSEXESVC” pipe from the remote machine
(0xC0000000 = GENERIC_READ | GENERIC_WRITE, 0x3 = OPEN_EXISTING):

RSsIM_% 3 LEMPLY) ADSIW_3 3 LEMPLY )
X87TW_6 3 (Empty) X87TW_ 7 3 (Empty)

M&7STatusword 0000
XB7SW_B O XB7SW.C3 O XB7SW.C2 O

X87SW_C1 O XB7SW.CO O XSBTSW_ES O
s:fesp EC) NBTSW_SF O XBTSW_P 0 NXB7SW_U Le]
i e
esi:Cr v
; Default (stical) = ||5 2] [] unlock
k - 1: [esp] 00193604 L*\\\\192.168. 164, 130\\pipeie
|esi=<kernel32.Createrilen> (7GACDDED) T E 91 RRAN Wpipeily
3 fespre)
[ +: [esp+c] o:un:uooo
. TEXT:O0404ABT pSExEC.exe: S4AB7 W3EET
= & 00193@4 = 192.168. 164,130\, p1pe)\PSEXESVC "
Boup1  Spowmpz Poumps @oumps @ Dumos watch1 @ Locals ¥ Struet s, [ VAW AARIpENY
et e — g
001236D4 |S€I 00 5C 00|31 39 32 2E 00(31 00 36 L2 6.
| 001936€4 |38 00 26 0|31 00 33 o008, ..1.6 001BEEF4 00000003
C 1 ]

r B OOL18EBFS 00000000
g e e 001BEBFC ' 0O0O00000

X 5

r\11536 4}30

Figure 48
The pipe mode is modified by calling the SetNamedPipeHandleState API (0x2 =
PIPE_READMODE_MESSAGE):
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i be-ae 6A 00 push o
i . 64 0O push 0 xg7STatusword 0000
i . AL 8D 4C 24 38 Tea ecx,dword ptr ss:fesp+scl XE7SW_B O XB7SW.C3 O XB7SWC2Z O
| - Af E1 push ecx WB7TSW_C1 0 xB7SW_CO O xB7SW_ES O
} - 50 push eax XB7SW_SF O XB7SW_P 0 x87SW_U a
| . C7 44 24 60 02 00 00 00 mov dword ptr ss:Pesp+eod,2 MRS b
E—- FF 15 F8 70 42 00 call dword ptr ds (msthmdP'ipeHmd'lestatb] ] w [ _—
1 > v 5 Defaul B =100
1: [esp] DOODOZFE
. L {esprl 001BECSD
3: [esp+8] 00000000
4: [espsC] 00000000
- LEXT:D0404AEC psexec. exe: $4AEC W3EEC e — — —
s 4 000002F8
Bowpr Soumpz Soump3s Oowmps Woumps L wawhi @ locak S st e O
- Iﬁu i ~ | BO1BEBFS 00000000
0018ECS0 02 00 00 00[00 00 DO 00[00 00 DO 0D[00 00 00 DO[R..vvsevrnrsrens | oy gy

Figure 49

Interestingly, there are some indirect calls (jmp instructions instead of call instructions) that
appear in the code. For example, the RtlInitUnicodeString function is used to initialize the
“\Device\LanmanRedirector\sComputer name\IP Address>\ipc$” Unicode string:

6B BB 3A 42 00 push ps L‘ic’ 429488 429A88

i .
I . 68 5C 9A 42 00 sh ps SASC 429A5C xB7Statusword 0000
| . FF 15 DO 71 42 00 1 :hmrd ptr dz: [<aGetModul eHand]ew:] XB7SW_B 0O xB7SW.C3 0O xB7SW.C2Z O
. 5 push eax eax:Rt xB75W_C1 0 xB75W.CO 0O x87SW_ES O
I . FF 15 EB 71 42 00 €& dword ptr ds:[<&GetProcAddresss] XB7SW_SF 0 XB7SW.FP O X87SW.U O
I o A3 OC 21 43 00 mov dword ptr ds: [<2RT1InitunicodesString>], eax |eax:RT [
|[EE— © FEED | jmp: eax |eax:RE v RO
== r g y - -
o [ > Defat.lt(slﬂtﬂl 5 |5 Unlock

2 is taken
eax=<ntd11.Rt1InitUnicodesString= (770500A0) esp+C] 7GACDCOD <kernel3z.CreateEventis>

esp+10] 0018EC28

«Text: 00402405 psexec.exe: $2405 #1805 et bttt

Bowmp:r  Soumpz Soump3s Ooumps  Woumps
Address | Hex
DO1BESCH |5 ¢ Q[65 00 76 00[69 00 63 0065 00 5C 00

i ce\\LanmarRedirector\192. 168.164. 1.
kernel32.CreateEventw

O01B8E3D8| 4C 00 61 00|6E 0O 00|61 00 6E 00|52 00 65 0O
DOlsESEal 64 00 69 00|72 00 ES 00|63 00 74 OO|GF DO 72 00
OO01B8E3F8|5C 00 31 00(39 00 32 00(2E 00 31 00|36 00 38 00]%.1.9.2...
OD18E408|2E 00 31 00|36 00 34 00(2E 00 31 00|33 00 30 00 6.4, .
001BE418(5C 00 69 00|70 00 63 00|24 00 00 OO|TF 00 OO0 OO|%.T.pP.C.8.c.ucu.s

Figure 50

The file opens the “\\192.168.164.130\ipc$” share using NtOpenFile (0x100001 =
FILE_READ_DATA | SYNCHRONIZE, 0x1 = FILE_SHARE_READ, 0x90 =
FILE_SYNCHRONOUS_|IO_ALERT | FILE_CREATE_TREE_CONNECTION):

return to ntd11,.77076F42 from ntdl1.RLIFITN

i - 6B AD 9A 42 0O push psexec.4$ 429AA0

I

1 . 68 5C 9A 42 00 ush psexec. 4 C 429A5C x875Tatusword 0000

| . FF 15 DO 71 42 00 [ dword ptr ds:[<aGetModuleHandlews] XBTSW_B 0 xB7SW_C3 0 XB7SW.C2 O

. 50 push eax £ax: Nt xB7SW_C1 0 x87SW_CO O XB7SW_ES O

I . FF 15 E8 71 42 00 €& dword ptr ds:[<aGetProcAddress>] XBTSW_SF 0 XB7SW_P 0 X87SW.U O

I . A3 10 21 43 00 mov dword ptr ds: [<aNtOpenFilex],eax eax: NT A Y
|E—A b ~ FF EO jmp Eax EANINT »

- ‘i 5 | Defaut (stdcall) *|[5 [#][] unlock

— = 1: [es O018E334
Jump is taken 21 [esp+8] 00100001
eax=<ntdll.NtopenFile> (7704EABOD) 3: esmci 001BE340

[
- TENT: 00402435 psexec.exe:$2435 #1835 A1 [EpHi0) DOMIE2SE

e 3 [D040267C | return to psexec.0040267C from psexec.D0402:
Boup:r  Bpoumpz Soww3 @ouwps Boups b warhi  Oloak | ) stuct Go18E334 3 E
Address | Hex ASCIT o
D01§€334 [N 00 00 00[00 00 00 00100 00 SC 02118 00 00 00(H...osovoibenno | peaent
0018E344| 00 00 oo| 40 00 00 00|00 00 OO0 00| ... . X8, . B.uuuuss 00000001
0015E354| :lJ OU UD Df)|5ﬂ fJJ :\C DU 00 00 00 UE‘ PR 5N S R % -

Figure 51
PsExec obtains connection information by calling the NtFsControlFile function with a specific
control code 0x1401a3 = FSCTL_NETWORK_GET_CONNECTION_INFO:

6B AC 9A 42 00 push ps cic’ 429AAC 429AAC

s
| . 68 5C 9A 42 00 push ps 3ASC 429A5C x875tatusword 0000
I . FF 15 DO 71 42 00 call :hmrd ptr d=: [<aGetModuleHandlens] XB7SW_B D xB7SW.C3 0 xB87SW.C2Z O
(] S50 push eax 2ax:NT XB7SW_C1 0 xB7SW.CO O X87SW_ES O
I . FF 15 EB 71 42 00 €81 dword ptr ds: [<&GetProcaddresss] XB7SW_SF O XB7SW P 0O XB7SW_U o
| A3 14 21 43 00 | mov dword ptr ds: [<aNTFsControlFiles], eax A e
|Eg———e + FF EQ | mp eax feaxiNT T
. <5 == . Default {stdcall) * |5 |3|[J uniock

< -
6 %) )Eum! 00000274
Jump 15 taken 1 esp+8] 00000000

eax=<ntd]1.NtFsControlFile> (F704EE1D) esp+C] 00000000

text: OOIIOZISS pse)(ec !X! 52455 ‘.LSGE

T & oump2 ‘ms .Dum4 Woumps & wach1 @ locals P stuct

UU4dZEEE return To psexec.00402688 from pseéxec.00402.
DOODOZF4 : :

Address | Hex A
0018E334 [F4 02 00 00|00 00 00 m:;-_)-) 00 00 00|18 00 00 00 v O018E30C | 00000000
D018E344[00 00 0D 00|58 E3 18 0040 00 00 00|00 00 00 00|....X3..8.. 0018E

0018E354| 00 00 00 00|5A 00 5C 00 |C8 EJ 18 00|00 00 00 00f....2 E 3{; DO1BE338

DO1BE364 | 06
O018E374
DO1BE3E4
D01BE394 | 00

Figure 52
There is a second call to NtFsControlFile that sends another control code 0x1401AC =

FSCTL_NETWORK_DELETE_CONNECTION:

00 00 00(02 00 00 00|00 OO 00 00|00 DO 00 00|..
00 00 00 00(00 00 OO0 00|00 00 OO0 00|24 00 04 20
00 00 00 00|00 00 OO0 00|00 00 D0 00|02 00 04 D6
00 00 00|97 02 04 91|00 00 00 00|00 0D 0O 0O
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push psexec, 429840
sh psexac. 42945C xB7STAtUsSWOrd 0000
FF 15 DO ?1 42 oo ﬁ dword ptr ds:[<aGetModuledandlews=] XB7SW_ B O xB7FSW.C3 O xB7SW C2 O
50 XBTSW.C1 O xB87SW L0 O xBTSW_ES O
FF 15 EB 71 42 00 ﬁ dword n:r ds [<&GetProcaddress: XBTSW_SF O XBTSW_P O x87SW_U O
A3 14 21 43 00 mov_dword <&NTFsControlFile>], eax H [ O =

eaxs<ntdll.NtFsControlFile> (7704EB10)

.text: 00402465 psexec.exe:$2465 #1865

Soupz o3 @owmes Woumos L wahi

Flgu}e 53
The major and minor version numbers of the OS are retrieved using the GetVersion API:

esp+4] 00432138 L"192,168.164.130"
esp+8] TEATS0B0 <kernel3l.GetProcAddress»
esp+C] 7EATS9ED <kernel32.LoadLibraryws

. TeXt: 00404819 psexec.exe: §4819 #3F19

Figure 54
The information extracted above is written to the “\pipe\PSEXESVC” pipe by calling
TransactNamedPipe:

D040481F 6A 00 ush o

BD 4C 24 1C ea ecx.ounrd ptr ss:lesp+icl
51 push ec

8B DO OC 11 43 00 oV ecx,dword prr ds: [43110€]
6A OC

8D 54 24 7C

ush C
uhed:.dnnrd ptr ss:Besp:7ch
52
89 44 24 48
BA OC
80 44 24 48
50

x87Tagword FFFF

X87TW_4 3 (EmpTy) XS7TW.S 3 (Empry)
xBTTW_6 3 (Empty) x87TW_7 3 (Empty)

xB7Statusword 0000

XB7SW_B O xB7SW C3 0O xB7SW CZ O
X875W_C1 0 x875W_CO 0O XxB7SW_ES 0O
XB7SW_SF 0 xB7SW_F 0 xB7sW U 0O

B

mvhdwrd ptr ss:lfesp-45], eax
us|
gen eax,dword ptr ss:fesp-2s])

D040483E

~ [5 210 uniod
4] 0O1BEC34
|_0D18ECT0

+Text:00404B3F psexec.exe: §4B3F #3F3F

8wz $oumes Qoumps Woumes

o Watch 1

Flgure 55
The binary acquires a handle to a key container within a particular CSP (cryptographic
service provider) via a call to CryptAcquireContextW (0x18 = PROV_RSA_AES):

004015EL xB7Statusword 0000
XGTSW_B O x57SWCI O xB7IWC2 O
XBTSW C1 0 XB75W CO O XxBTSW_ES O
MBTSW_SF O XB7SW_P 0 XB7S5W_U o

< Text:004015EA psexec.exe: S15EA #3EA

Boumpr  Sowpz Soupz @ oumps

Flgure 56
CryptCreateHash is utilized to create a hash object (0x8004 = CALG_SHA1):

00401988 push edk : S —— X&/IW_b 3 (EMPTY)  XS/IW_/ 3 (EMPTY)
00401989 6A DO push o

00401988 BA DO push o uB7Statusword 0000

00401980 B8 48 12 mov byte pir ds;[eax+12],cl XBTSW_B O xB7SW L3 O xBTSW.C2 O
00401990 BB 45 00 mov eax,dword ptr ss:[Jebp] XBPSW_C1 O xB7SW.CO O xB7TSW_ES O
00401993 58 04 80 00 00D push B0D4 MBTSW_SF O XB7SW_P 0 XB7TSW_U o

00401398 push eax
<&CryptcreateHashs

§ :Sg i‘ -ggEEEE.

-Text: 00401999 psexec.exe: 1999 #0939

Boumpr  Soumpz Soumw3 Oowmps W oues 'awnm O tocaks ' struct

Oo18E8EC [ § 00[70 38 30 00[28 EC 18 00(J3 EC 18 001 }lﬂ-l'

e ——— b e e e U e aem b

Figure 57
The executable hashes a buffer that contains 16 bytes (probably generated based on the
GetTickCount call) and the “Sysinternals Rocks” string:
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Figure 58

. A XB7SW_B O XB7SW.C3 0 X87SW.C2 O
. 56 XB7SW_C1 0 xB87SW.CO 0 XB7SW_ES O
L] 53 XBTSW_SF O X87SW_P ) XBTSW_U D
. =iy T
F— 5 [ FF 15 5C 70 42 00 call dword ptr ds:[<acryptHashDatas] v 5
"lie s s Default (stdcal) ~ |5 3| Unlock
5 : 024 reateHashs
dword ptr [0042705C <psexec.&Crypt a>] dvapi3z.CryptHa: a g Lg:gl_‘zjgiiga;“m e
esp+8] 00000023
4: [esp+C] 00000000
.TEXT:004019AD psexec.exe:$194D #DAD = a 5 i
F - P 5 024E1358 |
@ oump 1 S Dump 2 ‘ Dump 3 ®oumps @ oumps Watch 1 ® Locais ¢ Struct D01BEBDS | 04341BA0
Address | Hex ASCII | %i:g?ﬁ ggggoo:s_
03331BA0 C2 BF GE 4E|F9 FA 4A 3A|D3 IF F5 88|10 A3 0 ED|A.nFuld:..0..Em R [kernel32.createrilen
04341680(53 79 73 69|6E 74 65 72 |6E 61 6C 73|20 52 6F €3 Sys‘nterna'ls e 192,168, 164, 130"
043418C0 |68 73 00 AB|AB AB AB AB |AB AB AB FE|EE FE EE FE|KS.cescsaas ip Farnal3is &ari herErrnr

An AES256 key is derived from the SHA1 hash using CryptDeriveKey (0x6610 =

CALG_AES_256):

x87Statusword 0000

. 2
. E.—, o XB7SW_B O xB87SW_C3 O x87SW C2 O
. 50 X87SW_C1 0 xX87SW.CO O X87SW_ES O
H . 68 10 &6 00 xETSﬁ_SF 0 XB7SW_P 0 xB7SW_| J 0
1 . 51 push ecx P v B st B, i3
> FF 15 60 70 42 00 call dword ptr ds;[<aCrypiDerivekey>] ~
| . sl S ' Defaull‘sldcar} = |[5 13| unlock
I £ es D24E66L0 <ACPACQUIreCONTExT
[word ptr [D0427060 <pSExec.aCryptDeriveKey>]=<advapi32.CryptDeriveKey> i EL e o -
3: CSDV‘ 024E1358 <&CPCreateHash>
4: Esp-{ 00000000
LText:004019CC psexec, exe: $19CC #DCC [
- o @ 001BEBCC Euelixd= e}
Boumpt  Eoump2 Soumps  @oumps @ Dumes watch1 @ Locals 5 Struct 0018E8D0 | DODOEE10
: : | AscIT | ) x 001BEBD4 024E1358
10 00 C 10 O 0115 18 34 - 0O1SEBDS DOODDOOO
RECES i L 00| L8l a0 |F- - -0 g o v - o X4 O01BEEDC | DD1BEC24

Flgure 59

The process identifier is obtained via a function call to GetCurrentProcessld:

call ebx

e rmmn FF D3

ehx:Ge

>

¥ | Defauit (stdeal) v [5 13][] unlocke:

[ebx=<kernel32.GetCurrentProcessids (76ACDB30)

«Text:00404C 1A psexec.exe:$4C1A #401A

Figure 60

1: [esp] 00OODOOS |
2: [esps4] 00432138 L"192.168.164.130"
3: [esp+8] 76ATS0B0 <kerne]32.GetProcAddress>

4: [espsC] 76A759E0 <kerne132.LoadL ibraryws

An event object called “Globa\PSEXESVC-<Computer Name\lP address>-<Process ID>" is

created:

Flgure 61

. 51 XB7SW_B O XB7SW.C3 0 XB7SW.C2 O
64 XB7SW_C1 D xB7SW.CO O XB87SW_ES O
6A XB7TSW_SF O XB7SW_P 0 N87SW_U 1]
6A 0 et =i e e e e
g FF D7 call edi edi:Cr + ]
R "R T A s | Default (stdcall) * |5 || uniock
17 Tesp] GOGO0000
edi=<kernel32.CreateEventw> (76ACDCOO) 2: [csgh 00000000
3 eSp-r{-‘- 00000000
4: [esp+C] 001936D4 L"Global)\PSEXESVC-192.168.1
LEEXTI00404C46 pSexec, exe: $4046 #4046 i
r 2 Z i TEER 00000000 |
2 Dump 1 = Dump 2 ‘E!umB 0 Dump 4 ' Dump 5 Watch 1 9 Locals & Struct O018EBF4 | 00000000
Add Hex ASCIT 0018EBFS | 00000000
resﬂ l,— ] 3 | * | no1sesFc | 00193604 L"Global\\PSEXESVC-192. 168, 164. 130-6052"

PsExec displays a message that states the process name passed as a parameter is going to

be started on the remote host:

8 CAUsers B Desktop) psexec.exe

Figure 62

A buffer that contains the following information is encrypted using the AES256 algorithm
(figure 63): size of the buffer — 8, process ID in hex, local computer name, and the process

that will be spawned.
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. AT IW_G 3 LEWMAY)  AS/IM_3 3 LEWRLYS
push edx XB7TW_4 3 (Empty) XBTTW._S 3 (Emo:y)

lea eax,dword ptr ss:fesp+14] [esp+ 1
el P Hesp+24] i, XB7TTW_6 3 (Empty) x87TW_7 3 (Empty)
push esi esi: '\
push o | x87statusword 0000
push 1 XB7SW_B O xB7SW.C3 0 xB7SW L2 O
push o XB7SW_C1 0 XB7SW CO O XB7SWES O
push ecx XBTSW_SF 0 XB7SW_P 0 X87TSWU O
mov dword ptr ss:fesp+2cl, edi | --- e
| cal} ebp e . [ ——— =
S — SR Defu.lt(stdr.dﬁ Gk .5._:]|:|UM
esp] D23DEDAD <ACPGENKey>
z esp+4] 00000000
3: [esp+8] 00000001
4: [es 00000000
- TEXT: 00401712 psexec.exe; $1712 #812 E
3 " DED
@owmp: | Boumpz Soump3s Ooumps Woumps 5 wach: @ locals P swuct SRR
AiorEaa Il ASCIT D01BEBC4 | 00000001
04344C58 |58 4A 00 00|A4 : 00 00| ¥3..A...D.E.5.K. -
| OO1BEBCC | D4344C58 | "XJ
g:;::ggg 54 00 4F 00|50 00 2D oo .0.P, -, 0018EEO0 | DO1BEBES | "X1"
"""""" 001BEED4 | 00004460

Flguré 63
The encrypted buffer size and the encrypted buffer are written to the
“W192.168.164.130\pipe\PSEXESVC” pipe:

push 0 ' = = ®xB7TW_6 3 (Empty) xB7TW_7 3 (Empty)
AR ;::neg;“d«nrd PEF BR7AERpE. eﬁ "y xB7Statusword 0000
push 4 XB7SW_B 0 XB7SW.C3 O xB7SW.C2 O
24 30 lea ea werd prr ss:fesp+30f XB7SW_C1 0 X87SW.CO O XS87SW_ES O
push e eax: XB7SW_SF 0 XB7SW_P O XxB87SW_U ©
ush ::‘ Ieb I
LEL e —
SRR etk =0 | Default (stdeal v |[5 1500 urlock

13 [eso posooano_
2: [esp+4] OOLBEBFC * 2

3: !SpYS 00000004
4: eSDK OOL8EBES "' 1"

STEXT: 00401742 psexec.exe: $1742 #8427

Boupr  Bpoumpz Soup3 @oumps Woumps 4 wahi  @rocas S st wigw
~ess | Hex | asc1x I “||w1ﬁm 0018EBES
0018E8D4 | 00000000

DO1SEEFC (80 44 00 00|os 00 00 00|38 21 43 00(B0 S0 A7 "§|_:|......a‘!c.'P§v|

Figure 64

BA 0O push

8D 4C 24 14 lea ec soword ptr ss:fesp+14) [esp+1 xa?s:ntusnorﬂ 0000

51 push ecx B7SW_B 0 XxB7SW.C3 O xB7SW L2 O

52 push edx !STSN LC1 0 xB875W.C0 O xB7SW_ES O

56 push esi XB7SW_SF 0 XB7SW_P O xB7SW. U 0O

e it oo feb e

FF D3 ehx:wr «

— ey T , | Defaut (stdcal) v [s 3100 unlock

1: !HD' 00000300
2: [esp+4] 04314C58

3: Ie sp+8] 00004A60
4: [esp+C] OO1BEBES

ebx=<kernel32.WriteFile> (76ACE250)

-Text: 00401756 psexec.exe:J1756 #B56

@Boump:  Soump2 Soumps Gowmps @ oumss _.wa|m1 ® ocals Y st SEE kil
mmmua:

OOLBEBE!
0018EED4 | 00000000

~

|
9E 18[Z5 CF 45 74|83 23 B9 AD[30D 55 CF 63 i uIEr_- =ule
EE E I

Flgure 65

PsExec waits until an instance of the “\192.168.164.130\pipe\PSEXESVC-<Local computer
name>-<Process ID>-stdin” pipe is available for connection (see figure below). This pipe and
the others that correspond to the standard output\error are created by the PSEXESVC
process started on the remote host. The entire execution flow will be explained in the 2nd
part of the blog post, when we’ll also analyze the execution of that process.

56 push esi X87SW_C1 0 XB7SW_CO 0 XB7SW_ES O
57 push edi edi XBTSW_SF O XxB7SW.P 0 XB7SW.U O
€7 44 24 18 00 00 00 00 mov dword ptr :fespr15j,
FF 15 48 71 42 00 call dword vtr ds [maltnanedmnm] v =
S | Defsut (stdcal) =[5 5] unock
11 [esp] 00193603 L 92.168.164. pe
ptr [00427145 <psexec. ! PEW>- 2: [esp+d4] FFFFFFFF
31 ieswa 00000000
: [esp+C] DD432138 L"192.168.164.130"
.Text: 00404516 psexec. exe: §4516 #3916 =2 - =

| @oumpt  Boump2 Sowes Oouws @oumos 5 wachi @ locss P stuct e acet DOLIIENE | ETANANARR: 263, 164 PECPSRNESVRERRS

Figure 66
The executable opens the above named pipe using CreateFileW (0x40000000 =
GENERIC_WRITE, 0x3 = OPEN_EXISTING):
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B . UL L S R

00404520 6A 0O push 0O

P .

| o (| 004045 2F GA 0O push 0

! o 00404531 GA D3 push 3 x87statusword 0000

i ofl 00404533 GA 00 push 0 HETSW_B O xXB7SW.C3 0 x875WC2 O

i o 00404535 6A 0O push 0 XB7SW_C1 0 XB7SW.CO O XBTSW._ES O

H o 00404537 53 push ebx XBTSW_SF O XBTSW_P O xBTSW_U O

i e[ 00404538 57 push edi i P =

- - 304 % 3 -1 F 5

R = e ey + 1[5 2] unlock

| <

L TEXT: 00404539 psexec. exe: §4539 #3939
Boump:r  Sowmpz Souw3s Oomps Wowes b watchi @ locss | o stuct

(00193604 86| 0D 5C 00|31 00 39 00|32 00 2E 00|31 00 36 0O)N.\.1.9.2...1.6.
001936E4 |38 00 2E 00|31 00 36 00|34 00 2E 00|31 0O 33 00|8.,.1.6.4...1.3.
00133674 |50 00 5C 00|70 00 69 00|70 00 65 00[5C 00 50 000\ p.1.p. &1\ P

Figure 67

A similar approach is applied to the “\\192.168.164.130\pipe\PSEXESVC-<Local computer
name>-<Process ID>-stdout” and “\\192.168.164.130\pipe\PSEXESVC-<Local computer
name>-<Process |ID>-stderr” pipes, with only one notable different — the requested access is
0x80000000 (GENERIC_READ).

The binary retrieves a pseudo handle for the current process via a call to
GetCurrentProcess:

.tExt:00404FEE pséxec.exe: S4FBE #4388

Figure 68

A new thread is created by the process. Please note that the starting address of the thread is
different than the actual relevant function, which is sub_404240 in this case (0x4 =
CREATE_SUSPENDED):

A IM_T 3 LEMPLY. AR IW_3 3

XBTTW G 3 (Empty) xaTTW.- 3 (EmpEy)

00408F00D

push esi
push psexec. aMEas x§7Statusword 0000

push dword ptr s=:[feb) XBTSW_B 0 XB7SWC3 O XB7SWCZ O
mov dword ptr ds:[esi +s-t rodi esi+54 XBTSW_C1 O XB7SW.CO O xBTSW_ES O
push ebx XB7SW_SF O XB7SW_P O XB7SW_U O

dword ptr ds: [esi+558],eax
fl<acreat
~ [5_ ] J unlock

ey 000
OO408E3S psexec.00408E3S
043118E0

DO206F1D

.text:00408F20 psexec.exe: §BF20 #8320

& oum2 $oups O oumps

0018 L kernel32.GetCurr entProcess
‘| co1BEBLC
04311930|00 00 00 00 [HONERS 0 e SR 0018E800 kernel3z.GetCurrentProcessId

Figure 69
The thread handle is duplicated using DuplicateHandle (0x10000000 = GENERIC_ALL):

&1 BO4OAESD &A 00 UEND O VP
ol ooso4ras BA 0O :USH o X87rl1 00000000000000000000 ST1 Empty 0.00000000(
o oo404FAL 89 54 24 48 mov dword ptr ss:[fesp+4a], edx x87r2 5T2 EmpTy 0.00000000(
e | 00404FAsS €8 00 00 00 10 ush 10000000 RELL ) 0.00000000(
o || n0a04FAA BD 54 24 50 ea edx,dword ptr ss:fesp+s XB7r4 5T4 Empty 0.00000000(
o[ 00304FaE 80 4C 24 30 lea ecx,dword ptr ss:fesp+s X87rS 00000000000000000000 STS EmpLy O.00000000¢
e | oo404FBZ 52 push edx XE7r6 00000000000000000000 STE EmpTy O.00000000¢
o|[Do404FE3 89 4C 24 78 mov dword prr ss:fesp:7s],ecx X87r7 00000000000000000000 ST7 EmPLy 0.0000D000(
e[| oo404Fa7 gg ;2 24 7C mov dwrd ptr ss;llesp+7Cl, eax ;

o | 00404FER esi:Ge x87Tagword FFFF

@] 00404FBD 50 pus 9 X87TW_0 3 (Empty) x87TW_1 3 (Empty)
- -

: 33333§§5 :g 44 24 7C ;::he:x (dword ptr ss:Qesp+7cl XB7TW_2 3 (Empty) xB7TW_3 3 (Empty)

o 0os04rca A 0O push 0 NBTTW_4 3 (Empty) XB7TTW_5 3 (EmpTy)

® [l nos04FCs 68 40 42 40 00 ush psexec. 404240 X87TW_6 3 (Empty) xE7TW_7 3 (Empty)

o || DD404FCA E8 DD 3E 00 00O psexec. 408EAC

|| DO404FCE 83 C4 OC add esp,C uB7sStatusword 0000

o || oD404FD2 50 ush eax XBTSW_B 0 xB7SW L3 0 xB7TSWC2 O

e[ 00404FD3 FF D6 esi esiiGe X87SW.C1 O X87SW.CO O X87SW_ES O

o | n0404FDS BB 3D EC 70 42 00 mov edi,dword ptr ds:[<&DuplicateMandles] edi:bu XETSW_SF 0 XB7SW_F O xB7TSW_U 0O

\. s £0 ush eax | RSk A Ao Rk ot O
| i s S O T R DN, e % mm - Du-m

1 Fespt4) 00000330
espv6] FFFEFEFE
esp+C] 0018ECA

< Text:00404FDC psexec, exe: $4FDC #43DC
&Dunpk lmz $oump: Qoumps Woumps L warch: @ oo ) stuet

[0018€C44 |00 00 DO 00|00 0O 00 00|00 00 00 0002 00 00 00|N..
0018EC54 |00 00 00 00|00 00 00 00|00 00 00 00|00 00 00 00|... .e
DO1BECE4|00 00 00 00|24 EC 18 00|28 03 00 00|CB 00 00 00|....5%..(...E...

Figure 70
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The CreateThread API is used to create two threads that will eventually execute the
sub_4043D0 and sub_404190 functions (Ox4 = CREATE_SUSPENDED):

IDU'SH esi MBS IW_4 5 (EMPTY) XE/IW_5 $ (EMPTY)
push 4

MEBTTW.6 3 (Empty) X87TW_7 3 (Empty)
push esi

push psexec.408E3S ®87Statuskord 0000

pusn dword ptr ss:[febp ! XB7SW_B O xB7SWC3 0O xB7SW C2 O
v dword prr ds: [es1+s4 sedi XB7SW_C1 0 xB7SW L0 O XBTSW.ES O

nush ebtd XBTSW_SF 0 XB7SW_P 0 x87SW.U O

=[50 unlock

00408700

| bos08F1D

tr ds: [esi+58],eax
d=: [<aCreateThre

. text:00408F20 psexec.exe: SBFZ0 #8320

8owmp2 Soumps ® oump +

043.11310 ] P ————
04311820 can N
04311830 i e
04311840 ¥ | 0013E8CC | 76ACDBS0 | kernel32.DuplicateHandle

0431185000 00 0O 00|00 00 00 00|00 OO0 OO 00|00 00 00 00| ...ccivensnansnn
04311860 Erns e T OOLBEBDD | 76ACDE30 | kernel32.GetCurrentProcessId

Flgure 71

ATSIW_T 3 LEMMLYJ  ASSIWM_3 3 LEWLYJ

DOS08FO0 sh esi
O0408F0E ,}'ﬂ,h 4 XETTW_6 3 (Empry) XBTTW_7 3 (Empty)

00408F10 & push esi

00408F11 push psexec, 408E35 x875tatusword 0000

D040BF16 push dword ptr ss:[ebp+C xE7SW_B O XBFSWC3 O xXB7SWC2 O
H 00408F19 mov dword ptr ds:[esi=54],edi X8TSW_C1 0 x875W.CO O x575W_ES O
: O0408F1C 3 push ehx XB7TSW_SF 0 XBFSW_P O xXB7SW.U O
3 00408F1D mov_dword tr ds: [esi+58],eax e

CreateThreads i .. "i B0 ok

esp+4] 00000000
esp—fa D0408E35 psexec.00408E35
esp+C. M!.I.l.ﬂllﬂ

. text:00408F20 psexec.exe: SBF20 #8320 atal e —

Boumpr  Sowmpz Sowes @oumps Poumps L watch: @ rocss P st

04311040( 00 00 00 00|00 00 OO0 00|00 0O 0O ..
043211D50(00 00 00 00|01 0O 00 00|00 0O 00 o Gt
el gl OD1BEBCE | 7EACDE20 | kernel32.GetCurrentProcess
e O018EBCC | 76ACDBS0 | kernel32.DuplicateHandle
"""" it Sl O0LBEEDO | 76ACDB30 | kernel32. GetCurrentProcessId
ANANONNN

04311090| 00 00 00 0O J§ I 60EC 18 00 . BEB. ey

Figure 72
The PsExec executable changes the title for the console window using SetConsoleTitleW:

eax:L”
aserconsoleTtTews o [EESSSt——as

8
00432138 L"192.168.164.130"
7EATS0B0 <kernel32.GerProcAddress>

Sht R

- TEXT: 00405085 psexec.exe: §5085 #4485
| & S T T [ T i S (N e e T @ - .

Flgure 73
The binary performs a call to WaitForMultipleObjects in order to suspend the process until
the above threads finish and the event object created above is in the signaled state:

® || 00405068 64 FF push FFFFFFFF
o || 00405080 6A 00 push o

L]
-

x875Tatusword 0000

0040508F BB 35 14 71 42 00 mov esi,dword ptr ds:[<awaitForMultipleobjectss] esiiwa xE7SW_B O xBFSW. C3 0 XB7SW.C2 O
00405095 BD 4C 24 48 lea ecx,dword ptr ss:ffesp+45] X875W_C1 0 xB7SW. CO 0 XB7SW_ES O
51 XB7SW_SF U xa;sw_? 0 XB7SW_U o

push ecx
6A 04 push 4 L—

= mwal} _ v |5 [2]0J uniock

espra D018EC40
es|
esp+C] FFFFFFFF

. TeXt:0040509C psexec. exe: $509C #449C

&m; .D|.Ip2 $osc: Ooumps Powmps L watchi

@ Locals P st

DOLBECAD

Flgure 74
Thread activity — sub_404190 (handling the standard input)

The thread obtains a handle to the standard input device by calling the GetStdHandle routine
(OXFFFFFFF6 = STD_INPUT_HANDLE):

push FFFFFFFE

esp+4] OD408BE3S psexec.D040BEIS

esp+8] 00408E35 psexec. 00408E35
.LEXL:0040419E psexec.exe: S419E #359E el =

= - . = -

Flgure 75
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PsExec checks whether the event object is in the signaled state via a function call to

WaitForSingleObject:

< Text: 00404184 psexec.exe: $41B4 #3584

XBTSW_SF O XBTSW_P 0 X87SW_U

D0408BE3S pSexec.00408E3S
DO408E3S psexec.0D408E3S

|CDump1 Somp2 Poumos Gowws WBoumps o wachi

Figure 76

O s stuct

The executable reads a character from the console input buffer using the ReadConsoleW

B AN ey @ ey

xB7Statusword 0000

XBTSW_B O XxBYSW.C3 0O x87S5WC2 O
XB7SW_C1 O XB7SW_CO 0O XB7SWES O
XBTSW_SF O XB7SW_P O xB7SW_U o

=[5 2] unlock

5 |Defaut (tdcal)

12: lesprs] 04CSFF48
] esp+8] 00000001
esp+C] 04C5FF40

| e]o04D41C0 6A 00 ?usn 0
! o] 00s041C2 8D 4C 24 14 ea ecx,dword ptr ss:fespri4)
! ® | 00404106 51 push ecx
' ® | 003041C7 64 01 push 1
H » | D04041C9 BD 54 24 24 lea edx,dword ptr ss:fesp+z4)
H o | 004041CD 52 push edx
! _e|oospaice 53 push ebx
+ 04041CF 3 £ C <4R eadConsol e
R i
- TEXT:D04041CF psexec.exe: S41CF #35CF
Boup:  Bowmpz Bowos @oups Woumps L wachi QLo P st
O4CSFEES| EQEECS.04]02 01 00 0044 02 00 0000 00 00 00[&PA. ;. ;-Du;e e

Figure 77

Our objective is to run the “whoami” command in the command prompt. As we can see
below, the process encrypts the command byte-by-byte using the AES algorithm:

o || 00401700
efl 00401701
|| 00301705
ol 00401706
&l 00401707
d| 00401709
&l 00401708
o[ 00401700 51

89 7C 24 2C

< Text: 00401712 psexec.exe: §1712 #812

BT
XB7TW_4 3 (EmpTy)
XBTTW_6 3 (Empty) x87TW_7 3 (Empty)
xB7Statusword 0000

XBTSW_B O XB7SW.C3 0 xX87SWL2 O
XB7SW_C1 O XB7SW.CO O xBTSW_ES O
XBTSW_SF O XB7SW_P 0 xB87SW_U O

~ [5 2|00 unlos

@ oumps 5 watch1

% oump 3

&Duwl & Dump2 .mq

04311F70 [ #i# 00 18 00]3C CC 47 CF |35 BE 40 00|35 8 40 00 W...<
04311FB0 | AB AB AB AB|AB AB AB 48|00 00 00 00(00 00 00 00
04311F90| 30 60 75 CO|&0 36 0O 00

Figure 78

Orocss st

The length of the encrypted data and then the actual data from above are written to the
“\192.168.164.130\pipe\PSEXESVC-<Local computer name>-<Process ID>-stdin” pipe:

®| 00401733 6A 00 gusll 0

o[ 00401735 8D 54 24 14 ea edx,dword ptr ssiflesp-14)
e| 00401739 52 push edx

e| 00401724 64 04 push 4

e n040173C BD 44 24 30 lea eax,dword ptr ss:Qesp+30f
o| oo401740 50 push eax

e|lDDs01741 57 push edi

- 1 4

i i

<

-TEXT: 00401742 psexec.exe:$1742 #B42

AS/IM_D 3 LEmELY ) ADI AW 3 LEILY S
xB7Statusword 0000

XB7SW_B O xB7SW.C3 O x87SW.C2 O
XBETSW_C1 O XB7SWCO O XB7SW_ES O
MBTSW_SF O XBTSW_P 0 XB7TSW_U o

>[5 3]0 uniock

L
v

> [petaitGuicl
[ 2: [esp+4] DACSFF2C
esp+8] 00000004
esp+C] D4CSFFLS

Boumpr  Spumpz Soumi Oowps @oumps L wach: @ locs P st
DACSFEEC | 48 GF 85 02|00 00 00 G0|Fa 02 00 00 2C EF C5 Q4| HD......0 5 .‘.,gr =

04CSFEFC |04 00 00 00|A8 FF C5 0400 00 00 00| S EC L8 00| ovvsoybesrn. ..
mcssFucFtnzoumwummnomoﬂmmﬁ...nﬁv ........

D4ACSFFIC 0

0.00|24 EC_L8 00 F4 02 00 00|48 EE CS 04/ .B2.51..0...HyA.
04CSFF2C 300 00 00 00|35 BE 40 0O0(35 8 40 00|78 FF C5 0410, ..5.8.5.8.xvA.

Figure 79

®] 0040174C 6A 00 sh 0
o | 004017 4E 8D 4C 24 14 ea ecx,dword ptr ss:flespr14)
e | 00401752 s1 push ecx
& 00401753 52 push edx
o | 00401754 56 push esi
o | 00201755 57 push edi
- 4017 3 3
M e R —
| < I

+Text: 00401756 psexec.exe: §1756 #856

O4C5FFOE | DO1BECED
DACSFFOC | DDDOO2F4
04CSFF10 | 76ACDD7O | kernel3z.waitForsingleobject

xE75tatusword 0000

XB7SW_B 0 xBYSWC3 0 xB7SWC2 O
XE7SW_C1 0 XxB7SW.CO O X875W_ES 0
XB7SW_SF O XBYSW F 0O XB7TSW U O

> |[s_[]00 unlock

v

| Default (stdcall)

esp+4] D4311F70
esp+8] 00000010
esp+l] D4CSFF18

BAowp1 | Boumpz Soumws Oouws  Woumps O o stuet
o131ir70/C8

Figure 80

% watch 1

A4 C5 2A]44 57 D3 AC |31 87 57 6B|43 °F 79 E7 | ERA"DWO-L1.WKC.yg
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The server end of the above pipe instance is disconnected from the process using
DisconnectNamedPipe:

. 56 ush esi e ame
Eg— FF 15 58 71 42 00 | 1 dword ptr ds:[<4D1sconnecthamedPipes] ] v
s 5 | Defauit (stdeal) - [s #][J unlock

B «psexec.&DisconnectNamedrPipes]=<kernel3z.DisconnectNamedripe> D0408E35 psexec, 00408E35

D0408E35 psexec.0040BE3S
0431180
-Text:0040435C psexec.exe:$435C #379%C

. = - . = . . = a. . @

Figure 81
Thread activity — sub_4043D0 (handling the standard error)

The thread reads 4 bytes from the “\192.168.164.130\pipe\PSEXESVC-<Local computer
name>-<Process |ID>-stderr” pipe:

. 6A 00 push ¢
dE push edi x87statusword 0000
. BA 04 ush 4 x87SW_ B O xB7SW.C3 O xB7SW C2 O
. 8D 44 24 18 ea eax,dword ptr ss:fesp+is] XBTSW.C1 O xBTSW.CO O Xx87SW_ES O
. 50 push eax XB7SW_SF O XB7SW P O xB7SW U O
‘@ & &2t o -
|E— FF DS RE v
. S 5 ~ =[5 13|[] uniock
= esp] 000003
ebp=<kernel32.ReadFile> (76ACELGD) I2: [esp+s] DaB3IFFOB
3: [esp+s] 00000004
4: lesp+c] DaB3FF3IS
- Text: 00401620 psexec.exe:$1620 #A2D =
Boupr  Soumpz Soumps Ooumps Woumps L owach: @l st : Stirroa
T AscIT I -
%!_um 180030 44 30 0024 EC_ 18 DO[2C 03 00 00|§1..=D@.51..,..- SARIEEEA P AR

Figure 82
The server end of the above pipe instance is disconnected from the process using
DisconnectNamedPipe:

[ e
| Defauit stacal) ~ |[s_#]0] unlock

ar E-p} 0000032C ;
2: [esp+4] D0408E3S psexec.D0408E35

3: [esp+B] OD40BE3S psexec.0040BE3S
4: [esp+C] D4BSFF7S

push edt
call

57
FF 15 58 71 42 00 dword ptr ds:[<iDisconnectNamedPipe>] |

>

- TEXT: 004044586 psexec. exe: $4456 #3886
S S AT W Gl e I R @ . IEEEEE 0000032C

Figure 83
Thread activity — sub_404240 (handling the standard output)

The thread reads 4 bytes from the “\192.168.164.130\pipe\PSEXESVC-<Local computer
name>-<Process ID>-stdout” pipe:

ush
gusn em xB75tatusword 0000
XB7SW_B 0 XB7SW.C3 0 xB7SW.C2 O
[esp+i X875W_C1 0 xBPSW.CO O xB75W_ES O
XETSW_SF 0 XBYSW_P O XB7SW.U O

?ea eax,dword ptr ss:Qesp+i5]
push eax

push ;\r;p =
TRE v —
L : > |o G S E
: 00000328
ernelsz.R & (7GACEL6D 2: Lspm} 04AZFFO4
3: espr&i 00000004
. text: 00401620 psexec.exe:$162D #AZD 4: [esp+c] osazFF3o
Bomp:  Sompz Boumps Ooumps Woumps b warch: @ locals P stuct R

Address | Hex | Asc1z | w || BlnzE
04A2FFO4 [QRLEE AZ 04 |A8 42 40 00|24 EC_ 18 00[28 03 00 00|@ye. 82.57..(... |

Figure 84
The ReadFile API is utilized to read encrypted data from the above pipe:

8A 00 push 0
7 push edi XBT7S5tatusword 0000
52 push edx XB7SW_B 0 XxB7SW C3 0O x87sw(Cz O
88 FO mov esi,eax XB7SW_C1 0O XB7SW.CO 0O XB7SW_ES O
56 push esi XBTSW_SF O XBTSW_P 0 X875W_ I.l o
53 Fn’usl’l ebx 'm - R Y R i e
FF D5 THE v |
- » | Default (stdcal) = |5 3] unlock

3: [esp+8] 000000
: [esp+C] O4A2FF30

1: [esp]
‘ 2: esp+4i 04311F70
30

LTEXTI W401552 psexec. QKE 1852 1&5

B !Dunpz ‘Eum! .Durp4 inunps S Watchi .Lmzls 3 struct O%A2eEEe| 4211570
Address | Hex ASCIT | ~ | D4AZFEES | 00000030
04311F70[00 FO AD BA[(D F0 4D BA[CO £O AD 83|00 FO AD 8A[40.2.3. 1.8 587 S| sutsreas

Figure 85
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The buffer is decrypted using the AES algorithm via a call to CryptDecrypt:

. x575tatusword D000

: . O XB7SW.C2 0

' 0 xB7SW_ES O

: : 0 x87SW_U )
|Iﬁ—>' 21 push ecx 0 x875W_u 0

. FF 15 74 70 42 00 €811 dword prr ds:[<aCryptDecrypt>] G
ik - - - > Default (stdcal) w |[5 2] Unlock

[esp] 02856F48 <ACPGenkey>
[esp+4] 00000000
esp+8] 00000001
esp+C] 00000000

|dword ptr [DD427074 <psexec.&CryptDecrypt>]=<advapi32.CryptDecrypi>

0 P

-TexT: 00401678 psexec.exe:S1678 #ATH [ ~
R R . 04A2FEDC AT
Watch 1 9 Locals ¢ Struct D4AZFEED 00000000
D4A2FEE4 00000001
04A2FEES 00000000
D4A2FEEC D4311F70
04AZFEFD | D4A2FF30

‘ Dump 1 & Dump 2 ‘ Dump 3 o Dump 4

E|Bl C1 E3 DF
81 91 57 E2|%
3|/A1 CB ES 88

5.+Aal%

Figu're 86

Address | Hex ASCII |
04311F70(4D 69 63 72[6F 73 GF 6674 20 57 69[GE 64 6F 77 Microsoft Window Figure 87
04311F80(73 20 5B 56|65 72 73 69|6F GE 20 36|2E 31 2E 37 |s [Version 6.1.7
04311F30|36 30 30 5D[82 3F 3F 93|A1 CB E5 88|57 84 4B 3D | 6007.77. iEA.W.K=

MultiByteToWideChar is used to map character strings to UTF-16 (wide character) strings:

- ; i - 1 XxB7TW_4 3 (Empty)
S 52 X87TW_6 3 (EmpTy)
. 6A FF
» BD 44 24 24 2 ] tusword 0000
. 50 e
. 53
. 53
. 88 5C 0OC 3,0
FF— FF DS ebpiMu v
= <
ebp=<kernel3z.MultiByteTowideChar> (76A75B40) | 00000000
D4A2FF38 "Microsoft windows [vVersion
FFFF
-TEXT:004042DE pSexec.exe:S42DE #36DE
Bowp:  2oumpz Sowp: Ooumps @ oumps watch1 @ tocals ¥ struct N e
D4A2FF10 | 0442FF38 | "Microsoft Windows [version 6.1.7600]"
.Md"sf_c! '::" — - — - e | AscII | ~ | 08AZFF14 | FFFFFFFF
ac | oa ) 00 00 00 00 00 001 oL e D4A2FF15 | D4AZFE3C
} : N 00|90 00 L 0 E 04AZFFIC | 00010001

Figure 88
The process retrieves a handle to the standard output device using GetStdHandle
(OXFFFFFFF5 = STD_OUTPUT_HANDLE):

. 204 6A F5 push F PEP Y PEP azmin -
Eg———s FF 15 9C 71 42 00 call dword ptr d=:[<aGetStdWandles] v
ol - SR , | Default (stocal) » |15 {31 Unlock
1: [esp] FFFFFFES
dword ptr [0042713C <psexec.&GetStdHandle>]=<kernel3z.GetStdHandlex 2 Eng]q; O4AZFF38 "Microsoft windows [version
3: [esp+8] 00000024
4: [esp+C] 04A2FF30

«TEXT: 00404370 psexec.exe:$4370 #3770 I
04A2FFOC e

. . - = - . = o - F. = &, 3o

Figure 8
The buffer that was decrypted above is written to the standard output via a call to WriteFile:

. £3 Al - - NG 1T 3 LEMELY)  AGIM_3 3 LCLYS
BD t4 3 o e e MBTTW_4 3 (EmpTy) XB7TW_5 3 (Empty)
. :‘3 54 24 14 153' sword pur illespr14l X87TW_6 3 (Empty) x87TW_7 3 (Empty)
. 50 push eax
o 80 24 fea word ptr ss:fesp+24] x87Statusword D000
. 51 push ecx XB7SW_BE 0 XBTSW.C3 O xBTSW.C2 O
. 6A FS push X87SW.C1 0 XxB75W CO O Xx875W_ES O
. FF 15 9C 71 42 call ord ptr ds:[<&GetStdHandles] NBTSW_SF O xB7SW_P 0 x u 0
- 0 pUSh eax T
B FF 15 D4 71 42 00 call dword ptr ds:[<dwriteriles] | "
45 SR — e Femmmnn - » | Defaut (stdcal) » |[s 13| unloc
1: es 000000398
dword ptr [D04271D4 <psexec.&writerilex]=<kernel3z.writeriles 2 [e;gh' 0442FF38 "Microsoft windows [version
3 i SD'E; 00000024
0 77 - - 4: [esp+C] 0442FF30
+Text: 004043 psexe:.e:e:!q;?. #3ITT s -
y = = P = & o 5 00000098
Boup:  Boumpz Soumps Qoumps @ oumps watch1 @ Locals ¥ Struet 04A2FF38  “Microsoft Windows [version 6.1.7600]"
ASCT | 00000024
2 - 04A2FF30
EE D4AZFF1C ' 00000000

Figure 91 reveals that we get a shell on the remote machine using the above method:

81 VW 192.168.164.130: cmd.exe < m] x

Figure 91
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We continue with the analysis of the main thread.

The PsExec process sets the event object to the signaled state using SetEvent:

push edx -
call dword ptr ds:[<&SetEvents] s

' Default (stdcall) -
— — —_— 1: [esp] 00000234

2: !SD'-iJ 00000008

3: [esp+8] 00432138 L"192.168.164.130"

EH es;lrc; TBATS0BO <i::rne‘|32 GctPracaddresh

52
FFI5§C7’.‘2M

2|00 tnlock

|
u-:l

. TEXT:004050A5 psexec. exe: $50A5 #4445
. e W G e W S W e I P m’uc_uonz«t

Flgure 92
There is a second call to WaitForMultipleObjects that suspends the process until two of the
above threads finish:

6A FF push FFEFFFFF X8/ STATUSHOrd ULUY

64 01 push B 0 X875W.C3 0 xX87SwWL2 O
BD 44 24 4C Tea ean dword ptr ss:fesp+ac) €1 0 XBYSW CO 0O XB7SW ES O
50 push eax 0 XBTSW_P o XS?E\M !.l o
6A 02 2 i R =
FF D6 I:ﬂ‘l est jesi:wa —
-y T O L SO T S x D £ l(s!l n = .5 o O 4
esimckernel3z.waitForMultipleobjects> {76ACDDS0) z: esplt OOLBEC4S4
3 esp+s‘ 00000001
4: [esp+C] FFFFFFFF
.TEXT: 00405086 psexec.exe:S50B6 #4486 = Lasiidizadad
o ) I-M_ﬂ ﬂl_ﬂ i _Iz
@Bompr  Bpump2 ous  Ooumps  @owps L owemhi @ loss st 0018EC44
T A 0 S DOIGEBFG 00000001
0018EC44 34 03 00 00]3C 03 00 00|44 03 00 00102 00 OO 00| Mevo€ereDarrosse o

Figure 93
The process reads 4 bytes from the “\\192.168.164.130\pipe\PSEXESVC” pipe:

push 0

push edi x§7STatusword D000

push XB7SW B O XB7SWC3 0 XB7SWC2 O

lea ea awora ptr ss:fesp+1s8] [esp+1 XB7SW_C1 O XB7SW.CO 0 xB7SW_ES O

push e XB7SW_SF 0 XB7SWP 0 X87SWU O

lpuir; gbp = —REm R nm e

ca’ ebp:Re v |- v
» | Default (stical) v $| 7 uniock

l. ;GIII 00000300
2: [esp+4] OOLBEBE4

3: ;CSD*S 00000004
'H Lesmc DOREECIS

Bowmp:  Spumpz Soump3s @oumps W@ oumps watch1 @ Locais ¥ struct Jooiscacs mﬂ‘:
COMeCERA i 513 201F5 30 400158 55 40-0120 ©3 00 0B B1- 00 51| " iRt
Figure 94
In the case of successful command execution, the remote PSEXESVC.exe process sends

the result through the above pipe (in this case, the username).

In the case of an error, the binary retrieves the thread’s last-error code value using the
GetLastError API:

| FF D6 call est sy —————
.E T — — ! 5 | Default (stdca) v [5 15100 uniode
i [esp] 00000008

i T:—‘ o

esi=ckernel32.GetLastError> (76AT4F10) 2: [esp+4] 00432138 L"192.168.164.130"
3: [esp+8] TEATSO0BO <kernel3l.GetProcAddress>
EH _esp-rcj_?sa?sg:o <kernel32. Loadlibraryws

-text:D040511E psexec.exe:SS11E #451E I

Figure 95

The error message is formatted by calling the FormatMessageA routine (0x1300 =
FORMAT_MESSAGE_FROM_SYSTEM | FORMAT_MESSAGE_IGNORE_INSERTS |
FORMAT_MESSAGE_ALLOCATE_BUFFER, 0x3B = ERROR_UNEXP_NET_ERR, 0x400
= LANG_USER_DEFAULT):
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A o e ey pee

. XB7TTW_6 3 (Empty)  x87
. fesp+1C])
. 0
. o
. 0 7
* sh a r - . -
B— 00 call dword ptr ds:[<4FormatMessageas] X
o P i , | Defaut (stdcal) = |5 {20 unlock
- - - - - 1: [esp] 00001300
dword ptr [D0427198 <pSexec.&FOrmatMessageAs]=<kernels2.FormatMessageas - EHSLI T
3: [esp+8] 00038
4: lesp+c] 00000400
+Text:00402C56 psexec.exe: $2C56 #2056 I = -
2 2 F? 00001300 |
@owp:  Bowmpz $oms Qoums @ oumps watch1 @ Locals ' struet e Y
[ AscIT I 0018EED4 | 00000038
= TN - O018EBDS | 00000400
R g 0018EBDC | 001BEBFC
318! =00 00 o 1 10 L 0018EBED | DOOOOOOO
Antnreae | an an Ar An P O01BEBE4 | 00000000
. e
= i < :Besp+108 X87TW_4 3 (Empty)
. X87TW_6 3 (Empty)
.
- 20 s:fespr20] sword 0000
. 0 XBTSW.C3
. XB7SW_C1 0
. s : [<sGetstdHandles] XB7SW_SF 0
. push eax et s
B+ FF 15 D4 71 42 00 call dword ptr ds:[<&writeFilex] "
I ol e —— s e e e LEE - % Default (stdcall)
i 1: [esp] 0000003C
dword ptr [D04271D4 <pSexec.&Writeriles]=<kernel3z.writerile> ger‘g]__“ 02B4FCFS “An unexpected network error
: [esp+c] oo1sesFs *,ua"
. TEXT:00402C76 psexec.exe: $2C76 #2076 !4 fespiC) 0013c6F4 °,L
= = = = %5 0000009C
#oup:  Sowmo2 $ouws  Ooumps @ oumes watch1 @ Locals ' struct 0018EBDS 02B4FCFS | “an unexpected network error occurred.\rin”
0018EBDC | 00000027
Address |Hex | AscIT 1 0018EBE DO1BEEF4 | “,ua"
- " 0018EBE4 | 00000000

Figuré' 97

81 11192.168.164.130 emnd.exe

. 6A 01
. 6A
. BD 4C 24 DB c:[fesp+aj
. 51
EE—» E8 BF 39 00 00 psexec. WwNetCancelConnectionZws

<

X87SW.E O
XE7TSW_C1 O
XB87SW_SF O

0
(]
0

Default (stdcal) = |5 [#]0] unlock

| <psexec.WNetCancelConnectionzws

+Text:00402DED psexec.exe: $2DEQ #21E0

#oomp:  Spumpz Soumps Oowmps @ oumes watch1 @ Locals ' Struct

AdAescs | Uaw laerer I

Figure 99
Second process: psexec.exe -c -f -s win.exe

1: [esp] DO1BEZA4 L™\\\\152.1658.164.130\\IPCS"
2: [esp+4] 00000000

esp

000000

[ O
001BE3ADQ 00000001

We’ll only highlight the differences between running PsExec on the local machine and the

first case.

The process retrieves the content of the %PATH% environment variable by calling the

GetEnvironmentVariableW function:

. 56
. 88
. 57
. t 68 €8 BC 42 F
F— EEEEE FF D5 call ebp
*l<
ebp=<iernel32.GeTENVIronmentvariablews (76ATSEBD)
.Text: 00406075 psexec.exe: $6075 #5475
#oomp: Soumpz Somp3s @oumps W Dumps watch1 @ tocas ' struct
sddrace | Hav laerry 1

Figure 100

XBTSW_E O XB7SW.C3 O XBTSWCZ O
XBTSW_C1 O XxB87SW_CO 0 X87SW_ES O
XBTSW_SF O X8 0 0
iGe v =
, | Default (stdcal) v |5 13| unlock

1: [esp] 00428CCS L"PATH"

2: [esp+d4] 042A1818

3: [espr8] 0000034F

4: [esp+c] 00000005

5: [esp+10] 00197F3a L"c:\\users' [lll' \Desktop\’,

0042BCCA[ L PATH
00157C40 | 042A1818| return to 04241818 from 114418BF
i - | 00197C44 | 000003 4F|

GetFileAttributesW is used to obtain file system attributes for the specified file:
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. $04 56 push es e L s A camm m
Eg—» FF 15 54 71 42 00 call dword ptr ds:[<aGetFileattributesw>] |

. < >
| dword pTr [D{MZ‘«I"IS‘! =psexec. AGETF11eATtr ibutesw> J=<kernel32.GetFileattributesw>

* [5 2] unlock

000003 4F
esp+8] O040608E psexec. 00406088
[esp+C] 00197CFS L"win.exe”
[esp+10] 042A1818

&l 00197CF8| L"win. exe"

STexT: 00404026 psexec. exe: 4026 #3426

F'i'gnur'e 101 o T
An intermediary message that gives details about what action will occur next is displayed:

8 C\Users\Il\ Desktop psexec.exe - O >

Figure 102
The binary initializes the use of the Winsock DLL using the WSAStartup routine:

. s0 XBTSW_SF 0 XG7TSW_P 0 XBTSW.U O
. 68 02 O Ry, PP o PR =~
Eg— e EB 3E | €817 <psexec.wSAStartups w r
o St P e e ER Default (stdcall) * |5 {217 unlock
1: [espl Doo0D202
<pSexec. WSAStartups 21 [c;g]{ DOLBE3L4

3: [esp+8] 76ACDCOO <kermel32.CreateEventws
4: E'D‘C- 00000000

5: [espr10] 00432138 LDESKTOR- NN

r = - P Fl 00000202 | - :

@oump1  Sowmp2 Houmps Goumps @ oumos watchi @ locals ' Struct e e

Figure 103
The gethostname function is utilized to extract the standard host name for the local machine:

.Text: 00403358 psexec.exe:§3358B #2758

68 04 01 ( push 1 X87SW.C1 0 Xx875W . CO O XB7SW ES5 O

: 8D BC 24 D4 1; 0 0 lea ec -m\ord ptr ss:fesp+204) x;‘Sn 5» 0 NBTSW_P 0 xB7SW_U 1]

. 51 push e = o
EE— EB 1F 34 00 00 | cal cpsexec .gethostnames v - -

ol TR e 5 | Defaut (stdca) * [5 '+ Ouniod
| «<psexec. gethostname> -} [:zglagoﬁﬂﬁsfﬁuu

3 :espla' 76ACDCOO <kernel3z.CreateEventus
|- Text:00403374 psexec.exe:$3374 #2774 ; :::g:l.;:oﬂﬂjggggs L "DE SKTOP -
& dump 1 Soump2 oump3 ®oumps @ Dumps Watch 1 ® Locas # Struct m_gg mﬁ:‘;ﬁ

Figure 104
PsExec retrieves host information corresponding to the local host:

ol 0G4 52 push eds = = | e s e,
Fg— E8 OC 34 00 00 ca‘l‘l <psexec. getnoscnyna'ﬂe‘ v

*| < BE 6 e e - » | Default (stdcall v |53 unlock

[ESDI O01BEGAC "DESKTOP-IN =

: [esp+4] 7EACDCOO <kernel32.CreateEventw:

: ;CSDtS‘ 00000000

: Lesp+C] 00432138 L'DEsSKTOP-INE"
[esp+1D0] 7GA759ED <kernel3z.Loadlibraryws

[T 001BEGAC | "DESKTOP - I

[<psexec. gethostbynames

-Text: 00403381 psexec.exe:$3381 #2781

F"icjur'e 105 -
The local IP address in hex is converted into an ASCII string in dotted-decimal format:

. 4 50 push eax R P S S PR -
e EB D5 33 00 00 €&l <psexec. inet_ntoa> i
P i ” Dcfault{snxan * |5 3| unlock
4

<psexec. inet_ntoa

F'ig"ur'e s = e i
The executable extracts the path of the System directory via a function call to
GetSystemDirectoryW:

_leCDCDD <kernel3z.CreateEventws

. 68 04 01 00 0O XBTSW_C1 0 XB7SW_CO 0 XB7SW_ES 0
1. 8D 94 24 25 02 +lesy ] [e 0 SWP 0 x87 0
. 52 edx: & A amaa o ~
Eg— FF 15 78 71 42 00 <4GEeTSystemDirectoryw>J | v —
o s e SR 5 |Default (stdcal) ¥ |5 5[] unlock
it = O0LBEDAD & DESKTOP- I
|dword ptr [00427178 <psexec.4GetSystemDirectoryws]=<kernel3z.GetSystemDirectoryw> 1; [:;5514 Juuucm‘_‘{ =

3: lesp+s] 0D0430EFO0 L"PSEXESVC™
4: [esp+C] 00432138 L"DESKTOP- NN
5: [esp+10] 00430EF0 L"PSEXESVC"

EY 0015E040 | & DESKTOP - - :

E78 | 00000104 |

. TEXT: 00403092 psexec.exe: §3092 #2492

Bowmp1  Zouwwz Soumps Goumps @ oumps watcth1 @ s ' st

Figure 107
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The same workflow of extracting the PSEXESVC resource as in the first case is repeated.
However, this time the parameter is C:\Windows\PSEXESVC.exe, which is created and
populated using _wfopen and _fwrite:

68 7C 98 42 OC push XB7SW_C1 O XB7SW_CO O X87SW_ES O
51 P X X87SW_SF 0 XB7SWP 0 X87SW_U 0O
. 8B F8 mov_edi,eax mmeeTa e mAmenTe
EE— ES AG 4D 00 00 €A psexec. 407813 |Topen
ol T A 5 Default (strcall) * |5 13 unlock
1i [esp] DO1BDE98 L'C: \\Iﬂ:ms\\?ssx:sw: exe”
psexec.00407813 2: [esp+4] 0042987C L™w
£ ‘esa+ 0019380C L"PSEXESVC. exe’
4t [esp+c] 00424954 L"PSEXESVC"
.TEXT: 00402068 psexec.exe:$2D68 #2168 5: lespt10] 00433140 psexec.00433140
= e a C P
& oump 1 Bowpz Soump3s @owps @ oumps watch1 @ Locals # Struct el 33:325?2 e IO ==

Figure 108
The process obtains a handle to the standard output device using GetStdHandle
(OXFFFFFFF5 = STD_OUTPUT_HANDLE):

. Bk FE oush — mmm o a s a s .
B FF 15 o€ 71 42 00 | €a11 dword ptr ds:[<4GetStdHandlex] | v ——
N5 i e e o - m Default (stdcal]) v ||5 31| unlock
1: [esp] FFFFFFFS5
dword ptr [DD42713C <psexec.&GetStdHandles]=<kernel3z.GetStdHandles 2: F B]J_ 00403505 psexec.00403505
3: [esp+s] 7BACDCOO <ker rnel3z.CreateEvents
4: [esptC] 000000
LTEXT:00402CAC psexec., exe: $2CAC #20AC 5: [esp+l0] 0043 21.3& L DESKTOP - S
r S— - - . &- . — a. 0018E204 e

Figure 109
GetConsoleScreenBufferinfo is used to retrieve information about the console screen buffer:

68 20 2 push psexec.43212 XB7SW_SF O X87SW_P O XxB7SW_U O
. 4 S push ea ipoeen o mceei  n cmoein oo
E— FF 15 90 71 42 00 | cam1 :hmr:l ptr ds:[<sGetConsolescreensufferInfox]
25 2 , | Defaut (stocal) ™ |l5_=]0] unlock
= 1: [es 00000098
dword ptr [D0427190 <psexec.&GetConsolescreenBufterInfo»]=<kernel3z.GetConsolesScreensufferInfos 2: Lgsg'L 00432120 psexec.D0432120
3: [esp+8] 00403505 psexec,00403505
4 ES:HC TBACDCO0 <kernel3Z.CreateEventws
.text:00402CB8 psexec.exe:§2CEE #2088 5: [esprl0] 00000000

F 2 a - e [ < 00000098
@oump:r Soumpz Soumps @ owps @ oumps watch1 @ Locals ' Struct e et P e

Figure 110
The next step of the process is to start the PSEXESVC service on the local machine, as
highlighted below:

i1 C\Users\\ Desktop\ psexec.exe - 0 X

Figure 111
The OpenSCManagerW API is utilized to establish a connection to the service control
manager on the local computer (OxFOO3F = SC_MANAGER_ALL_ACCESS):.

68 3F 00 OF push XB7SW_C1 O xXB7SW.CO O XxB87SW_ES O
6A OC push X87SW_SF O X87SW.P O X87TSWU 0
4 s0 PUSh eax eax:i immanm  a  ammim *
s FF 15 24 70 42 00 | €&l dword ptr ds:[<20penscManagerw:]
o[ T = - % nerm[sndmu} * |5 20 uned
— - 1. €sp] 00432138 L DESKTOP -
|dword ptr [00427024 <psexec.&OpenscManagerw>]=<advapi32.OpensCManager: E 3’; 00000000
J: E p+ 3 000F F
4 +C] DO430EF0 L*PSEXESVC”
-Text: 00402830 psexec, exe:S2B3D #1F3D 5: [esp+10] 00403 53 psexec.00403553

o @ 00432138 L"DESKTOP-
@Bowpi  Zompz Powm3s Oowmps @ oumps viatch1 @ Locals ) struet T 00432138 —

e | uaw | aervy 1 i . | DO1BE2AQ | ODOFODO3F

Iélgure 112

A new service called “PSEXESVC” is created on the local host (OXxFO1FF

= SERVICE_ALL_ACCESS, 0x10 = SERVICE_WIN32_OWN_PROCESS, 0x3
= SERVICE_DEMAND_START):

25/31



. X87r6 00000000000000000000 ST6 Empty O.00000000!
. X87r7 00000000000000000000 ST7 Empty O.000000000
.
. x87TagwWord FFFF
. o X87TW_0 3 (Empty) x87TW_1 3 (Empty)
< ;:' = o XEFTW_2 3 (Empty) XBTTW_3 3 (Empty)
. 1 voword ptr s3:fesp+1cl X87TW_4 3 (Empty) x87TWS 3 (Empty)
= X87TW_6 3 (Empty) XB7TW_7 3 (EmpTy)
. eax:L
o 4 3C s:fesp+308 x875tatusword 0000
= 1 OF ABTSW_B XB7SW_C3 0 x87SW €2 O
. edx X87SW_C1 O 0
. eax XxB7SW_SF O o
. pus x bl -
FE—s 70 42 00 call oword ptr ds:[<4Createservicews] v T
. B eaie oo 5 | Default (stdcal) * |5 (#1[] uniodk
1: [esp] 027BBEOE :
dword ptr [DD427034 <psexec.&Createservicew>]=<advapi3z.CreateServicews 2: lespt4] OO430EFD L"PSEXESVC"
[esp+8] 00430EFD L"PSEXESVC"
4: [esp+C] DOOFOIFF
.TEXT: 00402799 psexec.exe:$2799 #1899 53 :esg-rm_ 00000010
: 2 T [ 027BBB0S|
& oump 1 S Dump2 ‘ Dump 3 ®oups o Dump 5 Watch 1 0 Locas o' Struct 001BE250 | 00430EFD| return to psexe 207
001BE254 | DO430EFD| return To psexe: 1430EFD n PTR
ﬁddr“gu ';;"__ IR IS s ! |~ Go1sz2:s | nooroirr |
0 53 00| 4 R GOHAS G B 00 0018£25¢C | 00000010
: 0018£260 | 00000003
0018E264 | 00000000
001BE268 | DO1BE7BO| L"%SysTemRooTk) \PSEXESVC, exe”™
0018£26C | 00000000
001BE270 {
0018£274 | 00000000
DOLBEZTS | DOODOODO0 |
oo1sez27c | oooooooo|

64 X87SW_C1 0 x87SW CO0 0O xB87SW_ES O

64 F XBTSW_SF O 0 XxB7SW.U O
co push sax ammie = o~
FF 15 2C 70 42 00 | €a11 dword ptr ds:[<astartservicew>] o .
255 Eeomesaes » |Defaut (stdcal) > (5 3/ unlock
- - z i [esp] 027BF330
|dword ptr [0042702C <psexec.&StartServicews]=cadvapi3z.StartServicew> Lgsglr 00000000
lesp+s] oooooooo
[espsC] 027BB60B
< Text:D040285A psexec.exe: 5285A #1C5A 5: [esp+10] 004321358 L"DESKTOP-2C3IQH0"
F : s = o 0 0278F3%0] ' -
Bomp:  Soumpz Somes Goumps @ oumes watch1 @ Locals ' struet i e
| Tarmwe i i 1loo18e2sc || oooooooo

Figure 114
The QueryServiceStatus routine is used to obtain the current status of the above service:

. 52 X87SW_C1 0 xB7SW_CO O x87S5W_ES O
. 50 XB7SW_SF 0 D xXB7SW_U o
. BF 01 Bl s i
F——— FF D6 esTiqu v
e o 5 |Defautfstdcal) |5 {2 ] uniock
[esi=<advapi32.QueryServicestatus> (73AE2FI0) Jf [2223*92555323.—-:
[esp+8] O0430EF0 L"PSEXESVC"
- 4 [ 1 D27BEBEDE
| - text:0040288C psexec. exe: $288C #icsC 5: [ D] 00432138 L"DESKTOP- EENEEEE"
Bowmp1  Soupz Soumps OBouws  Woumps watch1 @ Locals ¥ Struct m Biseoon
Figure 115
The process prints the next step in the command line prompt:
8 C\Users | Desktop' psexec.exe - (] x

Figure 116

The binary opens the “\pipe\PSEXESVC” pipe from the local machine via a function call to
CreateFileW (0xC0000000 = GENERIC_READ | GENERIC_WRITE, 0x3

= OPEN_EXISTING):

. - Rosim_s 3 LEMPLY)  RS/Im_> 3 LEMpLY)
. 7y X87TW_6 3 (Empty) X87TW_7 3 (EmpTy)
. 64 03
- 6A x875tatusword 0000
. A XB7SW B O XB7SW.C3 0 XB7SW.CZ O
. &5 ) 0O xB87SW_ES O
. BD 94 24 EC 4A Lespraacch 0 x87SW_U O
s FF DS e v T
- F 5 | Defaut (stdcah) ~ |5 3 []unod
L 117 [esp] 00133604 L*\\\\DESKTOF- I D1 De\\F
|esi=<kernei3z.CreateFilews (76ACDDED) 2: [esp+4] COOD0O0OOO
[esp+5] 00000000
n e [esp+C] 00O
.text:00404AB7 psexec.exe: §4AB7 W3IEB7 s: [esp+10] 00000003
F : - @ O 00193603 L™ eskTor-IN '\ pipe\ |\ PSEXESVC”
‘ Dump 1 = Dump 2 ‘ Dump 3 0 Dump 4 W Dump 5 Watch 1 9 Locals & Struct D:l.sEnE! CO000000 A ALY
| D018EBEC | 00000000
:_:‘d‘:_g_g:_;.:‘.lg".g)f” _ ! | | boseero | 00000000
| 00133 sC DO18EBF4 | 00000003
001936E4 | 5C 20 001SEBFS 00000000

0019367+ I sC

Figure 117

D01BEBFC | 00000000
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Due to the fact that “-c” was passed as a parameter, the next step is copying the file
specified as a parameter to the local host:

8 C\Users B Desktop' psexec.exe - m] X

Flgue 118
The file is copied to the ADMIN$ share using CopyFileW:

6A D1 push

3\3 SHCJ.D !\5 ShCO D 3\3 Sn ES U

. 68 4D C5 43
e FF D& | |esizc
. S— can e
A " % 2
esi=ckernel32.CopyFilen> (76ACE480)

Default (stdcall) v |5 %[ unlock
.1. |;es ] I:H'M!CSAU L"win. exe”
vy AE

spEsKTOP - . ADMIN

.sf_ ocoucom.

4| H+C] TEACDLOO <kernels3 c eateEventw
+ TEXTI 00404700 psexec.exe:§4700 #3800 5: [esp+10] 7GACDDEQ <kernel32,Creater:lews
a - = = ;. I 0043C540 | L"win. exe”
| #owp:  Spupz $oumps  Oowwos @ oumps Watch1 @ Locals /' struct 00135880  00193AES | L™\ \\\DESKTOP - S\ \ ADMINS\ \win, exe”

Addrare | uaw | aerry i . DO018EBB4 | 00000001

Flgure 119
The PsExec process will execute the binary from above, as described in figure 120.

8 C\Users\Jl Desktop! peexec.exe o %

Flgure 120

We’'re going to describe the activity of the PSEXESVC.exe process that was started earlier.
The only difference between this case and the first one is that the process is running on the
local machine instead of the remote host.

The PSEXESVC.exe process reads data from the “\pipe\PSEXESVC” pipe via a function call
to ReadFile:

X87ST dtunc d JLoL

pus
gt r
il 3 B7SW.C2 O
EE FO ax 7 a x 1]
P TSW_SF C TSW_| 87 )
3]3—; FF oS B SHpIRE v -
e e 5 |Defaut (stdcall) > (5 3 unlock

1: [esp] 00000288
ebp=<kernel32.ReadFile> (7GACEL60) esprd] LUJ.DSCSJ

3: lesp+s] J4A60
: [espec] CJJ.}SJEH
L=

EENEEY ooo00288

LText: 00401652 psexesvC.exe:$1652 #AS2

¥Woumpl  EYoump2  @NDump3  @NDump4  PyDumps @ watch1  le-llocak ' Struct Oalawc 00103C30
| | 03138040  00004A80
:d‘:;ecs;, Hex S 2 _I.;SS.H.. A - * | 03138044 | 03138094
1] o] §§ ﬁ ! --------- ) 03138048 | 00000000

Figure 121

The file decrypts the encrypted data using CryptDecrypt (see figure 122). The encryption
algorithm is AES256, and the key is derived based on the same approach as in the first
case.

" 57 e o
. 56 57 X8 ‘:tat\ sword 00(
= 1 €A OC . 5 C 87 2 o
. 6A 01 87 ES ©
. BA I push B u
. 51 push ecx = i . a
EF— FF 15 C4 40 42 00 call dword ptr ds:[<&CryptDecrypt>] w
HE e - , |Default (stdcal) = |5 &[] unlock

i es ozsussso <&CPGENKE
dword ptr [004240C4 <psexesve.&CryprtDecrypt>]=<advapi32.CrypliDecryprs l; D" Q00 =

3: [
41 é p+c] o
-TEXT: 00401678 psexesve.exe: S1678 #ATS =

) EPEL-DER] 02606950
¥0umpi  @loump2z  @oump3  WWoump4d  Boumps W wanchi  Ix=lLocals ' Struct 03138038 Dﬁgogﬁm

0313803C | 00000001

001D3C90 8L CC 11 63|83
UL\J.D C-\U 42 36 0A C

Figure 122

03138040 00000000
03138044  001D3C90
03138048 | 03138094 | " 1"
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The resulting buffer contains the size of the buffer — 8, PsExec process ID in hex, local
computer name, and the file that will be executed:

Address | Hex ASCII

001D3C90 IS8 44 00 00|4C 16 00 00|44 00 45 00|53 00 48 OO|HJ..L...D.E.S.K.
C001D3CAD| 54 00 4F 00|50 00 2D OO0 * T.0.F.-. I
oo1p3ceo |G 0 00|00 00 00 00|00 00 00 OO (N ... .......
001D3CCOo| 00 00 OO0 00|00 OO0 OO OO(0D 0D OO0 00|00 O0 DD 00| .. .cvvenevnns
001D3CDO0| 00 00 00 00|00 OO0 OO 00|00 0D OO 00|00 O0 DO 00| ...ueeeeevnevnns
001D3ICED| 00 00 00 00|00 OO0 0D 00|00 0D 0O 0O|DD OD 0D OO ...ucveeeenevnns
001D3CFO| 00 00 00 00|00 OO0 OO0 00|00 0D 00 00|00 OD 00D 00| ...ucveeeeneenn.
001D3D00| 00 00 00 00|00 OO0 OO OO|(0D 0D 00 0O|DD OD OO0 OO|...ucveeeeneenn.
001D3D10| 00 0O 00 00|00 OO0 OO0 OO|(0D 0D OO 00|00 OD 00D OO|...ucveeeeuevnns Figure 123
001D3D20| 00 00 00 00|00 OO0 OO0 00|00 0D 00 00|00 00 0D 00| ....cveeeenevnn.

00103D20| 00 00 OO0 00|00 OO0 OO OO|(0D 0D OO0 00|00 OD DD DO|..vuveceeneenn.
001D3D 40| 00 0O 00 00|00 OO0 OO0 00|00 0D OO0 00|00 O0 OO0 00| ...ucveivenevnns
001D3D50| 00 00 00 00|00 OO0 OO 0O|(0D 0D OO 00|00 00 OO0 00| ...ucveeeenevnns
001D30E0| 00 0D 00 00|00 OO0 OO0 00|00 0D 0O OO|DD 0D OD OO|...ucveeevnevnn.
001D3D70| 00 00 00 00|00 OO0 OO0 0O|(0D 0D 00 00|00 OD 00D 00| ....cveeeeneenn.
001D3D20| 00 00 00 00|00 OO0 OO OO|(0D 0D 00 00|00 OD OO0 00| ...ucveeeeneenn.
00103090 | 00 00 00 00|00 OO0 OO0 OO|(0D 0D OO 00|00 OD 00D DO|...vcvuervuevnns
001D3DA0| 00 0D 00 00|00 OO0 OO0 00|00 0D 00 00|00 OO0 0D 00| ...ucveeeenevnns
001D3DED| 00 00 00 00|00 OO0 OO DO|0D 0D OO0 00|00 OD DO DD| . .vueveeeeneenns

PSEXESVC.exe creates 3 named pipes called “\.\pipe\PSEXESVC-<Local computer
name>-<PSEXESVC Process ID>-stdin\stdout\stderr” using the
CreateNamedPipeW function (0x80001 = FILE_FLAG_FIRST_PIPE_INSTANCE |
PIPE_ACCESS_INBOUND, 0x6 = PIPE_TYPE_MESSAGE |
PIPE_READMODE_MESSAGE):

- - ADIIM_E 3 LSHMPLY)  ASIIWM_3 3 LSEMLYJ
. 22 i gﬂin _“’" ;_. X87TW_4 3 (Empty) x87TW_S 3 (Empty)
™ &8 00 00 01 00 push 1 XBTTW_6 3 (Empty) XBTTW_T 3 (Empty)
. 68 00 0O 01 00 push 1 0
. 6A 01 push 1 xB75tatusword 0000
. BA 06 push 6 XB7SW_B O XxB7SW.C3 0O XB7SWC2 O
} . 68 01 00 OB 00 push 8 XB7TSW_C1 O xB7SW.CO O xB7SW_ES O
I . 6 8D 8C 24 D4 4A 00 00 'Il:s ecx, dwrd ptr ss:fespriansl XB7SW_SF O XB7SW_P 0 NB7SWU O
- $O5DE S1 push ec X ecx: i e
FF— e FF D7 | call edi |ediice v | SE—
i : | .1 TR T g ™ 5 D:-fait(s\idﬂl} -5 ,Dmm
[edi=<kernel3z.cCreateNamedri pew> (7TBAT2470) 2 ::-H?;E;:::gﬂl- s e -

3: [espr8] 0D00D00D0G
43 teSD-'-C 00000001

. TeXT: 00405DEE Psexesvc.exe: $SDEE #51EE =
0317FB30] L"\\\\. \\pipe\\PSEXESVC-DESKTOP - I - 361

Woump1  @¥oump2  WMDump3  Woumpd  BWDumps @ watchi  lx-llocals 4P Struct
0317FB308§€ 00 5C 00)|2E 00
0317FB40|5C 00 50 00(53 00
0317FB50| 43 00 20 00|44 o¢
0317FB60|50 00 20 00
0317FB70 | 4F 00 2D 00|33 Of
0317FBBO| 74 00 &4 00|69 00

Figure 124
ConnectNamedPipe is used to enable the named pipe server process (PSEXESVC) to wait
for a client process (psexec.exe) to connect to the pipes:

8 | 004092A0| psexesvC. 004092A0
Ananadanl mravarus ARARBIAR

. 64 00 push 0 X67SMLL 0 XETHLO O xETSHES 0
. 53 push ebx 0 XxB7SW_U D
L 8B F8 im;]tc:'-{:ﬂ\ E e - B
. FF D6 call es ESTECL v
. AT R S 5 szadt(sh:kzl) » (s %] unlock
- —_ 1t [esp] 000002DC =
esimckernel32.ConnectNamedripes (76AT4350) 2: [espr4] 00000000
3: [esp+8] 00409240 psexesvc.00409240
s 4: [espeC] 00409240 psexesvc.004092A0
. TEXT:00405E87 psexesve.exe: S5EET #5287 =
2 " " i ;l 000002DC
| #Woumpt @lomp2 GMoue3  WBDwod  $BOwmps @ wethi  bellocsk P Stuct EETRETHN 0000020¢ |

Figure 125
The OpenProcessToken function opens the access token associated with the current
process (0xB = TOKEN_QUERY | TOKEN_DUPLICATE | TOKEN_ASSIGN_PRIMARY):

. 1] push eax XB7SW_B 0 XB7SW._C3 0 XB7SW.CZ O
. 64 08 push B XBTSW.C1 O XB87SW.CO 0O xBTSW_ES O
. FF 15 E4 41 42 00 €&l dword ptr ds:[<&GetCurrentProcesss] XB7SW_SF 0 xB7SW_P 0 XxB87SW.U O
. ] push eax | o T
B> FF 15 58 40 42 00 a1l dword ptr dsi[<0penProcessTokens] | v — ——
. T S e 5 Defu.lk(sh:l:d) * |5 &0 unlock
dword ptr [00424058 <psexesvc.20penProcessToken>]=<advapi32.0OpenProcessToken> %' lrespi4 00000008
3: [esp+8] 03176748
L [!sp-rc] 000002ES
.text: 00405066 psexesvc.exe: $5066 #4466 2 -

Woump1  PHoump2  @Woump3  PYoump4  @oumps @ watchi  Ieellocals Y Struct m
[P — Taerer [] _ 103176608 || 03176748
Figure 126
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The binary creates a new access token that duplicates the above token by calling the
DuplicateTokenEx routine (0x2000000 = MAXIMUM_ALLOWED, 0x1 = TokenPrimary):

51 push ecx
64 01 push 1 x87Statusword 0000
5; push ebx XBTSW_B O XB7SW C3 0 xBTSW.CZ O
push ebx XB87SW_C1 O XB7SW.CO 0 x875W_ES O
es 00 00 00 02 push 2000000 XB7SW_SF O XB7SW_P 0 x87SW_U 0
UL edx L
FF 15 1C 40 42 00 €11 dword ptr dsi[<4DuplicateTokenEx=] | vl —
g T T T T TR 3 Default (stdcall) v |5 &[] uniod

EC
2: [esp+4] 02000000

dword ptr [0042401C <psexesvc.&DuplicateTokenEx>]=<advapi32.DuplicateTokenEx>
3 Eesms 00000000

4; [esp+C] 00000000
«Text: 00405087 psexesvC.exe: $5087 #4487 . -
i  DOO0D0ZEC
@owmp1  @Hoump2  Poump3  EYDump4  E4oumps @ watchi  [rellocals ¥ Struct 10317668 | 02000000
AsCIT | 031768CC | 00000000
031767AB {48 00 00 00|00 OO0 00 00|00 00 00 00|00 OO0 OO0 00 6‘_. cessssnsssaen g;im m
03175 Ba o 0 JJ U} IJ\ JJ 00 oo 00|00 I:'l_.‘ 00 'JU.I)’_J 00 00 Ur_.' PR R T 031766DSE | D31766F0

Flgure 127
The Wow64DisableWow64FsRedirection API is utilized to disable file system redirection for
the current thread:

i ;; - lg‘ﬂ edx } e e ——— -
mP eax BANIW v
‘- o o , |Defauit (stdcall) * [s #]00 undosk

[1: [esp] 031767A4
2: [espr4] ooooozes

[esp*B] 7BAT4350 <kernel3Z.ConnectNamedPipes
?QSM OGUUUZEO

e T e i [ 03176605 CHEFRITREN

eax=<kerne]32. wows4Disablewows4FsRedirection> f761\7§A3-0)

F"i“giur_e 128
The process forces the system not to display the critical-error-handler messages via a call to
SetErrorMode (0x1 = SEM_FAILCRITICALERRORS):

64 01
ERAE-ACT 41 42:00

ERH | ey
w
>

a1l dword ptr dsi[<4SetErrorMode-] | = =
[ ' Defout stdcal) * [s %100 uros

(5 !Bﬂ’ 00000001
2 esp+4] 000DO2ES

3 Fespvs 7EAT4350 <kernel3z.ConnectNamedPipes
esp+l] 000D02ED

mi‘d- .DE r [D03241A0 <psexesve.&SetErrorModes]=<kernel32. seterrormodes

STEXT:D04056F2 psexesve.exe: §56F2 #4AF2

Figure 129
The CreatePipe function is repeatedly used to create three anonymous pipes:

s3 pusn enx ol s Qe ol o
00 00 s5:Besp+9a - mpty) XB7TW_3 3 (Empty)
gg 84 24 98 00 00 0D ;Eghe::;‘mord ptr ss:fesp+2s) X87TW_4 3 (EmpTy) X87TW.5 3 (EmpTy)
8D 4C 24 54 Tea ecx,dword ptr ss:fesp-5438 XB7TW_6 3 (Empty) xB7TW_7 3 (Empty)
51 push ecx
80 54 24 5C lea edx,dword ptr ss:fesp-s5cj xB75tatusword 0000
52 push edx XB7SW_B 0O x875W_C3 0 xB875W._C (]
' €7 84 24 A4 00 00 00 OC 00{mov dword ptr ss:[espras],c OC: "\t X875W_C1 0 XB7SW_CO O XB7SW_ES O
il 4 €7 84 24 AC 00 00 00 01 OO(mov dword ptr s esp+aCl, 1 NBTSW_SF 0O xB7SW_P 0 XB7SW_U o
i . F | 89 SC 24 AB 00 00D 0O mov dword ptr = esp+ASY, ebx e s AR
—— FF D7 call edi . edizer v =
il i e e e —— = :F ¢ (stdcall) "tD
LR - 1767 A |
edim<kernel3z.createripes (7GA74490) |2 :?Sﬂ';“omﬁzs
|3: [esp+8] 03176770

4 +C ] oooooOOO
-TEXT: 00405746 pSExesve.exe:$5746 #4B46 —E—D

s T O RO e v e I

Figure 130

The write handles’ properties are modified using SetHandlelnformation (0x1 =
HANDLE_FLAG_INHERIT):

53 push ebx XB75W_C1 O xB7SW_CO O xB7SW_ES5 O
64 01 push 1 XBTSW_SF 0 XB7SW_P O x87SW.U O
50 i u‘i"’l‘ eax i e S -
FF DS ebp BHRES] o [T —— .
_— —— =1
, | Default (stdcal) v [5 #]0] Unlock
I'1: Tesp] oDODDZF4

ebp=<kernel32, SetkandleInformation> (76ACDEEO) esp+4] 00000001

2:
3: [esp+8] 00000000
L H

sp+C] O000002ES
- Text: 00405756 psexesve.exe:§5756 #4856 te L

Sty Wt whews Yy v (oo _—

Figure 131 ‘

The PSEXESVC process executes the file passed through the named pipe using the
CreateProcessAsUserW API (0x414 = CREATE_UNICODE_ENVIRONMENT |
CREATE_NEW_CONSOLE | CREATE_SUSPENDED):
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B/ UUULUUUUUUUUUUULLDUL 5135 EMPTY U, UUUUUULL

. 52
. 8B 54 24 24 ,dword ptr ss:Besp+24] X87r4 00000000000000000000 S5T4 EMPTy 0.00000000
. 23 €7 : x87r5 00000000000000000000 STS EMPTY 0.00000000
. 80 8C 24 DO ,dword ptr :Besp+Daj X87r6 00000000000000000000 STE EmpTy
. 51 X87r7 0000D000O000DD000000 STT Empty 0,00000000
L] 50
- 8B 86 28 46 dword ptr ds:[esi+4 1 x87Tagword FFFF
. 5 X * 4 .
i . = - PP 1 XETTW_O 3 (Empty) NBTTW_1 3 (EmpTy)
4 el AL, CuOrA PS8 AR 4 x87TW_2 3 (Empty) x87TW_3 3 (Empty)
. ® ). } 4 X87TW_4 3 (Empty) X87TW_5 3 (EmpTy)
. 55 xB7TW_6 3 (Empty) xB7TW_7 3 (Empty)
. 53
. 53 x xs sStatusword 0000
. 8D BC 24 48 O7 dword ptr ss:Besp+745] 0O xXB7SW_C3 0 xB875W_C2 ]
. 51 0 xB7SW.CO O xB7SW_ES O
L] g3 0 XBTSW_ P 0 x87TSW_U )
. 52 push e P ——, b . o
Fg—s FF 15 28 40 42 00 | €411 dword ptr di:[<aCreatefrocessAsUserw=] W =
P e TR , |Defaut (stdcal) = |5 12 [Junloc
E = = 1: [es GOOOO!FU
dword ptr [00424028 <pSexesvc,aCreateProcessAsSUSern>]=<advapi3Z.CreateProcessAsUsere 21 {esgl ] 00000000
3: [esp+8] D3176E04 L™\"win.exe\"
y 4: [esp+c] oooooooo
.Text:004058F6 psexesve.exe: S58F6 #4CF6 I =
2 000002F0
¥ Dump 1 ¥§0ump2 % Dump 3 9 Dump4 @R Dump5 O watch1 |-l Locals s Struct 03176684 | DOO00000
03176688 | 03176E04 | L™\"win. exe\" "
MG"HJ Hex : o - - - e Jnxn | ~ | D31766EC | 00000000

031766C0 | 00000000

031766C4 | 00000001
031766C8 | 00000414
031766CC | 00000000
031766D0 | 00000000
03176604  03176TAS
031766DS8 | 0317677C

oc 10 1r;
10 10 10 J.D Lfl 10 J.D Lfl 10 J.D Lfl JD J.D L:l 10 10| .
10 LJ 10 10 LJ 10 10 10

Flgure 132

The execution of the above thread is resumed via a function call to ResumeThread. As in the
first case, the process creates three similar threads, and their execution will not be detailed
again: sub_404B90, sub_404ADO0, and sub_404D10.

PsExec writes the confirmation that the new process was successfully started (including the
process ID) and then waits for the process to finish:

5| \\DESKTOP- [ viin. exe on o

Figure 133
The “PSEXESVC” service is stopped by calling the ControlService API (0x1
SERVICE_CONTROL_STOP):

. 52 7
. 6A 01 0 xXB7SwW_U il
. 56 e51 AR,
Fg—s FF 15 20 70 42 00 JEail 'dword ptr dsi[<aControlServicex] v =
*le T R 5 | Default (stdeal) ¥ |5 || unlodk

dword ptr [DD427020 <psexec.&ControlServices]=<advapisz.ControlServices .‘_-1\-= {!:D] DZSBBI)EI]
3
4: “PSEXESVC"
.Text:00402A38 psexec.exe:$2A36 #1E38 51
Bowmp:  ESoup: Soumps @ oumps O ocas Y struct sty
i T 0018368 | 0018E87C )
gru;sf_:j ?5* 53 45 56 00|45 00 53 OC S V.C. 2 | I R S SRR e L.
Figure 134
13 ” H H H .
The executable deletes the “PSEXESVC” service via a call to DeleteService:
. ce S T e i T —
F—— » [ FF 15 1C 70 42 00 €811 dword ptr ds:[<aDeleteservicex] W =
o e L 5 |Defauit (stdcal) = |[5 {3 (] uniock
dword ptr [D042701C <psexec.&DeleteservicesJ=<advapisz.Deleteservices ¥ F:iEL?zﬁﬂgﬁgn. L"PSEXESVC"
3: ;:sl:-a: 028307C8
. TeXT: 00402AD0 psexec.exe:$2ADO #1EDO & jsgsja:'33;3,.3—23505““"J'H"Izs':a
i T z S s a : @ | 001865 54 NEEFETRES

Figure 135
DeleteFileW is used to delete the PSEXESVC.exe file created earlier:

" . 50 T ek e e e e i
Bl FF 15 7C 71 42 00 €all dword ptr ds:[<aDeleterilews] ~ .
. < T ;- » Default (Stmﬂn 15 :Lﬂﬂ{kﬂ
.'l‘ es| D01BETDO L7C: '\ \WINDOWS’ PSEJ(ES\E exe”
dword ptr [D042717C <psexec.dDeleterilew>]=<kernelsz.Deleterilen> ;efgl‘t 00432138 L" éSﬂTJ \\— z
3 CSD‘?S 76ACDB90 <kernel32.DuplicateHdandles
4: [esp+C ’EACDBSI: <kernel32.CloseHandle>
.Text:00402FDS psexec.exe: $2FDS #2308 5: 255410 7EAT4F10 -:ke’ﬂ!'TBZ.GetLastE.”cl’ >

. . = = - T - _ E . E T S . a _ IERFEEFHI 0018E70D0] L"C: \\WINDOWS', \PSEXESVC . exe”
Figure 136
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