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Domains

1.googie[.]Jph - C&C server
12371829hkdanm[.]fbi.am - C&C server
139[.15.202.82 - C&C server
149[.128.31.166 - C&C server
1gw6etagydbn2peifj8hfl.]fbi.am - C&C server
2.googie[.]Jph - C&C server
3.googie[.]Jph - C&C server
42[.]200.181.116 - Disease vector
45[.]176.199.119 - C&C server
45[.]77.22.215 - C&C server
adobe-flash[.]Jwiki - Disease vector
adobe[.Jname - C&C server
agphl.]ivi66.net - C&C server
bos|[.]github.wiki - C&C server
caonimade[.]11i.me - C&C server
d[.]Jgithub.wiki - Disease vector
darknet[.Jrootkit.tools - C&C server
darwin[.]github.wiki - C&C server
download[.Jmircrosoftscoulds.com - C&C server
dust[.]github.wiki - C&C server
exmail[.]googie.com.ph - C&C server
fbi[.]fuckbc.com - C&C server
flash[.]Jwy886066.com - C&C server
fuckeryoumm[.]Jnmb.bet - C&C server
fuckyoul.]Jfbi.am - C&C server
gb[.]Jgoogie.ph - C&C server
helloword[.]11i.me - C&C server
helloword[.]daj8.me - C&C server
hk.whoamis|.]info - C&C server
hkdust[.]Jgithub.wiki - C&C server
huaidan[.]fbi.am - C&C server
linux[.]Jdaj8.me - C&C server
linux[.]daji8.me - C&C server
linux[.]Jshopingchina.net - C&C server
linux[.]wy01.com - C&C server
linux[.]wyO1.vip - C&C server
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linux1[.]shopingchina.net - C&C server
linux2[.]shopingchina.net - C&C server
list[.]whoamis.info - C&C server
localhost[.]11i.me - C&C server
mail[.]Jwhoamis.info - C&C server

mmimdown[.]Joss-cnh-hongkong.aliyuncs.com - Disease vector

mmr[.Jwhoamis.info - C&C server
poer[.]Jwhoamis.info - C&C server
rc[.]Jdajuw.com - C&C server
rootkit[.]Jtools - C&C server
shopingchina[.]net - C&C server
steam[.]dajuw.com - C&C server
test[.]Jmircrosoftscoulds.com - C&C server
tools[.]daji8.me - C&C server
update[.]Jadobe.wiki - Disease vector
win[.]Jgoogie.ph - C&C server
wmgnews|.]daji8.me - C&C server
wps|.]daj8.me - C&C server
wpsup|.]daj8.me - C&C server
www(.]Jadobe.name - C&C server
www[.]Jwhoamis.info - C&C server
yabo[.]googie.ph
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