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1. Overview

Zloader, a notorious banking trojan also known as Terdot or Zbot. This trojan was first
discovered in 2016, and over time its distribution number has also continuously increased.
The Zloader's code is said to be built on the leaked source code of the famous ZeuS
malware. In 2011, when source code of ZeuS was made public and since then, it has been
used in various malicious code samples.

Zloader has all the standard functionality of a trojan such as being able to fetch information
from browsers, stealing cookies and passwords, capturing screenshots, etc. and for making
analysis difficult, it applies advanced techniques, including code obfuscation and string
encryption, masking Windows APIs call. Recently, CheckPoint expert published an analysis
of a Zloader distribution campaign whereby the infection exploited Microsoft's digital
signature checking process. In addition, Zloader has also recently partnered with different
ransomware gangs are Ryuk and Egregor. This can indicate that the actors behind this
malware are still looking for different ways to upgrade it to bypass the defenses. Here is the
ranking of Zloader according to the rating from the AnyRun site:

Global rank Week rank Month rank 10Cs

2/ A/ oY HONEA2
54 44 50 UUbs

Source: https://any.run/malware-trends/zloader

Most recently, multiple telecommunication providers and cybersecurity firms worldwide
partnered with Microsoft's security researchers throughout the investigative effort, including
ESET, Black Lotus Labs, Palo Alto Networks' Unit 42, and Avast. They took legal and
technical steps to disrupt the ZLoader botnet, seizing control of 65 domains that were used
to control and communicate with the infected hosts.

In this article, we will provide detailed analysis and techniques that Zloader uses, including:

e How to unpack to dump Zloader Core DII.

o The technique that Zloader makes difficult as well as time consuming in the analysis
process.

o Decrypt strings used by Zloader by using both IDAPython and AppCall methods.

» Apply AppCall to recover the Windows API calls.
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Process Injection technique that Zloader uses to inject into the msiexec.exe process.
Decrypt configuration information related to C2s addresses.

How Zloader collects and saves information in the Registry.

The Persistence technique.

The analyzed sample used in the article:
034f61d86de99210eb32a2dca27a3ad883f54750c46cdecdfcc53050b2f716eb

2. Unpacking Zloader Core DII

First, check the sample with Nauz File Detector:

C:\Users LEMIDeskton| 1odeh 3272403 14ac4afa6 27 125h6 30 56 1b4cb32Ta4lal4acdafabd 7125063056 Pm-

Directory v Rearsivescan [Vl | [ Geneml| Digtal Signatures | Sacurty ] Deatails | Previous Wersons |
* PE32 -
ure |
Operation systemn: Windows[95)[386, 32-bit, DLL] i
Sign I::uc-lgj.‘.'i'.u:.‘:u-.r.r; Authenticode(2.0)[PECS #7] Mame of signer Dhgest dgarthm Timestamp
= Owerlay: Binary =
Certificate: Windows Authenticode(20)[PKCS £7] EuliGuand Ltd shal Mondsy, March 20. 2.

Detais

By collecting and combining information about sections from Exelnfo, entropy in DIE as well
as the size of the DLL file, we can confirm that this DLL is packed:

Wirtual o... Virtual s... RAW Da... RAW size Hame First bytes [hex) .. Sed. Stats

00001000 (OD4AS30  DOG0L000  ODG4AGDO Read FRCO7A72 7551 FIE4 BE  {L. Verynol packed - 82.0726 % ZERD
0004000 00000390 OOC4BS00  00ODC40D siata  9FEBODO0ADGBODO0CL k.. Verynot packed - 35.5460 % ZERD
00040000 00179610 OOC4BADD  ODIFSADD data 6644 7368 I0SA444D56  fD.. Very not packed - 63.0079 % ZERD
001CF000  000Z407C  DOICI400  O0OZ4E0D e 00 00 00 00 00 00 00 00 04 .. Motpacked - 16.8114 % ZERO
OU1ECOD0  OODOOBAC DOIEEZD  0000OCDO srelor U lOFDOTI00C 00 00W02E L., Crypted maybe - 9,7005 % ZERO

Status Dffset

= = . Relnad
not packed(44%:) 00000000 001e8518

Save . Save diagram .

Regions
Offset Sixe Entropy Status
(DO000000 00001000 0.59396 not packed PE Header
00001000 D004 2600 151878 not packed Section(l)] .text']
000 b0 00000400 414863 not packed Section(1)[.rdata’]
D004 bald 00175200 3.H1M not packed 2]
0011400 00024200 661870 packed Section(3)[".rsrc’]
0016200 0000000 650136 packed Section(4)[".relac’]
001e5e00  0OO0LTIE 742904 packed Creerlay
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General |L;1g|ld| signatures | Secunty ] Details | Previous Versions

Ibdeb32Vadlal4zc4afa62 7125063056

Type of file Fie

Description:  Todeb327a40a14ac4afab2 7125063056

Location CAhlsers\REM\Desktop

Size 1.0 ME (2,000,152 bytes]

Size on disk:  1.91 MB (2,002 944 bytes)

For unpacking, use x64dbg to load DIl file, set a bp NtAllocateVirtualMemory. Then,
modify the breakpoint's condition as follows:

Syntax

C++

_ kernel_entry NTSYSCALLAPI NTSTATUS Hi
[in] HANDLE ‘racessHandle,
[in, out] PVOID ddress,
[im] ULONG PTR
[in, sut] PSIZE T
[in] ULONG
Lin}] ULOKNG

feldress Hodule/label fException State Disassenhl

£ M keb327 akba1backafad 271 25b620546 . d11 . EntryPoink

{heligeld2.dll._ResumeThreadStubBy>
Ckerndldz.dll._CreateProcessInternal W@y}
<kernelf@.dll. WriteProcessHemaryStub@2 60
<ntdll.di . _2whllocatelirtualHe mor pie i

Log Condition:
Command Text:

Command Condition:

Execute with F9 and wait until the breakpoint is hit (affer about 1126120 hits):
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bl Loaded: : 5 o ! SoomctlEE _dll
[xBmElys e i

BLL Load

blLL Loaded:

BLL Leaded:

mire | Sunnarg

TEEINIAF
TEREIECE i dll. Creatafroceccln LuhE >
TERA0Y Al 1% £ EEEHEm Y 5 Deb
TTEIFAER

Following the allocated memory regions, after the 3rd hit, the core DIl of Zloader will be
unpacked:

JENryPalan [

HERE

FEEEER

¥ zlcader_core_dilbin
B D05 Header
* D05 stub
P T Headers
' Signature
P FileHeader

B Optionsl Header
' Section Headers
Sections

e

=+ EP z BST0
Jrdata
F .data

; text | General | DOS Hdr | File Hdr | Optional Hdr | Section Hdrs | 8 [mports | 8@ BaseReloc,

Name Bound? iginalFirstThun  TirmeDateStamp  For
% redoc KERMEL32.dll L FALSE [
LISER32.dll FALSE 1
GOEE.dil FALSE 0

EERMEL32.dNl [1E entries |

Call via Nama Ohrdinial nal Thunk  Thunk varder
CleseHandle
CreateFileiy

DeleteFileW
GetFileAttribute..
(GetlastError
GethoduleHan...

GatbrmrasrHans
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3. Anti-analysis

To consume time of the analyst, Zloader uses meaningless functions, or rewrites functions
that look very complicated but only to perform simple tasks such as AND, OR, XOR, ADD,
SUB, etc.

For example, a function that does a meaningless task, however it can cause a delay in
execution in a sandbox environment:

BCRBUIADR 4 B BCEBUAIADN + @x2D) & (([g_ACR8UuiADh =< Gu1d)

BCRAULIADR << A=18]) + AxB

1 | tmp3) =< @x18) + @i

& Cnunl & numd)) | senl & numd) & (aand + (eued & Ausd)))

ozl Kor Arg with AeFa2I3Esa(0xBUIASCAS) L5 sub 10008188Cnunl, hdc) &

w (w3 & &) = v3
mith _oFE3 T EEEA

2 + (numl * {numl * (num2 + @=45) + [{numl

¢ (numl * Cruml +
+ ({muml =

= numl};
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4. Decrypt wide string

4.1. Use IDAPython

All strings that the core DLL uses are encrypted. The wide string decoder function will take
two parameters as input:

o First parameter: the address containing the encrypted string.
o Second parameter: the address where the string is stored after decoding.

¥ ; decString
offset word_l188264F8 ; encstring

7 calls,

calls:

srt loc_l@@sEEes

The psedocode at the f_zl_decrypt_wstring decryption function looks confusing, but if we
look closely, the function performs a simple xor loop with the decryption key is "PgtriPF-
2ftOjo0Ox":
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LOWORD{ * dec_char;

W

= f_zl_sub_argl_from_ar2(e, @=FFEB);
igned _dintledf_zl_sub_argl_from_ar2(8, wval_gxi8 - dec_char) =
[ Lunsignaed Intlé jdec_char = @xbu )

¥ll = @&
[ !_bittest(&vll, dec_char) )

¥
val_Bv917CEEGS = F_rl_xor_arg with_exFe233RBA(G<aTHFBS3A);
L.add_argl_with_arg2{i + m« AL, wval_8=917C
= ptr_emcitring[i];

al = g PotrIPF2ft0jed0x[1 % a=11];

wal & F_FL_xoP w@ith_&x3RSA[

dec_char = enc_char * xor_key_val

ptr_encstring;

Based on the above pseudocode, the python code that performs decryption as follows:

det decrypt(enc_str):

dec_str =
i=8

for ¢ in enc_str:
dec_str += chr{ord(c) ~ ord(xor_key[i % 8x11]))
i+=1

return dec_str.rstrip( ' x00")
With the help of IDAPython, we can automate the whole process of string decoding and add
annotations at the decryption functions in IDA for further analysis. The entire python code is
as follows:
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idautils, ide, idaapi, ida_search, ida_bytes, ida_aute

def read_enc_string(addr):

enc_str

data = idec.get_bytes(addr, idc.get_item_size(addr))
i (e, len{data), 2):
enc_str datafi]

enc_str

ef decryptlenc_sitr):

dec_str
gl

[ = enc_str:
dec_str chr{ord(c) * ord(xor_key[i = 8x11]1))
i 1

dec_str.rstrip(

" decrypt_string(func_addr):

args_1 = idaapi.get_arg_addrs(func_addr)[e]
enc_data_addr = idec.ge nd_value(args_1, ©)
enc_str = read_enc_string(enc_data_addr)

decrypt{enc_str)

main():

seg_mapping = {idc.get_segm_name(x): (idc.get_segm_start(x]), idc.get_segm_end(x]) X idautils. Segments(]}
start = seg_mappingl 1[&]

end = seg_mapping[ 11]

pattern

addr = ida_search.find_binary(start, end, pattern, 16, idc.SEARCH_DOWN)

func_addr = idaapi.get_funcaddr).start_ea

print( {}'.format(hex(func_addr)])

ref idautils, irefsTolfunc_addr):

xref_addr = xref.frm
ida_bytes. ode(ida_bytes.get_full_flags(xref_addr)):
dec_str = decrypt_string{xref_addr)
print( {
ide.set_cwmt(xref_addr, dec_str, 8)

format(dec_str, hex(xref_addrl))

__name__ :
ida_aute.auto_wait()
main{)

The results before and after the script execution will make the analysis easier:
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= wreks to F_ol_decrypt_wstring

uild MOS0 A4 call
ol MOS0 1B call
il MOS0 20 call
Suil MOGOFED-.. call
galn_ TIOGG0FD =05 call
uld MOOCHA0-AT call
gl TIUOC A= call
sul MOOCA=.. call
sl MOOCCCLL.,  call
# 2l releate_to_c.. call
f_z releate to_c.. call
7 set_persmbe.. call
17 set_persite.. call
ol WOOFITH-TE call
izl _replace_file., call
suln_H0I14P0-9F call
s H0T1 0012 call
2l et victim_.. call

# 7l gt victim_.. cell

ol
call
izt vctim_,. call
gl gt victim_.. call
sl W0 2690+ B call
wuln_HI012B80+,,, call
wuln_ MO ECA0- . call
vl MOECAD- . call
wuln_ MOECAEL.,  call
vl MOECA0- .. call
s MO0TAS00. ., call
vl M40, call
v MOS80, call
vl MO 5E00+ 76 call
b MTGY0 98 call
wut_ MTGFR0+3E call
st HT7160+ 300 call
sty MO13560+ LB call
b HO19150+ 53 call
vl MOT31FLBY call
st HTAITHI=.. call
ol recursiew . call
nath MBS+ 1E call
wab MOTECCOL.  call
aadh MONECCD..  call

§ el covate o d. call

§el read conte_.  call

§ &l covale_and .. call

1_zl_decrypt_ws
1zl decrypt_westnng
1.z deorypt_wstning
421 deerypt_westning
1_zl_decrypt_westring
1.2 derypt_westring
1_zl_decrypt_westing
12| derypt_wstring
1zl decrypt_wesinng
1_z1_deorypt_wstring
4_21_dairypt_westring
1_zl_decrypt_wstiing
{_zl_decrypt_wstning
A_zl_decrypt_wstnng
1_zl_decrypt_wstning
A_zl_decrypt_wstnng
{_zl_decrypt_wsting
1_zl_deorypt_weinng
_zl_decrypt_wstiing
A_zl_deorypt_weinng
1_zl_decrypt_wstiing
1_z1_ derrypt_wstnng
1zl decrypt_wstnng
4_z1_ derrypt_wstnng
{21 decrypt_wsining
1_zl_decrypt_wtiing
4_z1 decrypt_wetnng
2| dbeorypt_wesring
4_z1 derrypt_wetnng
2| decrypt_wstring
4_zl derrypt_wetnng
A_zl_decrypt_wetning
.71 dermypt_wedring
4_zl_decrypt_wndnng
2] dermypt_wndring
4_zl decrypt_wndiing
2| deceypt_ wetiing
1_zl decrypt_wndring
1_zl decrypt_wnining
i_sl decrypt_waitring
1_z] decrypt_wnliing
1 ol decrypt wntiing

| decrypt_williing

4.2. Use IDA AppCall

Before

E wreds §o d_zl decrypt_westing

Direcbon

Fyp Auddress

sub_ TS+ &2 cal
sub_TOEAN)+ 1B cal
sub_ TO0EAH)- 20 cal
sub_TO00EDHN... cal
sub_ TOEOHHE5 cal
sub_ TS cal
sub_ T AZG+ .. cal
sub_ TCAS0 .. cal
sub TMERCCCN.  cal
f_al_rebeabe o c.. cal
f_al_rebezbe to c.. cal
f_2l_set_persiste.. cal
f_xl_set_persiste.. cal
sub_100F270+ 7L cal
f_zl_replace dils.. cal
sub_ 10011470+ 9F cal
sub_ 1001 100+ 12 cal
f_zl_get_vicken_.. cal
f_zl_get_victon_., cal
f_zl_get_victien_., cal
f_2l_gek_victim_.. cal
f_zl_get_wictim_., call
f_zl_get_wicton_., call
sub_ 1001 Z5%0+B6 _cal
sub 1000, cal
su b 00 JCET L 1 call
sub 1001 3CEN,, cal
sub 1001 ICEEL,.  cal
sub 1001 3CEM,, cal
sub_10014500+,.. cal
sub_10014500+,.. cal
sub 1001 534d+... cal
sub 1001 560075 cal
sub 10016950+ 94 cal
sub_1001EFH1+3E cal
sub 1001 TIE0+ 30 cal
sub_1001EARD-13 cal
sub 100191 51+ 585 cal
sub 100121 FI+ES cal
sub 1001AZ0D .. cal
Pl recursive s, ral
sub 1001R530+13 cal
sub 1DIBCCN..  cal
sub T0DIBCC0.,  cal
F ol create e d.. cal

F ol read comte.. cal

2l create_and .. cal

fal_decrypt_wstrng %
F_al_decrypt_webrieg "Ws™ s

fal_decrypt_wstring “%s

Pl _decrypt_satring "% %s

fal_decrypt_wstring "5

f_decrypt_wstring Soétware\Microsctty

F_a_decrypt_sstring SeleowitgPradege

f_decrypt_wstring _

F_ad_decrypd_sstrireg SofbwanetMicnosofy

f_d_decrypt_wstring, Software\Microsofth Windows\Cument¥ersion’ fun
f_rl_decrypt_wstring .di

f_d_decrypt_sstring, Software\Microsofth Windows\Cumentfersion’ lun
fl_decrypt_wstring regrarlZee /s s

f_d_decrypt_sstring Proxifier.ee

f_d_decrypt_sstrimg A

f_decrypt_wstring Soétware Microsct

Fa_decrypl_wsbrimeg SoftwaredMicroaofWindows\C urment¥ersion'\ Aun
F_ad_decrypl_swsbrmg URENOWH

Fa_decrypl_ssbrimeg SoftwarstMicrosofiWindows: NTV urrentVersion
F_d_decrypl_wstrimeg InstaliCiate
F_ad_decrypl_sstrimeg DigitalProductid
f__decrypt_ sebrimg Ses_S0ECR0EX
f_r_decrypt_ setrmg INVALID_BOT_ID

F A _decrypt_sstrmeg _

F_ad_decrypl_wsbrmg Sofbware Mizroscft
forl_decrypt_ setring ewe

F__dezrypl_wstrimeg dl

F__decrypt_sstringg e

F o _decrypl wsbrimeg >

frl_desrypt_watring. C-\Winaessh Systemb ppst”
F_ad_desrypt_wstrimeg Micsosoft Mo ofeEdge
Fad_decrypt_wstring _

fal_des rypt_watrimgg 0

F ol _dies ryph swbrimar S8 HRNAWR =W
Fl_des nypt_watrimgr Software Microncfy

F o _dez rypi_weteimer Software’ Mis o,
Frl_des mypt_watring \*

F o _des rypt_wtrimer Software’ M roncft

F o _decrypt_watring %

F o _des rypl_wtrimeg temp

Fol_ds rypt_wbring *

Pl _dies rypl_watrimg |

F o _des rypl_watrimeg tmmp

Bl _dies rypot_wibrimeg Tea WallBie

F o _desrypl_wailriceg datialxl

F_d_diec rypil_wailring imp tet

After

F o _desrypl_walrireg Imip Eet

If you don't have time to dig into the decryption implementation of the function, or when the

algorithm is too complex, we can use IDA's useful feature known as AppCall, to help decrypt

the data. Basically, Appcall is a mechanism used to call functions inside the debugged

program from the IDA debugger. Before applying AppCall, the first thing is to given a function
with a correct prototype. For example, the function f_zl_decrypt_wstring has the following

protoype:

wchar_t *__cdecl f_zl_decrypt_wstring(wchar_t *encString, wchar_t *decString);

Note again that in order to use AppCall, the program must be debugged. As shown below,
IDA is stopping at the breakpoint set at DIIEntryPoint:
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: T2ATCUTE
T2ATCHTE public

tT2ATCYTE proc near

S TZATCHTE

fT2ATCUTE hinstDLL= dword ptr
STZATCHTE fo on= dword ptr

1 FIATCUTE LpRese

1 TIATCUTE

1 T2ATCUTE

tT2ATCUTL

TTIATCHTE fodwReason],

1 TIATCUTT 5 short loc_T2ATCABE
L TIATCUTT

P T2ZATCHTS [ +hinstD

T TIATCYTC g- zL base_addr,

1 T2ATCUBL sub_TIABE266

; BOOL _ stdcall DILEmtryPoint(HINSTANCE hinstDLL,

DWORD fdwReason, LPVOID lpReserved)

Then execute the below python scrlpt to decode and add comments related to decoded

strings at the functions:

ide, idaapi, idautils

def decrypt_n_comment(func, fFunc_name):

uref idautils.XrefsTo(idc.get_name_sa_simple(func_name)):

print( {:08%}1". format(xref.frm))
string_ea = search_inst({xref.frm,
string_op = idc.get_operand_value(string_ea, @)

buf = idaapi.Appcall.buffer( 128)

res = func(string_op, buf)
type{res.decade( 1 str:

print( {:0ax) (}".format(string_op, res.decoda(

Exception [-H
print( {}*.format(el)

idc.set_cet(xref.frm, res.decodel

print{ )

def search_inst(aza, inst):

True:
ide.print_insn_mnem{ea) inst:
ea
@a = idc.prev_head(ea)

FLNC_NAME
PROTO

de:rypt function idaapi Appcall proto{FUNC_NAME, PROTO)

The final result should be similar to the image below:

. Format (FUNC_NAME)
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4T ward TInaeain

: Tequardl.exe fz Ra

5. Decrypt ansi string

5.1. Use IDAPython

Besides the function to decode wide strings, Zloader also uses the function to decode ansi
strings. This function also accepts two arguments:

o First parameter: the address containing the encrypted string.
o Second parameter: the address where the string is stored after decoding.
Ii . ; decString
offset byte_loelacle g ﬁncstring
7 calls,

calls:

Similar to the above f_zl_decrypt_wstring function, the pseudocode of the
f_zl_decrypt_string function looks quite messy, but it still uses an xor loop to decrypt with
the decryption key still "PgtrIPF-2ftOj000x":
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*g_PgtrIPF2ft0]e60x;
f_z1_xor(*g_PgtrIPF2ft0jee0x, 8xFF);
= f_zl_xor_@xSA(

vil = f_zl_return_8x8_if_argi_not_equal_arg2(dec_char,
( dee_char = @x28 || w11 &1 )
{
{ Cunsigned _int8)

dec_char = encString
ptr_encstring =
decstring[i+] =

( !dec_char )

ptr_sneString

enesString ;

ptr_encString String;

ptr_encString;

Here is the full python code to automate the whole process of decoding strings and adding
comments at functions:
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idautils, idc, idaapi, ida_search, ida bytes, ida_awto
xor_ley

def read_enc_string{addr):

enc_str = ide.get_bytes{addr, idc.get_item_size(addr))
enc_str

F decrypt(enc_str):

11:_str

i o
c enc_str:
dec_str (o ] * ord(xor_key[i %= ex11]))
i 1
dec_str.rstripl

decrypt_string(func_addr) :

args_1 = idaapi.get_arg addrs{func_addr)[e]
enc_data_addr = idc.get_operand efargs_1, @)
anc_str = read_snc_stringlenc_data addr)

decrypt{enc_str)

main():

seg_mapping = {idc.get_segm_name(x): (idec.get_segm_start(x), ide.get_segm_end(x])
start = seg_mapping[ ]

end = seg_mapping[ 1[1]

pattern

addr = ida_search.find_binary(start, end, pattern, 15, idc.SEARCH_DOWN)

fune_addr = idaapi.get_func(addr).start_sa

print( (}'.format(hex{func_addr))]

wref idautils. XrefsTol(func_addr):
xref _addr xref.frm
ida_bytes.is_code(ida_bytes.get_full_flags(xref_addr)):
dec_str = decrypt_string(xref_addr)
print( [} {}'.format(dec_str, hex(xref_addrl))
ide.set_cmt(xref_addr, dec_str, @)
_name__ :
ida_auto.aute_wait()
main

The results before and after the script execution

idautils.Segments()}
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5.2. Use IDA AppCall

To use AppCall, same as above, need to define correctly the prototype for the
f_zl_decrypt_string function as follows: char *__cdecl f_zl_decrypt_string(char
*encString, char *decString);

Slightly modified the script used for decoding the wide strings above:
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ide, idaapi, idautils

def decrypt_n_comment(func, Ffunc_name):

xref jdautils. XrefsTo(idc.get_name_ea_simple(func_name)):
print( { }* . format (xref.frm))
string_ea = search_inst(xref.frm,

string_op = idc.get_operand_value(string_ea, 8)

buf = idaapi.Appcall.buffer( 128)

res = func(string_op, buf)
type(res.dacodel 1
primt( { {}".format(string_op, res.decodel
Exception [-H

print( {}" . format{e))

idc.set_cmt(xref.frm, res.decode('as ), idc.SN_NOWARN)

printf )

def search_inst(ea, inst):

True:
ide.print_insn_mnem{ea) inst:
ea
ea = idc.prev_head(eal

FUNC_NARE
PROTO {-3} . format (FUNC_NAME)

decrypt_function = idaapi.Appcall.proto(FUNC_NAME, PROTO)
decrypt_n_comment(decrypt_function, FUNC_NAME)

dneed, TR0

it byta, 71010580 : - ; g ab 7ML maEilL: [Wifeltms AT 8.3: Wineu: zed) Bpsledsbaits]

_VIMBELR encp

wvwxyx [ SRS EE = BN LT OEFGET KL IRDP QRS TR E 545

6. List of DlIs used by Zloader
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In the list of strings decrypted by the f_zl_decrypt_string function above, there is a string
after the decryption that is quite meaningless. Going to this address, after diving into it |
noticed that the first parameter passed to the function is an array containing the addresses of
the encrypted strings. Based on the corresponding index value of the array will access the
address containing the corresponding encrypted string:

et IBOBESFF 1aa s [sbptoec_str)

push
plsk ‘g pEr_mne_dll_ser[
call

g_ptr_enc_dll_str array (renamed abo

Going to the
below:

g.ptr_enc_dll_str| dd oeesel byte 10020006

byte_LeRIDEFR
byte_LeS20BT1
byite_LeE26568
byte_LealalFn
byte_LEe870Fa
byte_Llea2eras
byite_LeBIaFSC
byte Lea2aral
byte, LeBI83AR
bytte_lea2eFan
byite_ 16820502
yibe_ 1888473
Y& _ 18828432
byte_Leadecss

SR20FTS

byte_Led20FEE

Byte_Lead03E0

byte_LealoasDd

Byte LeaI0AFE

it byte_Lealeung

dc bytte_LealBune

d o bytte_Lealeube
offsat] byte 18838803 | 2

Modify the script to decode the specific DIl strings, the results obtained when executing the
script are as follows:

g_ptr_enc_dll_str dd offset byte_10020uDo

t byte_l18G286EF%9

t byte_16620871

t byte_16620508
L byte_lea2ezFe

t byte_18828FB82

t byte_lea2eF99

byte_10626F5C

L byte_leG28FAY

byte_ 18828348
byte_16426FBD
byte_l1e8205C2
byte_18620473

't byte_ 18628422

t byte_10028C96
t byte_10020FT5
C byte_16628CT70

t byte_l18628F68

t byte_16626364
byte_16620A4D

L byte_led2eAFE

byte_l166204D8

t byte_lee2edDB

t byte_166204D80

L byte_ 16020503

» kernel3d.dll
¢ user32.dll

; ntdll.dll

: shiwapi.dll
i iphlpapi.dil
: urlmon.dll

s ws2_32.d11

; cryptil.dll
+ shell32.dll
; advapi32

: gdiplus.dll
; gdidz.dll

: ole32. dll

: psapi.dll

i cabinet.dll
; imagehlp.dll
» netapiil2.dil
+ wtsapiiz.dll
: mpr.dll

: wininet.dll
; userenv.dll
i kernel3l.dll
+ hernel32.dll
» kermel3d.dll
; berypt.dll
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To summarize, we have a list of indexes corresponding to the DLLs that Zloader can use to
retrieve the addresses of APIs:

Index DIl Name

0 kernel32.dll
1 user32.dll
2 ntdll.dll

3 shiwapi.dll
4 iphlpapi.dll
5 urlmon.dll
6 ws2_32.dll
7 crypt32.dll
8 shell32.dlI
9 advapi32.dll
10 gdiplus.dll
11 gdi32.dll

12 ole32.dll

13 psapi.dll

14 cabinet.dll
15 imagehlp.dll
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16

17

18

19

20

21

7. Dynamic APIs resolve

netapi32.dll

wtsapi32.dll

mpr.dll

wininet.dll

userenv.dll

berypt.dli

Similar to other advanced malware... Zloader will also get the address of API function(s)
through searching by pre-computed hash value based on API function name.

text:
Lext
LTLext
text
LLext
LTLext
text
Lext
TLext
text
LLext

1881829E

:leelezad
;18818249
:188182ARB
:188182AB
:188182B0
:188182B3
:1e8182E9
:188182EBE
:166162BF
:1e8182C5

push
push
call

add
lea
push
push
push
call

g _zl_base_addr

; pre_api_hash
i arg_dll_index

; nsize
; LpFilename
; hModule

As shown in the above figure, the f_zl_resolve_api_func_ex function takes two parameters:

(1): The first parameter is dll_index. Based on this parameter, the function will decode
the name of the corresponding DI, then call the LoadLibraryA function to get the base
address of this DII.
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sz_dll_name = f_z1_decrypt_string((&g_ptr_enc_dll_str)[arg_dll index], dec_str);
f_zl_strepy(lpLibFileName, sz_dll_name, @xFFFFFFFF);

L

hModule = LuadLibrafyA{lpLibFileName};
C 'hModule )

LABEL_18;

(2): The second parameter is pre_api_hash. This parameter is the pre-computed hash
of the API function name. The function f_zl_resolve_api_func_ex will call
f_zl_resolve_api_func to retrieve the corresponding APl address:

retrieve_apil_addr:

api_addr = F_zl_resuluelapi_%hn:(thduLe, pre_api_hash);
( api_addr )

The pseudocode at the f_zl_resolve_api_func function as follows:

¢ = w(dll_base_addr + Func_name_rval:
{ 10F 2zl _return_oxe_if_argl_net_equal_arg{
ddr + func.name. TV

convert API name to lowercase

{ F_zl_cale_hash_qu(Esz_apl_namp, BFEFFFEFE) = preacaplonash )

sl  conpare calculated hash to pre_hash

_va-*Nusbartfiamas )

addr = (F_ 2\ _add_argl_with_arg2{x(sd1l1_base idr[apOrdinalsThl] + export_dir_va=sddressofFanctions

The entire pseudocode of the function that performs the hash calculatlon by the API functlon
name is as follows:
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func_nama aok
nask |
calced_hash
far € Ln Tumc_name:
caleed_hash [calced_hash =< Bxd) + ard{c)
T calced_hash & mask:
caloed_hash = [{{ca i) == BlE) * BxB25188FD0 | ~BxE25188F0 & ({calced_hash & mask} == 8x18)) © {caloed _hash
* calced_has
return calced _hash & #uf

Results when using the above function to find API functions corresponding to hash values
hash 0xFDA8B77, 0xB1C1FE3, 0x8ADF2D1:

L_resolve_api_func_ex{8, |B=FDABETTalL
L_ba dr, V36

1z GetProcAddress = f_zl_resolve_api_fu
LoadLibrarys = £_zl_reselve_apl_funcidll_ba e

With all the above analysis results, it is possible to write an IDAPython script to recover all
the APIs that Zloader uses. However, to avoid having to dig into Zloader's hashing algorithm
for each analysis, here | will use AppCall to do this task. The python code that uses AppCall
is as follows:

L_base_addr,

BBIC1FES 15
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idec, 1daapa, idautils

def resolve_n_comment(func, fFunc_name):

¥ref idautils.XrefsTo(idc.get_name_ea_simple(func_name), 8):

sxref_addr = xref.frm

print( { 1" format(xref_addr))
argl_ea = idaapi.get_arg_addrs{xref_addr)[6]
module_index = idc.get_operand_wvalue(argl_ea, 8)
arg2_ea = idaapi.get_arg_addrs{xref_addr)[1]
pre_api_hash = idc.get_operand_value(arg2_ea, 8)

module_index - @ pre_api_hash UH

print { {:88X] at(module_index))
print ( { .format(pre_api_hash))
addr = funcimodule_index, pre_api_hash)

Exception e:
printi( {}" . Formate))

api_name = idaapl.get_debug_names(idaapi.cvar.inf.minEA, idaapi.cvar.inf.maxEA)
print ( [}=.format(api_name[addr]))

idc.set_cmt(xref_addr, "{:}".format(api_name[addr].replace( - 1},8]
set_emt_api call(wref_addr, "{:}".format(api_name[addr] .replace( - m

printi( )

def set_cat_api_call(addr, api_name):

curr_addr = addr
address_plus_58 - addr + 5@
curr_addr address_plus_56:
curr_addr = ide.next_head(ecurr addr)
idc.print_insn_mnem{curr_addr) idc.print_operand(curr_addr, 8):
ide.set_cmt(curr_addr, api_name, idaapd.SN_NOWARN)

FUNC_NAME
PROTO {:5] .fFormat (FUNC_NAME)

resolve_function = idaapi.Appcall.proto(FUNC_NAME, PROTO)
resolve_n_comment{resolve_function, FUNC_MAME)

Note, Zloader has many areas of code that call to the f_zl_resolve_api_func_ex function,
but there will be areas of code that do not have any reference to it and that area has not
been defined as a complete function. Therefore, to be able to run the above script, it is
necessary to create functions for those first. The final result after executing the script will be
as follows:

pach : pea_apd_hazh
pash ; arg.dll,_ index
call i Mernel3z!GetHoduleFilemamnes

Add

Taa L

psh

Ptk

pach A7l bhaco_atde '

call TT: | GatHodulaF i leRanssl
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However, as shown in the figure there are still places where the API function can't be
recovered, that's because Zloader has performed the previous calculation of the dll_index
and pre_api_hash values and saved them in the register. After that, call the
f_zl_resolve_api_func_ex function:

i inval

; module_indax

8. Process Injection Technique

Zloader, when executed, will inject Core DIl into the msiexec.exe process. The whole
process is as follows:
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Use the CreateProcessA API function to create the msiexec.exe process in the
SUSPENDED state.

Z_Msiexec.exe,; 51

, &StartupInfo, EProcessInformation) )

| d ]| rundil32 e 1054 109 MB  REM-POREM Windows host process

Get SizeOflmage value of Zloader DIl being loaded by rundli32.exe/regsvr32.exe.
Use the VirtualAllocEx API function to allocate new memory inside the msiexec.exe
process:

= fozl xor arg with @=Fa2338

= ¥_zl_resolve_api_func_

METCUSALESEER (ProcassInformation. hProcess B, Tl _sire of image,

Allocate heap mmory, copy the entire contents of the DIl into this heap:

g_zLl_payload_buf_in_msiexec = zl_payload_buf_in_msiexec;
zl_base_addr_in_msiexec = zl yload_buf_in_msiexe
f_zl_wchar_strcpy(sz_msiexec.e

f_zl_wstrcpy_ex(sz_msiexe
f_zl_free_heap_ex(sz_msie

2L dll content in_heap = f_zl_memcpy_ex(zl_base_addr, zl_size_of_image);
f_zl_update_image_base(zl_dll_content_in_heap, z1_b: addr):
f_zl_perform_base_relocation(ZL_dll_content_in_heap, zl_base_addr_in_msiexec);

Generate a random number and use it to encrypt the entire payload stored in the heap:
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s#ptr_rand_num = f_zl_generate_random_number();

_size_of_image )

rand_num = #ptr_ran d_num H

{
byte_val = »zL_dl1l_content_in_heap;
templ = f_zl_and({@&x7d, ~byt 1);
f_zl_and(
d_num,
nd_num;
#zl_dLl_content_in_heap = (temp2 & &x7 B) * f_zl_or(templ, byte_val);
val_gxs = f_zl_xor_arg_with_B=Fei33B5ALE" J
+#zLl_dll_content_in_heap;
f_zl_xor_argl_with_arg2_ l(lpStartadddress =< val_8x8, lpStartAddress ==
of _image;

zl_size_of_image J;

(8]) Hex View-1 15 Hix Viewi-Z :‘ J Hex, View-3 1E HE e -

encrypted D1l
in allocated
heap

FOTOM EJBAED: dabugldE:zunk EZSRED

Use the WriteProcessMemory API function to write the entire encrypted payload from
the heap to the previously allocated memory in the msiexec.exe process:
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NumberofBytesWritten 9;
WriteProcessMemory = f_zl_resolve_api_func_ex(®,

{ WriteProcessMemory(
ProcessInformation. hF'r
z1_base_add)
z1l_dll

OOa30a00 ET 3% Bc da 1b 62 T2 da 1= h? f4 da 1@ G7 T4 o2 We...b...b.. -
Qo000010fla A2 £4 da la &2 fd da 5a 67 £4 da 1a a2 f4 da .b...b..Ib...b..
00000020)1a 62 £f4 da la &2 f4 da la 62 £4 da la 62 f4 da .b...b...b...Db..
00000030)1a 62 f4 da la 62 f4 da la 62 £4 da 62 62 f4 da .b...b...b..bb..

00000020414 7d 4= A4 la d6 fd 17 3b da 5 96 47 43 ad b2 .IN.....;....C..
QoOoaoos0y73 dd4 aa 68 O0d 93 aB Tb Of d4 b% Tb Oc 9a bD z...Beeclicafess
00000060} 6e 42 96 bf 3a 10 A1 bd 3a Ob %a fa Se 2d a7 fa nB..:z...:..."

00000070477 Od 90 bEf 34 46 £4 da 4a 27 £4 da 56 63 f0 da w...4F..J"..Vc |
QQo00080)22 BS TE BS la 62 4 da la 62 [4-.da fa 62-I6 I ".X..b...D...D.. I
QO000090Q11 63 aa c3 la 88 f5 da Ia" 42 £4 da 1a 6d fd da .c....... Baaabas
000d00ad)ea ag f4 da la 72 f4 da la 62 £f4 da la 62 fd da j....r...b...b.. I
000000b0)la 72 £f4 da la €0 £4 da lc 62 £4 da la 62 f4 da .r... .a.b...b..
o0o000e0flc 62 f£4 da la & Fn“'jp ediDIl 1s written .b...b....... .. I
oooooodolia 62 £4 da 18 L T ™ Lb...bo b T i
000000e0|1a 62 ed da la fl— alls |J‘ ‘tifkjrngril' ININEy. . .r...b...5..
000000£0)1a 62 f4 da la f: E—. msi E.«E"C brocess’ da .b...b...n..Jb 1
Qooo000100)la 62 4 da la 62 4 -oo-paoe Juosreene-pd a3 .b...b...b...DO ]
Q00001104 1la &2 4 da la 32 fé da B 6a f4 da .b...b...2...] ]
000d0120)la a2 4 da la 62 f4 da la 62 f4 da .b...b...b...b..
00000130)1a 62 f4 da la 62 £4 da la 62 f4 da .b...b...b...Db

Q0000120 1la &2 1 da la 62 4 da la 62 4 da .b...b...b...b.. |

QOo0150 ke T2 i da la &2 £4 da 1a &2 f4 da .r...bB...bB...b.. |
000d016d)la a2 i da la 62 f4 da la 62 f4 da .b...b...b...b.. 1
0000170134 16 i da 35 &b f5 da 1a 72 f4 da 4...nb..5....C.. 1
0Q000180 BE i 1la 62 4 da 1a 62 4 da ..... f...B...bB..

O0019C a a6 4 ba 34 10 90 bbh 6 03 f4 da .b..:b..4..:N.--
0o0d0ladf42 T1 féd da la 76 £4 da la Bc £5 da Bg...b...v...... 15
Lalalalalal b Sl I &N FAa e Ta £ &4 E 1 - €N &8 Hda Ea &0 £a O = e b e

Heraad Wirite Go ... [Ia h-:l.tpg Per row - [ SavE,, ] Lloss J

Continue to use the VirtualAllocEx API function to allocate a second memory region
has size of region are 66 bytes in the msiexec.exe process. This memory region will
be used to decrypt the entire encrypted DIl above. Update the STARTUPINFO
structure created by the CreateProcessA function before, the data here are the
assembly code that will be used to decrypt the encrypted DII. Then, call the
WriteProcessMemory function to write the updated contents of STARTUPINFO to the
newly created memory region.
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Finally, use the GetThreadContext, SetThreadContext, ResumeThread or
CreateRemoteThread API functions to execute the msiexec.exe process. At this
point, the entry point executed at msiexec.exe will be the memory region that
containing the code to perform the decrypting mission:

L -

-]

=
add

Q2T
byte ptr dsq

1A 4T Fh D&
|dA A6 Fi D 18 & Fb ba
Lo WO BEER N Fla Dl &2 Fl

Yi aneemacelic 62 o

aTh f_zl_resolwe_api_#unc_sais, Lul;
T ;

After decrypting the entire Zloader DI, it will jump to the RVA address of 0xF270 (File
offset: 0XE670) to execute the main tasks of the malware:

ExitProcadi
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9. Decrypt Zloader config

The configuration info of the Zloader has been encrypted and stored in the .rdata section.
The decrypt function takes two parameters are the encrypted configuration data and the key
used to decrypt:

W23 Fo2l_winsack_imdt()

calculate_fith_token_usar_i

i

_BYTE #enc_data;
eax
] [ul;
int ¥6; [esp+208h] [eb
int w7; [es
int wi;

_arg_
fozl_decrypt_cfg
dword 18822FTU =

-f_zl_ncu_d Typt{g_rcu_key, rcd_key_len, zl_enc_c2_cfy

f_2l_red_HSA(red ke
F_zl_rcu_PRGA

With the analyzed results, we can use IDAPython code below to perform the decoding:
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idawtils, idc, ida_search

def rcicryptldata, kevl:

1H
box[i] + ord(key[i * lenCkey)])) %= 255

I_._\n':![i]. box[x] = box[x], box[i]

) =

box[x
box[x], box[y] = box[y], box[x]
out.append(chrl{ord(char) = box[(box[x] + box[y1) = 256]1))

. jeinCout)

f read_all_bytesCaddr):

enc_cfg = idc.get_bytes(addr, ide.next_head(addr) — addr)
enc_cfg

¥ main()}:
seg_mapping = {ide.get_segm_name(x): (ide.get_s start(x), ide.get_segm_end(x]) X idautils. Segments()}
start seg_uappingf 1[&]
end = seg_mapping[ 1011
pattern
addr = ida_search.find_binary(start, end, pattern, 15, idc.SEARCH_DOWN]
print( {}'.format{hex{addr)]]

rcll_key ap = idec.get_operand_value({addr, 8)
rcd_key = ddc.get_bytes(rcy_key_op, idc.get_item_size(rcuy_key_op)).rstrip(

enc_cfg_op = ide.get_operand_value(ide.next_head(addr),8)
enc_cfg = read_all_bytes{enc_cfg_opl

dec_cfg = rcucryptlenc_chg, rci_key)
cfg_items = filter{n dec_cfyg.splitlh 13
print ( .Fm‘rlat[u:Fg_itEls['.].lﬁtrip(l;- 1)
print ( { m
|'.'||:":ir'|1: il 3

item

item

1 len(item)
primt {}".format(item])

—hame__

Result after executing the script:

|*'| larget address Found at BxaTaddl

[+] Bot name: 9992us

[+] Bot ID: 9892us

[+] Zloader C? address:
https:/fasdfghdsaijkl.com/gate.php
https://lkjhgfgsdshja.comfgate.php
https:/fkjdhsasghjds.com/gate.php
https: //kdjwhgejgwij.com/gate . php
https:/fiasudijghnasd.com/gate. php
https://daksjugegdhiva. com/gate. php
https://dkisuvaggdjhna.com/gate . php
https://eliqwuggejgw. com/gate. php
https: /S dquggwihdmg . com/gate . php
https:/fdjshggadas].com/gate.php

[+] Embedded RCA key: 83d5ae3@adbd934a23bba7f@756aa584

10. Collect and save configuration in Registry
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When first executed, Zloader will collect information about the victim including
volume_GUID, Computer_Name, Windows version, Install Date, create random folders
at %APPDATA%, generate a random registry key at
HKEY_CURRENT_USER\Software\Microsoft, then encrypt all relevant information and
save it in the created registry:

a1l path);
_info_create_rasdos_folders_and_stere_info_in_registrylwsz_zl dll_path, 1J;

g 'i_:'l._llncr_\';rt_utu_crfatt_rundﬂ;rigi:trj_md_:mi:tr_\'_'r-l.'l.u.llliz"..'-'.-'.'-'. _ctx] ]

fzZL, _rnatn Tand I‘.Iil.‘ﬁl'.‘l‘.l!:l’j L

The information stored in the reglstry is similar to the following:

File Edt Wiew Favontes Help

ImgBurn “ || Mame [ype [lata

JetBrains ab] [Default] REG_S7
McAfee )

r Microsoft

{walue not set)

| gwehhuf REG_BINARY 39 cd 6F 2ef 2l Qe 1951 a6...

Actrve Setup
ActveMaovie
ASF Stream Dre
Becictance

| bmghcn
. Calc
. Command Prc
| CTF F

To decrypt the data stored in the above Registry, use the decoded embedded RC4 key
above. With the support of CyberChef, we can easily decrypt data as follows below:
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Recipe S I Input ':. ' +

L

!
m
i

RC4

4 Today 113 Output e e A

11. Persistence technique

Zloader reads the entire contents of the core DIl from disk into the memory region, then
writes to a random dll in a directory created above at % APPDATA%:

{ f_zl_read file_content_from dizk_if exist{zl_dll_path, Spayload_info, 2u) )}

fozl_copy_data_e i info.payload_content, payload_imfo.payload_content + paylead_info.payload_size):

f_zl_release_p
}

Create persistence key at
HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Run:
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[ f_zl_set_persistence_at_run_key_wrap() ]

_WORD *ptr_extension_pos;
[288];
[s1]; 25
[ 1; [es
ul: [asp+3uCh] [ebp
f_zl_return_value_name[ws ralue_name) ;
wsz_RunHey = f_zl_decrypt_wstring(word_BadFa,

[ 1F_21_retrieve_type_and_data of_reg_wvalue_3( - 4 value_name) )

{ f_zl_decrypt_cfg_in_registry_and_build_file_path(2, wszFilePath) )

f_z1_decrypt_wstring (word_BBACC
5 = f_zl_check_file_e

Type at
REG 5T 1& ot sesh
REG 54 regavialese S8 ChLsers\REMY Applatat Roamirg et kb ol
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