Mars Stealer malware analysis

n resources.infosecinstitute.com/topic/mars-stealer-malware-analysis/

Mars Stealer is the latest variant of Oski Stealer. This info stealer can gather data from the
most popular web browsers, including 2FA plugins and multiple cryptocurrency extensions
and wallets.

Mars Stealer is a stealthy and powerful malware with only 95 KB but capable of stealing a
large volume of data. According to 3xp0rt analysis, this is a redesigned variant of the Oski
trojan that stopped its operation in July 2020. Its authors closed the Telegram channel and
stopped all activity, including communication with their clients. Later, in July 2021, Mars
Stealer began to be promoted on a Russian-speaking underground forum. [CLICK IMAGES
TO ENLARGE]
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Figure 1: Mars Sstealer announced on an underground forum in 2021 (source).

How Mars Stealer malware works

Mars Stealer takes advantage of several techniques to be stealthy. The malware strings are
obfuscated and decrypted in run time using the RC4 algorithm and Base64 combinations.
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Figure 2: Mars Stealer obfuscated strings.

By implementing a simple strings decryptor, obtaining all the plain-text strings is possible, as
observed in Figure 3. In detail, the RC4 key “86223203794583053453” is extracted from an
initialization function responsible for starting the decryption process. The “key” is also
highlighted below.
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Figure 3: String’s decryptor of Mars Stealer malware (source).
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import bass64
from Crypto.Cipher import ARC4
Pa—

open('cipher text.txt’, 'r')

filel =
Tines = filel.resadlines()

key= bytes ("862232037945830

o

3453", encoding='utf-8")

for line in Lines:
decodeb&4 = base@d.béddecode (line.strip())
cipher = ARC4.new(key)
out = cipher.encrypt(decodebt4)
print (out)

b'cjelfplplebdjjenllpjcblmjkfcffne’
b'Jaxx Liberty'
b'fihkakfobkmkjojpchpfgemhfjnmnfpi’
b'BitApp Wallet'
b'kncchdigobghenbbad\x880j jnnaogfppfj’
briwallet’
b'amkmjjmmflddogmhpjloimipbofnfjih’
b'Wombat’
b'nlbmnnijcnlegkjjpcfjclmcfggfefdm’
b'MEW CX
b'nanjmdknhkinifnkgdcggcfnhdaammmj*
b'GuildwWallet’
b'nkddgnedjgjfcddamfgemfnlhcenimig®
b'Saturn wWallet'
b'fnjhmkhhmkbjkkabndcnnogagogbneec®
b'Ronin Wallet'
b'cphhlgmgameodnhkjdmkpanlelnlohao®

After decrypting the malware strings, some internal procedures became more apparent. This
new variant uses anti-analysis techniques, namely anti-debug and emulation procedures.

L anti_emulation()

'compare_strin

return 1;

retTurn r

Figure 4: Anti analysis techniques found during the malware analysis.
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In detail, the malware obtains the computer name and compares it with a hardcoded string,
probably the development hostname. If it matches, then the malware stops its activity.

Also, queries to the GetUserDefaultLangID() WinCall are performed to skip machines’
infections from the Commonwealth of Independent States (CIS). This function can be
disabled when new samples are generated, as observed later.

Language 1D Language-tag Country
0x43F kk-KZ Kazakhstan
0x443 us-Latb-US Uzbekistan
0x82C az-Cyrl-AZ Azerbaijan
0x43Fu kk-KZ Kazakhstan
0x419u ru-RU Russia
0x423u ru-BY Belarus

The malware downloads some target DLLs from its C2 server during its execution. These
DLLs are the malware dependencies used to support all the malicious operations when data
is exfiltrated from popular web browsers. After decrypting the strings, it's possible to see the
flow responsible for downloading the DLL files into the “C:\ProgramData” folder.

» http); <\ v OE " " chir-S%hi - %
letrca T e b'%\x88u/shu/%shu %hu:%hu:shu’

1strea rl, public_freebl3_d11 path); b'open’
1strea ue_url, http); b'/public/sqlite3.d1l"’
lstreca e_url, domain); c - - a3

2 . b'C:\\Programbata\\sqlite3.d1ll"
lstrea rl, publi zglue_dl11_path); .
Lotieoenpmo ,'.pJ . STHE GRS _PaE b'/public/freebl3.dll’
1streatA(msvepls , doma b'C:\\Programbata\\freebl3.d1l’
1strca cpls rl, public mswcpla@d dll path); b Ipubl_ic,r’mozgll.le. dli:

1strea url, Wttp); b'C:\\ProgrambData\\mozglue.dll"
1strca , dom

lstreatA(nes3 url, b'/public/msvcplue.dll’

1strcata 0 1, Vs b'C:\\ProgrambData\\msvcplue.dll"'
e url, domain); b'/public/nss3.dll’
: g b'C:\\ProgramData\\nss3.dll’
S b'/public/softokn3.dll’
"1, publ cruntimel4d dll path); b'C:\\Programbata\\softokn3.dll"’
"1, freebl3 path); b'/public/veruntimelue.dll"
zglue_path); b'C:\\Programbata\\vcruntimelse.dLl’

Figure 5: Target DLLs download from Mars Stealer C2 server during the malware execution.
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As observed, all the addressed DLLs are available to download on the Mars stealer C2

server along with its web panel, also detailed towards the end of this article.

. panel 12/26/2021 2238 AM  File folder
D db.php 12/7/2021 11:36 AM - PHP File 1KE
freehl3.dll 12/7/2021 11:32 AM Application extens... 32T KE
D gate.php 12/29/2021 8:43 AM  PHP File 15 KB
D index.php 12/7/2021 11:32 AM  PHP File 0 KE
ﬁ mozglue.dll 12772021 11:32 AM Application extens... 134 KB
4] mozg PP
% msvepl40.dll 12/7/2021 11:32 AM Application extens.., 430 KB
%] msvep PP
% nss3.dll 12/7/2021 11:32 &AM Application extens.., 1,217 KB
PP
softokn3.dll 127772021 11:32 AM - Application extens... 142 KB
| sqlite3.dll 12/7/2021 11:32 AM - Application extens.., 631 KB
q PP
weruntimel40.dll 12/7/2021 11:32 AM Application extens... 82 KB

Figure 6: Target DLLs (dependencies) available on the C2 server.

Mars Stealer targets

Mars Stealer uses a custom capturer capable of retrieving its configuration on C2 to then
attack the following applications:

Internet Applications

Goodle Chrome, Internet Explorer, Microsoft Edage (Chromium Version),
Kometa, Amigo, Torch, Orbitium, Comodo Dradgon, Nichrome, Maxxthon5,
Maxxthon6, Sputnik Browser, Epic Privacy Browser, Vivaldi, CocCoc, Uran
Browser, QIP Surf, Cent Browser, Elements Browser, TorBro Browser,
CryptoTab Browser, Brave, Opera Stable, Opera GX, Opera Neon, Firefox,
SlimBrowser, PaleMoon, Waterfox, CyberFox, BlackHawk, IceCat, K-Meleon and
Thunderbird.
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rs(int heap address)

1pMultiB

sqlite3

download gecko flag = @;
chromium{chrome_path, chrome_name, heap addre
chromium{chromium path, chromium_name,
chromium{edge path, edge name, heap_ac
chromium( eta_path, kometa_name, heap_
chromium({amigo path, amigo_name, heap addr
chromium(torch_path, torch_name, heap addres
chromium{orbitium_path, orbitium_name, heap_
chromium(comodo path, comodo name, heap addr
chromium({nichrome path, nichrome_name, heap_addr
chromium({maxthon5 path, maxthon5 name, heap a
chromium(sputnik_path, sputnik _name, heap_add
chromium(epb_path, epb _name, heap_addr
chromium(vivaldi path, wvivaldi name, heap_sz
chromium(coccoc_path, coccoc_name, heap_a
chromium({uran_path, uran_name, heap_ad
chromium({gip path, gip name, heap add
chromium(cent path, cent name, heap addre
chromium({elements path, elements name, heap
chromium(torbro_path, torbro_name, heap_addr
chromium(cryptotab_path, cryptotab_name,

(firefox_path, firefox name, heap addre
limbrowser _path, slimbrowser_name, heap
palemoon_path, palemoon_name, heap_addr
aterfox_path, waterfox_name, heap_addr
cyberfox_path, cyberfox_name, heap_addr
blackhawk _path, blackhawk_name, heap_ad
icecat_path, icecat _name, heap_addr
kmelon_path, kmelon_name, heap_address);
thunderbird _path, thunderbird name, heap addres
s_data();
P_ \, Lk
write data( n_add pa d_txt file, 1pMultiByteStr, heap_len});
func_memset(&1pMultiByteStr, 4u);
FreeLibary sqlite
return FreeLibrary_ns

Figure 7: Internet applications targeted by Mars Stealer (source).

2FA applications

Authenticator. Authy, EOS Authenticator, GAuth Authenticator, and Trezor
Password Manager.

Crypto extensions
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TronLink, MetaMask, Binance Chain Wallet, Yoroi, Nifty Wallet, Math
Wallet, Coinbase Wallet, Guarda, EQUAL Wallet, Jaox Liberty, BitAppwllet,
iwallet, Wombat, MEW CX, Guild wallet, Saturn Wallet, Ronin Wallet,
Neoline, Clover Wallet, Ligualitv Wallet, Terra Station, Keplr, Sollet,
Auro Wallet, Polvmesh Wallet, ICONex, Nabox Wallet, KHC, Temple, TezBox
Cvano Wallet, Bvone, OneKey, Leaf Wallet, DAppPlay, BitClip, Steem
Keychain, Nash Extension, Hycon Lite Client, ZilPay, and Coin98 Wallet.

» metamask_
binance_wallet id, binance
ol id, yoroi name, u
id, nitfy name, u
math_name
_id, CDiHL

guarda_name,
equal_name,
xx_liberty na
bitapp_name,
a
mbat_
_name,
d_id, guild _name, v
aturn_id, saturn_nam

B r_name,
liquality id, liquality
d, terra_name, u
eplr_name, u

; hEap_add

Figure 8: Browser extensions found inside the malware sample (source).

Crypto wallets

Bitcoin Core and all derivatives (Doagecoin, Zcash, DashCore, LiteCoin,
etc), Ethereum, Electrum, Electrum LTC, Exodus, Electron Cash, MultiDoge,
JAXX, Atomic, Binance, and Coinomi.
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Figure 9: Crypto wallets targeted by Mars Stealer (source).

Mars Stealer web-panel

Mars Stealer is being sold for approximately $160. The files include the web panel with all
needed data to propagate new campaigns and the malware builder to generate new
samples.

Regarding the web panel, a PHP panel with a MySQL database engine is used by criminals
to take control over all the exfiltrated information and victims’ machines. Figure 10 shows the
web-panel structure and the db.php file with the database configuration.

assets dbphp [#
GeolP
includes Sdbname
logs 5:'j
|_'| dashboard.php
ij footer.php ? S
|J grab.php ;ELDEAL?
| | header.php
ij index.php
ij loader.php
ij login.php
ij legs.php
ij marker.php
ij settings.php
|j view.php

Figure 10: Internal structure of the Mars stealer web panel (C2 server).

The main dashboard provides information on the collected information, as observed below.
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Figure 11: Screenshots of Mars stealer web panel (source).

On the other hand, a builder is also provided in the same bundle. This application is capable
of generating new samples of this specific Mars Stealer version (6.1), and some fields can be
introduced, namely:

e C2 hostname

10/11


https://resources.infosecinstitute.com/wp-content/uploads/2022/04/042022-15.png
https://resources.infosecinstitute.com/wp-content/uploads/2022/04/042022-16.png
https://www.pcrisk.pt/guias-de-remocao/11281-mars-stealer

e C2 gate.php file location (file that receives all the information from victims and
parses them)

o Code encryption pass; and

o the possibility of disabling CIS check

MarsStealer 6.1 | MENU (=LLCPPC=) >

Host: |Iucalhust |

G ate: |Iucalhust!gate_php |

Code encryption pass: |123456 |

Build

Build | Dizable CIS check

Figure 12: Mars Stealer builder.

The threat of Mars Stealer

Mars Stealer is a new and different malware in contrast to other popular and emergent
threats. This piece of software was designed within a stealthy approach, in order to maintain
the threat active for a long time. The real targets of this malware are crypto-wallets, and
because of that, some steps need to be taken to prevent potential infections.

In the first place, backups are a rule of thumb to fight any cyberattack. It's mandatory to keep
backup copies of your wallet files and their private keys safe and secure.

To circumvent the Mars Stealer’s intent, the usage of wallets that offer offline storage is the
most suitable solution. For instance, using a simple paper wallet for single keys can be very
effective. However, if you need to store a larger volume of crypto assets, consider using a
hardware wallet. These physical devices can store private keys away from your computer
offline and provide an extra layer of security.

Your assets will be safe from potential attacks with this approach in place.

Sources:
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