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Scammers are very quick at reacting to current events, so they can generate ill-gotten gains.
It comes as no surprise that they exploited the current events in Ukraine, and when the
Ukrainian Twitter account tweeted Bitcoin and Ethereum wallet addresses for donations we
knew that scammers would use this as a lure for their victims.
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Stand with the people of Ukraine. Now accepting
cryptocurrency donations. Bitcoin, Ethereum and

USDT.
BTC - 357a3S09ChbsNfBBgFYACGvxxS6tMaDoalP

ETH and USDT (ERC-20) -
Ox165CD37b4C644C2921454429E7F9358d18A45e14

B:59 PM - Feb 26, 2022 - Twitter for iPhone

59 3K Retweets 13.TK Quote Tweets  216.8K Likes

This blog covers some of the malicious sites and emails McAfee has observed in the past
few weeks.

Crypto wallet donation scams

A crypto donation scam occurs when perpetrators create phishing websites and emails that
contain cryptocurrency wallets asking for donations. We have observed several new domains
being created which perform this malicious activity, such as ukrainehelp[.]Jworld and
ukrainethereum[.]Jcom.

Ukrainhelp[.]Jworld

Below is a screenshot of Ukrainehelp[.]Jworld, which is a phishing site asking for crypto
donations for UNICEF. The website contains the BBC logo and several crypto wallet
addresses.

-

DONATE TO PROTECT CHILDREN IN
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While investigating this site, we observed that the Ethereum wallet used use was also
associated with an older crypto scam site called eth-event20.com. The image below shows
the current value of the crypto wallet which is worth $114,000. Interestingly this wallet
transfers all its coins to 0xc95eb2aa75260781627e7171c679a490e2240070 which in turn
transfers to 0x45fb09468b17d14d2b9952bc9dcb39ee7359e64d. The final wallet currently
has 313 ETH which is worth over $850,000. This shows the large sums of money scammers
can generate with phishing sites.
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Ukrainethereum|[.Jcom

Ukrainethereum[.Jcom is another crypto scam site, but what makes this one interesting is the
features it contains to gain the victim’s confidence in trusting the website such as a fake
chatbox and a fake donation verifier.
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Take part in helping Ukraine
during this unwanted war by
Ethereum Donation!

IE91E4 5

Donate and make Ukraine

peaceful again

J You can send ETH to the following address:

N
297 675 ETH

G

Fake Chat
Make sure you donated
Fake Donation Checker
I

Fake Chat
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B Online Chat*

The image above shows the chatbox on the left-hand side which displays several messages.
At first glance, it would appear as if other users are on the website and talking, but when you
reload the site it shows the same messages. This is due to the chat messages being
displayed from a list that is used to populate the website with JavaScript code as shown on
the right-hand side.

Fake Donation Verifier

The site contains a donation checker so the victim can see if their donation was received, as
shown below.

Make sure you donated

Thanks! You just helped Ukraine!
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1. The first image on left shows the verification box for donation to check if it is completed
or not

2. Upon clicking ‘Check’ the victim is shown a message to say the donation was
received.

3. What occurs, is upon clicking ‘Check’ the JavaScript code changes the website code
so that it displays the ‘Thanks! message, and no actual check is performed.

Phishing Email

The following image shows one of the examples of phish emails we have observed.

Ukraine / Yxpaina
Official Twitter
. Stand with the people of Ukraine. Now accepting

cryptocurrency donations. Bitcoin, Ethereum and
v USDT.

Subject: Help Ukraine

Stand with the people of Ukraine. Now accepting cryptocurrency donations. Bitcoin, Ethereum and USDT.

BTC | 357235 2AK7EkQVP 1 B0sIFerwAP|sUSD BTC —|357a3SoSCbstBBgFYACvaxSGtMaDoa1P ‘

ETH and USOT (ERC-20) - Ox165C0909b0a9F02060b7976BABE de2fasd 20835
TRX and USDT (TRC20} - TYJPBKHzefBGIMPBEI98Y7FWWPIGWZASRX

It's an Official Ukraine Government request for help and crypto wallets. You can verity on Google. ETH and USDT (ERC_QD) -
The pecsi o Uissine e gratefl o the suppert nd donstions o the ol cypt commty 1 we pectect e eedom we we nowsccrganase. OX165CD3Tb4C644C2921454429E7F9358d18A45¢e14

N2 7 v )
SLTC: LVAUGQWSyfREHEZUQXKShMKGLmbSegE 8:59 PM - Feb 26, 2022 - Twitter for iPhone
More cryptocurrencies to be accepted soon. Every bitcoin counts.

Crypto community continue to support Ukrsine. .
This will certainly contribute to the Ukrainian victory as well as support civil people. We will win — the best pecple with us. 59.3K Retweets  13.7K Quote Tweets 216.6K Likes

The email is not addressed to anyone specifically as they are mass-mailed to multiple email
addresses. The wallet IDs in the email are not associated with the official Ukraine Twitter and
are owned by scammers. As you can see in the image above, they are similar as the first 3
characters are the same. This could lead to some users believing it is legitimate. Therefore,
it's important to check that the wallet address is identical.

Credit Card Information Stealer

This is the most common type of phishing website. The goal of these sites it entices the
victim into entering their credit card and personally identifiable information (PIl) data by
making them believe that the site being visited is official. This section contains details on one
such website we have found using Ukraine donations as a lure.

Razonforukrain[.Jcom

The image below shows the phishing site. The website was used to save the children’s NGO
links and images, which made it appear more genuine. You can see that is it asking the
victim to enter their credit card and billing information.
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UKRAINE CRISIS RELIEF
FUND

Once the data is entered, and the victim clicks on ‘Donate’, the information will be submitted
via the form and will be sent to scammers so they can then use or sell the information.

We observed that a few days after the website was created, the scammers change the site
code so that it became a Mcdonald’s phishing site targeting the Arab Emirates. This was a
surprising change in tactics.

W Cart

Menu  McDonalds News FAQ  Feedback

8.00 AED
472 AED

Sets and boxes

The heatmap below shows the detections McAfee has observed around the world for the
malicious sites mentioned in this blog.
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Scam Prevalence

Conclusion

How to identify a phishing email?

Look for the domain from where you received mail, attackers masquerade it.

Use McAfee Web Advisor as this prevents you from accessing malicious sites

If McAfee Web Advisor is not used, links can be manually checked at
https://trustedsource.org/.

Perform a Web Search of any crypto wallet addresses. If the search returns no or a low
number of hits it is likely fraudulent.

Check for poor grammar and suspicious logos

For more detailed advice please visit McAfee’s How to recognize and protect yourself
from phishing_page

How to identify phishing websites?

Use McAfee Web Advisor as this prevents you from accessing malicious sites

Look at the URL of the website which you are visiting and make sure it is correct. Look
for alterations such as login-paypal.com instead of login.paypal.com

If you are unsure that the website is legitimate. Perform a Web search of the URL. You
will find many results If they are genuine. If the search returns no or a low number of
hits it is likely fraudulent

Hyperlinks and site addresses that do not match the sender — Hover your mouse over
the hyperlink or call-to-action button in the email. Is the address shortened or is it
different from what you would expect from the sender? It may be a spoofed address
from the

Verify if the URL and Title of the page match. Such as the website,
razonforukraine[.Jcom with a title reading “McDonald’s Delivery”

For general cyber scam, education click here
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McAfee customers are protected against the malicious sites detailed in this blog as they are

blocked with McAfee Web Advisor

e » S
LI McAfee | webAdvisor
Website status: Risky &
krainehelp.world/
ol harm your P We blockad k soyou can
i€ Drows I'):', r‘.".""\'-‘-":‘?
O Malicous Stes () Spam URLs
Q

:: Visit anyway ;I
Type Value Product Detected
URL - Phishing ukrainehelpl[.]world McAfee Blocked
Sites WebAdvisor
URL — Phishing ukrainethereum[.]Jcom McAfee Blocked
Sites WebAdvisor
URL - Phishing unitedhelpukraine[.]kiev[.Jua/ McAfee Blocked
Sites WebAdvisor
URL — Phishing donationukrainel[.]io/donate McAfee Blocked
Sites WebAdvisor
URL — Phishing help-ukraine- McAfee Blocked
Sites compaign[.Jcom/shop WebAdvisor
URL — Phishing ukrainebitcoin[.Jonline/ McAfee Blocked
Sites WebAdvisor
URL — Phishing ukrainedonation[.]Jorg/donate McAfee Blocked
Sites WebAdvisor
URL — Phishing ukrainewar[.Jsupport McAfee Blocked
Sites WebAdvisor
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URL — Phishing sendhelptoukraine[.Jcom McAfee Blocked

Sites WebAdvisor
URL - Phishing worldsupportukraine[.Jcom McAfee Blocked
Sites WebAdvisor
URL — Phishing paytoukraine[.]space McAfee Blocked
Sites WebAdvisor
URL — Phishing razonforukraine[.Jcom McAfee Blocked
Sites WebAdvisor

McAfee Labs Threat Research Team
McAfee Labs is one of the leading sources for threat research, threat intelligence, and
cybersecurity thought leadership. See our blog posts below for more information.

More from McAfee Labs

Crypto Scammers Exploit: Elon Musk Speaks on Cryptocurrency,

By Oliver Devane Update: In the past 24 hours (from time of publication) McAfee has
identified 15...
May 05, 2022 | 4 MIN READ

Instagram Credentials Stealer: Disguised as Mod App

Authored by Dexter Shin McAfee’s Mobile Research Team introduced a new Android
malware targeting Instagram users who...
May 03,2022 | 4 MIN READ

Instagram Credentials Stealers: Free Followers or Free Likes

Authored by Dexter Shin Instagram has become a platform with over a billion monthly active
users. Many...
May 03, 2022 | 6 MIN READ

Imposter Netflix Chrome Extension Dupes 100k Users
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Authored by Oliver Devane, Vallabh Chole, and Aayush Tyagi McAfee has recently
observed several malicious Chrome Extensions...
Mar 10, 2022 | 8 MIN READ

Why Am | Getting All These Notifications on my Phone?

Authored by Oliver Devane and Vallabh Chole Notifications on Chrome and Edge, both
desktop browsers, are commonplace,...
Feb 25,2022 | 5MIN READ

Emotet's Uncommon Approach of Masking_IP Addresses

In a recent campaign of Emotet, McAfee Researchers observed a change in techniques. The
Emotet maldoc was...
Feb 04,2022 | 4 MIN READ
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Hancitor, a loader that provides Malware as a Service, has been observed distributing
malware such as FickerStealer,...
Dec 13,2021 | 6 MIN READ

‘Tis the Season for Scams

‘Tis the Season for Scams
Nov 29, 2021 | 18 MIN READ
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The Newest Malicious Actor: “Squirrelwaffle” Malicious Doc.

Authored By Kiran Raj Due to their widespread use, Office Documents are commonly used
by Malicious actors...
Nov 10,2021 | 4 MIN READ

Social Network Account Stealers Hidden in Android Gaming_Hacking_Tool

Authored by: Wenfeng Yu McAfee Mobile Research team recently discovered a new piece of
malware that specifically...
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Oct 19,2021 | 6 MIN READ

Malicious PowerPoint Documents on the Rise

Authored by Anuradha M McAfee Labs have observed a new phishing campaign that utilizes
macro capabilities available...
Sep 21,2021 | 6 MIN READ

Android malware distributed in Mexico uses Covid-19 to steal financial credentials

Authored by Fernando Ruiz McAfee Mobile Malware Research Team has
identified malware targeting Mexico. It poses as a security banking tool or...
Sep 13,2021 | 7 MIN READ
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