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Hi, in this post, I'll be unpacking and analyzing Vidar infostealer from my BSides Islamabad
2021 talk. Initial stage sample comes as .xll file which is Excel Add-in file extension. It allows
third party applications to add extra functionality to Excel using Excel-DNA, a tool or library
that is used to write .NET Excel add-ins. In this case, xll file embeds malicious downloader dll
which further drops packed Vidar infostealer executable on victim machine, investigating
whole infection chain is out of scope for this post, however I'll be digging deep the dropped
executable (Packed Vidar) in Part1 of this blogpost and final infostealer payload in Part2.

SHA256: 5cd0759c1e566b6e74ef3f29a49a34a08ded2dc44408fccd41b5a9845573a34c

Technical Analysis

| usually start unpacking general malware packers/loaders by looking it first into basic static
analysis tools, then opening it into IDA and taking a bird’s eye view of different sections for
variables with possible encrypted strings, keys, imports or other global variables containing
important information, checking if it has any crypto signatures identified and then start
debugging it. After loading it into x64dbg, | first put breakpoint on memory allocation APIs
such as LocalAlloc, GlobalAlloc, VirtualAlloc and memory protection API: VirtualProtect, and
hit run button to see if any of the breakpoints hits. If yes, then it is fairly simple to unpack it
and extract next stage payload, otherwise it might require in-depth static and dynamic
analysis. Let’s hit run button to see where it takes us next.

Shellcode Extraction

Here we go, the first breakpoint hits in this case, is VirtualProtect, being called on a stack
memory region of size 0x28A to grant it Execute Read Write (0x40) protection, strange
enough right!
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mov edi,edi virtualProtect »|[ Hide FPu
55 push ebp b
geec o :gg,esp [l eax  oo1srcaa
ES SECDFFFF jmp <IMP.&VirtualProtects Eg gs;?gggg
8BOE mov ecx,dword ptr ds:[esi] =
8908 mov dword ptr ds:[eax],eck EEs  CEOiiies
SB4E 04 mov ecx,dword ptr ds:[esi+4] ElP Rl
8948 04 mov dword ptr ds:[eax+4],ecx ESP  001BFSAS
ES F1EAFFFF jmp kernel3z.76822E6A ESI 00000004
8B85 DOFEFFFF mov eax,dword ptr ss:[ebp-130] EDI 00000000
ES 43EAFFFF jmp_kernel3z.7&822DCT
E;} SEQS;EE Eﬂ'l1k<KET‘?§13;£§g§EQGEEG1Oba'lStatb EIP  7682435F <kernel3z.virtualProtect>
jmp kernel3z.
= o EFLAGS 00000200
& el ZF 0 PF O AF O
& T OF 0 SF O DF O
50 nop CF O TF1 IF 1
BBFF mov edi,edi FlushInstructionCac
55 push ebp LastError 00000000 (ERROR_SUCCESS)
BEEC mov ebp,esp Laststatus CO00000D (STATUS_INVALID_PARAMETER)
56 push esi
FF75 10 push dword ptr ss:|[Jebp+10 [ebp+10] &L " LECTED" GS 0028 FS 0053
33F6 xor esi,esi ES 002B DS 0028
I:‘F_,?S oC push dword ptr ss:[[ebp-Cl €S 0022 SS 0028
inc esi
FF75 08 push dword ptr ss:|[[ebp+&] T
FF15 DCO4827¢ €all dword ptr ds:[<&NtFlushInstructionCaches] - =
== = I . FEE“WEI |5 1[0 unlocked
1: [esp+4] O018FCSC
2: [esp+B8] 0000028A i alP, 1
3: [esp+C] 00000040 VirtualProtect list
2: [esp+10] ooisFczs || of parameters
c: [esp+14] 00000000

-Text:7682435F kernel32.d11:$1435F #475F <virtualProtects>

444 Dump 1 \ 4% Dump 2

§Yoump3 | @ oump4 [ @loumps

i watch 1 | vl tocals | struct |

OD18F5AC

iaddress

0018FCIC
0018FCAC
0018FCBC
0018FCCC
0018FCDC
0018FCEC
0018FCFC
0018FDOC
0018FD1C
0018FD2C
0018FD3C
0018FD4C

0018F5ED
Hex *[ oo1srsea
ES S0 00 00|00 55 8B EC|56 0018F5ES
00 57 EB 0E|8B CA D1 ES|C1 shellcoed on T i
03 D1 OF BE|3E 8B C2 85|FF ck 0018F5C0
8B EC 51 51|53 56 57 8B|7D St 0018F5C4
44 38 78 03|C7 8B 50 20|88 0018F5C8
03 DF 8B 40|18 03 CF 8955 0018F5CC
25 CO 74 1A|3B 04 B2 03|C7 0018F5D0
3B 45 OC 74|12 8B 55 FC|46 0018F5D4
5F S5E 5B 8B|E5 5D C3 8B|45 0018F5DE
83 03 C7 EB|EB 55 8B EC|81 0018F5DC
57 64 Al 30|00 00 00 8B|40 0018F5ED
00 8B 40 18|88 FO 33 DB|6E 001EF5E4

Figure1

cddTeses50f15ab356402. D041FEE

first few opcodes E9, 55, 8B in dumped data on stack correspond to jmp, push and mov
instructions respectively, so it can be assumed it is shellcode being pushed on stack and
then granted Execute protection to later execute it, If | hit execute till return button on
VirtualProtect and trace back from it into disassembler, | can see shellcode stored as stack
strings right before VirtualProtect call and list of arguments are pushed as shown in the
figure below
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O041FFES
O041FFED
O041FFED
O041F7F1
O041FFFS
O041F7F9
O041F7FD
D0D41FE01
0O041F 805
D041FEB09
O041FE0D
D041FE11
0041F815
DD41FE19
0041FE1D
D041FE821
DD41F 825
D0D41FE29
D041F82D
DD41FE31
0OD41F835
D041FE39
D041FE83D
DD41FE41
00D41F 845
DD41FE49
D041F 84D
D041FB51
OD41F855
DD41FBL9
0041F85D
D041FE861
D041F 865
D041FEB69
D041FE6D
DD41FET 4
DO41FEB7TA
DD41FETE
D0O41FE7D
D041FBB2
D0D41FEESE
D0D41FEE9

Ce45 C8 BB
C&45 C9 55
Ce45 CA 10
Ce45 CB 85
Ce45 CC D2
Ce45 CD 74
Ce45 CE 15
C&45 CF BB
Ce45 DO 4D
Ce45 D1 08
Ce45 D2 56
Ce45 D3 BB
Ce45 D4 75
C&45 D5 0OC
C&45 D6 2B
Ce45 D7 F1
Ce45 D5 B8A
C&45 D9 04
Ce45 DA OE
Ce45 DB 88
Ce45 DC 01
Ce45 DD 41
C&45 DE &3
C&45 DF EA
Ce45 EO 01
Ce45 E1 75
Ce45 E2 F5
C&45 E3 SE
C&45 E4 LD
Ce45 ES C3
C&45 E6& 00
C&45 E7 0O
C&45 ES 00
C&45 ES 00
C745 FC 00000000
EDBS EBFCFFFF
50

6A 40

&8 BADZ20000
BDBD &OFDFFFF
51

FF15 04F04200

I = e = oy Lt =) w0
mov byte ptr ss:|flebp-37]
mov byte ptr ss:|febp-326),10
mov byte ptr ss:|febp-325), 585
mov byte ptr ss:|flebp-34),D2
mov byte ptr ss:|ffebp-33),74
mov byte ptr ss:|ffebp-322J,15
mov byte ptr ss:|flebp-31j),E8E
mov byte ptr ss:|febp-30§, 4D
mov byte ptr ss:|febp-zF), s

mov byte ptr ss:|jlebp-zEf,56
mov byte ptr ss:|febp-zD), 5B
mov byte ptr ss:|febp-2C),75
mov byte ptr ss:|[jebp-z2Ef,C

mov byte ptr ss:|febp-zal,zZE
mov byte ptr ss:|ffebp-29),F1
mov byte ptr ss:|febp-28], 84
mov byte ptr ss:|ffebp-z27),4

mov byte ptr ss:|ffebp-z26),E

mov byte ptr ss:|flebp-25, 858
mov byte ptr ss:|ffebp-z24],1

mov byte ptr ss:|ffebp-23),41
mov byte ptr ss:lfjjebp-22J),83
mov byte ptr ss:|flebp-z1l),EA
mov byte ptr ss:|ffebp-z0§,1

mov byte ptr ss:|febp-1FQ,75
mov byte ptr ss:|febp-1El,F5
mov byte ptr ss:|febp-1DJ,5E
mov byte ptr ss:|febp-1C),5D
mov byte ptr ss:|febp-18f,C3
mov byte ptr ss:[ebp-1alj,0

mov byte ptr ss:|flebp-13],
mov byte ptr ss:|febp-12],
mov byte ptr ss:lflebp-17{,
mov dword ptr ss: B
lea esax,dword

push 40

push 2s8A

Tlea ecx,dword ptr ss:[lebp-zao]

push ecx

call dword ptr ds:[<&VirtualProtect=]

S RT
T4:'t’
4D: "M’
5E: V'
75:"u’
C: "W
2B: "+’
41:'A"
75:"u’
CE:"A'
SD:"]"

following few statements are preparing to execute shellcode on stack by retrieving a handle
to a device context (DC) object and passing this handle to GrayStringA to execute shellcode
from stack (ptr value in eax taken from Figure1)

DO41FEE9

D041FE891
D041FB93
D041FB8395
0041FB97
D041FB99
D041FB9F
D041FBA

0041FEBAG
DO41FBAT
D041FEBA

D041FEA

0041FEBEL
D041FBE2
D041FBES

nhAdACoDD

Tn

F15 04F04200
oo

oo

oo

oo

oo

BD 35 BCF&FFFF
52

BD B85 &OFDFFFF

FERTE

FF15 18F14200

FF15 14F14200
EE4D 10

[ = )

call dword ptr ds:[<&VirtualProtect>]
push
push
push
push
push
Tea edx,dword ptr ss:[lebp-2974]

push edx

Tea 2ax, gt febp-za0f]

push eax| OxD018FCSC | ptr to shellcode on

push ©

[ R )

push 0 stack
call dword ptr ds:[<&GetDCx>]
push eax

call dword ptr ds:[<&GraysStringa=]
mov ecx,dword ptr ss:lebp+10]

nnch arw

let’'s now start exploring the shellcode.

Debugging shellcode to extract final payload

[ebp+10]:

As soon as, GrayStringA executes, it hits on VirtualAlloc breakpoint set in the debugger,
which is being called to reserver/commit 0XAA3CE size of memory with MEM_COMMIT |
MEM_RESERVE (0x3000) memory allocation type

3/13



¥ 07f63 cadbdacddfeBeS50f15ab356402.exe - PID: 12C8 - Module: kernel32.dll - Thread: Main Thread 17C - x32dbg [Elevated]

File view Debug Trace Plugins Favourites Options

CcoE |0t 9§ T2l

Help

Jan 20 2019

SePfr mE BHE

=

Blcu | @arapn | Litog | [Dhotes | @ Ereaipoints | M8 Memorymap | () calstack | Swsen | Lol saipt | @ symbos | < source | 2 References | ' Threads | 47 Snowman | # Handes | ¥ Tidh]
o [EEEEEEEE = cerr mov_edi,edi VirtualAlloc | wide FPU
. 55 push eb |
C 'gg; ggg.esp [l eax  oooaazce
o Jmp <IMP. &VirtualAllocs o e
: r':gg EDX  0O0SE3CS
. nop EBP  0018F514
. nop ESP  0018FODO
. nop ESI 76810000 kernel32. 76810000
. jmp dword ptr ds:[<&virtualallocs] JuP.&virtualalloc EDI  000AA3CE
. nop
. nop EIP 76821856 <kernel3z.virtualAllocs
. nop
. ":g? EFLAGS 00000315
. mov edi,edi wirtualFree ;E g ;E ; SE é
. push ebp
P4 mov ebp, esp CF1 TF1 IF1
. op ebj
. ?mg Se.avirtualFrees Lasterror 00000000 (ERROR_SUCCESS)
. nop LastStatus COO0000D (STATUS_INVALID_PARAMETER)
nop
nop G5 002B FS 0053
nop ES 0028 DS 002B
(=D . €S 0023 55 0028
jmp dword ptr ds:[<&VirtualFrees] IMP.&VirtualFree
= 5T({0) 00000000000000000000 XB87r0 Empty 0.0000000000
mﬁ ST{1) 00000000000000000000 x87r1 Empty 0.0000000000
nop 5T(2) 000000000D0000000000 X87r2 EmMPTy 0.0000000000
nop 5T({3) 00000000000000000000 X87r3 Empty 0.0000000000
mov edi,edi Cuplicaterandle 5T(4) 00000000000000000000 x87r4 Empty 0.0000000000
push ebp ST(5) 00000000000000000000 XB7r5 Empty 0.0000000000
mov ebp,esp ST(6) 00000000000000000000 X87r6 EMPTy 0.0000000000
mov eax,dword ptr ss:[ebp+c] ST(7) 000000000D0000000000 X87r7 EMPTY 0.0000000000
83F8 Fa cmp eax,FFFFFFF4
~ OF34 4D330300 je kernel32.76854BE4 x87Tagword EEEE
83F8 F5 cmp_eax, FFFFFFFS
~ OF84 30330300 je kernel32.76854E8D0 x87IMIORSRUENDTY I aTn 1 =g (Enpty)
83F8 F6 cmp eax,FFFFFFF6 X87TW_2 3 (EmpTy)  X87TW.3 3 (EmPTY)
Zup L XKB7TW_4 3 (Empty) X87TW_5 3 (EmpTy)
~ OF84 13330300 je kernel32.7685488C
2BC nov ecx, eax X87TW_6 3 (Empty) x87TW_7 3 (Empty)
81E1 03000010 and ecx, 10000003
83F9 03 Cmp ecx,3 . || -XB7Statu word 0000 L1
~ MFRA 3E2I0300 ie kernel23. 7RRE4RER I
+ |pefault stdeaiy v |5 ][] unlocked
edi=AA
.text:76821856 kernel32.d11:$11856 #1C56 <virtualalloc> 3
[esp+14] 00000010
z ‘D01BFDFB| return to OOL8FDFS from 277 A
Whoump1 | oump2 | woump3 | @iDump4 | woumps | @ watchy [ ieeliocas | 7 struct | s |
0018F0D! oonm\zcs'l
ASCII - 8
00]CC 90 C3 90|CC C3 90 90| .D5.1IA..I.A.IA.. @ o i
2125 a2 et 0018F0E4 || 00000010| 4
ool [anfea] oo1sFoes || 76334F70| gdi32.76334F70
zoloo oo 77 OOLEFOEC | 00000000 i
8D |7C 24 [« . r

returning control from VirtualAlloc and stepping over one more time from ret, leads us to the
shellcode, next few statements after VirtualAlloc call are pushing pointer to newly created
buffer, size of the buffer and the file handle for currently loaded process on stack to call

ReadFile

B cru | & Graph | | #1og | | H Notes ® Breakpoints | ## Memory Map | [ call Stack | =@ SEH l¢| Seript | @] symbols | <% source 4~ References | S Threads
®| DO1BFDF& BEFOD mov esi,eax 5
O01EBFDFA BEFE test esi,esi * | iildeaEl
OD18FDFC ~ 0OF84 FE000000 % A
EAX 00D18F500
OD1BFEDQ2 53 push ebx EBX 00000000
O018FEQ3 8D45 EC Tea eax,dword ptr ss:|[febp-14] ECX AOBCO000
D018FEOQG S0 push eax
0018FEO7 57 push edi EDX  00DOSE3CE
O018FEOSE 56 push esi EEP 0018F514
0018FEQD FF75 FC push dword ptr ss:|[febp-4] ESP  0O018FODO
E FF55 FO call dword ptr ss:[ebp-10] ESI 00230000
18FE BECO test eax,eax EDI  0O0AAZCE
OD1BFE11 ~ 0OF84 E3000000 i
O01BFE17 BE46 3C 5 z T3 EIP 0018FEQC
O018FELA 03CE add eax,esi
0018FELC OFET48 06 movzx ecx,word ptr ds:[eax+&] EFLAGS 00000206
0D018FE20 SESO 54 mov edx,dword ptr ds:[eax+54] ZE O PF 1 AF O
O018FE23 8955 FC mov dword ptr ss:|Jebp-4],edx OF 0 SFO DEO
OD1BFEZ26 85C9 test ecx,ecx
0018FE28| ~ 74 19 je 18FE43 CF 0 TFO IF1
O018FE2A OFB750 14 movzx edx,word ptr ds:[eax+14]
0018FEZE 83C2 28 add edx,zg LastError 00000000
O018FE31 03cz add eax,edx Laststatus CO00000D
O018FE33 B8B55 FC mov edx,dword ptr ss:|[febp-4])
OD18FE36 0310 add edx,dword ptr ds:[eax] GS 0D2B FS 0053
0018FE3 = ES 002BE DS 002B
area| T MName Handle
O018FE3 bns Cs 0023 35 002B
ggigig; Desktop \Default 0x50
0018FE4| Directory KnownDlls 0x8 ggg% gggggggggggggg
OD1EBFESY .
001§FE4 Directory KnownDlls32 Oxc ST(2) 00000000000000
0018FE4| Directory KnownDlls32 oxis | ST(2) 00000000000000
0018FES| ) . 5T{4) 00000000000000
oo1aFEs| Directory \Sessions'\1\BaseNamedObjects Ox7c ST(5) 00000000000000
onyocee| File C:\Usersy \Desktop\07f63cadbdacddfede 550f15ab 356402, exe [oxac]
< m | ' [Defauit stdcal
dword ptr [ebp-10]=[0018F504 <&ReadFile»]=<kernel3z.ReadFilex ReadFile list of |1: [=sp] oooooosc [
2: [esp+4] 00230000
parameters 3: [esp+8] 0D00AAZCE
O01BFEOC 4: [esp+C] 0DO1BF500
5 |ESE+1D| 00000000

which reads OXAA3CE bytes of data from parent process image into the buffer, let’s say it

buffer1



B4 Dump 1 B4 Dump 5 B4 Dump 2 B4 Dump 3 B4y Dump 4 | 8 watch 1 | [x=] Locals |4 |Z|

Hex ASCII -
00230000040 SA 20 00(03 00 00 OO(04 OO0 OO0 OO|FF FF OO0 OO0 |MZ.... .00 ¥, |j
002300100 B8 OO0 00O OO|OO0 OO OO OO|40 OO OO OO|O0 Q00 OO0 00|  ....... LZIEREER R
00230020400 OO QO OO|OOQ OO QO OO|OO0 OO OO OO|O0 00 OO O0| cueeeeeeeannnnns
00230030400 OO0 0O OO|O0 OO OO OO|O0 OO OO0 00|10 01 O0 00| . .eeeee e enmnnns

00220040 0E 1F BA OE(0O0 B4 09 CD|21 BB 01 4C|CD 21 54 68|..=2.. .11 .LI!Th
0023005062 73 20 70|72 6F &7 72|61 &0 20 63|61 6E GE &F|is program canno
0023006074 200 62 G5 (20 72 75 GE |20 69 6E 20|44 4F 53 20|t be run in DOS

00230070| 60 6F &4 &5 |2E OD OD OA|24 OO0 OO0 00|00 00 OO0 OO |mode....$.......

00230080 6F B6 1F E9|2B E7_71 BA|2B E7 71 BA|2B E7 71 BA|0..&+Cqo+Cgo+gg®

00230090 3F 8C 72 BB imnEF 8C 74 BE|B6 E7 71 BA|7.rs>Cq®7?.tT=7Cq®

ooz300a0| 3F 8C 75 BB . F9 92 75 BE|3A E7 71 BA|7.uslCq®y.us:Cq®
002300B0|79 92 72 BB|38 E7 71 BA|72 92 74 BB|67 E7 71 BA|Y.r=8Cq%y.tTs0Cqg®
002300C0|3F 5C 70 BE|22 E7 71 BA|2BE E7 70 BA|AA E7 71 BA|7.p="CQ°+Cpeagg®
0023000070 92 74 BB|22z E7 71 BA|7D 92 BE BA|2A E7 71 BA|}.Tz"gq°}..=*¢g®
002300E0|2E E7 E6 BA|2A E7 71 BA|7D 92 73 EBE|2A E7 71 BA|+C®%*CO°}.5»¥CqQ°
002300F0|52 6% 63 68|2E E7 71 BA|0OD OO OO0 00|00 00 00 O0|Rich+CQ%........ o
a4 | m | 3

further execution again hits at VirtualAlloc breakpoint, this time allocating 0x14F0 bytes of
memory, I'll now put a write breakpoint in the memory region reserved/committed by second
VirtualAlloc API call to see what and how data gets dumped into second buffer, buffer2.
Hitting Run button once more will break at instruction shown in the figure below

0018FF02 BEEC mov ebp,esp

. e -
e DO18FFO4 8B55 10 mov edx,dword ptr ss:lebp+100 Hide EEY
@ D018FFO7 8502 test edx,edx
—————— e|| 0018FFO9| - 74 15 je 18FF20
@ D018FFOB B8B4D 08 mov ecx,dword ptr ss:|febp+s]
#| 0018FFOE 56 push esi
#| 0018FFOF 8BTS 0OC mov esi,dword ptr ss:[Jebp+C]) size
®| DOL1BFF12 ZEF1 sub esi,ecx &F =
*| OD1BFF14 BAD40E mov al,byte ptr dsi[esi+ecx] ESP  0018F0OCC
E— 0| 0018FF17 8801 mov byte ptr ds:[ecx],al ESI FFFO3E0D
® [ D018FF19 41 inc ecx EDI  000350DE
¢ || 0018FF1A 83EA 01 sub edx,1
¢|| 0018FF1D| ~ 75 F5 jne 18FF14 EIP  0O1BFF17
¢ || 0018FF1F 5E pop esi
#| 0018FFz0 5D pop ebp
® || 0018FF21 c3 ret sELSGSPF ?_DD;EE?
e D018FF22 0000 add byte ptr ds:[eax],al OF 0 SF 1 DF O
@ D018FF24 0000 add byte ptr ds:[eax],al
#| oo18FF2E 0000 add byte ptr ds:[eax],al €F1 TF O IF1
@ DO18FF28 0000 add byte ptr ds:[eax],al
o oo1sFF2a 0000 add byte ptr ds:[eax],al LastError 00000000 (ERROR_SUCCESS)
|| 0018FF2C BC F5180078 mov_esp,780018F5 LasTSTatus C000000D (STATUS_INVALID_PARAMETER)
. FF18 EENNFar fword ptr ds:[eax]
. 00CA add di,cl G5 D02B FS 0053
. 5[2, in eaé.dx ES 002B QS 0028
. inc edx
. 7 0000 add byte ptr ds:[eax],al €S 003 55 0028
o| oisrraa D038 EF1800CD :gg gﬁg SEC g::{:::!iggrrm] S{la); CETTITISETTISTITeen SEPhY) Eupgy CEiiiis
: '
o| 0o1aFFa1 42 00 sbb al,byte ptr ds:[edx] ST(1) 00000000000000000000 XE7r1 EMPTY O.0000000!
o| 001sFFas 0000 add byte ptr ds:[eax],al 5T(2) 00000000000000000000 XB87r2 Empty 0. 0000000/
| 0018FF46 40 inc eax 5T(3) 00000000000000000000 XE7r3 Empty 0. 0000000
o | 0018FF47 0000 add byte ptr ds:[eax],al ST(4) 00000000000000000000 X87r4 EMPTY O.0000000!
* || D018FF49 0000 add byte ptr ds:[eax],al ST(5) 0000000000D000000000 X87r5 Empty 0. 0000000/
® || DD18FF4B oopo add al,dl [ ]| sT¢e) 00000000000000000000 X87r6 EMPTY O.000DDOO!
|| D018FF4D 27 daa ST(7) 00000000000000000000 X87r7 Empty 0. 0000000/
® || D018FF4E 5E pop esi e ]
@ nn1accae nnna add_kbwta ate dzsTardvl 1 |
« m J 3 Y
Default (stdall) | 5 [+ [ uniocked
al=es 'é&’ f
byte ptr [esi+ecx+1]=[002A3E00]=E9 "&' % ::g:;% ggigﬁéé;
3: [esp+C]
DOFEEETY i [esp+r10] 002a3£00] bufferl offset
|

this loop is copying 0x14F0 bytes of data from a certain offset of buffer1 into buffer2, next
few statements are agaian calling VirtualAlloc to allocate another 0Ox350DE bytes of memory
say buffer3, pushing returned buffer address along with an offset from buffer1 on stack to
copy 0x350DE bytes of data from buffer1 into buffer3
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D01BFESS 0375 FC add esi,dword ptr ss:[[ebp-4] »|[ nide FPU
001B8FESS 68 F0140000 push 14F0
D018FEED 56 push esi
0018FEEL L push eax SN B LorEErol buffer3
mov dword ptr ss:[ebp- L 2ax
£8 57000000 €all 18FFoL ES; RIS buffer1 offset
s - T
O01BFEED 6A 40 push 40 EEP  OO01E8F514
OOL1EFEGF €8 00300000 push 2000 ESE  0018F0ODS
57 push edi ESI ar & -
53 push ebx . epr  fooozsope] size of data being copi
FESs Fg €all dword prr s=:fepp-s) | VirtualAlloc e
T 14 ; EIP  0O1EFESE
D018FE7A BDBE FO140000 lea ecx,dword ptr ds:[esi+14F0]
0018FEBD 8945 F4 mov dword ptr ss:[ebp-Cl,eax EFLAGS 00000246
D018FEB3 51 push ecx ZF 1 PF 1 AF O
0018FEB4 50 push eax OF 0 SE O DE O
£8 77000000 €all 18FFo1 COpY
®|[0018FEBA 8855 FO mov edx,dword ptr ss:[febp-10] CF @ e IFd
e || 0018FESD 83C4 0C add esp,C
® || 0018FES0 8AD413 mov al,byte ptr ds:[ebx+edx] LastError 00000000 (ERROR_SUCCESS)
e || 0018FES2 81 43 mov 1,43 43:'c’ LastStatus CO00000D (STATUS_INVALID_PARAMETER)
e|| 0018FESS 34 83 xor al,ss
e || 0018FEST FEDO not al GS O02E F5 0053
|| o018FESS 2ac3 sub al,bl ES 002B DS 0028
e || 001BFESE FEDO not al €5 0022 55 0028
e || 001B8FESD coco 03 rol al,2
: ggi;;g?f g;é’ R :} 'fﬁ’ ST(0) 00000000000000000000 X87r0 Empty 0.0000000
o| 001EFEAs 31 84 xor .84 ST(1) 00000000000000000000 x87r1 Empty 0.0000000
o) oo1sFEns 02c3 add a1.b1 ST(2) 00000000000000000000 XE7r2 Empty 0.0000000
e| no1gFEAs FeD0 not al’ ST(3) 00000000000000000000 X87r3 Empty 0.0000000
o| 0018FEAR 02C3 add a1,bl ST(4) 00000000000000000000 x87r4 Empty 0.0D0D0DO!
®|| 0018FEAC 34 E3 xor al,E3 — || sT(5) 00000ODODO0O00000000 XEFr5 Empty 0.000D0D0I
®|| 0018FEAE cocs 02 ror al,z |_l| sT¢e) ooooooonooooonoooooo xs7re Empty 0.0000000
®|| 0D18BFEB1 2AC3 sub al,bl ST(7) 00000000000000000000 x87r7 Empty 0.000D000!
e || 0018FEE3 34 B4 xor al,B4 < 14
@ nnancenr am s PR, |
4 n Y
| | " pefault (stdcal =]'5 4] [ Uniocked
0018FFO1 1: [esp] 003B0000
2: [esp+4] 00ZA5ZFO
3: [esp+3] 000350DE
0018FESS o
]

loop in the following figure is decrypting data copied to buffer2, next push instruction is
pushing the buffer3 pointer on stack as an argument of the routine being called from buffer2
address in edx which is supposed to process buffer3 contents

sl oicrEs 000000 P :
T uu1m—t&_ﬁ!5 FO MW fide ERy
0018FESD 83C4 0C add esp,C
0D018FE90D BAD413 mov a],l;yte ptr ds: [ebx+edx] Eg ggggggg;
D018FE3Z 81 43 mov cl,43 43:°C’ Soeen
e | D018FE3E 34 83 xor al,s3
o/ no1sFEa7 FEDO not al’ EDX  003A0000 | buffer2
| 0018FE3 2ac3 sub al,bl e b
| D018FESE FEDO not al ESP  0O18FOE4
| D018FESD coco 03 EST LOOTAZE00
0018FEAD 34 57 DI Jo003500Ef .o
o | oo18FEA2 0zc3 SIZE
| DO18FEA4 34 84 EIP 0OLSFEES
| D018FEAG 0zc3
e | D018FEAS FEDO
0018FEAA 0zc3 ;EL’SGSPF 20022334
e | D018FEAC 34 E3
o|| oo1sFEAE cocs oz CFY Fw Fo
e[ oo1sFEBL 2AC3 CERURI T T I T
| D018FEB3 34 B4 .
| D018FERE 2C 24 loop decrypting LastError 00000000 (ERROR_SUCCESS)
0018FEET 32c3 LastStatus COO0000D (STATUS_INVALID_PARAMETER]
o| 0o12FERS 3c a9 buffer2 contents
| D018FEEE cocs o0z GS 002E  FS 0053
® | O01SFEEE 32c3 ES D0ZE DS 00ZB
e D018FECOD Doco cs 0022 S5 0028
0018FEC2 2AC8
. ggizisg: g‘;‘éa ST(0) 00000000000000000000 x87r0 Empty O.0000000
el no1zFECS poc1 ST(1) 00000000000000000000 X87r1 EmpTy O.0000000
el 0012FECA FECL ST(z) 00000000000000000000 x87r2 Empty O.0000000
o[ no1sFecc 02CE ST(3) 00000000000000000000 X87r3 EMPTY 0.0000000
0018FECE 32CE ST(4) 00000000000000000000 X87r4 Empty O.0D000D00D
e D018FEDOD BOES 49 ST(5) 00000000000000000000 Xx87r5 Empty O.0000000
e[ oo1sFED3 FED1 ST(6) 00000000000000000000 X87r6 EmMPLy O.0000000
e | D018FEDS 24CE ST(7) 00000000000000000000 x87r7 Empty O.0000000
| D018FEDT coc1 03
0018FEDA 80F1 41 x87Tagword FFFF
. ggi?igg‘; ;%; XBTTW_0 3 (Empty)  x87Tw_1 3 (Empty)
» UUlgFEEl BOF1 67 X87TwW_2 3 (Empty) XB7TW_3 3 (Empty)
o 001sFEE 2AC1 X87Tw_4 3 (Empty) X87TW_S 3 (Empty)
o[ oo1sFEES 32C3 xor al,bl XB7TW_6 2 (EmpTy) XBYTW_7 3 (Empty)
ETP s m | 0013FE 880413 mov byte ptr ds:[ebx+edx],al
#| OD1BFEEB 43 inc ebx x875tatusword 0000
e | D018FEEC 81FE F0140000 cmp ebx,14F0 | x87SW_B 0 x875W_C3 0 xB7SW.C2 O
3 T EV L | | x875w_c1i 0 x87Sw_co 0 x87SW ES O U
OQ018FEF7 execute buffer2 ~ | Default (stdcal) v |5 [2 [ urlocked

figure below is showing final buffer2 decrypted contents
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E9
11
7D
00
57
48
8L
2F

1F
D7

26
Ce
E7
Cé
46

4C
75
[

oA
EQ
59
22
45

AZ
DE
EE
2E

35
E3
03
E4
F1
E4

DA
7F
0§

80
62
9F
c4
3E
co
FB
4B
21

or
D&
C5

c3
92
C1
63
62
33
D1
b

&0
15
E1
44
AS

ES
ES
4E
D3
&7
AB
EB
EF
Al
AF
20
&E
O

33

DiC
A7
2D
EE
ES
15
BF

AF
26
2F
&1
D1
AT

Ce
oC
TA
AZ
6A
¥

E3
oo

2D
B7
43
D5
58
B2
12
cz
o9
55

1E
58
CF
1E

13
R}

11
93
Bl
oD
41
2
43
52
aD
ci
8D
5D
2
aF
44
53
F4
64
ag
EE
g

3=
ES
crF
28
6
29
AF
25
19
2F
c1
2A
72
35
40
AE
1D
B2
5C
C8

A2

DE
13
23
aC
S5E
2D
E4
44
38
cC
7F
38
75
E1
EG
57
47
33
&1
52
DE

E3
5
FD
4E
ES
7E
3
4B
EA
F4
AF
]
z8
Fg
84
40
89
co
EE
D4
AD

c3
&5
79
1A
8B
13
296
4
oD
1E
aD
B3
62
12
10
69
E9
3B
62
Bl
ZD

44
76
14
BF
0B
09
85
22
AB
EF
Cg
70
Fa
22
1B
DD
EE
EF
18
E6
FE

19
o1
o4
36
a0
FC
C8
39
oD
BEE
26
c7
FE
53
o2
CEBE
51
)
oF
33
EE

5
EE
ED
02
53

AE

BO
45
c3
96
43
5E
1B
57
&E
63
2C
AD
B2

2D
23
o8
FE
C&
29
95
92
6A
37

&EF
18
22
35
69
OF
35
72
2D
AE

g.. Ua.h.6AD.aA-
.ab.§Y.&. ehv. FE#
Y. a-.2Clvy.
LUADe-. (. K. ﬁﬁ..
-E. e.-AT[Y...;5
HeA, .CH9—. . 0". 9
el 6C 0e. L E.B.
SBEY . ¥R DKL " Sl~.
~TIN ...B%. &¥n°j
oL O, A;Iu.1ﬂ E.
w.xg,/A AT A& AT
“5Gea.]*80. pq -
&3AERUArUCbUPgC.
E. Aig 7Las. "5, A"
CT.i®.DEd......
ERAT ﬁgsehﬂi?E..f
Fiac .I6.G.&7q7n.
. .bnz.d=34;i=,c5
L.3U..N\asb...,r
u. g, eErbGxy3. -
i+, "8 cp vh '@

(L2}

encrypted

buffer2

Ao 11

E3
FO
45

00
B3
ES
10
FF
45

03
04
04
04
0o
FF
ED
48
45

44
5F

stepping into edx starts executing buffer2 contents, where it seems to push stack strings for
kernel32.dll first and then retrieves kernel32.dll handle by parsing PEB (Process

EO
0o
ES
FF
45
EB

75
o
03
33
c1
c2
oo
75
5F
59
o8
24
5B

DA
OF

B3

75

DE
0o
45

oc
B3
45

co
33
E3
0o
Do
FF
4C
OF
04
45

00
57
&5
0C
B9
0o
F&
FF
55
oC
B9
Dz
45
0o
54

F4
05
23
FO

0o
co
FB
FF
55

00
50
75

c4
33
45

6A
FC
B3
FF
EB
20
B3
00
SF

55
66
00
75
DC
89
E&
10
53
89
EB
10
L7
o4
75
5E
53
45
00
S5E

8E
0F
€7
10
FF
45
D3
2D
7D
45
23
53
£g
24
cB
85
EE
FO
00
5B

EC
13
4L

f=1H)
75

Do
o0
4L

10
EQ
4D
F7
89
05

41
F&
o1
03
B3
8B

SO EE Lo

53
45

FC
45

0C
89
oo
F&
04
89
EC
F1
[

CB
58
74
75

[

o4
ES

EC
EO
28
Fg
FF
55
0D
50
76
55
EE
BE
Fa
2E
FF
10
Fo
FC
24
5D

40
OF
00
50
75
D4
89
EB
3A
E4
45
45
B3
&5
75
&7
FF
EB
oD
c2

53
57
oo
ES
10
FF
45
BE
6A
EE
ES
ES
E4
FC
co
48
7E
0o
CE
oC

E L L

56
co
0o
FD
BD
75
ot
Do
og
45
BE
03
FO
FF
a1
BE
DE
0o
BE
0o

decrypted buffer2

Environment Block) structure

e ...U.1.185vW. e
O..WhAT.  E3.wAT..
Ee.ed.CEU(....20
YU WU, EBPBY. ..
LES. UUvU. vU. .EBP
BE....ED.Udyu.wu
.EBPE0. .. .EE.U
yu Yu..EBPBX. ...
EALUA. T, . vi].xkA
..E...Ea.Ui.E..B
.2E.E&.Mi.E&.Mi.
CA3hF v, ERL UL
JALElwv. eb.adjsa
...... £. E+elyudy
VUDZFUEAXTUAAY YU
a_yueh,dt.gH. . +g
H.LG .1. LUBYUBAZ .
E....ED.ele....C
DE.#..... £.E.=0M
.Ea AL.aJA.. w3
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0041
DDE%D%%E
003ADABL
D03ADABS
00ZADABS
DOZADAEG
D0ZADAES
00ZADAEE
D03ADABD
D0ZADAEBE
003ADACZ
D03ADAC S
00ZADACS
DOZADALCS
D0ZADACE
003ADACC
D03A0ADD
003ADAD 2
003A0AD 3
003A0AD 7
002ADAD S
DO0ZADADA
00ZADADE
00ZADAED
DO3ADAEL
003ZADAES
D03ZADAET
D03ADAES
D0ZADAEC
DOZADAEE
D0OZADAEF
O0ZADAF3S
D03ADAFS
D0ZADAFG
D0ZADAFA
D03ADAFC
D0ZADAFD
00ZADEDL
D0ZADEDS
00ZADED4
D03A0BOS
00ZADEDA
002ADBOE
003A0B15
D0ZADE1A

AKT
AL

BE45 FO
OFBEF 0470
BBO4E2
03C7

~ EB EB
L&
SBEC
83EC 50
6A 53
58
6618945 DB
64 6B
58
6618945 DA
6A 6C
LE
66:8945 DC
6A F7
LE
66: 8945 DE
64 61
LE
66: 8945 EO
6A TO
L8
66: 8945 EZ
64 69
LE
66:8945 E4
6A ZE
58
66: 8945 EG6
6A 64
58
6618945 EB
64 GC
58
6618945 EA
6A 6C
LE
66:8945 EC
3I3C0
6618945 EE
C745 F8 CF500300
E& B5FEFFFF
8945 FC

mov eax,dword ptr ss:|febp-10{
movZzx eax,word ptr ds: [eax+esi=z]
mov eax,dword ptr ds:[ebx+eax+4]
add eax,edi

jmp 3A0AAD

push ebp

mov ebp,esp

sub esp,50

push 53
pop eax
mov word
push &8
pop eax
moy wor d
push &C
pop eax
mov word
push 77
pop eax
mov word
push &1
pop eax
may ward
push 70
pop eax
mav word
push &9
pop eax
may word
push 2E
pop eax
mov word
push &4
pop eax
mov word
push &C
pop eax
moy wor d
push &C
pop eax
mov word ptr
XOr eax,eax
Mow wurd ptr ss:|lebp- 12],ax
mov dword ptr ss:|febp-5
call <kernel3z_handle> §gmowv
mov dword ptr ss:lffebp-

ptr ss:ebp-28), ax

ptr ss:lebp-2e]), ax
ptr ss:|lebp-z4], ax
ptr ss:|lebp-z2], ax
ptr ss:|febp-z0f,ax
ptr ss:|lebp-1EQ,ax
ptr ss:lebp-1CQ, ax
ptr ss:|lebp-1al), ax
ptr ss:lebp-18],ax
ptr ss:[lebp-16]), ax

ss:|febp-14], ax

2ax,

eax, dword
eax,dword

r
eax, dword
eax,dword
eax,dword

PEB structure

ds: [eax+C]
ds: [eax+C]
ds: [eax]
ds: [eax]
ds: [eax+18]

retrieved kernel32.dll handle is passed to next call along with another argument with
constant FF7F721A value, a quick Google search for this constant results in some public
sandbox links but not clear what is this exactly about. Let’s dig into it further, stepping over
this routine 0x0A4E results in GetModuleFileNameW API’s resolved address from
Kernel32.dll stored in eax which means this routine is meant to resolve hashed APls

D03ADAFG
DO3ADAFA
D0ZADAFC
003ADAFD
003A0EBO1
003A0B03
003A0BO4
002ADEDE
D03ADEDA
003ADBOE
00ZADELS
D03ADEB1A
003A0B1D
003A0BZ2
DO3ADB25

v

003A0B2D
D03ADB32
D0ZADEZE

66:8945 E8 mov word ptr ss:|ebp-181,ax
8A BC push &C

5B pop eax

6615945 EA mov word ptr ssi|ebp-16],ax
&A BC push &C

5E pop eax

66158945 EC mov word ptr ssilebp-14],ax
33C0 XOr eax,eax

66:8945 EE mov word ptr ss:llebp-120,ax
C745 F5 CF500300 mov dword ptr ss:[ebp-s8J,350CF
E8 BSFEFFFF call <kernel3z_| hand1e>

8945 FC

BA 1A727FFF mov e-x FF7F721A

BE4D FC mov ecx,dword ptr ss:[febp-4]
EB 24FFFFFF ca11 3ADA4E

8945 FO =

BA 7BAD91TF mov edx,7F91A078

BB4D FC mov ecx,dwurd ptr ss:|[[ebp-4]

EE 14FFFFFF

call ZA0A4E

4 |[ Hide FPU

ﬂggx 76824350

{kerne132.GetMudu1eFi]eNamew4

EBA U LSFU
ECX BFFFD193
EDX FF7F721A
EEF  00D18FODS
ESP  0018F088
ESI  002A3E00
EDI  000D350DE

EIP 003A0B2A

EFLAGS 00000206
ZF 0 PF 1 AF O

OF 0 SF O DF O
| | CFO TF O IF 1
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similarly second call resolves 7F91A078 hash value to ExitProcess API, wrapper routine
0x0AA4E iterates over library exports and routine 0x097A is computing hash against input
export name parameter. Shellcode seems to be using a custom algorithm to hash API,
computed hash value is retuned back into eax which is compared to the input hash value
stored at [ebp-4], if both hash values are equal, APl is resolved and its address is stored in
eax

ggEc — [push <50 ] ] ] ] ] ] ] +|[nide rru
mov ebp,esp
B3EC 10 sub esp,10 EAX computed hash vale
5 (= G EBX  7GACFAZS kernel3z.768CFA2S
;;’ 8:22 A ECX EBFFFD198
8BF3 mov edi,ecx ecx: "AcquiresRWLockExcTusive” EDX  pRrRTILA
8955 FC mov dword ptr ss:[Jebp-4],edx EEZ RET
33F6 xor esi,esi ESP  0018F0G4 e
BB47 3C mov eax,dword ptr ds:[edi+3C] ESI 00000212 L'
884438 78 mov eax,dword ptr ds:[eax+edi+78] EDI 76810000 kernel32.76810000
031c7 add eax,edi
8850 20 mov edx,dword ptr ds:[eax+20] edx: "K/AF" EIP  001COAA7
8858 1C mov ebx,dword ptr ds:[eax+1C]
0307 add edx,edi edx: "K/AFT EFLAGS nnnnn=44
8843 24 evieccmogdletieslicazzel ecx: "AcquiresRWLoCkExcTusive” - PE 1
03DF add ebx, e E nE 2 S o bF o
8B40 18 mov eax, Svard ptr ds: [eax+18] leEo Fi ora
03CF add ecx,edi scx: "AcquireshL ockexcusive” o
EEE ey g:g;g SE; sbe- E%]eeé, Lebp-el: kAT Lasterror 00000000 (ERROR_SUCCESS)
8345 F8 ol obs LastStatus CO00000D (STATUS_INVALID_PARAMETER)
85C0 ; 0
v 73 18 ! l's‘ nfe\m'ls : J G5 002E F5 0053
BBOCE2 mov ecx,dword d5:[edxresi 4] routine computing APTHash:srwLockexclusi edxtesi=a:"K/A\T" ES D02E DS 002B
03CF add_ecx,edi : G X €S 0023 S5 0028
E£8 EAFEFFFF €all 30974
3B45 FC cmp_eax,dword ptr ss:lfebp-4] ST(D) 00000000000000000000 X87r0 EMpTy O.00000000000000
v 7412 je 3A d‘“d . <s:febp— ST(1) 00000000D00000000000 XB7rl Empty O.00000000000000)
3‘255 2 e prr ss:lfebp-cl ST(2) 0000DDO00OODO00D0DO0 X87r2 EmpTy O.00000000000000)
=5 - ST(3) 0000000000000N000000 X87r3 Empty O.0000ODO0000000
LIRSS ;?93:3; dword per ss:febp-c] ST(4) 00000000000000000000 XS7r3 EMPTY O.00000000000000
33co = ST(5) 000000DD00000N000000 X875 Empty O.0000ODO0000000
SF o) ST(&) 00000000000000000000 XS7r6 EMPTY O.00000000000000
SE pop esi ST(7) 000000DD00000N000000 X87r7 Empty O.00000DO0000000
pop ebx add =cx, edl
8BES mov esp,ebp add edx xa7Tagword FFFE
pop el movsx e by:e pr ds:[esi] X87TW_0 3 (EmPTy)  X87TW_1 3 (EmpTy)
LET mov_eax,edx x87TW_2 3 (Empty) x87Tw_3 3 (Empty)
B mov_eax, dWD"”dp“; ss:jebp-100 test edi,edi X87TW_4 2 (Empty) X87TW_5 2 (Empty)
mOVZX £ax,wor eaxtesit ne 3A0985
8B0483 mov eax,dword ptr ds:[ebx+eax=4] 5F % op =di X87TW_6 3 (Empty)  xB7TW_7 3 (Empty)
s B ii.?.g 533.\53’ B pop ==t xa7Statusword 0000
= ) X87SW_B 0 X87SW_.C3 0 X87SW.C2 0
dword ptr [ebp-4)=[0018F07C]=FF7F721A AETSW L1 D xSTSWLO 0O KSTINZ5 0 -
001C0A90
2 % 1
44y Dump 1 ‘ ¥ pump 5 LMDumpl Woump3 | Gloump4 | &8 watch1 | DxslLocals | & struct ‘Deﬁuk(sbdau) -] 5 [~ [ unlocked
- [ a]
2: [esp+8] 00D014F0

0[8C 00 00 00|hr.
i [espiC] 768D24A0 kernel32.768D24A0

4: [esp+10] 768DOF64 "K/\T"

40 00 00 00
|5: [espr14] 0000054F

61 00 70 00
40 00 00 00

next few instructions write some junk data on stack followed by pushing pointer to buffer3
and total size of buffer3 contents (0x350C0) on stack and execute routine 0x0BE9 for
decryption - this custom decryption scheme works by processing each byte from buffer3
using repetitive neg, sub, add, sar, shl, not, or and xor set of instructions with hard-coded
values in multiple layers, intermediate result is stored in [ebp-1]
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MOVZX eax,byte ptr ss:jffebp-1
XOor eax,74
mov byte ptr ss:|[febp-1J,al
movZzX eax,byte ptr ss:|ebp-1]
sar eax,2
movZx ecx,byte ptr ss:|ebp-14
shl ecx,6
or eax,ecx
mov byte ptr ssilffebp-1,al
movZX eax,byte ptr ss:|lebp-1]
neg eax
mov byte ptr ss:febp-1J,al
movzy eax,byte ptr ss:|lebp-1]
sub eax,dword ptr ssifebp-35]
mov byte ptr ss:|ebp-1J,al
movzx eax,byte ptr ss:|ebp-1i])
not eax
mov byte ptr ss:[ebp-1J,al
movzxX eax,byte ptr ss:|ebp-1if)
add eax,s8D
mov byte ptr ss:[ebp-1J,al

= DL ce.bheop o0
xor eax,dword ptr ss:|ebp-zj
mov byte ptr ss:|[ebp-1J,al
movZzX eax,byte ptr ss:|ebp-1]
sub eax,dword ptr ss:|lebp-z2j
mov byte ptr ss:|[febp-1J,al
movZzX eax,byte ptr ss:|ebp-1]
neg eax

movZX eax,byte ptr ss:|flebp-1j)
xor eax,dword ptr ss:|febp-2]
mov byte ptr ssiffebp-10,al
movZX eax,byte ptr ss:|lebp-1]
add eax,dword ptr ss:|[ebp-3]
mov byte ptr ss:febp-1J,al
movzx eax,byte ptr ss:|lebp-1]
neg eax

mov byte ptr ss:ebp-1J,al
movzxX eax,byte ptr ss:|ebp-1i])
add eax,FS

mov byte ptr ss:[ebp-1J,al
movzxX eax,byte ptr ss:|ebp-1if)
sar eax,6

movzyx ecx,byte ptr ss:|lebp-1]
shl ecx,2

or eax,ecx

mov byte ptr ss:|[ebp-1J,al
movZzX eax,byte ptr ss:|ebp-1]
sub eax,dword ptr ss:|lebp-z2j
mov byte ptr ss:|[febp-1J,al
mov eax,dword ptr ss:|febp+s]
add eax,dword ptr ss:|ebp-2]
mov cl,byte ptr ss:|flebp-1]

imn FORFA

and final value overwrites the corresponding buffer3 value at [eax] offset
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Hex

ﬁE[II

11
FE
D2
18
53
2D
EOQ
AD
35
34
32
1C
oo
B4
BC
B2
BE
D
D2

a7
74
F7
74
&
EG
o1
1B
43
o1
4F
g6
55
78
98
50
AC
CE
aC

B2
CE
B4
43
E3
EL:
GE
65
61
D4
FC

7F
A3
FC
83
B7
EA
4E
3E
AC
14
65

Dg 7T

(10}
19
15
AF
4C
CE
9E

AR
2C
19
D1
7F
A3
FC

c4
EC
5D
5D
79
c9
=1
1D
E3
AT
39
BC
0B
oC
f=1=]
4B
98
EC
5D

L2
0
E2
B1
FB
EA
AB
CE
8D
71
FD
AC
CC
F1
CB
27
L2
0
E2

oC
Bl
13
=1
27
1D
EA
3F
E4
AB
41
L=15)
Dy
12
99
2C
o4
Bl
ES

37
cz
E9
2F
(k]
Al
B7
ED
94
46
E9
DB
o
59
o7
11
4E
cz
BB

97
Fl
0E
91
7C
15
9B
F3
5D
74
7D
34
c4
c2
F4
15
81
65
0E

OE
BEE
1E
=1
29
FA
22
3D
Bl
o
E1l
03
6E
EC
15
EE
F5
FA
4.-

oD
37
oC
3C
65
BF
EE
57
91
ES
AL
E2
(10}
B4
FC
AL
IA
37
oC

AT
22
EE
3C
3B
9C
AR
0C
84
D
D5
EE
2D
5F
52
0B
AT
22

EE

L3
o
53
4C
30
19
o9
6F
EA
FO
AD
&F
4A
A3
7D
c9
8D
o
53

BE
74
o4
E9
&4
DF
A3
22
DD
F5
50
BE
E6
73
F3
AD
4C
c2
BC

E&
59
GE
&F
35
17
BA
58
49
19
DE
FE
17
EF
3D
50
15
59
GE

CB
k]
4C
AR
50
2A
FE
31
EC
6A
oF
o2
SC
2C
43
Fa
CB
k]
4C

..... 5.ZE
gfigﬁ ihn F'Atv.

a.kN.z&.."1 .£.p
S ITiu=w.o".1
ECa-3a.4d.]+..8YIY
4.0.59 FtAd]Dd. ]
zoiiedyasl+¥d PO,
n-T04, 320, 0.
Xp2. IxIAnD-J=. .
X.,.fA.YAY. £51,
%....E..D. uR%
TP RK
%.L..R.N. 'E.L. E
iﬁiiﬁ.iﬁfﬂ?"hhv.
O..0]ap".G. . SHAL
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once buffer3 contents are decrypted, it continues to resolve other important APls in next

buffer3 in processing

Hex ASCII

4pcA 90 00|03 00 00 00|04 OO0 OO0 OO|FF FF OO0 OO(MZ.....c.eu.. TR
BE 00 OD 00|00 0D 00 00|40 00 OO0 00|00 00 00 00| _vvereee@iuunnns
00 00 00 00|00 OO0 00 OO0(00 00 OO0 00|00 00 00 00| @ vue e eeennnns
o0 00 00 00|00 00 OO0 00|00 OO0 00 O0|FO 00 00 OO0 . ... ena. ...
0E 1F BA 0OE|00 B4 09 CD|Z1 BB 01 4C|CD 21 54 &8|.. LIt LLirTh
69 73 20 70|72 6F &7 72|61 6D 20 63|61 &E G&E &F|is prngram Canno
74 20 62 65|20 72 75 GE|9B 22 EE AB|09 A3 BA FE|T be run."i .£.p
AD 1B &8 3E|1D CE 3F ED|F9 30 57 OC|6F 22 88 31| .h>.I7iu=w.0".1
35 43 61 AC|EZ 8D E4 9A (5D Bl 91 84 |EA DD 49 EC|5Ca-3.4.]+..8YI
34 01 D4 14|A7 71 AB 46|74 CD E5 5D|FO F5 19 6A|+4.0.59 FtAd]nd.j
32 4F FC 65|39 FD 41 E9|7D E1 AS DS |AD 50 DE OF | 20ledyaél+¥d PO,
iC 86 08 77 |BC AC 66 DE|34 03 EZ EEB|&F BE FE 02 =T 04, 320, 0.
0D 58 DO AA|0B CC D7 CD|C4 G6E DO 2D |4A E6 17 9C|.XPp*.IxIAnD-l1=..
B4 78 19 2C|0C F1 12 59(C2 EC 84 5F|A3 73 EF 2C| "x.,.R.YAd. 551,
BC 98 15 19(8B CB 99 0OF|F4 15 FC 52|70 F3 3D 4%|%....E..0. uR%

BZ 50 AF D1|4B 27 2C 11|15 EE AS DB|C9 AD 50 F9|=F RK'

=Y VY el =1 T O = 2 O =1 S N . e § - =M~ ”Ln'.ﬁ' "-"

routine 0x0FB6

mov dword ptr ss:[ebp-C],eax

mov edx,FF7F7214 -» GetMnduleFlleNameW
mov ecx,dword ptr ss:|febp-C[)

call 230A4E

mov dword ptr 55.[eb
mov edx,7FEZ73I6C %reé&éﬁ}n:essvv

mov ecx,dword ptr ss:|ebp-CJ

call 230A4E

mov dword ptr ss:|lebp-80f,eax

mov edx,7FALF293 -» GetThreadContext
mov ecx,dword ptr ss:[febp-CJ

call 230A4E

mov dword ptr ss: -S540, edx

e der?FEZEFGE EEWEeacﬁ’rncesshﬂen1nry
mov ecx,dword ptr ss:|ebp-CJ

call 230A4E

mov dword ptr 55:[ehp saj, eax

mov edx,7FE1F1FE .3

mov ecx,dword ptr ssi eiJEHadeE

call 230A4E

mov dword ptr ssilffebp-1C),eax

mov edx,FF31EF16 -» Wowb45etThreadContext
mov ecx,dword ptr ss:|flebp-Cj)

call 230A4E

mov dword ptr ss:|lebp-20f,eax

mov edx,7FEEC205 - GetCommandLineW
mov ecx,dword ptr ss:febp-C[]

call 230A4E

mov dword ptr ssifebp- ‘C],Eax

mov edx,7FEFFICO > T, rE1n1 teProcess
mov ecx,dword ptr ss: fe a

call 23DA4E

mov dword ptr ss:|lebp-94],eax
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| wrote a simple POC python script for hashing algorithm implemented by decrypted
shellcode which can be found here

22| apis = [

23 api apis:
seed =
C api:
shr = seed >>
shl = seed <<
bitwiseor = shr|shl
add char = bitwiseor + (c)

new seed = add char+seed
seed = new_seed
(seed)
[:-1]
[-8:]

7fe2736¢C
7fa3efbe
7Tb6c905

after all required APIls have been resolved, it proceeds to create a new process

and dword ptr ss:[lebp-70Q,0
mdv eax,dword ptr ss:|febp-70]
mov dword ptr ss:|[lebp-8C), eax
push 103

Tea eax,dword ptr ss:i|febp-7BEC]

call dword ptr ss:[ebp-7&] GetModuleFileNameW |

e —————
jne F1les

Xor eax,eax

inc eax

jmp F14EF

mov dword ptr ss:|lebp-&Cf,1
lea eax,dword ptr ss:|[ebp-3z4f]
push eax

1ea eax,dword ptr ss:|ebp-EO
push eax

push O

push O

push S000004

push
push

AT~ o)

£all dword ptr =cz:[iebp-7C] ée‘tCnmmandLiner

push 2ax
1ea eax,dword ptr ss:|ebp-7EBEC
. =

c€all dword ptr ss:[febp-80 Crea1eFrncessUU|
CES L SaR, oax

jne F1iAo

imp F149B

using CreateProcessW in suspended mode
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https://github.com/xer0xE9/RE_tips_and_tricks/blob/master/vidar_packer/api_hash_strings.py

) 4% x32dba exe

= [ 0AB3cadb4acddfe 82 550F 1 5ab 356402 exe

028 65,216 K 2348 xbddbg
0.02 1844 K 3348
swp. 372« A

and then final payload is injected into newly created process using SetThreadContext API,
CONTEXT structure for remote thread is set up with ContextFlag and required memory

buffers and SetThreadContext API is called with current thread handle and remote thread
CONTEXT structure for code injection

P

[m7] p7f63 cad bdacddfeBe550f15ab356402. exe (4684) Properties

| General I Statistics I Performance I Threads | Token I Modules | Memory | Environment I Handles | GPU I Disk and Network Comment|

[=[=][=]

[ Strings. .. ][ Refresh ]

Private WS Shareable WS

4kB
16 kB
4kB

32kB
32kB
24kB
16 kB
20kB
32kB

Shared WS

4kB
16 kB
4kB

32kB
32kB
16 kB
3 kB
12kB
32kB

Hide free regions
Base address Type Size  Protect... Use Total WS
> 010000 Private 128kB RW 12k 12kB
> 0%30000 Private 12kB RW 12kB 12kB
> 040000 Image 4kB  WCX C:\Windows\System32\apisetschem... 4kB
> 0% 50000 Mapped BkE R 16 kB
> Ox60000 Mapped 4kB R 4kB
> 0%70000 Private 4kB RW 4kB kB
> 0xa0000 Private 256 kB RW Stack (thread 4168) gkB gkB
> 0%130000 Frivate 1,024kB RW Stack 32-bit {thread 4168) 4kB kB
4 0400000 Mapped 224kB  RWX 32kB
0x400000 Mapped: Com... 224kB  RWX 32kB
A kB
' 0763 cadbdacddfeBe550f15ab356402. exe (4684) (0x400000 - 0x438000) = <
0002B630 37 45 63 3d 00 00 00 00 &6 37 64 4d 39 55 32 49 TEc=....E£7dMoU2I . Jﬁ
0002b640 51 53 48 Zb 6f 45 66 2f Ta 6f 67 49 6b 62 4d 3d (SH+oEE/zogIlkbM= r
0002BE50 00 00 00 00 &6 37 63 38 39 55 33 34 51 53 47 42 ....fT7cE0U3405GE kB 1248
0002b&60 & 45 65 61 Ta &€ 68 74 6b &2 4d 3d 00 00 00 00 cEeazohtlkbM=.... ft ki kB
0002B&70 44 34 63 &7 39 55 30 3d 00 00 00 00 48 70 6f 77 D4cgdlUo=....Hpow k ke kB
0002b&30 &7 47 58 6d 50 51 3d 3d 00 00 00 00 &6 37 63 &2 .f7ch
00020690 39 55 30 3d 00 00 00 00 43 5a 77 6c 62 48 37 &d[9U0=....CZwlhHTm
0002k6a0 42 6b 57 43 32 57 36 73 69 4a 35 64 78 37 69 4f |NEWC2W63iJ5dx7i0
0002b6b0 72 &£ 7a 73 51 70 78 69 63 4b 52 41 36 32 49 4e|zozsQpxicKRA62IN| hase6d gncrvpted
0002b6c0 77 54 58 4f 34 55 38 72 47 46 65 2b 2f 78 63 78 |WIKQ4UBréFe+/xcx| strings
0002b640 74 35 57 36 59 45 70 39 74 56 59 37 38 56 31 2f |tSWEYEpItVYTavl/
0002k6e0 77 &7 3d 3d 00 00 00 00 48 72 &€ 51 &f 45 58 47 fwg==....HroQoEXG
0002b6£0 48 51 75 2f 36 45 59 3d 00 00 00 00 48 72 6f 51 HLU/GET=....HCoQ
0002B700 6 45 58 47 48 52 4f 37 39 31 43 73 68 49 49 3d oEXGHRO791CshII=
0002b710 00 00 00 00 &6 36 42 47 74 41 3d 3d 00 00 00 00 ....f6BGLR==....
00026720 69 00 &d 00 &1 00 &7 00 65 00 2€ 00 6a 00 70 00fi.M.2.@.€./.3.p-
00028730 65 00 &7 00 00 00 00 00 73 00 &3 00 72 00 65 00fe.g..... s.c.r.e
00028740 65 00 &2 00 73 00 &8 00 &F 00 74 00 2e 00 6a O0fe.n.s.h.o.t...j
00028750 70 00 &7 00 00 00 00 00 &4 62 42 44 70 45 6a S5|p.g..... AbRDpE T
0002b760 44 79 36 33 36 55 2f 6c TR 4a T8 62 30 50 66 4e Dy63AU/1xJIxb0PEN i
00028770 33 76 43 57 4e S5a 42 Zb 64 62 68 53 75 42 73 69 3vCWNZB+dbhSuBsi L
0002b780 6 &4 61 63 77 57 35 6c 51 31 4c 37 6f 62 56 34 omacwWS1Q1L7ojvd
0002B790 2f 59 69 36 59 44 55 Ta Zb 68 67 74 2f 56 56 6e /Yi6YDUz+hgt/Vvn
Ll o0002b720 00 00 00 00 4f 62 34 48 2f 6b Ta 66 41 51 3d 3d ....ObdH/kzfAQ==
| oooze7bo 00 00 00 00 61 35 45 6d 6c 68 e 6d 55 58 4b 63 ....aSEmlhnmiTEKc
0002B7c0 77 42 4c 30 32 36 70 32 67 4f 48 66 2Zb 77 3d 3d wWBLOZ6p2gOHE+w==
0002B740 00 00 00 00 47 62 77 4e 70 45 7a 4a 45 47 69 61 ....GbwNpEzJEGia i
AAATMTaA 27 AE A2 21 £0 A D0 £7 77 4n DE AG 21 AF 71 €A1 T b TAR T £U1 Amn

Close

main process terminates right after launching this process, we can now take a dump of this
process to extract final payload.

That'’s it for unpacking! see you soon in the next blogpost covering detailed analysis of Vidar

infostealer.
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